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Abstract:

An efficient method of message steganography will be proposed, the method will use 8 bits from the speech sample
binary value to hold one character from the secret message, thus the capacity hiding will equal the covering DSF
size. Using lower LSBs of the speech sample binary value will not much affect the sample value, so the quality of
the stego DSF will be excellent and the stego file will be closed to the covering file. The proposed method will add
an extra security issues by using a private key, this key will be used to calculate the starting sample where to start
characters hiding, it will determine the starting LSB to get the set of 8 LSBs, and it will be also used to generate
eight element chaotic key, this key will be converted to 8 orders of LSBs to hide the bits of characters, these bit will
be not consecutive. The PK will a long enough long provide a good key space capable to resist hacking attempt and
the extracted message will be very sensitive to the selected values of the private key.

The proposed method will provide enhancements in the quality, security, speed and sensitivity of message
steganography, these enhancements will be proved based on the discussing of obtained experimental results.
Keywords: Steganography, SM, DSF, stego file, covering file, PK, CK, IKEY, LSBS.

Introduction

Message steganography [11-20] shown in figure 1 is the process of securing the message by hiding it in a covering
media before message transmission and extracting it from the stego media after receiving the stego media. Message
hiding is usually implemented by a hiding function (See figure 1 (a)), this function processes the secret message, the
covering media and the private key (PK) to produce a stego media, while the extracting function processes the stego
media and the PK to produce a secret image (see figure 1 (b)) [21-25[.

.The digital speech file (DSF) is an excellent and convenient media to be used as a covering media for the following
reasons [26-31]:

Easy to get the speech file.

A huge size of the DSF allows providing a big hiding capacity; it can be easily used to hide ahort and long
messages.

The binary value of the speech sample gives us a flexibility of using 1 or more bits for message hiding.

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 13


https://ijcsmc.com/
https://doi.org/10.47760/ijcsmc.2024.v13i02.002

1)

Ziad Al Qadi et al, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.2, February- 2024, pg. 13-26

Changing some bits ( as we will see later in this section) in the speech sample binary value will not much affect the
speech value, thus will keep the stego file with excellent quality [32-40].

PK
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Figure 1: Process of message steganography diagram

Steganography refers [1-10] to the process of concealing a secret message (with no traceability) in a manner that it
will make no meaning to anyone else except the intended recipient, and it has the features listed in table 1 [11-17].

Table 1: Steganography vs cryptography [43-50]

Feature Steganography

Meaning Covered writing

Data altering Structure of data is not usually altered.

Supports Supports Confidentiality and Authentication security principles

Needs for mathematics

Not much mathematical transformations are involved.

Action on data

The information is hidden.

Data visibility Hidden information is not visible

Confidentiality Provides Confidentiality only

Algorithm Doesn’t have specific algorithms

Goal is to make the information invisible to anyone who doesn’t know where to look or

what to look for

A good stego system must satisfy the following requirements [41-46]:

Quality:

The extracted message must be the same as the source message, the mean square value (MSE) measured between
the source and the extracted message must be equal zero, while the peak signal to noise ratio (PSNR) measured
between them must be equal infinity (see table 2) [47-52].
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The stego DSF must be closed to the covering file, the MSE measured between them must be very low, while the
PSNR must be very high (see table 2) [53-60].

Table 2: Quality requirements [61-65]

Quality Parameter Measured between covering and | Measured between source and
stego DSFs extracted SMs

Remarks Stego file must be closed to | Extracted message must be
covering one identical to the source one

Speed:

The stego system must decrease both the hiding and extracting times and increase the throughputs of message hiding
and message extracting (K characters processed in a second).

Extra security issues:

The stego system in addition to data hiding must used a private key to protect the hidden message from being
hacked; the key must provide a good key space capable to resist hacking attacks [66-70].

Flexibility:

The stego system must be able to process any message (short and long), changing the message must not require any
changes in the hiding and extracting functions.

Simplicity:

The hiding and extracting functions must minimize the code required to apply message hiding and message
extracting.

Secret message (SM) is a set of characters which forms a one row matrix, it can be easily processed and it can be
presented as shown in figure 2 by the characters, the decimal values and the message binary matrix (MBM).

Message—"Steganography';
Decimal—unint8(Message)
Decimal =

83 116 101 103 97 110 111 103 114 97 112 104 121
MEBEM=dec2bin{(ID}ecimal &)
MBNM =

01010011
01110100
01100101
01100111
01100001
01101110
01101111

01100111 / /

01110010 (MEMD)
01100001

01110000

01101000

01111001

Message binary matrix

Figure 2: SM presentation
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Figure 3: DSF presentation

Digital speech file (DSF) [70-80] is a set of samples values, these values are organized in one or two columns
matrix, this file can be presented by the speech wave, histogram, decimal matrix and the speech binary matrix
(SBM) as shown in figure 3. DSF has the following features:

Huge size, the size of the DSF can be increased by increasing the recording time and/or the sampling frequency.
Decimal fractional value of the speech sample is represented by a 64 bits binary number, this number as shown in
figure 4 provide a flexibility to select one or more bits for MBM bits hiding.

Sample=0.2950
Binary: LSE order 1 to 64

Index 1 to 64 _«

0 0111111110100101110000101000111101011100001010001111 01011100001
ﬁ ﬁ Value ﬁ ﬁ Expon ﬁ
ent
Sign
Figure 4: 64_bits binary value of the DSF sample
Changing the low ordered LSBs of the speech sample values will not much affect the sample value, this will give

use the ability to use one or more LSBs for message hiding. Table 3 shows the effects of changing 8LSBs of the
speech sample value using different orders of LSB8[1-10]:
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Table 3: Effects of replacing different ordered LSB8s sets of the speech sample
Sample=0.294
Character ‘2’
Decimal=90
Binary=01011010

Changed orders bits New value MSE PSNR

1.0983e-009 181.8118
26-33 0.2940 1.7826e-010 199.9942
27-34 0.2940 1.2367e-011 226.6764
28-35 0.2940 1.9620e-012 245.0872
29-36 0.2940 3.5527e-015 308.2271
30-37 0.2940 3.7326e-013 261.6816
40-47 0.2940 1.7809e-019 407.2365

From table 3 we can see that the best choice is to select the bits 57-64 for message steganography, but we can use
other lower ordered LSBs, but the MSE will grow, while the PSNR will drop down, and these values will be
acceptable.

Several methods [1-10]were introduced for message steganography, most of these methods were based on LSB and
LSB2 methods, and mostly these methods used digital image as a covering media [1-7], increasing the message
length will negatively affect the quality of the stego image [77-82].

The Proposed Method

The proposed method has the following features:

It uses 8 consecutive bits from each covering speech sample value to hide one character from the SM.

The set of 8 bits starting bit (SB) is from 25 to 57.

The capacity hiding of the covering DSF equals the speech size in samples.

Using high ordered bits will enhance the quality of the stego file.

The PK is used to generate an 8 elements chaotic logistic key, this key will be converted to indices key, the last
order of the bit in the set of 8 LSBs will be added to this key to form a new indices key, this key will be used to
arrange the character bits as illustrated in the example shown in figure 5.

The PK contains 4 components: a pair of chaotic parameters r and X, the starting position (POS), and the last bit
order in the set of LSB8 (LB). r and x are used to run a chaotic logistic map model (CLMM) to generate a chaotic
key (CK), POS is used to calculate the starting position of the covering-stego samples, while LB is used to adjust the
contents of the generated from CK indices key.
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s=0.265;
s1=num2bin(g,s)
sl=

5758 59 6061 62 63 64
00111111110100001111010111000010100011110101110000101000 1 1 1 1 0 1 1 O

x*

IKEY: 011 0100 1
60 64 62 58 59 63 61 57
m="%'
m1=nint8(m) 0011111111010000111101011100001010001111010111000010100001101001
90 0.2650

m2=dec2bin(ml,8)
01 0 1 1

;3

uu,;::::, =

Figure 5: Example of character bits hiding

The proposed method will implemented applying the following tasks:

Hiding process:

Taskl:

Input preparation:

Get the covering DSF.

Get the file size.

Reshape DSF matrix to one row matrix.

Get the SM.

Get the length of the message.

Convert the message to decimal.

Get the PK.

Task2:

PK processing:

Use r and x values to run CLMM to generate CK.

Sort this key to get the indices key.

Subtract the contents of the indices key from LB and add 1 to the results to get the secret key.
Compute the starting position of the covering samples by multiplying the POS value with the DSF size and taking
the integer value of the results.

Task 3:

Message hiding:

Get the covering samples.

Convert the covering samples to binary to get the SBM.

Convert the decimal matrix to binary to get the MBM.

For each row in MBM insert the bit in the sample LSB8 bits using the secret key.
Convert the resulting covering samples to decimal to get the stego samples.
Return the stego samples back to the DSF row matrix.

Reshape back the row matrix to the original size to get the stego DSF.
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The extracting process:

Taskl 1:

Input preparation:

Get the stego DSF.

Get the file size.

Reshape the file matrix to one row matrix.

Task2:

PK processing:

This task will be implemented using the same procedures as for data hiding process.
Task3:

SM extraction:

Get the stego samples.

Convert the stego samples.

Extract the LSB8 of each sample using the secret key to form MBM.
Convert MBM to decimal.

Convert the decimal matrix to characters to get the SM.

The following mat lab code can be useful to test and implement the proposed method:

;Hiding process
ml="L.5B8 message hiding";
ml=unint3(m1l);
LM=length({m1);
[c1 fsl]=wavread("C:\Users'win T\Desktop'voices‘al.wav");
[nnl nn2 nn3]=size{cl);L1=nnl*nn2;
c2=reshape(cl,1,L1);
r1=3.77;x1=0.11;P05=0.179;LB=64;
gl = quantizer('double");
mi=decZhin{m2,8);
for i=1:8

xl=r1*x1*{1-x1);

CE(i)=x1;
end
[ff IKEY]=sort{CK);
STP=fix(L1*P0O5);
P=LE+1-IKEY;
covs=c2{1,STP+1:STP+LM);
covsh=num2hin{gl,covs);
for i=1:LM

for j=1:8
covsh(i.P()Fm3(Lj);
end

end
stegos=hinXnum(gl,covsh)";
c2{1,5TP+1:3TP+LM)=stegos;
c3=reshape(cl.nnl.nnl);
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;Extracting process
cd=reshape(c3.1L1);
r1=3.77;x1=0.11;PO5=0.179;LB=64;
fori=1:8
x1=rl*x1*{1-x1);
CE(i)=x1;
end
[ IKEY]=s0rt{CK);
STP=fix(L1*POS);
P=LB+1-IKEY;
s1=c4{1.5TP+1:STP+LM);
s2=num2bin{gl,51);
for i=1:LM
for =1:8
md(i.j)=s2(.P());
end
end
m5=hin2dec(m4)’;
char{m5)

Implementation and Results Discussion
A good method of message steganography must produce a stego file with excellent quality, the stego file must be
closed to the covering file. The quality of the proposed method was tested, several messages were selected and
processed using the proposed method, figure 6 shows a sample outputs of the method implementation, this figure
shows that even the hidden message was long the quality of the stego file is excellent and the stego file is closed to
the covering one, and this prove the fact that the proposed method satisfies the quality requirements.

4

Covering DSF %10 Histogram
04 , , , 14 . . .
]SSR U S I S g g
0p------- oo RRRERREE
0 R - - :
e S SN B —
02f-------f----- 20 TREREEEEL : :
0.4 : ' ' 0 ' '
0 0.4 1 1.5 2 04 0.2 0 0.2 0.4
x 10°
Stego DSF 10"  Histogram
04 14

15 2
x 107
DSF holding 15000 characters

05 1

Figure 6: Produced sample outputs

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden 20



Ziad Al Qadi et al, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.2, February- 2024, pg. 13-26

The MSE and PSNR values measured between the covering and stego files were calculated and the obtained values
of these parameters also prove that the proposed method satisfies the quality requirements (see table 4), (the

covering DSF size was equal

Table 4: Quality parameters measured between covering and stego DSFs

Message length (byte) MSE PSNR
100 1.2363e-036 800.4879
200 1.2921e-036 800.0468
400 4.2597e-036 788.1174
500 4.2223e-036 788.2056
750 5.8444e-036 784.9546
1000 7.7495e-036 782.1331
1500 1.4803e-034 752.6352
5000 8.5328e-033 712.0926
10000 2.6270e-032 700.8476
20000 4.2875e-032 695.9489
Remarks Low High

The low values of MSE and high values of PSNR prove that the proposed method satisfies the quality requirements,
the obtained quality parameters are better than the parameters of other methods introduced in [1-10], the quality of
the stego file keeps excellent even if we hide a long message (see figure 7).

x 107

! ! ! ! ! ! ! ! !
I, i~—4\ i

@ 4o - LR S o R LR Ao o

= : : : : : : ; . :
S 5 ITTRUE IR S R S

0 ' I i i i i i i i

0 02 04 06 08 1 12 14 16 18
SM length(byte) %10

850 — T 1 1
800 A I IELEELS R

g N
& 750 A S

o ; : ; ; ; ;
700 e T

650 i i i i i i

0 02 04 06 08 1 12 14 16 18
SM length(byte) %10

© 2024, 1ICSMC All Rights Reserved, ZAIN Publications, Fridhemsgatan 62, 112 46, Stockholm, Sweden

Figure 7: MSE and PSNR vs SM length

21




Ziad Al Qadi et al, International Journal of Computer Science and Mobile Computing, VVol.13 Issue.2, February- 2024, pg. 13-26

The proposed method provided a good speed, several messages were processed, the hiding time in seconds (HT), the
extracting time in seconds (ET), the hiding throughput in K bytes per second (HTP) and the extracting throughput in
K bytes per second (ETP) were calculated and table 5 shows the obtained results:

Table 5: Obtained speed results

SM length (byte) HT ET HTP ETP
100 0.0580 0.0110 1.6837 8.8778
500 0.0740 0.0250 6.5984 19.5313
750 0.0820 0.0380 8.9320 19.2743
1000 0.0910 0.0560 10.7315 17.4386
1500 0.1170 0.0700 12.5200 20.9263
5000 0.2580 0.1980 18.9256 24.6607
10000 0.4660 0.5250 20.9563 18.6012
20000 0.8780 1.6660 22.2452 11.7234
25000 1.0800 2.5230 22.6056 9.6766
50000 25110 12.1770 23.4638 4.0099
100000 4.1300 53.8210 23.6456 1.8145

The obtained speed results are acceptable and they are closed to the results of other existing methods of message
steganography using digital image as a covering media.

The proposed method is sensitive to the selected values of the PK, any changes in the PK in the extracting process
will produce a damaged extracted message as shown in the obtained results shown in table 6.

The message “LSB8 steganography” was hidden using PK1, the hidden message was extracted by each of the
following PKs, and table 6 shows the obtained results:

PK1:
r1=3.77;x1=0.11;
POS=0.179;:LB=64;
PE2:
r1=3.87:x1=0.11;
POS=0.179:LB=64;
PE3:
r1=3.7T;x1=0.19;
POS=0.179:;LB=64;
PE4:
r1=3.77:x1=0.11;
PO5S=0.270;LB=64;
PES5:
r1=3.77;x1=0.11;
POS=0.179;LB=63;

Table 6: Sensitivity results

Used PK in the | Extracted message MSE between the | PSNR between | Remarks
extraction function source and the | the source and

extracted the extracted

messages messages
PK1 LSB8 steganography 0 Infinity Correct
PK2 #$ @srobpvr@agbggv 3545.7 28.2085 Damaged
PK3 &i( 8Eéé «E D¥(¥®« 5874.7 22.2366 Damaged
PK4 Unreadable 8764.8 4.1137 Damaged
PK5 8 T<< (T D t 3521 26.9219 Damaged
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Conclusion

A simple method of secret message steganography was proposed, the method used simple assignment operations to
apply bits hiding and bits extracting. The proposed method used 8 bits from the covering sample binary value to
hide one character, making the capacity hiding equal the digital speech file size in samples, the bits can be selected
anywhere but it recommended to use the least significant 8 bits to get the best quality of the stego file. The proposed
method used a complicated private key with four values, the first two values are a chaotic logistic parameters, which
were used to run a CLMM to generate a chaotic key, the chaotic key was transformed to secret indices key to apply
message bits hiding in the associated bits of the speech sample, the third value was used to calculate the starting
position of the covering-stego samples where to start hiding-extracting, and the fourth value was used to determine
the set of used 8 bits for data steganography.

The method was tested and implemented using various messages and the obtained results were used to prove the fact
that the method satisfies the requirements of good stego system in quality, speed and sensitivity.
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