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Abstract

Big data is an emerging term referring to the process of managing huge amount of data from different
sources, such as, DBMS, log files, postings of social media. Big data (text, number, images... etc.) could be
divided into different forms: structured, semi-structured, and unstructured. Big data could be further
described by some attributes like velocity, volume, variety, value, and complexity. The emerging big data
technologies also raise many security concerns and challenges. In this paper, we present big data lifecycle
framework. The lifecycle includes four phases, i.e., data collection, data storage, data analytics, and
knowledge creation. We briefly introduce each phase. We further summarize the security threats and
attacks for each phase. The big data lifecycle integrated with security threats and attacks to propose a
security threat model to conduct research in big data security. Our work could be further used towards
securing big data infrastructure.
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Introduction

Big data emerged in the last few years to meet the requirements and challenges of the growing size of
data. Big data as a term refers to the process of managing huge amount of data that comes from several
sources like DBMS, log files, posting to social media, and sensor data (Bajaj et al. 2014). At the first glance
when we hear big data, we think about the huge amount of data that we should store and process. In fact,
huge volume of data is a big data pertained attribute where it exceed Exabyte (10'8) which needs special
storage solutions, high performance data processing, and special analytics capability (Kaisler et al. 2013).
Big data is a pool of complex datasets that may include different data types (text, number, images, and
videos) of large volume that beyond the traditional database management systems (Govindarajan et al.
2014).

In particular, big data has three main attributes namely: volume, velocity, and variety. Beside the three
Vs, other attributes pertained to big data like value and complexity attributes (Kaisler et al., 2013; Katal et
al. 2013). Volume attribute refers to the amount of data. Generally speaking, big data has large volume of
data that is beyond the traditional storage solutions. According to Bajaj et al. (2014), 90 percent of the
current data in the world has been formed in the last two years with average of 2.5 quintillions of data
bytes being created daily. The velocity attribute of big data refers to the speed rate of generating and
processing data (Bajaj et al. 2014). Currently, data and information are generated and processed at high-
speed rate producing huge volume of knowledge added to the knowledge base. This velocity rate of big
data requires higher processing capabilities than traditional systems. Furthermore, the term velocity
refers to high speed of data movements between data storage over networks (Bajaj et al. 2014).
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Another big data attribute is the variety. Variety in big data refers to the variety of resources that generate
data of different types and different formats (Bajaj et al. 2014; Govindarajan et al. 2014; Kaisler et al.
2013; Katal et al. 2013). Data resources could be from digital pictures and videos, social media, sensors
data, healthcare data records, text, log files, tweets, and purchase transaction records. In other words, big
data consists of different data formats: structured, unstructured, and semi-structured.

Other two attributes related to big data are value and complexity (Kaisler et al. 2013). The value attribute
in big data refers to the worthy of information (the knowledge) that could be generated from processing
and analyzing big data. This created knowledge is helpful and supportive for decision-making process
(Katal et al. 2013). The complexity attribute refers to the complication of relationships and complexity
links in big data structure. In this regards, we can imagine how complex it is when few changes occur in
big data that may lead to large number of changes (Katal et al. 2013).

In terms of security and privacy perspective, we should look at big data security from different angles and
perspective. We should think about how to protect data itself, the process of the big data, and the output
of big data process. In this regards, Kim et al. (2013) argue that security in big data refers to three
matters: data security, access control, and information security. Furthermore, Xu et al. (2014) present a
big data security model considering the user role of security in different phases of big data process.
However, most of the previous big data security studies do not focus on the threats and attacks that face
big data environment. Furthermore, there is less focus on the big data lifecycle and how to correlate the
threats and attacks based on the lifecycle model.

In order to secure big data environment, it is important to identify the threats and attacks of the big data
within its lifecycle. Threats and attacks identification helps security community to develop security
defenses against these threats. Up to our knowledge, there is no previous studies address the lifecycle of
the big data and the associated threats and attacks. Therefore, our paper presents a big data lifecycle
model where it consists of four phases: data collection, data storage, data processing, and Knowledge
creation. Furthermore, we summarize the security threats and attacks in each phase of the lifecycle. The
presented big data lifecycle integrated with security threats and attacks provides a security thread model
to conduct research on big data security. The threat model could be further used towards securing big
data infrastructure and provide a clear foundation for further research to secure big data.

Literature Review

Big data emerged in the last few years to meet the requirements and challenges of the growing size of
data. There is not much work about big data and security in the literature. Some articles in literature
tackle the definition, characteristics, and challenges of big data. Katal et al. (2013) introduces the big data
as a new technology and discuss some issues and challenges for using big data technologies. Sagiroglu and
Sinanc (2013) present a big data overview paper discussing the content, characteristics, scope,
advantages, challenges, and the privacy of big data. Other research papers provide a debate about the new
technology of big data and its challenges and scopes (Bakshi, 2012; Demchenko et al, 2012; Singh &
Singh, 2012).

In terms of security and privacy, some research articles argue the privacy issues and security challenges of
the big data era. In their research, Smith et al. (2012) discuss personal privacy on social network and how
social web users can control their privacy. Kim et al. (2013) discuss big data security and provide a
security methodology to hardening and protecting big data security effectively through protecting the
selected attributes. Jensen (2013) discusses privacy challenges in big data and how to control big data
process under privacy complaint. Big data analytics can be used to improve the security through collecting
and analyzing enterprise’s data (structured and unstructured) (Cardenas et al. 2013).

The emergent of big data technologies attracts researchers to think about protecting the new data
framework. In this regards, information security maintenance is required for any organization’s
information systems infrastructure considering big data technologies (Miloslavskaya et al. 2014). Marchal
et al. (2014) propose a security model to analyze large amount of data from security perspective to
monitor local enterprise network, perform network intrusions detections and preventions tasks, and
perform forensics analysis. Furthermore, another research focuses on the user role in securing big data
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infrastructure through the proposed security model (Xu et al. 2014). They argue four types of users’ role in
big data environment: data provider, data collector, data miner, and decision maker (Xu et al. 2014).

On the other side, several threats and attacks are threatening big data technology. A data mining based
threat is discussed by (Dev et al. 2012). According to them, this type of threat exploits data mining
techniques and methods to extract sensitive data and valuable information. Another threat to big data is
data privacy and releasing sensitive data that may harm persons or organizations like re-identification
threat and wrong results threats (Jensen 2013). Wu and Guo (2013) argue that privacy and information
assurance is a big concern in big data environment where extracting personal or sensitive data can harm
persons and organizations and lead to several business problem. Up to our knowledge, there is no study
addresses the threats and attacks in one model in terms of big data lifecycle. Therefore, our study can be
used as a foundation for future security research to secure big data environment.

Big Data Security Lifecycle

In this section, we present big data security lifecycle model and the main components of any big data
framework. We extend our model from (Xu et al. 2014). They address big data from user role perspective
where they argue four types of users’ role in big data environment: data provider, data collector, data
miner, and decision maker. However, our model addresses the phases of the big data lifecycle. Our model
consists of four phases in big data framework consists of data collection phase, data storage phase, data
processing and analysis, and knowledge creation. Figure 1 presents the main elements in big data
lifecycle.
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Figure 1: Big Data Lifecycle Threat Model

Data Collection Phase

In data collection phase, data from different sources comes with different formats: structured, semi-
structured, and unstructured. From a security perspective, securing big data technology should start from
the first phase of the lifecycle. It is important to gather data from trusted sources and make sure that this
phase is secured and protected. In fact, we need to take some security measures in order to keep data from
being released. Some security measures can be used in this phase like limited access control (for those
who receive data from data provider) and encrypting some data fields (personal information identifier).
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Data Storage Phase

In data storage phase, the collected data is stored and prepared for being used in the next phase (data
analytics phase). As the collected data may contain of sensitive information, it is essential to take
sufficient precautions during data storing. In order to guarantee the safety of the collected data, some
security measures can be used like data anonymization approach, permutation, and data partitioning
(vertically or horizontally).

Data Analytics Phase

After collecting data and storing it in secured storage solutions, data processing analysis is performed to
generate useful knowledge. In this phase, data mining methods such as clustering, classification, and
association rule mining are used. It is crucial to provide secure processing environment. In fact, data
miners use powerful data mining algorithms that can extract sensitive data. Thus, a security breach may
happen. Therefore, data mining process and it’s output must be protected against data mining based
attacks and make sure that only authorized staff work in this phase.

Knowledge Creation Phase

Finally, the analytics phase comes up with new information and valued knowledge to be used by decision
makers. The created knowledge is considered as sensitive information especially in a competition
environment. Organizations take care of their sensitive information to be far away from their rivals.
Further, they aware of their sensitive data (e.g. client personal data) not to be publicly released.

Big Data Threats and Attacks

Big data technology is exposed to many security threats and attacks. Big data threats and attacks are
mainly derived from the characteristics of big data technology that rely on data analytics techniques
including data mining algorithms. In fact, attackers can also use data mining methods and procedures to
find out sensitive data and release it to public and thus data breach happens. In this paper, we classify
threats and attacks of big data in terms of the four phases of big data lifecycle. Table 1 explains that the
threats and attacks at each phase.

Phases Threats and | Description Suggested defense
attacks
Data Collection | Phishing These attacks are hacking data | Security awareness program
5 : provider and collector to get
pamming an access to the data in the
Spoofing collection phase.
Data storage Data mining | Targeted datasets to extract | Divide datasets (vertically and
based attacks knowledge (Dev et al. 2012). horizontally) and non-central data

storage framework.

Attacks on

Stealing hard disks or make

Physical security measures non-

data  storage | images of them central data storage framework.
devices
Unauthorized | People access data illegally Access control

data access

Data analytics Data mining | Using data mining methods to | Divide datasets (vertically and
based attacks | extract sensitive knowledge. horizontally) and use access control.
Re- Identification  threats  of | Core attribute encryption.
identification | personal information (Jensen
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threat 2013).
Wrong result | Using incorrect  analysis | Follow correct analysis procedures
threat process, which lead to |and document, audit, and review
incorrect results (Jensen | the process.
2013).
Knowledge Privacy threats | Releasing the resulted | Adopt encrypt the resulted
creation knowledge (ex. Rival | knowledge and adopting access
competitors) control strategy.

Phishing and | Decision makers are targeted | Security awareness programs
spoofing

Table 1: Threats Model.

In the above table, we classify the threats and attacks based on the big data lifecycle phases. Each phase
has special characteristics and assigned different tasks, thus each phase is vulnerable to different threats
and attacks. In this regards, data collection phase is vulnerable to several attacks like phishing and
spoofing attacks. These kinds of attacks are targeting people who work in gathering and providing data to
big data framework. One way to improve security in this phase is to provide security awareness programs
to data collection staff and teach them how to comply with security policies and procedures.

After we the gathered data in data storage devices, we have to be aware of some threats and attacks. In
this regards, hackers who get access to data in storage devices may use data mining techniques to extract
sensitive data and use it illegally. This kind of attacks called data mining based attacks. In order to deal
with kind of attacks, we may divide the datasets vertically or horizontally to reduce the impact of this
attacks and adopt non-central data storage framework. There are other threats related to data storage
phase like attacks on data storage devices (ex. Stealing hard disks) and unauthorized access attacks. In
this regards, we can build a physical security guard and develop access control protocols.

In data analytics phase, some threats attacks may happen to release sensitive data or harm the data
process. Data mining based attacks may occur to discover and release sensitive information or correlation
techniques could be used to re-identify personal information which impact people data privacy. In order
to protect big data framework from this kind of attacks, we may adopt some defense procedures like
dividing datasets into several parts (horizontally or vertically) and perform data encryption to the core
attributes (attributes with high weight). Other threat in this phase is getting incorrect results from the
data analytics process. Therefore, it is important to follow correct analytics process and document it.

Finally, we have to consider the threats and attacks in the knowledge creation phase and how to protect it.
In fact, the created knowledge from big data process is considered sensitive information that needs not to
be released to the public and especially to rival companies in the business context. Some privacy threats
and security attacks that may target the decision makers and those who have access to the final outcome
of the big data process. Therefore, we need to develop security policy and follow access control procedures
besides developing security awareness programs to prevent and mitigate the impact of any threat.

Conclusion and Future Work

It is essential to be aware of security threats and attacks of the big data. Big data as a term refers to the
process of managing huge amount of data. With the increasing usage of big data, several challenges are
raised and especially security challenges that impact data privacy. In this paper, we present a security
thread model for big data and explain the security threats and attacks of big data in terms of the big data
lifecycle. Big data lifecycle consists of four phases: data collection, data storage, data analysis, and
knowledge creation. Data collection phase consists of collecting data from different sources. In this phase,
it is important to collect data from trusted data sources. In data storage phase, the collected data need to
be stored in secure data storage solutions. The third phase of our model is data processing. We need to
make sure how to keep information assurance during data processing. Finally, we have the output of the
big data process. In fact, big data results represent significant knowledge that is important for decision
makers. Decision makers and organizations consider the generated knowledge of the big data process as a
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sensitive data that need to be secured and unreleased to the public especially the rival organizations. Big
data basically rely on data mining methods and attackers can use data mining to extract sensitive data.
Therefore, our future work is to reduce the impact of the data mining based attacks by developing
effective security measures like storage separation and encrypt selected attributes of the datasets.
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