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Information Trust Institute

Information Trust Institute
W. H. Sanders, Director
449 Coordinated Science Laboratory
1308 West Main Street
MC-228
Urbana, IL 61801
217-333-3546
www.iti.uiuc.edu

The Information Trust Institute (ITI) provides national
leadership combining research and education with
industrial outreach in trustworthy and secure information
systems. ITI brings together over 90 faculty and senior
researchers, many graduate student researchers, and
industry partners to conduct foundational and applied
research to enable the creation of critical applications and
cyber infrastructures. In doing so, ITI is creating computer
systems, software, and networks that society can depend
on to be trustworthy, that is, secure, dependable (reliable
and available), correct, safe, private, and survivable.
Instead of concentrating on narrow and focused technical
solutions, ITI aims to create a new paradigm for designing
trustworthy systems from the ground up and validating
systems that are intended to be trustworthy. ITI is an
academic/industry partnership targeting application areas
such as electric power, financial systems, defense, and
homeland security, among others. ITI aims to change the
way research and education are conducted in the
information trust area by closely coupling industry and
faculty researchers to create economic opportunity by
achieving rapid technology transfer into new products and
services and skilled workforce development.

Boeing Trusted Software Center
William H. Sanders, Director
whs@iti.uiuc.edu
Information Trust Institute
1308 West Main Street
MC-228
Urbana, IL 61801-2307
217-333-3546
http://www.boeing.iti.uiuc.edu

The Boeing trusted software center at the University of
Illinois at Urbana-Champaign represents a unique
opportunity to develop research collaborations in trusted
software between researchers at Boeing and the University
of Illinois at Urbana-Champaign, resulting in significant

benefits to both. "Trusted software" consists of research
topics related to the trustworthiness (security, privacy,
reliability, availability, correctness, safety, and
survivability) of information systems, software, networks,
and applications. A central focus of the program is the
support of a number of projects expected to lead to
innovations that can impact the long-term competitiveness
of Boeing in a 5- to-10-year time frame. The relationship
is managed by the Information Trust Institute. Topic areas
include, but are not limited to

• Network Security and Protocols
• End-to-End Guarantee of QoS and Trust in
Heterogeneous Networking Environments
• Secure and Dependable Networks of Sensors/Embedded
Devices
• Highly Scalable Trustworthy Networks for Complex
Sensor and Embedded Device Systems
• Scalable Traffic and System Trust Engineering
Methods
• Survivability of Distributed Systems
• Algorithms for Trust Assessment, Optimization, and Data
Analysis
• Network and Security Management
• New Paradigms for Trustworthy Tactical Networking
• Trustworthy Wireless Networking
• Information Assurance Algorithms, Methods, and
Architectures
• Trusted Software for Next-Generation Air Transportation
Management Systems

CAESAR: The Center for Autonomous Engineering
Systems and Robotics
Seth Hutchinson, Director
seth@iti.uiuc.edu
Information Trust Institute
1308 West Main Street
MC-228
Urbana, IL 61801-2307
217-333-3546
http://www.caesar.iti.uiuc.edu

The Center for Autonomous Engineering Systems and
Robotics (Caesar)at the University of Illinois at Urbana-
Champaign was formed in fall 2006 as a center in the
Information Trust Institute and a focal point for campus
research in algorithmic foundations and mathematical
analysis of robotics; motion planning and control of sensor
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networks and multi-agent systems; human/robot
interaction; and applications in engineering, biological,
medical, agricultural, and other systems. The center’s
mission is threefold: to enable the development of
trustworthy autonomous and semiautonomous robotic
systems; to provide an intellectual framework that fosters
collaboration in robotics and autonomous systems among
researchers from varied backgrounds and application
areas, and increases the potential for fundamental
breakthroughs; and to engage industry and government
agencies to provide theoretically sound practical
approaches for building trustworthy robotic systems.

Information Forensics, Center for
Pierre Moulin, Director
moulin@iti.uiuc.edu
Information Trust Institute
1308 West Main Street
MC-228
Urbana, IL 61801-2307
217-333-3546
http://www.cif.iti.uiuc.edu

A variety of applications in the areas of trust, security, and
related areas share a common requirement: advanced data
analysis methods are needed to make inferences about the
past state of a system. Depending on the application area,
the past state of the system may represent the
characterization of anomalous activity and patterns;
untrustworthy nodes in a network; intrusions in a computer
system or in a physical facility; chemical or biological
contamination; and/or tampering with computer hardware,
software, data files, audio, video, and other signals, as well
as the devices that acquire and display these signals. Other
important applications go beyond the traditional realm of
engineering and may make it necessary to make inferences
about the health, behavior, or state of mind of a person, and
the evolution of a human organization. Such problems may
be broadly described as “information forensics” problems.
The mission of this center is to provide an intellectual
framework that fosters collaboration in that area among
researchers from varied backgrounds and thereby increases
the potential for breakthroughs.

NCASSR: The National Center for Advanced Secure
Systems Research
Von Welch and Randy Butler, Directors
rbutler@ncsa.uiuc.edu
vwelch@iti.uiuc.edu
Information Trust Institute; National Center for
Supercomputing Applications
1205 West Clark Street
MC-257
Urbana, IL 61801

217-265-7139
http://www.ncassr.iti.uiuc.edu

Launched in 2003 as a response to increased concerns
about protecting the nation’s cyberinfrastructure from the
threats of terrorism and other criminal activity, the
National Center for Advanced Secure Systems Research
(NCASSR) addresses the need for a cybersecurity
infrastructure that is dynamic and adaptive to the emerging
needs of systems crucial to key national industries, the
smooth functioning of important infrastructure and public
services, the defense of the nation, and the protection of
those who serve. Funded by the Office of Naval Research,
NCASSR is a partnership led by the National Center for
Supercomputing Applications and includes the
Department of Computer Science at the University of
Illinois at Urbana-Champaign, the Pacific Northwest
National Laboratory (PNNL), and the Naval Postgraduate
School. NCASSR researchers at these institutions bring to
the collaboration broad and varied expertise in the field of
cybersecurity research, exploring and developing a wide
range of new technologies and approaches to emerging
security problems. NCASSR is also a participating center
in the Information Trust Institute at the University of
Illinois.

NSA IA Center: Center for Information Assurance
Education at the University of Illinois at Urbana-
Champaign
Roy H. Campbell, Director
rhc@iti.uiuc.edu
Information Trust Institute
1308 West Main Street
MC-228
Urbana, IL 61801-2307
217-333-3546
http://www.iaeducation.iti.uiuc.edu

This center coordinates educational and some academic
research activities in information assurance across the
campus of the University of Illinois at Urbana-Champaign
and is a member of the Information Trust Institute. Illinois
offers many courses and research opportunities in
information assurance at the undergraduate and graduate
levels, including distance learning, short courses, and
master's and doctoral degrees. Our courses are matched to
the Committee on National Security Systems (CNSS)
Training Standards. The NSA IA Center has been the
driving force behind the effort that resulted in the
designation of the University of Illinois at Urbana-
Champaign as a Center of Academic Excellence in
Information Assurance Education by the National Center
of Academic Excellence in Information Assurance
Education (CAEIAE) program, an outreach program
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initially designed and operated by the National Security
Agency (NSA) in the spirit of Presidential Decision
Directive 63, National Policy on Critical Infrastructure
Protection, May 1998. The goal of the program is to reduce
vulnerability in our national information infrastructure by
promoting higher education in information assurance (IA),
and producing a growing number of professionals with IA
expertise in various disciplines. The NSA IA Center's work
also resulted in an additional designation of the University
of Illinois as a National Center of Academic Excellence in
Information Assurance Research (CAE-R), an honor
developed by the NSA to recognize universities with
outstanding graduate research programs in the field of
information assurance.

TCIP: Trustworthy Cyber Infrastructure for the
Power Grid
William H. Sanders, Director
whs@iti.uiuc.edu
Information Trust Institute
1308 West Main Street
MC-228
Urbana, IL 61801
217-333-0346
http://www.tcip.iti.uiuc.edu

The TCIP (Trustworthy Cyber Infrastructure for the Power
Grid) NSF Cyber Trust Center was created in August 2005
to address the challenge of how to protect the nation's
power grid. The National Science Foundation awarded
$7.5 million over five years to the project, which is being
led by the University of Illinois Information Trust Institute
(ITI) team and also involves researchers at Cornell
University, Dartmouth College, and Washington State
University. The Department of Energy and the Department
of Homeland Security have joined NSF in funding and
managing the effort. The center is significantly improving
the way the power grid cyber infrastructure is built, making
it more secure, reliable, and safe. TCIP is working to
provide the fundamental science and technology needed to
create an intelligent, adaptive power grid that can survive
malicious adversaries, provide continuous delivery of
power, and support dynamically varying trust
requirements. We are doing so by creating the necessary
cyber building blocks and architecture and by creating
validation technology to quantify the amount of trust
provided by the proposed approach.

Trusted ILLIAC Center
Ravishankar K. Iyer, Director
rkiyer@iti.uiuc.edu
Information Trust Institute and Coordinated Science
Laboratory
1308 West Main Street

MC-228
Urbana, IL 61801-2307
217-333-3546
http://www.t-illiac.iti.uiuc.edu

The increasing complexity of computer systems and their
deployment in mission- and life-critical applications,
combined with the Internet's ubiquity, are driving the need
to provide applications with security and reliability
support. Users want their applications to continue to
operate correctly despite attacks and failures. Trusted
ILLIAC will demonstrate a new application-specific
approach to trustworthy computing. Based on fundamental
advances in security and reliability technologies, coupled
with breakthroughs in compiler analysis and novel
modeling and measurement techniques, Trusted ILLIAC
will demonstrate a new paradigm for achieving reliability
and security at unprecedented levels. Multiple sponsors
have supported the research underlying the Trusted
ILLIAC concept, including the National Science
Foundation, the U.S. Department of Commerce, DARPA,
the Microelectronics Advanced Research Corporation
(MARCO), AMD, Intel, HP, IBM, Sun Microsystems, and
Xilinx.

Faculty and Their Interests
Tarek F. Abdelzaher
Operating systems, networking, sensor networks,
distributed systems, embedded real-time systems

Vikram Adve
Compilers, software reliability, performance analysis,
computer architecture

Gul A. Agha
Developing new abstractions for building open distributed
systems and reasoning about their behavior, parallelism,
coordination, real-time behavior

Narendra Ahuja
Computer vision, robotics, image processing, sensors,
pattern recognition, virtual environments, intelligent
interfaces

Andrew G. Alleyne
Automotive systems, control systems
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Brian P. Bailey
User interface tools that better support early design tasks,
systems and environments that help users maintain
information awareness, tools for multimedia authoring and
design, interfaces that foster social interaction, human–
computer interaction

Tamer Basar
Information technology research; control over wired and
wireless networks; usage-limited sensing, estimation, and
control; robust identification and control; dynamic games
and stochastic teams; nonlinear and adaptive robust
control; decentralized and distributed detection and
estimation; routing, pricing, and congestion control;
modeling and control of communication networks; mobile
and distributed computing; information security and
intrusion detection; incentive mechanisms through pricing;
neural networks-based identification and control;
applications of control and game theory in economics

Carolyn L. Beck
Control systems, modeling and model reduction for the
purposes of control, systems theory

Jennifer Bernhard
Reconfigurable active and passive antennas, phased array
antennas, wireless sensor systems

Richard Blahut
Communications, signal processing, information theory,
optical recording

Nikita Borisov
Computer security and privacy, anonymity, privacy-
enhancing technologies

Michael B. Bragg
Aerodynamics, flight mechanics, aircraft icing, unsteady
aerodynamics

Yoram Bresler
Biomedical imaging systems; statistical signal and image
processing; inverse problems; statistical pattern
recognition; sensor-array processing

Timothy W. Bretl
Aerospace information technology, systems and control,
with a focus on robotics and autonomous vehicles

Roy H. Campbell
Security, distributed operating systems, ubiquitous
computing

Todd P. Coleman
Wireless networks, information theory, operations,
research, computational neuroscience

Victoria Coverstone
Space mission design, optimal spacecraft trajectories

Harry Dankowicz
Automotive systems, bioengineering, control systems,
dynamic systems, engineering mechanics, nano-, micro-,
and meso-technology

Minh Do
Image and multidimensional signal processing, wavelets,
imaging, multiscale geometric analysis, visual information
representation

Geir E. Dullerud
Control systems, dynamic systems

Iwan M. Duursma
Algebraic geometry, coding theory, cryptography, number
theory

Robert W. Ghrist
Applied topology, geometry

George Gross
Electricity planning and analysis, power system
operations, competitive electricity markets and auction
mechanisms, transmission services and pricing, ancillary
services, congestions management, reliability and security,
energy policy and economics, restructuring of the
electricity business

Elsa Gunter
Formal systems

Carl A. Gunter
Security, networks, software engineering, programming
languages

Indranil Gupta
Distributed systems, distributed protocols, probabilistic
protocols, design methodologies, sensor networks

Christoforos Hadjicostis
Systems and control, error control coding, fault diagnosis
and tolerance in dynamic systems, testing and verification,
discrete event systems, algebraic systems, coding and
graph theory
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Jerome F. Hajjar
Structural analysis, experimental testing, and design of
steel and composite steel-concrete structures; earthquake
engineering

Jiawei Han
Database systems, data mining, data warehousing, stream
data mining, web mining, spatiotemporal data mining,
biodata mining

Jennifer C. J. Hou
Design, analysis, and implementation of self-adjusting
protocols for wireless networks, enabling technology for
large-scale network simulation and emulation, wireless-
enabled cyber physical space for healthcare, design,
fundamental property analysis, evaluation of data-centric
wireless sensor networks

Elizabeth Hsiao-Wecksler
Bioengineering, control systems, dynamic systems,
engineering mechanics

Yih-Chun Hu
Network security, wireless networks

Thomas S. Huang
Image processing, image compression, computer vision,
human computer interaction, image and video databases

Seth Hutchinson
Robotics, computer vision, artificial intelligence

Wen-Mei Hwu
Architecture, compilation, and microarchitecture of high
performance parallel computer systems

Ravishankar K. Iyer
Design and evaluation of reliable and secure networks and
systems, computer measurement and modeling,
dependability and security validation and benchmarking

Wesley M. Jarrell
Sustainable production and management of food and
ornamental plants, and the health of rural and urban
landscapes, especially soil and water

Ralph E. Johnson
Object-oriented design, design patterns, frameworks,
software architectures

Karrie Karahalios
Human–computer interfaces

Jay P. Kesan
Intellectual property, law and technology, patent law

Himanshu Khurana
Computer security, access control, secure control systems

Samuel T. King
Security, operating systems, experimental software
systems, virtual machines

Negar Kiyavash
Digital rights management, computer, communication and
multimedia security, cryptography

Robin Kravets
Mobile computing and communication, location
management, power management, transport protocols, ad
hoc networks, personal area networks

P. R. Kumar
Wireless networks, sensor networks, convergence of
control, communication and computation, semiconductor
manufacturing, manufacturing systems, machine learning,
adaptive systems, control, stochastic systems

Cedric Langbort
Dynamical systems, control and systems theory, with
emphasis on distributed decision making in large-scale and
networked infrastructure

Steven M. LaValle
Robotics, motion planning, computational geometry,
artificial intelligence, computational biology, computer
vision, computer graphics, control theory

Zhi-Pei Liang
Magnetic resonance imaging, pattern recognition,
statistical learning, bioinformatics

Feng Liang
Bayesian methods, decision theory, information theory,
minimum description length principle, data mining

Michael C. Loui
Computational complexity theory, ethics in engineering
and computing, scholarship of teaching and learning

Steven Lumetta
Optical network architecture, computer architecture,
cluster computing, parallel computing, user-level
communication, validation and reliability
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Yi Ma
Computer vision, including multiple view geometry,
structure from motion, dynamic vision, real-time tracking,
and active vision; systems theory, including geometric
nonlinear control, hybrid systems, vision-based robotic
control and navigation

Darko Marinov
Software engineering, programming languages, software
testing

Jose Meseguer
Formal executable specification and verification; software
composition, reflection, and metaprogramming; object-
oriented specification and software architecture;
concurrent, distributed, and mobile computing; logical
frameworks and formal interoperability; logical and
semantic foundations

Sean Meyn
Optimal control, Markov processes (with or without
control), stochastic approximation and adaptive control,
reinforcement learning and simulation, spectral theory and
large deviations, information theory, stochastic networks

Pierre Moulin
Image and video processing, compression, statistical signal
processing, information hiding, information theory

Klara Nahrstedt
Quality-of-Service (QoS) management, integration of
guaranteed and best effort services for audio/video/DATA
traffic, QoS-aware resource management, QoS routing,
multimedia security, soft real-time scheduling,
middleware support for distributed multimedia
applications

N. Sri Namachchivaya
Nonlinear dynamical systems, including bifurcation
theory, stability analysis, stochastic processes, structural
dynamics

Natasha Neogi
Aerospace software, hazard elimination using backwards
reachability techniques in discrete and hybrid models

David Nicol
Cyber-security, modeling and analysis of computer and
communications systems, high performance simulation,
parallel processing

Thomas Overbye
Power systems operation and control, power system
stability, power system analysis by computer methods,
power system visualization

Madhusudan Parthasarathy
Software engineering, formal methods

Sanjay Patel
Computer architecture, microarchitecture, high-
performance and reliable computer systems, the
implications of future generation applications and
implementation technologies on systems design

Manoj M. Prabhakaran
Cryptography, other topics in theoretical computer science

Luis F. Rodriguez
Modeling and analysis of biological systems, reliability
and sustainability, decision support, life support systems,
integrated controls

Karl S. Rosengren
Cognitive and perceptual motor development

Grigore Rosu
Software and software related aspects; design, semantics,
and implementation of programming and specification
languages; automated software engineering and formal
methods, especially “push-button” techniques for
certification, monitoring, synthesis, and modularization;
automated reasoning about computer systems, applications
of logics, theorem proving; algorithms, (co)algebra,
category theory

Dan Roth
Artificial intelligence, theoretical computing

William Sanders
Dependability, security, and performance evaluation;
intrusion- and fault-tolerant systems; reliable and secure
distributed systems

Peter W. Sauer
Electric machinery modeling, analysis and control, power
system dynamic modeling and simulation, power system
stability
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Jürgen Scheffran
Complex adaptive systems, networks, and agent-based
modeling; complexity and stability theory; decision-
making, optimal control, and game theory; energy security,
climate change, and resource economics; renewable
energy, land use, and spatial modeling

Lui Sha
Distributed real-time computing systems, dynamic real-
time architecture, Quality-of-Service (QoS) driven
resource management, security and fault tolerance in
networked embedded systems

Naresh Shanbhag
Design and VLSI implementation of low-power, high-
performance multimedia digital signal processing and
communications systems, noise-tolerant deep submicron
VLSI systems, fundamental bounds on efficiency of VLSI
information processing systems, power-aware
reconfigurable DSP systems, low-power DSP and circuits,
DSP and communication system design, digital ASIC
design

Michael J. Shaw
Computer-integrated manufacturing, decision support
systems, managing information technology and
manufacturing technology

Marc Snir
Large-scale parallel and distributed systems, parallel
computer architecture, grid computing, parallel
programming

Junho Song
Structural reliability, reliability of complex systems,
stochastic structural dynamics, performance of lifeline
systems, systematic treatment of uncertainty, earthquake
engineering, probabilistic structural mechanics,
probabilistic strength models

Mark W. Spong
Nonlinear control theory, robotics, mechatronics,
networked control systems, teleoperation, bipedal
locomotion

Richard W. Sproat
Computational linguistics, speech technology, linguistics,
writing systems, psycholinguistics

R. S. Sreenivas
Discrete-state/discrete-event systems, approximate
algorithms, on-line algorithms

Dušan M. Stipanović
Controls, differential games, large-scale systems

Josep Torrellas
Parallel and sequential computer architecture, processor-
memory integration, thread-level speculation, low power
design, reliability

Nitin Vaidya
Wireless networking, mobile computing, fault-tolerant
computing

Venu Veeravalli
Sensor networks, wireless communication, detection and
estimation theory, information theory

Petros G. Voulgaris
Robust control, time-varying and nonlinear systems,
general systems theory, estimation and identification,
distributed control of complex systems and networks,
emphases on aerospace applications

Benjamin W. Wah
Nonlinear optimization, parallel processing, distributed
processing, artificial intelligence, computer networks,
multimedia signal processing

Kenneth L. Watkin
Development of imaging contrast agents for image-guided
therapy, high-resolution 3-D multimodal brain imaging,
ultrasonic image analysis and tissue characterization of
oro-pharyngeal cancer

Marianne S. Winslett
Databases, security, parallel computation

Yuanyuan Zhou
Operating systems, file and storage systems, architecture,
distributed systems, parallel systems, system support for
database
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Advanced Automation
Automated Visual Learning of Safety Appliances on
Railcars
N. Ahuja,* C. Barkan,* J. M. Hart, C. B. Liu
n-ahuja@uiuc.edu
American Association for Railroads

Conducted in the Coordinated Science Laboratory

This project is aimed at the development of visual learning
techniques and their implementation for automatic
checking of the state of safety appliances on a moving train.
This consists of the following stages: acquisition of images
of railcars for inspection of the safety appliances located
on the railcar sides; identification of image characteristics
associated with the health of the safety appliances;
identification of types of models useful to represent the
railcar appearance when the safety appliances are in
satisfactory condition, and if necessary, to represent
unsatisfactory condition as well; application of models to
learn the descriptions of safe and unsafe appliances; and
application of the results of learning to railcar
classification.

Machine Vision for Improved Safety Inspection of
Railcars
N. Ahuja,* C. Barkan,* A. Kumar
n-ahuja@uiuc.edu
Transportation Research Board

It is vital to rail safety to ensure that critical mechanical
components are in good working order at all times.
However, currently much of inspectors’ time is expended
inspecting items that are in good working order. This
project is aimed at the development of a machine vision
system for wayside automatic inspection of railcars, using
an advanced camera system that images each railcar truck
as a train passes by, and then using machine vision
algorithms to analyze these images for detecting worn or
defective components.

Machine-Vision Based Assessment of Intermodal
Railroad Loading Patterns
N. Ahuja,* C. Barkan,* J. M. Hart, S. Todorovic,
P. Vemuru
n-ahuja@uiuc.edu
Burlington Northern Santa Fe

Conducted in the Coordinated Science Laboratory

This project is the design and implementation of a
computer vision system for automatic assessment of the
loading pattern of trains passing by a wayside monitoring

station. The research is concerned with the following major
areas: development of algorithms for automatic inspection
of double stack railcars, identification of advanced imaging
sensors to enhance algorithm performance, field testing of
the algorithms and sensors, and the development of a field
deployable wayside system to demonstrate a proof of
concept. The system needs to have the following
capabilities: to image parts of a moving train, to identify
specific double stack cards in the train, to analyze key
portions of these images to detect the presence or absence
of loaded containers, and to detect occurrences of double
stack loading.

Next-Generation RFID Systems: People and Object
Tracking for Homeland Security Applications
N. Ahuja,* J. Bernard,* G. Horn, R. Jaehne,*
V. Kindratenko,* S. Patel,* N. Vaidya,* T. Yu,
B. Ghanem
n-ahuja@uiuc.edu
University of Illinois

This project is aimed at developing methods for tracking
and localization of people in buildings. A central feature
of the proposed work is the use of Radio Frequency
Identification (RFID) tags. Current RFID technology has
inadequate reliability, particularly for homeland security
applications. The goal of this project to pursue research on
next-generation RFID systems, in collaboration with
application domain experts at the Illinois Fire Service
Institute, e.g., to help firefighters and other first responders
do their jobs more effectively.

Real-Time Path Planning in Changing Environments
S. Hutchinson*
National Science Foundation

Conducted in the Coordinated Science Laboratory

New methods are proposed to generate collision-free paths
for robots that operate in environments that change over
time. The proposed approach is related to recent
probabilistic roadmap approaches. These planners use
preprocessing and query stages and are aimed at planning
many times in the same environment. In contrast, the
preprocessing stage for this research creates a
representation of the configuration space that can be easily
modified in real-time to account for changes in the
environment. As with previous approaches, the proposed
approach began by constructing a roadmap in the
configuration space, but this roadmap is not constructed for
a specific workspace. Instead, it is constructed for an
obstacle-free workspace, and the mapping from workspace
cells to nodes and arcs in the roadmap is encoded. When
the environment changes, this mapping is used to make the
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appropriate modifications to the roadmap, and plans can be
generated by searching the modified roadmap. At the heart
of the method is the encoding for mapping workspace
obstacles to configuration space obstacles. To make the
proposed approach truly viable, a major component of the
proposed research will focus on robustness and complexity
issues. These issues will be addressed by using tools from
the fields of image processing, information theory, graph
theory, computational geometry, and incremental
algorithms.

Artificial Intelligence: Machine
Learning, Vision, and Robotics
Context-Sensitive Natural Language Inferences
D. Roth,* A. Carlson
National Science Foundation, IIS-9801638; IBM Corp

The future of intelligent human–machine interaction is in
the ability to perform context-sensitive inferences. These
are knowledge intensive tasks that are difficult to make
without a significant learning component. This research
studies a learning approach that targets knowledge
intensive language understanding related tasks and directly
addresses the issue of scalability. It is tailored to large-scale
processes in terms of data and computation. The approach
developed can be applied to support a variety of inferences
of the sort required in intelligent human–machine
interactions, as demonstrated in this project by
development of a system that exhibits a wide coverage and
accurate context-sensitive spelling correction.

Bioengineering
Optimization-Based Inverse Dynamics to Reduce
Errors in Estimated Joint Torques
E. T. Hsiao-Wecksler*
University of Illinois at Urbana-Champaign

Inverse dynamics is a powerful tool for the biomechanical
analysis of human movement, and is commonly used to
calculate the net torques generated in various limb joints.
Despite the widespread use of this method, past research
has shown that the errors in joint torque calculations are
relatively large. These errors are attributed to inaccuracies
in the input variables of the inverse dynamics equations.
We have determined that the primary contributor is
inaccuracy in the measured motion (e.g., segment angle
profiles), and the secondary contributors include
inaccuracies in estimations of body segment parameters
(i.e., mass, center of mass location, moment of inertia). To

improve the accuracy of inverse dynamics estimations, it
is necessary to find techniques to reduce the effects of these
error sources. We propose the development of an
optimization-based approach that can accommodate errors
due to both measured motion and body segment
parameters. The development of the optimization-based
approach will include several studies. The proposed
approach has the potential to change the way joint torque
estimations are made, and will lead to better clinical and
research tools for the analysis of human movement.

Quantitative Characterization of Complex Motion
Patterns Using Shape-Based and Multivariate
Techniques
E. T. Hsiao-Wecksler,* H. Dankowicz, S. Hong,
J. D. Polk
National Science Foundation

The characterization of complex motion patterns in
multisegmented biological organisms is typically achieved
by the identification of normative task-related behaviors
and the quantitative assessment of deviations from these
normative behaviors. The basic hypothesis of this proposal
is that there are systematic and quantifiable relationships
between observed deviations in motion patterns and
underlying physiological limitations. Currently available
tools are largely unable to resolve these relationships as
they primarily examine discrete events during a specific
task-related motion or are based on univariate statistical
techniques. They thus fall short in quantifying
spatiotemporally complex motion patterns and in detecting
interactions across multiple segments and joints. The
fundamental objective of this research effort is to establish
a diagnostic, multivariate, statistical technique for
characterizing spatiotemporally complex motion patterns
and correlating specific motion signatures with
physiological constraints, limitations, or injuries.
Specifically, the proposed research will create an
Integrated multivariate motion analysis computational tool
that combines shape-based analysis techniques with
multivariate statistical tools; benchmark the statistical
technique against a library of task-specific lower-limb
motion patterns; and establish the degree to which the
statistical technique is able to identify the presence and
degree of constraint in a set of controlled, experimental
data of human ambulation.
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Circuits
High-Performance Reliable Computing Addressing
the Parameter-Variation Challenge through a Cross-
Disciplinary Architecture, CAD, and Compiler
Approach
D. Chen,* J. Torrellas, C. Zilles
National Science Foundation

Conducted in the Coordinated Science Laboratory

This project proposes to combine microarchitectural,
CAD, and compiler innovations to enable reliable, high-
performance, gigascale multicore chips built out of
unreliable components. We treat frequency, power, and
error rate as dynamically tradable quantities that are the
subject of multilevel optimization.

Modeling, Mitigating, and Tolerating Faults Due to
Parameter Variation in Multicores: A
Microarchitecture and CAD Approach
D. Chen,* J. Torrellas
Semiconductor Research Corporation

Conducted in both Coordinated Science Laboratory and
the Siebel Center

This project proposes novel microarchitecture and CAD
techniques for the mitigation, detection, and tolerance of
variation-induced errors—in an environment where such
errors may happen frequently during normal multicore
execution. The approach can be applied to both high-
performance and low-power environments.

Highly Reliable Receiver Circuits for High-Speed IO
Links
E. Rosenbaum,* N. Shanbhag,* A. Srivastava, A. Faust,
K. Bhatia, R. L. Narasimha
elyse@uiuc.edu
Semiconductor Research Corp.

Conducted in the Coordinated Science Laboratory

We are applying communication theory to design ESD-
protected, high-speed serial links.  Links are expected to
provide data rates in excess of 10 Gb/s at a BER less than
10-15, per-channel power consumption less than 100 mW,
and a 3-KV HBM-ESD protection level.

Algorithms and VLSI Architectures for Joint
Equalization and Decoding
N. R. Shanbhag,* A. C. Singer, S. J. Lee
CCR-9979381; CCR-00-85929

Conducted in the Coordinated Science Laboratory

This project explores efficient algorithms and architectures
for joint equalization and decoding in high data-rate
communications systems. Such systems suffer from
intersymbol interference (ISI) and noise. Conventional
approaches separate the two functions of equalization and
decoding for historical reasons. Significant improvements
in bit-error rates are feasible if the two functions are
executed jointly. Techniques such as turbo equalization are
being explored where the equalizer and the decoder
exchange soft information to enhance performance.
Application of these new receiver techniques to broadband
communication systems such as very high-speed digital
subscriber lines (VDSL) and wireless is being studied.

Fluid IP Core Generators
N. R. Shanbhag, B. Lam, M. Zhang, B. Shim
Defense Advanced Research Projects Agency

Conducted in the Coordinated Science Laboratory

This project seeks to develop design techniques and tools
for realizing custom-quality VLSI designs in synthesis
quality design cycle times for DOD applications. The focus
of our research is on datapath intensive broadband
communication subsystems, such as filters and FFT. The
design methodology includes an architecture optimizer and
a layout synthesizer bypassing logic synthesis. Techniques
such as device sizing, noise-tolerance (both at the circuit
and algorithmic level), algorithm transforms, power, and
delay models are being incorporated into the core
generator. The resulting circuit layouts are targeted to meet
power, delay, and reliability specifications.

High-Speed Architectures for Iterative Decoders
N. R. Shanbhag,* M. Mansour
CCR-9979381; CCR-0085929

Conducted in the Coordinated Science Laboratory

This research focuses on the design of high-speed iterative
decoders. Recently, turbo codes, low-density parity check
(LDPC) codes, and related concatenated codes have been
proven to be extraordinarily effective in improving the bit-
error rates on noisy communication links. Decoders for
such codes are iterative and block-based, making high
data-rates difficult to achieve. These decoders are also
memory intensive. Our research explores alternative
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decoding algorithms that might be appropriate for low-
power and high-performance VLSI implementations.

High-Speed IO Signaling
N. R. Shanbhag,* G. Balamurugan, H. M. Bae,
S. Sridhara
Intel

Conducted in the Coordinated Science Laboratory

The goal of this project is to investigate solutions for data
transmission in the range of 5Gb/s–10Gb/s for inter-chip
communications. The project involves the application of
communications and signal processing theory and
techniques to analyze high-speed I/O links. Until recently,
design efforts have been focused primarily on transceiver
electronics without comprehension of the communication
channel. In addition, no rigorous, comprehensive analysis
techniques exist to analyze and predict the performance of
I/O signaling systems. By viewing the I/O link as a noisy
communication channel over which reliable information
transfer needs to take place, the project proposes to develop
analysis methods and explore design possibilities to
accomplish reliable energy-efficient high-speed data
transfer over inter-chip links.

Noise-Tolerant DSP in the Deep Submicron Era
N. R. Shanbhag,* R. Hegde, L. Wang, G. Balamurugan
National Science Foundation, CCR-9902745

Conducted in the Coordinated Science Laboratory

This research addresses the design of reliable and energy-
efficient DSP systems in deep submicron (DSM) SMOS
technology in a unified manner via the development of
noise-tolerant algorithmic and circuit design techniques. In
particular, circuit design techniques that tolerate leakage,
crosstalk, ground bounce, and process variations are being
developed. Algorithmic approaches that exploit the
statistical structure of multimedia signals to combat DSM
noise are also being studied. A design methodology is
being formulated that jointly applies circuit and
algorithmic noise-tolerance techniques to achieve an
overall level of system reliability while minimizing energy.

VLSI Architectures for Soft Decoding of
Reed–Solomon Codes
N. R. Shanbhag,* R. Koetter, R. Blahut, A. Ahmed
CCR-0073490

Conducted in the Coordinated Science Laboratory

This project investigates high-performance architectures
for soft decoding of Reed–Solomon codes. Reed–Solomon
codes are commonly employed to enhance the reliability
of broadband communications links. Reed–Solomon

decoders used in practice today employ hard-decision
decoding. Soft decision decoding of Reed–Solomon codes
can provide significant coding gains over hard-decision
decoders. Soft decision decoding algorithms are
computationally complex and hard to implement in VLSI.
This research explores algorithmic and architectural
techniques to design soft decision Reed–Solomon
decoders for high-data rate communication systems.

Communications
Communication over Dispersive Wireless Channels:
Theory and Methods Based on Physical Principles
V. V. Veeravalli,* J. Chen, C. Lin, V. Raghavan,
V. Annapureddy
National Science Foundation, CCF0431088

Conducted in the Coordinated Science Laboratory

The research in this project is aimed at exploiting an
angular (virtual) representation of multi-input multi-output
(MIMO) wireless channels to design and analyze new
communication schemes for these channels. The project
has three broad thrusts: accurate statistical channel
characterization in the spatial, temporal, and spectral
dimensions, and reliable estimation of the essential channel
parameters in the angular domain; exploitation of virtual
channel structure in determining the channel capacity of
dispersive wireless channels, and in designing coherent
and noncoherent coding and modulation schemes; and
leveraging the virtual representation for efficient sharing
of signal dimensions in time-frequency-space among
multiple users.

Design and Analysis of Sensor Networks for Statistical
Inference Applications
V. V. Veeravalli,* J. Fuemmeler, S. R. Srinivasan
Motorola Communications Center, RPS-28

Conducted in the Coordinated Science Laboratory

This goal of this project is to explore applications of sensor
networks in the following areas of interest to Motorola:
early warning and prediction of failures in machines and
other large structures; government and enterprise mobility
solutions (GEMS) applications such as fire-fighting and
rescue operations; industrial process monitoring; and
industrial work in progress (WIP) tracking for assembly
lines.
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New Techniques for Optimizing the Quality and
Capacity of Wireless Communication Systems
V. V. Veeravalli,* J. F. Chamberland, Y. Liang, J. Chen,
C. Lin, J. Fuemmeler, J. Unnikrishnan
National Science Foundation, Faculty Early Career
Development, Presidential Early Career Award for
Scientists and Engineers, CCF0049089

Conducted in the Coordinated Science Laboratory

The research in this project is directed toward the
development of future generation multimedia wireless
communication systems. Specifically, the research spans
the following five areas: wireless channel modeling and
analysis; information theory for wireless systems; wireless
CDMA systems; dynamic radio resource management, and
sensor networks.

Spatial-Temporal Nonlinear Filtering with
Applications to Information Assurance and
Counterterrorism
V. V. Veeravalli,* V. Raghavan, J. Fuemmeler
DOD Army Research Office FY06 MURI Program on
Spatial-Temporal Event Pattern Recognition,
W911NF-06-1-0094

Conducted in the Coordinated Science Laboratory

The objective of this project is to develop new statistical
methods for spatial-temporal event and pattern recognition
with applications to information assurance and counter-
terrorism. Specific problems of interest include quickest
change detection and energy-efficient tracking in
distributed sensor networks.

Communications Networks
ITR: Diagnosis and Assessment of Faults,
Misbehaviors, and Threats in Distributed Systems and
Networks
C. Hadjicostis,* R. S. Sreenivas, K. Thulasiraman,
C. Beck
National Science Foundation

The proposed research develops theory and techniques for
monitoring and diagnosing faults, hazards, or more
generally, functional changes in dynamic systems and
networks, under limited and possibly corrupted
information. We present a unifying and multifaceted
approach to this problem that decomposes the large body
of fault diagnosis research into six topics: deterministic
fault diagnosis, model-based probabilistic diagnosis,
adaptive and sequential diagnosis, distributed system-level
diagnosis with communication constraints in wired/

wireless networks, fault diagnosis via distributed belief
propagation algorithms, and model-independent diagnosis.
The research involves a synergy of several areas, including
fault diagnosis, sequential detection, system-level
diagnosis, distributed control, modeling, analysis and
performance evaluation, applied probability, graph theory,
belief propagation and model reduction to the problem of
detecting, and identifying and localizing faults and
abnormalities in dynamically evolving environments.

Computer Architecture and Compilers
Compiler Support for Performance Modeling of
Parallel and Distributed Programs
V. Adve*
Defense Advanced Research Projects Agency, N66001-97-
C-8533

Researchers are developing compiler techniques that
enable fast, accurate, and automatic performance modeling
of highly scalable applications. One focus of this effort is
a compiler-generated program representation that allows
one to automate a wide range of analytical, simulation, and
hybrid models of parallel programs. A second focus is to
use additional compiler analysis, together with this
representation, to enable efficient simulation of highly
scalable applications. One such compiler technique
achieved 10-2000x reduction in memory usage and 2-10x
reduction in simulation time for the simulation of large
message-passing programs. This work is part of a broader
collaboration with five other universities.

GRACE: A Cross-Layer Adaptation Framework for
Saving Energy in Mobile Multimedia Devices
S. Adve,* A. F. Harris, C. J. Hughes, D. L. Jones,
R. H. Kravets, K. Nahrstedt, D. G. Sachs, V. Vardhan,
W. Yuan
AMD Corp.; National Science Foundation,
CCR-02-05638, EIA-02-24453

Mobile devices that primarily process multimedia data are
expected to become a dominant computing platform for a
variety of application domains. Their design must consider
demanding, dynamic, and multiple resource constraints,
with energy as a first-class resource. However, the ability
of multimedia applications to trade off output quality for
system resources offers an opportunity for the design of
systems where each system layer can adapt in response to
resource or application changes. Reaping the full benefits
of a system with multiple adaptive layers, however,
requires a careful coordination of those adaptations. This
project is developing a cross-layer adaptive system and
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framework to reduce energy consumption while preserving
application quality within available computation and
bandwidth resources. The final system prototype will
integrate adaptations in the hardware, network, operating
system, and application layers, opening up sources of
energy savings not possible before.

SAFECode: A Compiler System for Enforcing Memory
Safety in C Programs
V. Adve,* D. Dhurjati, S. Kowshik
National Science Foundation, EIA-00-93426,
CCR-02-09202, and CNS-04-06351;SRC MARCO/
DARPA consortium

Programming errors that lead to illegal memory accesses
are a dominant source of vulnerabilities that lead to security
violations in modern computer systems. Such errors can
include buffer overruns, dangling pointer errors, and
others. The SAFECode compiler automatically transforms
programs to prevent all kinds of memory errors in
production code, through a combination of static and run-
time checking. For safety techniques used in production
code, the run-time checking introduces very low
overheads. These low overheads are made possible by a
novel approach for making hard-to-find errors harmless,
without actually eliminating those errors. The compiler
also ensures that a specific approach to program analysis
can be made sound, despite the presence of hard-to-detect
errors, enabling static checking and verification tools to
give guarantees of soundness for the properties they claim
to prove. SAFECode also provides additional techniques
for debugging difficult-to-find errors like dangling
pointers, through more expensive but complete techniques.

Secure Virtual Architecture (SVA): Compiler
Techniques for Operating System Security and
Reliability
V. Adve,* A. Lenharth,* J. Criswell, D. Dhurjati
National Science Foundation, EIA-00-93426,
CNS-04-06351, CCF-04-29561; DARPA/MARCO
Gigascale Systems Research Center (GSRC)

Despite major developments in technologies for system
security and reliability, today's operating systems and user
processes remain vulnerable to an extensive range of
attacks. At the root cause of such vulnerabilities is an
important class of bugs: implementation errors, e.g.,
memory access errors or missing security checks. These
are not addressed even by powerful, security-conscious
design approaches like security kernels or virtual machine
monitors. Moreover, design weaknesses in legacy kernels
can magnify the potential risk when a successful exploit
occurs, e.g., allowing device drivers or other kernel

extensions to operate with full privilege within the kernel
address space. This project is developing a compiler-based
virtual machine (Safe LLVA) that is capable of hosting a
standard C/C++-based operating system and all its
applications, and exploring how this organization can
improve overall system security and provide new security
capabilities. Such a virtual machine can apply a range of
compiler-based safety checking techniques on legacy
kernel code. The immediate goal of this work is to apply
compiler-based techniques for memory safety from the
SAFECode project to kernel code to prevent attacks via
memory access errors. More broadly, the combined system
will also address techniques for reducing kernel
implementation errors, improving application security by
enforcing least-privilege, and protecting critical
application data from the kernel even if it is compromised.

Architectural Support for Speculative Thread-Level
Parallelization
J. Torrellas,* M. Cintra, J. Martinez, M. Prvulovic,
M. Garzaran
National Science Foundation, EIA 99-75018, CCR
99-70488, EIA 00-81307, EIA 00-72102; IBM Corp.; Intel
Corp.

Speculative thread-level parallelization is a technique to
execute in parallel code that the compiler cannot fully
analyze. In this technique, a program is dynamically
divided into tasks and assigned to different threads. The
threads execute in parallel, optimistically assuming that
sequential semantics will not be violated. As the threads
run, the data that they access are tracked. If a dependence
violation is detected, the offending threads are stopped.
Then a repair action re-executes the offending tasks,
possibly after recovering some old, safe state. In this
project, researchers examine the support for this technique
in both chip multiprocessors and scalable multiprocessors.

ITR: Automatic On-the-fly Detection,
Characterization, Recovery, and Correction of
Software Bugs in Production Runs
J. Torrellas,* J. Han, S. Midkiff, Y. Zhou
National Science Foundation, ITR-03-25603

Software bugs continue to be frequent in computer
systems, accounting for as much as 40% of computer
system failures. Many bugs that occur in production runs
are hard to reproduce when the program is recompiled with
heavy instrumentation and executed in a debugging run.
Consequently, it is necessary to provide low-overhead
debugging support that can be used in production runs.
This work proposes to develop a novel, comprehensive
debugging system for automatic, on-the-fly debugging of
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production runs. The system supports all the steps of
debugging, namely bug detection, characterization,
recovery, and correction. The system integrates
innovations in computer hardware, operating system, data
mining, and compiler support.

PERCS: A Highly Productive Computer System
J. Torrellas,* R. Johnson, D. Padua, M. Snir
Defense Advanced Research Projects Agency; IBM
Corporation, INT IBM NBC PERCS

In cooperation with IBM, we are designing a highly
adaptable multiprocessor that will yield up to 8 Petaflop/
second of sustained performance and a 10-time reduction
in time-to-solution in the year 2010-2012 timeframe. The
vision centers on the theme of adapting the system layers
to the application requirements. Adaptability enhances the
technical efficiency of the system as well as its ease of use.
Among the issues that we are studying are novel memory
subsystem design, architectural support for debuggability
and fault tolerance, architectural support for adaptability,
and programming languages and compilers to enhance the
ease of use.

Using Architectural Support for Speculation to Provide
Fault Tolerance
J. Torrellas,* M. Garzaran, M. Prvulovic, Z. Zhang
National Science Foundation, EIA 99-75018, CCR
99-70488, EIA 00-81307, EIA 00-72102; IBM Corp.; Intel
Corp.

Microprocessors occasionally suffer transient faults. This
research is aimed at finding ways to detect transient faults
and recover from them. While past work has addressed this
problem in different ways, speculative parallelization
opens up a potential new approach to detect and recover
from transient faults. Under speculative parallelization,
speculative threads must keep their memory state buffered
until they are proved to be correct. In addition, they must
be able to roll back to a safe state after a violation is
detected. These same architectural supports can be used to
provide fault detection and fault recovery. This project
extends existing architectural support for speculation to
provide inexpensive support for fault tolerance.

Computer Engineering
TCP-Unaware Approaches to Improve Performance of
TCP Over Wireless Links
N. Vaidya*
nhv@uiuc.edu
National Science Foundation, ANI-01-96413

Conducted in the Coordinated Science Laboratory

The focus of this project is on TCP-unaware techniques to
improve TCP performance over paths that include wireless
links. The path from a TCP sender to a TCP receiver
usually includes several intermediate nodes that may drop
TCP packets if congestion occurs. TCP makes the implicit
assumption that all packet losses are due to congestion.
Since wireless links are prone to transmission errors, this
assumption is not accurate for TCP over wireless links.
Nevertheless, TCP reduces its congestion window when
packet losses due to transmission errors occur. This
phenomenon is known to result in poor throughput for TCP
over wireless links. This project investigates TCP-unaware
mechanisms to avoid such TCP performance degradation.

Wireless Wind Tunnel: A Testbed for Experimental
Evaluation of Wireless Networks
N. H. Vaidya,* J. T. Bernhard, V. V. Veeravalli,
R. K. Iyer, P. R. Kumar
nhv@uiuc.edu
National Science Foundation, 04-23431

Conducted in the Coordinated Science Laboratory

This project, evaluating protocols for wireless networks
and developing scaling techniques for physical
environments, aims at deploying an anechoic chamber for
interference control, forming a testbed, referred to as the
wireless wind tunnel (WWT). The uses of the testbed focus
on: evaluation of wireless protocols (WP) in controlled
environments, development of channel models suitable for
simulation-based evaluation of WPs, and evaluation of
techniques for scaling the physical environment to
facilitate realistic wireless experiments. The WWT
addresses some of the limitations based on computer
evaluations resulting from the present insufficient
understanding of channel and system models for wireless
networks. These are not well understood and brute force
accurate simulation of the wireless environment are at
present too complex. Existing hardware testbeds suffer
from one or both of the following shortcomings:
experiments often cannot be repeated due to interference
by other wireless devices operating in the same frequency
range, and the parameters of the experiment (such as the
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mobility patterns of the mobiles and scatterers in the
environment) are not fully controllable. This work impacts
the education mission, including coursework, laboratories,
and student projects. The testbed will serve as a
demonstration tool. New educational opportunities will
open involving experimental research providing better
training and motivation. Facilities will be made available
to a larger pool of researchers. Additional impact is
expected on communications systems in practice.

Control Systems
Advanced Dynamic Modeling and Control of Air
Conditioning and Refrigeration Systems
A. G. Alleyne,* N. Jain, B. Li, T. McKinley, V. Chandan
30 Company Consortium: Air Conditioning and
Refrigeration Center; National Science Foundation

This project develops a dynamic simulation-modeling
environment that is suitable for closed loop control of
stationary and mobile a/c and refrigeration systems. The
focus is on controlling quasi-steady transitions between
operating states, instead of startup and shutdown
transients, by modulating flow rates of both air and
refrigerant. It builds upon previous models by making
more extensive use of physical parameters, based on results
from other research projects. The model development is
supported by a parallel set of experiments conducted in a
flexible test facility.

Hierarchical and Reconfigurable Schemes for
Distributed Control over Heterogeneous Networks
T. Basar* (Elect. & Comput. Engr.); G. E. Dullerud;*
C. Hadjicostis,* S. Hutchinson,*
C. Polychronopoulos* (Elect. & Comput. Engr.);
R. Srikant* (Indus. & Enter. Syst. Engr.);
P. Voulgaris* (Aerosp. Engr.); C. Zhang, M. Farhood
National Science Foundation, ITR 0085917

The research project deals with issues arising in controlling
geographically distributed complex real-time systems over
a heterogeneous communication network. It is aimed at
developing the foundations of network-based control, from
theory to applications. The overall objectives are the
following: the design, analysis, implementation, and
performance characterization of hierarchical and
heterogeneous distributed control algorithms and
middleware that are affected through hierarchical
heterogeneous networks comprised of wired and wireless
subnets; and specification and implementation of network
services and support required for the development and

deployment of distributed control algorithms over
hierarchical heterogeneous networks.

Cooperative Networked Control of Dynamical Peer-to-
Peer Vehicle Systems
G. E. Dullerud,* P. Parillo; F. Bullo (Indus. &
Enter. Syst. Engr.); E. Feron (MIT);
E. Frazzoili (Aerosp. Engr.); P. R. Kumar (Elect. &
Comput. Engr.); S. Lall (Stanford Univ.);
D. Liberzon (Elect. & Comput. Engr.);
N. A. Lynch (MIT); J. C. Mitchell (Stanford Univ.);
S. K. Mitter, E. Modiano (MIT); B. Reznick (Math.);
M. Viswanathan (Comput. Sci.)
U.S. Air Force Office of Scientific Research; Defense
Advanced Research Projects, Multidisciplinary Research
Programs of the University Research Initiative,
F49620-02-1-0325

The proliferation of computing and wireless
communication technology has opened up tremendous
possibilities for deploying large cooperative networks of
smart vehicles to perform intricate and complex missions.
It is evident that collaborative teams of aerial and ground
vehicles can perform a plethora of highly beneficial tasks
for achieving military objectives and civilian security. The
major objective of our consortium is the development of a
rigorous theoretical foundation, and scalable analytical
tools and paradigms, so that systems can be systematically
constructed and their performance formally verified. More
generally, the activity of this program can be expected to
have a dramatic impact on understanding and designing
large-scale, robust, real-time distributed systems. Our
goals are to make use of recent algorithmic developments
to provide hard performance guarantees and bounds for
systems performing sophisticated tasks in uncertain and
dynamic physical situations.

Architectures for Secure and Robust Distributed
Infrastructures
S. Lall* (Stanford Univ.); C. Beck (Indus. &
Enter. Syst. Engr.); S. Boyd (Stanford Univ.);
J. Doyle (California Technical Univ.); G. E. Dullerud;*
C. Hadjicostis (Elect. & Comput. Engr.); B. Lesieutre,
M. Medard (MIT); B. Prabhakar (Stanford Univ.);
R. Srikant (Indus. & Enter. Syst. Engr.);
C. Tomlin (Stanford Univ.); G. Verghese (MIT);
V. Vladimerou, D. King
U.S. Air Force Office of Scientific Research,
F49620-01-1-0365

The major barrier constraining the successful management
and design of large-scale distributed infrastructures is the
conspicuous lack of knowledge about their dynamical
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features and behaviors. Until very recently, analysis of
systems has primarily relied on the use of nondynamical
models. These traditional approaches have enjoyed
considerable success while systems are run in
predominately cooperative and “friendly” environments
and provided that their performance boundaries are not
approached. With the current proliferation of applications
using and relying on such infrastructures, these
infrastructures are becoming increasingly stressed, and the
incentives for malicious attacks are heightening.

Nonequilibrium Analysis and Design of
Communication Networks
P. G. Mehta,* H. Yin, U. Shanbhag, T. Basar,
T. Alpcan (Deutsche Telekom)
mehtapg@uiuc.edu
University of Illinois at Urbana-Champaign

The broad goal of the research is to build a scientific
foundation for networks that will address the critical
dynamic issues arising in communication and other
network applications. A theme in our research is the
introduction of a Markovian modeling framework to
capture complex and nonequilibrium dynamics even in
deterministic network models. Recent papers have focused
on Markovian analysis of nonequilibrium dynamics and
network control design using Markov Decision Processes
and game theoretic formalism.

A Normative Theory for the Design of Discrete Event
Dynamic Systems
R. S. Sreenivas*
National Science Foundation, CNS-0437415

The goal of the project is to identify tractable synthesis of
supervisory policies that control discrete event dynamic
systems such as: air-traffic control systems; automated
manufacturing systems; computer networks; integrated
command, control, communication and information (C3I)
systems; and operations-management of multicomponent
organizations with event-driven dynamics like shipyards,
airports, hospitals, and so forth. Despite the myriad and
diverse applications for DEDS, advances in core aspects of
supervisory control of DEDS have not found application
beyond academia, primarily due to the fact that synthesis
procedures require complete specification of the desired
behavior of the system, a difficult, if not impossible task.
Even when complete specifications are available, the
synthesis of the appropriate supervisory policy can be
intractable. This project develops a normative theory of
how DEDS should be structured so that, starting from a
supervisory policy that enforces an incompletely specified
behavior, progressive supervisory corrections can be

applied such that the (complete) desired specification is
eventually enforced. The supervisory policy advocated by
this project is based on analysis of observed "desirable"
and "undesirable" states of a system. This project focuses
on three areas of DEDS. First is a learning phase: the
development of learning algorithms for supervisory
systems where desired behavior can be easily learned/
identified using examples/counter-examples. Second is a
supervisory policy synthesis phase: the identification of
DEDS structures where learning is tractable. A third area
of DEDS is the progressive improvement phase: the
development of methods for improving learned behavior
that can be progressively improved with computations
effort as additional information is made available.

Reliable and Robust Control of Formations of
Unmanned Vehicles
D. M. Stipanović,* M. W. Spong*
dusan@uiuc.edu
Boeing

This project is to develop reliable and robust control
architectures and algorithms for networks of autonomous
aerial and ground vehicles. The aim is to develop control
laws that have low sensitivity to noisy and lossy data
communication among vehicles, that are scalable in terms
of number of vehicles, and that have the ability to handle
discrete transitions in the network, such as formation
reconfiguration, addition or loss of vehicles from the
formation, and so forth. Applications of this work include
undersea and planetary exploration, search and rescue, air
traffic control, and control of sensor networks. Both
theoretical and experimental issues are being investigated.

Databases and Information Systems
MAIDS: Mining Alarming Incidents from Data
Streams
J. Han,* M. Welge (National Center for Supercomputing
Applications)
Office of Naval Research

There are many applications that require handling data in
the form of data streams. Data streams are dynamic, high
in volume, potentially infinite, and require
multidimensional analysis. These characteristics pose a
challenge for data analysis of data streams. This project is
researching and developing the MAIDS system, which
mines alarming incidents from data streams, with the
following major analysis functions: multiresolution
modeling using a tilted time window framework,
multidimensional analysis using a stream "data cube"

* Denotes principal investigator.
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model, online stream classification, online frequent pattern
mining, online clustering of data streams, and stream
mining visualization. Moreover, we are exploring intrusion
detection and other kinds of applications for this
technology.

Mining Dynamics of Data Streams in Multidimensional
Space
J. Han*
National Science Foundation, IIS-03-8215

Stream data processing and mining represent an important,
emerging class of data-intensive applications,
characterized by dynamic data flows, only adaptive to
single-scan algorithms, but often demanding fast
responses. Most stream data resides at the primitive
abstraction level, but most interesting patterns may be
discovered at certain high levels of abstraction in
multidimensional space. This project will develop
effective, efficient, and scalable methods for mining the
dynamics of data streams in multidimensional space,
including the discovery of changes, trends, and evolutions
of characteristics, clusters, classification models, and
frequent patterns in data streams. Several important
applications will be explored, including network intrusion
detection, telecommunication and Web data flow analysis,
and financial data flow analysis.

Mining Hidden and Evolving Linkages across
Multirelational Data
J. Han*
IBM Faculty Award

Industry firms and government agencies have built up huge
databases or other information repositories, which contain
a large number of semantically interrelated relations, with
voluminous structured or semistructured data and
heterogeneous definitions. These data repositories can be
constantly changing and evolving, bringing in an
additional dimension of complexity and heterogeneity to
the system. Since data across multiple relations and/or
platforms contain rich semantic information, it is
interesting and challenging to automatically, effectively,
and efficiently perform linkage analysis and structure
discovery to find hidden and evolving linkages across
multiple relations, as well as in various kinds of data
repositories across multiple platforms. Mining hidden and
evolving linkages across multirelational and/or
multiplatform data is one of the most demanding and
challenging tasks in data mining, information retrieval,
homeland security, digital government, bioinformatics,
Web search and mining, and many other applications.

Mining Unusual Patterns in Data Streams
J. Han*
IBM Faculty Award (2002-2003)

Traditional data mining systems and methods assume that
data resides on disks or in main memory and that a data
mining process can scan the data sets multiple times to
uncover interesting patterns. However, dynamic
environments often quickly generate a tremendous amount
of stream data so that the volume of data is too huge to be
stored on disks or is too expensive to be fetched and
scanned multiple times from disk. Moreover, applications
may require real-time mining of unusual patterns in data
streams, including finding unusual network or
telecommunication traffic, pattern mining in video
surveillance, and detecting suspicious online transactions
or unexpected terrorist activities. We propose to develop
efficient and scalable stream data mining methods for
discovery of unusual patterns in data streams.

MotionEye: Querying and Mining Large Datasets of
Moving Objects (NSF/SEIII)
J. Han,* O. Wolfson
National Science Foundation, IIS-05-13678

With huge amount of moving object data accumulated or
streaming in, we propose to design and implement a
MotionEye system for querying and hypothesis validation
in moving-object databases and data streams and for data
mining in moving-object databases and data streams
respectively. The project will enable the development of
more advanced information systems in homeland security,
law enforcement, traffic control, and other domains that
deal with moving objects.

On-Line Mining of Strange Moving Objects for
Security Protection
J. Han*
Boeing, ITI Boeing RPS-14

We propose to investigate the issues related to the design
and development of innovative methods for analyzing and
mining of spatiotemporal information to find typical
patterns and uncover suspicious motion in large datasets of
moving objects. We will work together with Boeing
researchers and application developers, study the real
moving object data adaptable to Boeing applications,
especially on security protection, develop scalable and
effective data mining solutions to such data sets, and build
a Motion-Guard system that can detect anomaly effectively
on the fly.
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Structure Discovery and Database Integration by Data
Mining
J. Han*
IBM Faculty Award (2003-2004)

Our world is filled with huge amounts of heterogeneous
and interconnected data, and it is challenging to
automatically, effectively, and efficiently perform
knowledge discovery, information exchange, and database
integration on various kinds of data repositories across
multiple platforms. This project investigates the issues for
the discovery and integration of database structures,
linkages, and contents, and develops efficient mechanisms.
We will especially focus on the automatic discovery of
knowledge across multiple relations and the building-up of
semantic linkages across multiple databases and
information repositories to facilitate information analysis.

Decision and Control
Dynamic Team and Game Theory for Congestion
Control in High-Speed Networks
T. Basar,* R. Srikant,* D. Wiedenheft
National Science Foundation, ANI 98-13710

Conducted in the Coordinated Science Laboratory

This project is related to NSF 98-13710, and involves
research for undergraduate students on various aspects of
communication networks, particularly in the area of
congestion control.

Objective-Oriented Model Heterogeneous Sensor
Networks for Coordinated Control
T. Basar,* T. Alpcan, C. Tang, S. Yuksel
National Science Foundation, ECS 02-25481

Conducted in the Coordinated Science Laboratory

This is a multi-university research effort that focuses on a
comprehensive study of large, mobile ad-hoc
reconfigurable networks for coordinated control. It draws
on elements from coordinated control, dynamic state
estimation, ad-hoc network management, resource
assignment, and fault tolerance. Its aim is to provide a
formalism in which the methods of sensor networking may
be integrated as part of a systematic design process focused
on achieving a specific control objective. Particular topics
of study at the present are robust H-infinity and risk-
sensitive control and filtering in a receding horizon
framework, performance-and utility-driven resource
allocation in networks, and control over networks using
decentralized and distributed sensor information.

Architectures for Secure and Robust Distributed
Infrastructures
C. Hadjicostis,* G. Takos
chadjic@uiuc.edu
U.S. Air Force Office of Scientific Research; Department
of Defense, URI Award F49620-01-1-0365URI
(subcontracted from Stanford University)

Conducted in the Coordinated Science Laboratory

Within the context of a much larger project, this work
focuses on addressing the challenges that arise in regards
to distributed or hierarchical coordination, fault tolerance,
safety, and scalability in emerging dynamic systems and
networks. The initial goal of this project has been to
develop distributed estimation algorithms that can be used
in network monitoring.

Designs of Robust Encoded Dynamic Systems
C. N. Hadjicostis,* G. Takos
chadjic@uiuc.edu
Air Force Office of Scientific Research, DoD URI Award
F49620-01-1-0365URI

This work analyzes the effects of roundoff noise on our
ability to nonconcurrently detect and identify transient
faults that corrupt state variables during the operation of a
fault-tolerant discrete-time LTI dynamic system. The
analysis provides insights that allow us to evaluate the
performance of established decoding algorithms using
analytical techniques. It also leads to explicit bounds on the
precision needed in order to guarantee the correct
identification of the number of faults that have affected the
system.

Diagnosis and Assessment of Faults, Misbehavior, and
Threats in Distributed Systems and Networks
C. N. Hadjicostis,* Y. Ru
chadjic@uiuc.edu
National Science Foundation, ECS 04-26831 ITR

This project addresses the problem of state estimation in
discrete event systems (DES) that are modeled by labeled
Petri nets that may have both nondeterministic transitions
(i.e., transitions that share the same label) and
unobservable transitions (i.e., transitions that are
associated with the empty label). These techniques are
promising because they show that one can compute the set
of consistent markings with complexity that is at most
polynomial in the length of the observed label sequence.
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Enabling Diagnosis of Faults and Misbehavior in
Heterogeneous Networked Systems via Structured
Redundancy
C. N. Hadjicostis,* T. Le
chadjic@uiuc.edu
Boeing

This project aims to evaluate how the use of redundant
sensors, actuators or, more generally, redundant
information can enable efficient and gracefully degradable
diagnosis algorithms for large networked systems. Instead
of focusing on how diagnosis can be performed for a given
system or network, this project is interested in finding out
how small modifications in the system structure (e.g.,
sensor or actuator allocation) or the communication links
and protocols can result in more efficient and robust
diagnosis algorithms.

Enabling Novel Digital Sequential Circuit Designs
through Error Control and Noise Tolerance
Techniques
C. Hadjicostis,* S. Sundaram
chadjic@uiuc.edu
National Science Foundation, ECS 02-18939 ITR

Conducted in the Coordinated Science Laboratory

This project is developing a framework for fault-tolerant
convolution using a polynomial residue number system
with non-coprime moduli. These techniques are promising
in terms of the simplicity of the corresponding error
detecting and correcting mechanisms. We are specifically
investigating how these techniques, together with
nonconcurrent error detection and correction techniques,
can offer advantages in terms of hardware and time
complexity.

Error Control in Switched Linear Controllers
C. Hadjicostis,* S. Sundaram
chadjic@uiuc.edu
National Science Foundation, ECS 02-18939 ITR

Conducted in the Coordinated Science Laboratory

This project develops protection schemes for linear time-
invariant (LTI) controllers in switched systems. Tolerance
against internal controller faults is achieved via
embeddings that preserve the state evolution of the original
controller in some encoded form, but enable error detection
and correction through nonconcurrent (e.g. periodic)
checks.

Operation and Control of Energy Processing Systems:
Economic and Environmental Considerations
C. N. Hadjicostis,* G. Deltas*
chadjic@uiuc.edu
National Science Foundation, ECS 02-24729 EPNES

Conducted in the Coordinated Science Laboratory

The goal of the proposed research project is to develop a
comprehensive framework for studying reliability and
sustainable operation of energy processing systems in
regulated economic markets. The successful completion of
this project can have potentially significant implications in
characterizing and evaluating the economic and
environmental consequences of reliable designs for future
commercial power generation and distribution systems.

Operation and Control of Energy Processing Systems:
Fault Tolerance Considerations
C. N. Hadjicostis,* L. Li
chadjic@uiuc.edu
National Science Foundation, ECS 02-24729 EPNES

Conducted in the Coordinated Science Laboratory

The main goal of this research project is to develop a
comprehensive framework for dynamical state estimation,
fault detection, and fault accommodation in energy
processing systems. This includes terrestrial and
autonomous power systems, as well as electric drives and
power electronic systems, as found in civilian and military
sectors. In particular, this project aims at making
connections with traditional fault tolerance techniques by
developing distributed monitoring/correcting schemes and
by explicitly accounting for the system dynamics before
overcoming faults that affect the functionality of the
system.

Operation and Control of Energy Processing Systems:
Effect of Packet Drops in Networked Control Systems
C. N. Hadjicostis,* H. Mo
chadjic@uiuc.edu
National Science Foundation, ITR 02-24729 EPNES

This research project deals with issues arising in
controlling and monitoring real-time systems over
heterogeneous communication networks. The project aims
at studying the performance of variants of state feedback
control schemes in a network setup where packets can be
lost or delayed due to deteriorating network performance.
In particular, the project studies the tradeoffs that arise
between system instability, noise level, link delay, and
packet dropping probability.
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Operation and Control of Energy Processing Systems:
State Estimation in Switched Linear Systems
C. N. Hadjicostis,* S. Sundaram
chadjic@uiuc.edu
National Science Foundation, ITR 02-24729 EPNES

This project develops observer methodologies for switched
linear systems that are driven by unknown inputs. The
methodologies are based on using (possibly delayed)
outputs, and knowledge of the switching sequence and the
system dynamics in order to decouple the unknown inputs
from the observer error.

An Integrated Approach to Fault Tolerance in
Discrete-Time Dynamic Systems
C. Hadjicostis,* E. Athanasopoulou
chadjic@uiuc.edu
National Science Foundation, ECS 00-92696 CAREER

Conducted in the Coordinated Science Laboratory

This project develops systematic approaches for modeling,
detecting, identifying, and correcting faults in order to
ensure the proper functionality of discrete-time dynamic
systems or networks. The project takes a system-theoretic
viewpoint and aims to characterize the fundamental
limitations of fault-tolerant designs by jointly exploiting
system-, coding-, and information-theoretic techniques.

A Robust Control Approach to Digital
Communications
C. Hadjicostis,* P. Voulgaris,* R. Touri
chadjic@uiuc.edu
National Science Foundation, CCR 00-85917 ITR

Conducted in the Coordinated Science Laboratory

This project develops a deterministic worst-case
framework for reconstruction of discrete (source) data
transmissions through dispersive communication
channels. This framework can be explored based on robust
control ideas and formulations and serves as a complement
to existing approaches that reconstruct data by optimizing
probabilistic criteria.

Designing Reliable and Secure Tactical MANETS
P. R. Kumar*
U. S. Army Research Office

Conducted in the Coordinated Science Laboratory

The goal is to develop algorithms for secure wireless
networks.

Toward Building a Performance Predictable Wireless
Mesh Network
P. R. Kumar*
National Science Foundation

Conducted in the Coordinated Science Laboratory

The goal is to study how to build wireless mesh networks.

Towards a Theory of In-Network Computation for
Surveillance and Monitoring in Wireless Sensor
Networks
P. R. Kumar*
National Science Foundation

Conducted in the Coordinated Science Laboratory

This project addresses the development of a theoretical
foundation for sensor networks.

Adaptive Methods for Heterogeneous Wireless
Services
S. Meyn,* M. Medard, J. Huang
National Science Foundation, NSF CCR 99-79381, NSF
ITR 00-85929

Conducted in the Coordinated Science Laboratory

With communication and computing systems becoming
increasingly pervasive, future systems will require the
ability to accommodate, in real time, wireless services to
support a variety of applications ranging from traditional
voice and paging services to nomadic computing
applications. Different services such as voice, or data, may
have vastly different requirements in terms of burstiness,
or rate and quality of service (QoS) requirements. We
consider coding, routing, and traffic rate mechanisms to
provide smooth heterogeneous services to a variety of users
via wireless access to a network.

Large-Scale Simulation of Manufacturing and
Communication Systems
S. Meyn,* S. Henderson (Cornell University)
National Science Foundation, DMI-0085165

Conducted in the Coordinated Science Laboratory

In the past decade, we have seen astonishing growth in both
the theory and application of queuing networks. Industry
is driving research in communication and data networks,
computer systems, and manufacturing systems.
Semiconductor manufacturing plants and the Internet are
two infamous examples of networks of almost
unimaginable complexity. A powerful need exists for
methods for deriving and evaluating operational policies
that may be used to effectively drive these systems. This
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project sets out to develop methods for control synthesis
and evaluation for truly complex networks.

Visualization and Optimization Techniques for
Analysis and Design of Complex Systems
S. Meyn*
National Science Foundation, ECS-0228251

Conducted in the Coordinated Science Laboratory

This project concerns several interrelated approaches to
managing complexity in large interconnected systems. The
focus of this project is resource allocation in large network
models. A related project concerns phase transitions in
molecular models. This research will provide new design
methodologies and efficient approaches to simulation and
online tuning of control algorithms.

Passivity-Based Control in Bipedal Locomotion
M. W. Spong,* J. Holm, D. Herring, J.-S. Moon,
A. Block, T. Filipiak
National Science Foundation Grant 0510119

Conducted in the Coordinated Science Laboratory

The project explores bipedal locomotion in the context of
passivity based hybrid nonlinear control. We are
investigating speed regulation, the use of alternate
potential functions to increase the basins of attraction of
stable limit cycles, the effect of control saturation and
underactuation in passivity based control, and the
efficiency of passivity based control methods compared to
true energy optimal control. The goal is to help solidify the
foundations of the field through analysis, development of
new concepts, and the design of provably correct control
algorithms.

Telemanipulation in Multi-Robot Networks
M. W. Spong,* D.-J. Lee, N. Chopra, P. Hokayem,
S. Mastellone, K. Kunal, O. Martinez-Palafox,
E. Rodriguez-Seda
Office of Naval Research, Grant N00014-05-1-0186

Conducted in the Coordinated Science Laboratory

In this project, we are addressing fundamental issues in
communication, coordination, and teleoperated control of
multiple agents in coordinated manipulation tasks. While
multiagent coordination and control problems such as
swarming, flocking, and rendezvous have been studied by
several researchers, much less work has gone into the
teleoperated control of multirobot networks, especially
when the multirobot network is expected to engage in tasks
involving both manipulation and motion coordination.
Manipulation tasks require haptic and force feedback that
introduce significant stability and transparency problems

with respect to communication delay, packet loss, and
other communication effects.

U.S.-France Cooperative Research: Passivity Based
Control of Networked Control Systems
M. W. Spong,* R. Ortega (CNRS, France)
National Science Foundation Grant 0128656

Conducted in the Coordinated Science Laboratory

This award supports U.S.-France collaboration in control
systems between Mark W. Spong of the University of
Illinois and Romeo Ortega of the Signal and Systems
Laboratory at SUPELEC, a French center for research in
electrical engineering. The objective is to investigate
passive nonlinear control of networked control systems, in
particular, systems involving bilateral remote operation
(teleoperation) over unreliable communication networks.
The problem is motivated by interest in wireless
communication in imbedded real time control systems and
the use of the Internet as a communication medium in
teleoperated and networked control systems.

Design Theory and Methodology
Integrating Electrical, Economic, and Environmental
Factors into Flexible Power System Engineering
P. Krein, P. Chapman, M. Pai, P. Sauer (Elect. &
Comput. Engr.); D. Thurston*
National Science Foundation

A flexible power system is one in which redundancy and
reliability are managed through localized control,
distribution of energy sources, shifting among available
sources, treating loads as a potential resource for
operations and control purposes, and directing energy to
the most critical needs. This project seeks to establish a
firm science-based framework for integrating electrical,
economic, and environmental factors into flexible power
system design.

Digital Signal and Imaging Processing
Efficient Algorithms for Lossless Data and Image
Compression
Y. Bresler,* D. Baron
National Science Foundation, CCR-0122293

Conducted in the Coordinated Science Laboratory

In spite of the focus in recent years on lossy compression
of audio, images, and video, lossless data compression
remains crucial in applications such as text files,
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facsimiles, software executables, and medical imaging.
Universal source coding algorithms, which deal with
sources whose statistics are unknown, are of particular
importance. The main goal of this research is to develop
algorithms featuring fast computation and low memory
use, while providing compression quality near the
fundamental theoretical bounds. The resulting algorithms
will have linear complexity and will be better than any
current algorithm with comparable asymptotic
compression performance, in terms of computation and/or
memory use. Some versions of these algorithms will also
have simple structure, admitting fast hardware
implementations. A special focus of this research is also on
parallel algorithms that allow arbitrary speedup while
maintaining the same compression quality.

Dynamic Systems
PECASE: Analysis and Design of Discontinuity-Driven
Bifurcations
H. Dankowicz*
National Science Foundation

This award focuses on the analysis and design of
nonsmooth dynamical systems, characterized by abrupt
and discontinuous changes in the systems' properties, and
commonly encountered in mechanical, biological, and
electronic models. Of particular significance are the
potentially dramatic changes in character and stability of
motions of such systems that occur at the onset of weak
interactions with the environment, here referred to as
discontinuity-driven bifurcations. For example, in the case
of human gait, premature, low-velocity ground contact of
the swing foot may result in loss of stability of the sustained
gait and subsequently a fall, particularly in individuals with
muscular disorders, or the elderly. The objectives of this
project are to develop a comprehensive predictive
methodology for discontinuity-driven bifurcations of
recurrent and transient motions and to formulate design
criteria for reducing or eliminating the detrimental effects
of unintentional collisions between a mechanical
subsystem and its surrounding environment—in particular,
the prevention of fall-related injury due to premature
ground contact during gait. The research work will closely
integrate with an effort to develop a closed–ended-design
course at the junior level emphasizing performance
verification tests for mechatronic systems and the
evaluation of a system's response in the presence of smooth
and discontinuity-driven bifurcations. This project was
originally funded as a Faculty Early Career Development
Program (CAREER) award and was converted to a

Presidential Early Career Award for Scientists and
Engineers (PECASE) program award in September 2004.

Dynamical Systems
Noisy Nonlinear Nonsmooth Systems
N. S. Namachchivaya,* J. Park; R. Sowers (Mathem.)
navam@uiuc.edu
National Science Foundation, CMS-00-84944

Interactions of mechanical and structural systems with the
boundaries are either of short duration, modeled as
impacts, or sustained, necessitating contact descriptions, as
in the presence of friction. Mathematically, such
interactions result in nonsmooth nonlinear effects, which
usually give rise to complex noise-induced oscillations.
Our goal is to develop a general collection of mathematical
techniques that can be applied to understand stability
properties. We shall achieve this through several specific
physically motivated problems, such as dead band or free
play, dry friction, and stiction.

Reduction of Noisy Nonlinear Systems
N. S. Namachchivaya,* K. Onu, J. Park
navam@uiuc.edu
National Science Foundation, CMS-03-01412

Many physical systems have nonlinearities and
symmetries. Often there are additional small random
perturbations, and one would like to develop techniques of
stochastic dimensional reduction to find a simpler model
that captures relevant dynamics of the system. The goals
of this project are the development of general techniques
of stochastic averaging of randomly perturbed typical and
relevant four-dimensional gyroscopic systems,
autoparametric systems, and fluid dynamical system.

Stability and Nonlinear Dynamics of Variable Speed
Milling
N. S. Namachchivaya,* J. Park, K. Onu
navam@uiuc.edu
National Science Foundation, DMS-05-04581

Chatter, the self-excited relative vibration between
workpiece and cutting tool, is a common problem in the
machining process. The onset of chatter limits material-
removal rates and productivity. The purpose of this project
is to clarify the mechanism of suppression of chatter
through continuous modulation of spindle speed. The
project addresses this issue using a combination of
analytical and numerical efforts, bridging the gap from the
one-degree-of-freedom turning model to realistic models
for high-speed milling processes.
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Stability of Nonlinear Stochastic Systems
N. S. Namachchivaya,* L. Arnold (Univ. of Breman),
P. Imkeller (Humboldt-Univ. of Berlin)
navam@uiuc.edu
National Science Foundation, NSF DMS-05-04581

The primary concern in the analysis of nonlinear dynamical
systems is the determination and prediction of steady
states, or stationary motions, or the invariant measures of
the local random dynamical systems. The main goal of this
research is to develop new mathematical techniques to
determine their almost-sure (Lyapunov exponents) and
moment (moment Lyapunov exponents) stability
properties. The second objective of this project is to
determine how these invariant measures can bifurcate due
to various parameters.

Dynamic Data Driven Applications Systems
P. W. Sauer,* N. S. Namachchivaya,* T. J. Overbye,*
M. A. Pai,* J. Park, S. Liu
navam@uiuc.edu
National Science Foundation, CNS-05-40237

The main objective of this research project is to develop
new algorithms and tools for the distributed collection,
sharing, mining, and harnessing of data for cooperative
health monitoring and vulnerability assessment of power
systems in real time. Fundamental concepts and
technology for achieving this objective exist today in the
areas of power systems, system theory, and computer
science, but harnessing them to achieve this vision will
require the significant multidisciplinary concerted effort
proposed here.

Earthquake Engineering
Systematic Treatment of Uncertainty for Consequence-
Based Risk Management
B. Ellingwood (Georgia Tech.),* J. Song,* L. Chang
National Science Foundation, Mid-America Earthquake
Center, RM-2, EEC-97010785

The goal of the project is to develop efficient methods for
modeling uncertainty in all aspects of Consequence-Based
Risk Management (CRM) of the Mid-America Earthquake
(MAE) Center, including representations of the seismic
source and path, site response, structure and foundation
response, damage and loss assessment, and social and
economic impact. Based on interdisciplinary coordination
efforts within the MAE Center, this project also develops
a probabilistic framework that can aggregate in order to
quantify the uncertainties in the estimated damages and

losses that propagate from the aleatoric and epistemic
uncertainties identified by the CRM.

Memphis Testbed Validation and Capstone Prediction
J. F. Hajjar*
National Science Foundation, Mid-America Earthquake
Center

In this project, systemic validation of regional loss
assessments will be performed by conducting risk
assessments for three study regions that have been
documented in the literature. A series of capstone scenario
predictions of potential losses and associated risk
mitigation strategies will then be conducted for a series of
seismic events in Shelby County, Tennessee. The capstone
scenario predictions will be based on risk assessment
analyses utilizing the end products of research thrusts for
hazard definition, with special attention paid to the unique
geology and seismology of the New Madrid Seismic Zone
and the Mississippi Embayment, advanced inventory
collection technologies operating at a point-wise building
stock level, vulnerability of structures constructed to
common standards of quality and design requirements for
the Central and Eastern United States, and social and
economic losses such as direct casualties and repair costs,
losses of function in lifelines, shelter requirements for
displaced households, and business disruption.

Estimation of Post-Hazard Reliability and Availability
of Lifeline Networks
J. Song,* L. Chang, W.-H. Kang
National Science Foundation, Mid-America Earthquake
Center, EE-1, EEC-97010785

Urban lifeline networks such as power, water, and natural
gas systems are critical backbones of modern societies.
Natural and man-made hazards may cause not only
physical damages to such lifeline networks, but also
serious socio-economic consequences due to the disruption
of urban infrastructure systems. The project aims to
develop a new system reliability method that can estimate
post-hazard reliability and availability of lifeline networks
with accuracy and efficiency, which is essential for pre-
hazard planning and rapid assessment of damages for
optimal emergency responses.
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Electromagnetics
Intelligent Portable Antenna Systems for High-Speed
Wireless Communication
J. T. Bernhard*
jbernhar@uiuc.edu
National Science Foundation CAREER Award, ECS
99-83460

High-speed wireless data communication faces two
challenges: high error rates caused by interference and
unpredictable environments, and limited functionality and
battery life at the portable unit. "Intelligent" or "smart"
antenna systems that respond to changing operating
conditions can help meet these challenges. This research
develops intelligent portable antenna systems to improve
the reliability, throughput, and noise immunity of high-
speed wireless communication networks. Specifically, this
project implements new compact radiation-tunable
antennas with a performance-driven fuzzy controller. This
novel approach views portable antennas as dynamic
components of the communication system, creating a new
paradigm for antenna design and control.

Geotechnical Engineering
Quantifying Uncertainty in Paleoliquefaction Studies
S. M. Olson,* Y. K. Wen, J. Song
U.S. Geological Survey

In this study, we outline many of the uncertainties that are
involved in conducting a paleoliquefaction study. We use
a combination of rigorous and approximate methods of
uncertainty and reliability analysis to quantify many of the
uncertainties that are routinely encountered in
paleoliquefaction studies. The purpose of quantifying these
uncertainties is to incorporate them in a seismic hazard
analysis, particularly probabilistic seismic hazard analysis.
As a testbed case, we perform a quantitative uncertainty
analysis for a paleoliquefaction study performed by others
of the Vincennes earthquake that occurred in the Wabash
Valley seismic zone circa 6100 BP.

Life Support Systems Reliability and
Sustainability
Early Life Testing for Costly Life Support Systems
L. F. Rodríguez,* D. Poritz, D. Kortenkamp,
A. B. O. Soboyejo, K. C. Ting, K. Pickering, F. Smith
lfr@illinois.edu, kcting@illinois.edu
National Aeronautics and Space Administration

Conducting life testing and addressing reliability of life
support systems are frequently challenging due to
extremely high cost of test items, the scarcity of test items,
or the risk of endangering test subjects. When considering
implementation of life testing, it is critical to control costs
and risks. Furthermore, it is possible that the subsequent
analysis of test data may not yield worthwhile results
unless careful experimental designs and controls are
utilized. To address this need, a new statistical model for
use with the design of experiments is under development
that is suited to the life testing of high-cost, high-risk
hardware and systems.

Integrated Modeling of Life Support Systems Modeling
for Reliability and Robustness
L. F. Rodríguez,* H. Jiang, S. Bell, K. Bhalerao,
D. Kortenkamp, A. B. O. Soboyejo, K. C. Ting
lfr@illinois.edu, bhalerao@illinois.edu,
kcting@illinois.edu
National Aeronautics and Space Administration

Robustness is often reduced to hardware reliability.
However, the operation of a system has a great deal of
impact on its robustness. Robust operation will be a
combination of manual operations supported by software
and automated operations supported by people. We will
look at increasing the robustness of life support systems by
applying the appropriate mix of people and software;
model-based techniques for diagnosis, prognosis and
control; and procedural techniques for support manual
operations. Integrated models will be developed to analyze
a wide array of design architectures for the consideration
of their inherent reliability and robustness.
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Modeling and Analysis of Biological
Systems
Bottom-Up Models of the Photosynthesis from the
Molecular Scale to Canopy Scale
L. F. Rodríguez,* G. Menezes
lfr@illinois.edu
University of Illinois

The modeling of biosystems at all scales has been initiated
with the developments of pathway models of
photosynthesis. The intention is to integrate these
molecular scale models with existing leaf and canopy scale
models. The integrated multiscale model should improve
the ability to simulate crop biosystems at different levels
such as molecular, organelle, cellular, tissue, organism,
and community. The immediate challenge here includes
the identification of critical information that must be
exchanged between models at different scales, while the
long term goal is the integration within a large complex
model such as an agroecosystem model.

Networking
IT-Based Collaboration Framework for Preparing
against, Responding to, and Recovering from Disasters
Involving Critical Physical Infrastructures
I. Gupta,* F. Pena-Mora,* G. Robinson, N. Contractor,
A. Hollingshead
National Science Foundation Grant, CMS-0427089

In a new and novel study, scientists are looking to nature
—specifically, to ants, bees, and viruses—for ways to
improve human collaboration during disaster relief efforts.
Supported by a five-year, $2.37 million grant from the
National Science Foundation, and supplemented by the
University of Illinois at Urbana-Champaign, the research
team is attempting to draw inspiration from the
collaboration patterns that honeybees and ants use, and the
spread patterns that viruses typically take. The ideas the
researchers develop will augment current collaboration
among first responders to extreme events involving critical
physical infrastructures. Epidemiological algorithms can
be used in large groups of participants to spread, collect,
and search for information. The resulting software systems
can scale to networks with hundreds or thousands of first
responders and withstand unresponsive participants and
poor communication channels.

Systematic Design of Distributed Protocols—from
Methodologies and Toolkits to Systems
I. Gupta*
National Science Foundation CAREER Award,
CNS-0448246

Gupta and his research group will study, invent, and
discover systematic "design methodologies" to enable
creation of a variety of distributed systems that are scalable
and robust under failures and attacks. Newly developed
systems will include cooperative web caching, adaptive
Grid computing paradigms, peer-to-peer systems,
persistent distributed file systems, and disaster response
and recovery networks. Protocols for these systems will be
created by using novel methodologies such as ones that
translate differential equations into equivalent distributed
protocols, or those that compose existing distributed
protocols in a systematic manner. This project will enable
systematic translation of many natural phenomena from
non-Computer Science fields, such as biology, into
practicable and robust distributed system designs. The
project integrates research and educational activities.

Transparent Data Sharing in Large-Scale, Dynamic
Distributed Systems
I. Gupta,* G. Antoniu (INRIA), A.-M. Kermarrec
University of Illinois, Centre National de la Recherche
Scientifique, l'Institut National de Recherche en
Informatique et en Automatique Collaboration Grant

The French National Institute for Research in Computer
Science and Control (INRIA)

Distributed environments such as the Grid are large-scale
and dynamic, for instance, they involve a large number of
participating workstations that are joining and leaving at
high rates. This collaborative project seeks to develop
novel solutions for transparent and decentralized access to
data in dynamic, large-scale, and distributed environments.
The project will develop algorithms and strategies for
replication, group membership, data consistency, resource
discovery, and network size estimation. Many of these
ideas are well-understood in fault-tolerant distributed
systems research, but have not been explored for Grid
environments.

Data-Centric Sensor Networks
J. C. Hou,* L. Sha, P. R. Kumar, N. Li, H. Zhang
National Science Foundation, Special Projects in
Networking, ANI-0221357

In this research project, we first lay an integrated
framework in which a comprehensive solution can be
designed that comprises a set of component solutions at
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each layer to achieve the targeted goals of data-centric
sensor networks. Then, we consider under this unified
framework, research issues along the following thrusts of
research: hierarchical cluster formation and routing;
topology control and power management; Quality-of-
Service provisioning within/between clusters; MAC
design for timely dissemination of delay-sensitive data;
and empirical study with the use of Motes.

DAWN: Dynamic, Ad-Hoc Wireless Networks
J. C. Hou*
Army Research Office, ARO-W911NF-05-1-0246

In this project, we will strive toward two research thrusts.
Along the theory thrust, we will, on the one hand, study the
performance limits of wireless ad-hoc networks with
respect to connectivity, lifetime, critical power, and their
implication on protocol design, and on the other hand,
devise localized and distributed algorithms for power
control (a.k.a. topology control) whose performance
approaches derived theoretical bounds. In particular, we
will consider topology control under the physical model
where the SINR determines the link quality (and hence the
neighbor relation). Along the simulation thrust, we will
develop a number of optimization techniques to reduce the
overheads for event processing in wireless network
simulation and engage in incorporating model checking in
J-Sim so as to enable network performance evaluation and
verification in the same framework. We will also study,
through a tight, synergistic loop composed of
measurements, modeling/analysis, and designed
experiments for validation, how multipath fading,
interference, and signal attenuation due to terrain and
obstacles affect the channel/link behavior in IEEE 802.11-
based wireless networks, and devise/incorporate channel
models into simulators to provide high-fidelity simulation
environments to the R&D community.

Design, Theoretical Validation, and Empirical
Evaluation of a Class of Multicast Congestion Control
Schemes
J. C. Hou,* Y. Gao, Y. Ge
National Science Foundation, ANI-0073725 (subcontract
to Ohio State University)

In this research project, we explore the use of robust
feedback control theory to design and implement a rate-
based congestion control framework for multicasts, with
the following design objectives: scalability, capability to
adjust source sending rates to achieve TCP-friendliness,
and (weighted) fairness in an analytically provable manner,
capability to handle independent losses of the same packet,

capability to deal with dynamic traffic/membership
changes, and minimal router support.

Detection, Identification, and Tracking in Sensor-
Cyber Multidomain Networks: Perimeter Surveillance
and Plume Detection Applications
J. C. Hou*
Oak Ridge National Laboratories, UT-Battelle
4000052947

Under the national SensorNet initiative, Oak Ridge
National Lab (ORNL), in conjunction with its university
collaborators, has carried out initial deployments of a
detection, identification, and tracking sensor-cyber
network (DITSCN) in the Washington D.C. and Memphis
Port areas. We have also identified three grand systems
challenges that remain to substantially enhance the
performance and robustness of these networks. We will
carry out five synergistic research tasks: network
formation by static sensor selection, placement, and
coverage; mobile sensor coverage; protocols for QoS-
aware sensor-cyber communication; sensor tasking
protocol with temporal/spatial uncertainty management;
and algorithms for plume modeling, detection, and
tracking under uncertainty.

High-Fidelity, Integrated Simulation and On-line
Management for Networked Communications Systems
J. C. Hou,* J. Meseguer
Boeing, 2006-06086-00-00

Several key issues must be addressed, especially in the case
of large-scale networked communications systems, in
order to realize the notion of simulation/emulation-assisted
network management and control. In this project (and its
proposed research and development efforts), we aim to
address these key technical challenges, and to develop a
scientific and engineering foundation for realistic
representation of communications and network
components and their low-level interaction. We will use
J-Sim coupled with a metalanguage Maude for system
verification and validation, as our base environment for
carrying out the R&D efforts. Both software environments
have been designed and developed in the Department of
Computer Science at University of Illinois at Urbana
Champaign.

Multiple Time-Scale Traffic for Next-Generation
Internets
J. C. Hou,* G. He, H. Lim
National Science Foundation, ITR ANI-00-82861

In this research project, we address the following two-
pronged problem: how to exploit the multiple time-scale
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property of network protocols to facilitate effective
coordination and integration of disjoint network controls
for end-to-end Quality-of-Service (QoS), and how to
exploit the multiple time-scale nature of Internet workload
to achieve workload-sensitive traffic controls. The first
problem is comprised of two key issues: sufficiency or
separation conditions under two network controls and the
effective coupling of protocols when time-scale separation
is not available. The second program consists of three key
issues: short-lived connection management using
lightweight optimistic control, long-lived connection
management using connection duration prediction and
multilayered feedback control, and QoS amplification
through workload-sensitive, end-to-end, and per-hop
control.

Next-Generation Network Protocols and Services for
Real-Time Systems
J. C. Hou,* C. Hu, A. Sobeit
Multidisciplinary Research Program of the University
Research Initiative, AFOSR F49620-00-1-0330
(subcontract to University of California, Santa Barbara)

In this research project, we categorize network protocols
into traffic specification and Quality-of-Service (QoS)
translation/negotiation, admission control, unicast/
multicast routing, resource reservation and adaptation,
congestion and flow control, local traffic control and run-
time packet scheduling, fault detection and fast restoration,
security, and traffic regulation and QoS monitoring. We
address the problems of provisioning QoS and fault
tolerance in each category.

On Providing Quality-of-Service Control for Core-
Based Multicast Routing
J. C. Hou,* J.-K. Lee
National Science Foundation, Advanced Networking
Infrastructure and Research, ANI-9804993

We investigate the Quality-of-Service (QoS) extension to
core-based multicast routing protocols such as Core-Based
Tree, Simple Multicast, and Protocol Independent
Multicast Sparse Mode. Specifically, we propose a set of
enhancements in the member join/leave and state update/
refresh procedures to facilitate the deployment of additive
(e.g., end-to-end delay bound), multiplicative (e.g., packet
loss ratio along a path), and concave (e.g., minimum
bandwidth available) QoS. We also implement a proof-of-
concept prototype in the FreeBSD UNIX operating system
and conduct an empirical study on a lab testbed.

Toward Building a Performance-Predictable Wireless
Mesh Network
J. C. Hou*
National Science Foundation, NSF CNS-06-26584

In this project, we aim to take a bottom-up approach, and
tackle issues with the better definition and characterization
of wireless links and their implications for higher-layer
protocol design and optimization. We would like to
understand how, and to what extent, wireless links are
affected by PHY/MAC attributes and other environmental
factors; characterize the behavior of wireless links in such
a way that they become amenable to rigorous analysis and
reasoning; and identify control knobs in the MAC/PHY
layers with which the network capacity can be optimized.
To make such a study with synergistic measurement,
characterization, and design components, we will work
with Champaign-Urbana Wireless Mesh Network
(CUWiN), substantially extend/strengthen its operational
software infrastructure, and lay a virtual device driver on
top of firmware. The virtual device driver will include
several functional modules that enable dynamic tuning of
control knobs to improve network capacity, and export
PHY/MAC attributes through well-defined APIs to
facilitate cross-layer design and optimization. Specifically,
we will conduct research through a synergistic
measurement-design-experimentation loop along the
following closely-related research and development
thrusts: channel behavior understanding and modeling;
better characterization of wireless links and its
representation in virtual coordinates; capacity
improvement through power control, carrier sense
threshold tuning, and spatial diversity; and modular, virtual
device driver that encompasses research components in
CUWiN.

A Component-Based Software Environment for
Simulating and Synthesizing Network Protocols in
Large-Scale Networks
J. C. Hou,* R. Campbell, L. Kung, H. Kim
University of Illinois

In this project, we propose to design, implement, and
evaluate a component-based software environment for a
wide variety of emerging network architectures and
applications. The environment expedites execution and
simulates, emulates, and synthesizes network protocols
and services in a systematic manner. We follow three
research thrusts: We extend JavaSim to include base
classes and packages for grid networking technologies. We
investigate issues of parallelizing real-time process driven
simulation engines and explore the use of fluid models,
network calculus models, and rescaling techniques to
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expedite simulation. In a related project, we build a
software-programmable router platform, called CROSS,
that is dynamically extensible, configurable, and able to
predictably process network flows that require QoS-aware
access to multiple resources. We will leverage JavaSim
components as building blocks for CROSS/Linux router
services, and realize differentiated multicast and secure
video proxy systems as CROSS services.

An Integrated Simulation Environment for Robust,
Multiple Time-Scale Traffic Control in Next-
Generation Internets
J. C. Hou,* D. Chi, H. Kim, L. Kung
Network Modeling and Simulation, Defense Advanced
Research Projects Agency, Information Processing
Technology Office (subcontract to University of
California, Berkeley); Cisco University Research
Program

In this research project, we develop a component-based,
compositional Java network simulation environment,
called JavaSim. JavaSim is built upon an innovative
autonomous component architecture that closely mimics
the IC design architecture and a generalized packet
switched network model that defines the generic structure
of a node (either an end host or a router) and the generic
network components. We also study (in the JavaSim
simulation environment) the issues of fluid model-based
simulation and large-scale parallel network simulation.
JavaSim also provides a script interface to allow
integration with different script languages such as Perl, Tcl,
or Python.

An Open, Dependable, and Evolvable Software
Infrastructure for Assisted-Living
J. C. Hou,* C. Gunter, L. Sha, M. Caccamo,
K. Karahalios
National Science Foundation, CNS-05-09268

This project aims to design, implement, and evaluate
infrastructure technologies to support assisted living,
emphasizing: software infrastructure that allows disparate
technologies, software components, and wireless devices
of different protocol families to work together in a low cost,
dependable, and secure fashion with predictable
properties; and an interface that adapts this software
infrastructure for technology-naive users and incorporates
social translucency to provide user-controlled privacy.

To achieve the goal, the project seeks to develop the
following: dependable, robust, plug-and-play
infrastructure that coordinates sensing, localization,
communication, and event/data management; quality-of-
service annotation and analysis technologies that make

assumptions explicit and machine checkable for COTS
component interfaces; role-based access control and
workflow modeling techniques for a rigorous security and
privacy framework; QoS manager that handles the surges
of workload and adjusts QoS settings of difference
services; interference mitigation techniques that allow
various wireless devices and protocol stacks to co-exist
harmoniously and share the unlicensed frequency band,
and a human computer interaction (HCI) component that
addresses how directed and ambient information,
reminders, and alerts should be presented to users and to
what extent users can control the degree of information
disclosure.

Energy-Efficient Authenticated Communication in
Wireless Sensor Networks
R. Kravets*
rhk@uiuc.edu
Boeing

Conducted in the Information Trust Institute

This project is investigating the tradeoff between providing
authenticated communication and reducing energy costs in
wireless sensor networks, while maintaining the
effectiveness of the sensor network for data collection. We
are investigating the computational and communication
costs of available security mechanisms and their impact on
energy consumption in sensor nodes as well as their ability
to provide effective authentication in sensor environments.
We will use models of the interactions among costs to
design communication protocols for data collection in
sensor networks. We will also investigate the impact of
heterogeneity in sensor nodes.

Application/System Quality-of-Service (QoS) Interface
Capabilities
K. Nahrstedt,* W. J. Jeon, B. Kalter, J. H. Seo
National Aeronautics and Space Administration, NAG
2-1250

Researchers are investigating application-system Quality-
of-Service (QoS) interface capabilities for visual tracking
distributed applications. The interface between the
application and the underlying QoS-aware resource
management system must provide several important
functionalities: application QoS application programming
interface, translation between the application QoS into the
system QoS parameters, integrated reservation
coordination policies and protocols to avoid and prevent
deadlock situations, adaptation policies and their
application enforcement, and others. These functions will
reside in the end-system management entity called the QoS
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Broker, which represents the application/system interface
for provision of end-to-end QoS guarantees.

Hybrid Adaptive Algorithms for End System
Middleware
K. Nahrstedt,* B. Kalter, B. Li
Defense Advanced Research Projects Agency,
F30602-97-2-0121

Current distributed multimedia applications demand
Quality-of-Service (QoS) from the supporting system.
However, within the QoS demands, lower level transport
facilities may not constantly provide guaranteed QoS
without perturbation. In this scenario, researchers are
investigating hybrid adaptive algorithms in the middleware
level of end systems to perform QoS adaptation on a critical
QoS metric. The research concentrates on analysis of QoS
adaptation in dependence of system resource availability
changes by applying theories from digital control systems.

QoS Routing
K. Nahrstedt,* J. Qian, L. K. Shan
Defense Advanced Research Projects Agency,
F30602-97-2-0121

The task of Quality-of-Service (QoS) routing is to find a
path in the network that satisfies constraints on such
metrics as bandwidth, delay jitter, and cost. This study
focuses on QoS routing algorithms and their design within
routers. The problem of finding a path with constraints on
two or more additive metrics (delay and delay jitter) is NP-
complete. This research concentrates on heuristic
algorithms and study of the family of distributed and
hierarchical routing algorithms to solve the
multiconstrained routing problem. The QoS routing
solutions are applied to point-to-point as well as
multicasting scenarios.

QoS-Aware Resource Management
K. Nahrstedt,* K. Kim, A. K. Viswanathan, J. Wang
Partnerships for an Advanced Computational
Infrastructure

Operating systems and communication systems need new
algorithms, services, and protocols to support processing
of audio/visual streams according to Quality-of-Service
(QoS) specification. This project concentrates on the CPU
brokerage service with advanced reservation, admission,
scheduler, and adaptation control for soft real-time and
non-real-time tasks. At the communication level,
researchers provide IntServ bandwidth brokers in the edge
networks and DiffServ brokers within the backbone routers
to provide end-to-end guarantees.

Operating Systems and Security
Choices: A Reliable and Secure Operating System for
Mobile Devices
R. H. Campbell,* J. Hou,* Z. Anwar
National Science Foundation, CNS 03-05537

Distributed denial of service, man-in-the-middle attacks,
message tampering, eavesdropping, and replaying threaten
to cripple the Internet infrastructure. They are especially
harmful to killer applications for the Internet such as voice
over IP (VoIP) and voice over wireless. There is a need to
develop innovative strategies to detect, mitigate, and
counter these threats. Unfortunately various key
components are required to realistically model a large VoIP
infrastructure and study its vulnerable spots. J-Sim is a
composable and extensible network simulation and
emulation environment. We extend J-Sim to include
representative security mechanisms/policies for VoIP such
as IPsec, firewalls, Media Gateways, Soft Switches, key
distribution and authentication mechanisms, and popular
VoIP protocol stacks such as RTP, SIP, and H.248. We also
provide various attacker models and IDS mechanisms to
allow vendors to plug in their VoIP components and test
them for vulnerabilities in a controlled and simulated
environment before actual deployment. In addition we are
exploring the use of virtualization techniques and reference
monitors to choose secure paths for VoIP information
flows.

Composing Security in Large-Scale Cyber-
Infrastructures
R. H. Campbell,* S. R. Katasani
National Science Foundation

Present day cyber infrastructures like the power grid are
very complex assortments of various devices with different
security requirements and differing ability to provide
security. Not all the devices in the system can provide the
necessary security according to the enterprise policies, but
the presence of these devices is indispensable. In such a
scenario, it is really difficult for the system managers or
the system administrators to monitor and maintain these
devices. We are developing a methodology that will allow
a system administrator or a manager automatically to
analyze the system and reason about the security and
decide the necessary security measures to install. In order
to achieve this goal, we developed a representation for
modeling the cyber assets of an organization based on
workflows and common information models. In our
modeling formalism an organization can be defined as a
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combination of subjects, objects, services, tasks, and
communication protocols.

Cyber Infrastructure Security
R. Campbell*
rhc@uiuc.edu
Boeing

Conducted in the Information Trust Institute

The complexity of cyberinfrastructures necessitates
models that enable reasoning about security,
vulnerabilities, compromise, failure, and response. The
size of these infrastructures complicates representation and
reasoning. This motivates the need for identifying system
abstractions that enable simpler representation of complex
systems and enable usage of existing tools and logics for
reasoning. This project is using workflow-based models
and CIM for representing complex cyberinfrastructures
and reasoning about security vulnerabilities.

ITR: Active Information Spaces Based on Ubiquitous
Computing
R. H. Campbell,* D. Kriegman,* K. Nahrstedt,*
R. Kravets,* M. Garland,* M. D. Mickunas,* R. Hill,
J. Lim, S. Zelinka, A. Ranganathan, Y. Cui, J. Almutadi,
G. Sampemane, S. Yi, D. Schmidt, R. McGrath,
C. Carter, S. Chetan, B. Ziebart, A. Weiler, D. Raila,
J. Tanner, B. Yu, R. Patel, R. Jones, M. Muhammad,
C. Andrews
National Science Foundation, CCF-00-86094

The project researches a new form of operating system to
manage a model of computing called an Active Space. This
model integrates physical spaces that contain ubiquitous
computers into a computational environment that supports
human activity and applications. The physical space,
augmented with communicating computer devices,
becomes a distributed computing system. Gaia, an
operating system for Active Spaces, will accommodate
diversity by exploiting standards for interoperation and
cooperation. System services track, authenticate, and
support mobile users with reconfigurable graphics,
multimedia, and Active Space applications. A unifying
object bus, component model, and adaptive stream model
extends plug and play to distributed mobile computers
within physical spaces like cities, buildings, and rooms.
Active Spaces have the potential for creating multibillion
dollar industries. Automated surgery, collaboration, and
engaged learning are a few of the compelling examples.

Mobile Sensor-Network Authentication
R. Campbell,* V. Welch,* C. Andrews, P. Naldurg,
H. Khurana
Office of Navy Research

Authentication is a critical security requirement for sensor
network nodes and provides a high quality of assurance in
a hostile deployment scenario, when it is important for a
data-gathering source to confidently verify the origin of
sensor data. We focus on higher-end sensors that have
significantly more processing power and memory than
first-generation sensors. We question some of the existing
weak cryptographic protocols and investigate the
feasibility of using limited public-key encryption to
address the sensor origin authentication problem. The
challenge of key distribution is addressed by imprinting
sensors with public key certificates, as well as the
corresponding private keys, before being deployed. A line-
of-sight transmission may be used to update the key.

Security and Configuration of Software Defined Radios
R. H. Campbell,* S. Myagmar
Various Donors

Reconfigurability of software defined radios (SDR)
supports integration and co-existence of multiple radio
access technologies on a general-purpose radio equipment.
An SDR terminal is able to switch its operating mode by
configuring its radio parameters and component
composition to suit the appropriate radio access
technology, user preferences, and local conditions. The
main challenges are how to provide a methodology to
dynamically and securely configure software components
originating from several, different vendors, and how to
remotely attest the validity of the radio configuration to
external parties such as a network operator or service
provider.

CT-ISG: Attribute-Based Security and Messaging
Policy (AMPol)
C. Gunter,* H. Khurana, M. Prabhakaran
cgunter@uiuc.edu
National Science Foundation, NSF CNS 07-16626

Conducted in the Information Trust Institute

This project is developing architectures and strategies for
secure messaging systems based on attribute-based
security and messaging. In the approach, attributes of
principals are the primary foundation for access control,
routing, and security transformations. This project is
advancing three attribute-based techniques (attribute-
based access control, or ABAC; attribute-based
messaging, or ABM; and attribute-based encryption, or

* Denotes principal investigator.

30



ABE), and validating progress with a prototype
application. This research is expanding the foundational
work on the architectures and techniques for messaging
systems with a more long-term view to their security and
convenience. It will also provide a case study in the use of
attribute-based techniques.

Machine Learning Schemes for Proactive Security
Systems
D. Roth*
danr@uiuc.edu
Boeing

Conducted in the Information Trust Institute

This project is addressing the problem of security breaches
by insiders. The goal is to investigate and develop
advanced learning and reasoning technologies for insider
threat detection by utilizing the data records generated by
authorization systems. We are formalizing and developing
a notion of reflective systems that are capable of reasoning
about their level of security, and identifying and adapting
to changes in their environments. The research will allow
us to develop the foundations of statistical learning
methods for the domain of reliable and secure computation
and communication as well as apply those methods to a
broad range of problems.

Computer Log Anonymization and Information
Sharing
A. Slagell,* J. Wang, W. Yurcik
slagell@uiuc.edu
National Science Foundation, 0524643; Office of Naval
Research

To make computer and network log anonymization most
useful, solutions must be customizable. Current tools are
inflexible and do not support more than one type of log.
This has inhibited log-sharing, making detection and
response for modern distributed and coordinated attacks
difficult. The goal of this project is to create an
anonymization framework that allows users to choose from
multiple levels of anonymization that make different trade-
offs between information loss and protection of sensitive
logging information. The project results will remove
barriers that prevent many organizations from sharing logs,
making it more likely to detect and understand broad,
coordinated attacks.

Security and Privacy in Open Systems
M. Winslett,* A. Lee, L. Olson, M. Rosulek
Defense Advanced Research Projects Agency, National
Science Foundation Information Technology Research
(medium), NSF-Information Technology Research (large)

The need for rapid response to opportunities and threats
has become the impetus for a move to computing systems
where resources are shared across organizational
boundaries: open systems. Example open systems range
from supply chain management to the semantic web, grid,
and peer-to-peer computing. The TrustBuilder project is
addressing the unique security needs of open systems, with
a focus on the development of trust negotiation as an
approach to authorization and authentication in open
systems.

Parallel Processing
Intelligent Information Spaces: A Testbed to Explore
and Evaluate Intelligent Devices and Augmented
Realities
D. A. Reed,* R. H. Campbell, R. Kravets,
M. D. Mickunas, K. Nahrstedt, L. Sha
National Science Foundation, EIA 99-72884

To support information environments where ubiquitous,
intelligent devices unobtrusively share data, preferences,
and contexts about users and their movement among
environments, this project is developing interoperable
component architectures for device coordination, seamless
object communication for user quality of service, and
adaptive user context and modality management. The goal
is to define a software architecture capable of enabling a
mobile, responsive, and contextual information
environment where a broad collection of high-end data
display and visualization systems, low-power mobile
devices, and "smart" devices with widely varying
capabilities are seamlessly integrated using dynamically
tailored software components.

Power and Energy Systems
Transmission Congestion Management Schemes: A
Comparative Analysis Under a Unified Framework
E. Bompard (Politecnico of Torino), G. Gross*
The Italian Fulbright Commission; U.S. State Department;
Power Systems Engineering Research Center

The restructuring of the electricity industry has spawned
the introduction of new independent grid operators or
IGOs, typically called transmission system operators
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(TSOs), independent system operator (ISOs), or regional
transmission organizations (RTOs), in various parts of the
world. An important task of an IGO is congestion
management (CM) and pricing. This activity has
significant economic implications on every market
participant in an IGO region. The research considers the
congestion management schemes and the associated
pricing mechanism used by the IGOs in five representative
systems: England and Wales, Norway, Sweden, PJM, and
California. Researchers developed a unified framework for
the mathematical representation of the market dispatch and
redispatch problems that the IGO must solve in CM in these
various jurisdictions. This unified framework is used to
develop meaningful metrics to compare the various CM
approaches so as to assess their efficiency and the
effectiveness of the market signals provided to the market
participants.

Analysis of the Bilateral Transaction Paradigm for
Electricity Markets
G. Gross*
The Grainger Foundation Inc.; Power Affiliates Program

Researchers are investigating the structure and functioning
of bilateral-transaction-based electricity markets such as
those created by restructuring in Norway and Sweden. The
objective is to analyze the salient characteristics of the
Nord Pool market and to perform a side-by-side
comparison with the England and Wales Electricity Pool.
The focus is on the assessment of congestion management
and pricing. A mathematical model representing the
market structure and rules governing the operation of the
Nord Pool market has been developed. The study will
assess the functioning of the Independent Grid Operator
and the critical role of transmission services.

Congestion Management Scheme for Multitransaction
Systems
G. Gross,* S. Tao
Economic Policy Research Institute, Department of
Defense

Researchers are investigating the allocation of charges for
congestion management (CM) in multiple transaction
networks. The problem is formulated in two stages. In the
congestion allocation stage, the operator determines the
congestion burden attributable to each individual
transaction. In the congestion relief stage, the operator used
an adjustment bidding to determine the congestion relief
actions. The allocation scheme is being tested on several
systems.

Development of an Analytical Framework for
Dispersed Generation
G. Gross,* Y. Lin
The Grainger Foundation Inc.; Power Affiliates Program

Increased competition in the electricity supply industry,
increasing costs of transmission and distribution upgrades,
greater pressures on cleaner environment, higher energy
efficiency, and decreasing marginal costs of new and
smaller generation technologies are some of the factors that
are going to impact alternatives for adding electricity
supplies. The principal objective is to formulate a
comprehensive analytical framework for dispersed
generation within which the economic, technological,
environmental, and reliability aspects can be studied.
Simulation of systems with transmission constrained load
pockets and dispersed generation expansion alternatives
are being performed.

Development of an Analytical Framework for Strategic
Bidding in Competitive Electricity Markets: Modeling
and Policy Analysis
G. Gross,* G. Deltas (Econ.), M. Joung
National Science Foundation, ECS-0000577

The work is focused on the design, functioning, and
performance of competitive mechanisms in wholesale
electricity markets taking explicit account of the specific
characteristics and constraints of electrical generation and
consumption. The objective is to develop a general and
comprehensive analytic framework that integrates the
game theoretic aspects of electricity exchanges with the
unique constraints under which electric power systems
operate. This framework will lay the foundation for the
evaluation of various designs for electricity market
structures and "rules of the road" of auction mechanisms
that incorporate the constraints imposed by the physical,
engineering, and operational constraints inherent in
electricity systems, so as to maximize economic efficiency.

The in-depth analysis of the structural characteristics of
electricity markets will provide a basis for the formulation
of optimal bidding and offering strategies with both
supply- and demand-side bidders. Researchers aim to use
the framework to address the various aspects of the
implementation and performance of auctions for
electricity; the explicit incorporation of uncertainty; the
interrelationships between the MWh commodity markets
and specific markets in ancillary services; and the impacts
of longer term forward and future markets.

These issues will be investigated together with topics
related to the opportunities for gaming, the existence and
exercise of market power, and the impacts on electricity
prices. In addition, the framework will serve as an effective
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testbed for a wide range of policy experiments, including
those focused on the nature and scope of regulation in the
restructured industry. Throughout the proposed work,
researchers will implement simulation tools to illustrate the
performance of various market designs, rule specifications,
regulatory policies, and strategic behavior of various
players.

Effective Deployment of Financial Instruments in
Competitive Electricity Markets
G. Gross,* S. Tao
The Grainger Foundation Inc.; Power Affiliates Program

With the recent emergence of the well defined electricity
spot markets and the establishment of the trading of
electricity futures on specific exchanges, the application of
financial instruments such as options, futures, and
forwards provides significant new tools to players in
electricity. Such instruments can be used for risk
management as well as speculation. The focus of this
research is on the effective incorporation of these
instruments into the operation of electricity trading.
Researchers will investigate certain design and definitional
issues in the deployment of financial derivative concepts
to electricity markets. Of particular interest is the
evaluation of the risk mitigation capabilities provided by
these instruments for the trading of electricity and their
impacts on the spot markets. In this project, researchers
will investigate the salient uniqueness of electricity
derivative contracts due to the physical power system. The
research team also will investigate the possibility of
developing new financial instruments and strategies to
accommodate the different risk preference of various
participants in the spot electricity market. Moreover,
researchers will study the impact of financial derivatives
on various players of the market.

Loss Allocation Scheme for Multitransaction Systems
G. Gross,* S. Tao
The Grainger Foundation Inc.; Power Affiliates Program

Researchers are studying the allocation of losses as a
function of physical power flows in multitransaction
systems. The research team has recast the power flow
problem in a transaction-based network and is studying the
issue of appropriately allocating losses on the basis of
flows that the transactions bring about. Extensive tests of
the approach are being carried out on systems of varying
sizes. A mechanism for loss compensation has been
developed to provide choice to transacting entities.

Real-Time Security Monitoring and Control
G. Gross*
National Science Foundation

Researchers have prepared a White Paper that outlines the
scope of issues, challenges, and opportunities in the area
of real-time security monitoring and control (RTSMC) of
power systems in the restructured electricity industry. The
counterpart of power system reliability in real-time
operations is security—the ability of the power system to
withstand contingencies. This White Paper is part of a set
of six papers on reliability aspects of the electric power
system prepared for the U.S. Department of Energy by the
Consortium of Electric Reliability Technology Solutions
(CERTS).

Simulation of the Multinode Open Access Same-Time
Information System
G. Gross,* Y. Tian
The Grainger Foundation Inc.; Power Affiliates Programs

A Web-based simulator of the Federal Energy Regulatory
Commission (FERC) mandated Open Access Same-Time
Information System (OASIS) network was implemented.
The purpose of the simulator is to provide a tool to study
the various aspects of an OASIS network, to gain a strong
intuitive feel for its operations, and to train users. For a
specified time period, the OASISNET simulator
reproduces an OASIS network of multiple nodes using the
same communications medium as the actual system, the
Internet, and with multiple players using the simulator
simultaneously. Salient features of the simulator are its
modular architecture, as well as the ability to simulate
multinode OASIS network operations and to accept
simultaneous access from remote users through use of
client/server technology. The simulation focuses on the
dissemination and use of the available transmission
capability information. Applications of the new simulator
for training and analysis are under study.

Interactive Visualization of Electrical Power System
Transmission System Capacity
T. J. Overbye,* D. Wiegmann, Y. Sun
Power Systems Engineering Research Center

One of the major goals associated with restructuring in the
electrical power industry is to allow nondiscriminatory
access to the high-voltage transmission grid. However, a
key difficulty in achieving this goal has been the fact that
the capacity of the transmission grid has a finite but not
easily determined value. That is to say, the ability of the
transmission system to support additional power
transactions is limited by the need to maintain system
security. The goal of this project is to develop and apply
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innovative visualization methods to aid market participants
in determining this availability.

Critical Cutsets for Static Transfer Stability Limits
P. W. Sauer,* B. Raczkowski
psauer@uiuc.edu
National Science Foundation and Grainger Foundation
Endowments

This project is investigating possible direct data indications
(line flow measurements) of closeness to voltage collapse
and methods to increase margins to voltage collapse. The
goal is to evaluate this information using SCADA
measurements rather than model-based computation.

Dynamic Behavior and Load Model Estimation from
Measurements
P. W. Sauer,* S. Liu
psauer@uiuc.edu
National Science Foundation and Grainger Foundation
Endowments

This project is investigating the use of phasor measurement
unit data to provide real-time estimates of system dynamic
behavior and estimates of load model structures and their
associated parameters. The dynamic behavior would be
quantified by estimated levels of system damping for
critical modes.

Trustworthy Communication and Computing
Architectures for Power Systems
P. W. Sauer*
psauer@uiuc.edu
National Science Foundation

This project is investigating the needs of power system
communication and computing environments for future
use in deregulated power systems. This includes the need
to share information between regions and independent
operators.

Programming Languages, Formal
Systems, and Software Engineering
Agent Generation and Control
G. Agha,* N. Jamali, P. Thati
U.S. Air Force Office of Scientific Research,
F49620-97-1-0382

Agents provide a natural abstraction for using
geographically distributed computational and memory
resources. Agents are autonomous mobile actors that may
be invoked to satisfy specific goals that may require
traveling across physical and economic boundaries. Agents

and agent ensembles can exhibit resource consumptive or
otherwise unsafe behavior, raising security and resource
management concerns. Agents must, therefore, be limited
by the resources they consume in pursuing a goal. The
project is developing concepts necessary to provide
linguistic and system support for defining multiagent
architectures. A related goal is to extend the mathematical
theory of actors to allow reasoning about multiagent
systems.

Customizable Coordination Services for Large-Scale
Network Embedded Systems
G. Agha,* P. Chang, P. Thati, R. Ziaei
Defense Advanced Research Projects Agency,
F49620-97-1-0382

The focus of this research is on developing application
independent services to coordinate large scale network
embedded systems. The coordination services will use
customization and composition to enable dynamic
adaptation in uncertain environments. The approach is to
define algorithms that are based on stochastic models of
system behavior, which enable the research team to
represent the incompleteness in information about the
current global system state as well as the unpredictability
of the environment. The operational model uses
probabilistic transitions rather than simple
nondeterministic interleavings of actions, and it explicitly
accounts for duration of transitions. The goal is to develop
algorithms that provide for coordination in real-time and
that guarantee the desired properties with sufficiently high
probabilities. Examples include algorithms for
approximate consensus (such as approximate synchrony),
recovery, and hierarchical coordination. The algorithms
will be implemented to provide a code basis for application
independent coordination services. The implementation
strategy is to build a repository of basic coordination
services using reflective middleware. The goal will be to
derive more complex algorithms based on simpler core
resource management services.

Parametric Models for Large-Scale Agent Systems
G. Agha,* N. Jamali, P. Thati, R. Ziaei
Defense Advanced Research Projects Agency,
F30602-00-2-0586

A goal of this research is to develop mathematical models
to support the analysis and modeling of complex, large-
scale agent systems. Instead of simple nondeterminism, the
new theory will represent behavior stochastically.
Moreover, instead of the current approach of using input-
output behavior of individual agents, it will allow the
behavior to be parametric in terms of variables that
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represent aggregated behavior of large numbers of agents.
The operational model uses probabilistic transitions over
an abstract representation of the current state of the system.
The use of statistical techniques on this model for
aggregating behaviors opens up the possibility of studying
conditions under which either a stable equilibrium or
chaotic behavior may occur. Another goal is to develop a
radically different logical framework for expressing
properties of large-scale agent systems. The framework is
inspired by Quantum Logics, which allow the expression
of testable properties. This is in contrast to the usual
algebraic approach that assumes every sentence (whether
testable or not) can be assigned a truth value. Specifically,
this research will enable macroscopic properties to be
expressed without implying assertions about how they
arise.

Software Architectures for Distributed Systems
G. Agha,* M. Astley
University of Illinois; National Science Foundation, CCR
9619522

The term middleware describes a set of services for
integrating components of a distributed application, such
as coordination and communication mechanisms.
Recently, middleware services have been developed that
support fault-tolerance, security, and other high-level
policies. Such services have a fixed semantics, their
implementation being influenced by the semantics of the
application and the nature of the execution environment.
The goal of this research is to provide a modular framework
for developing middleware services. The project is
formulating theoretical, linguistic, and run-time support
for developing the needs of a particular application.
Particular attention is paid to placement and mobility issues
and vertical integration requirements.

Specifying and Deriving Mobile Systems
G. Agha,* P. Thati, R. Ziaei
U.S. Army, JHU 8812-48151

This research is focused on studying formal methods for
specifying and verifying distributed software systems. The
objective is to use automated deduction tools to reason
about certain properties of mobile agents in open
distributed systems. More specifically, security issues in
authentication protocols and agent design are being
studied. The project is formalizing an appropriate semantic
framework that captures the fundamental properties of
mobile computing and simplifies the task of reasoning. A
specification language and logic will be developed based
on the semantic framework. Finally, automated reasoning

environments will be explored to find a suitable platform
to implement the reasoning system.

The Memory Model for Java
W. W. Pugh* (Univ. of Maryland), S. Adve
University of Maryland; University of Illinois

A multi-institution collaborative project

The memory consistency model for a multithreaded
programming language determines the ease of
programming and possible hardware and compiler
optimizations. The Java programming language is perhaps
the first commercially successful language to incorporate
threads as first class objects. Unfortunately, the memory
model of Java is incompletely and incorrectly specified.
An expert group of seven researchers/companies has been
established to fix the Java memory model. It has resulted
in a new memory model specification for Java that is the
first memory model specification to incorporate known
hardware and compiler optimizations while preserving the
security and safety features of the Java language. This
specification will impact all programmers of multithreaded
Java programs, Java compiler writers, and hardware
designers.

Scalable Formal Methods for Multidimensional
Components
G. Rosu,* J. Meseguer*
National Science Foundation, CCR 0234524

This research investigates scalable formal methods and
their combinations as a way to reduce the gap between
formal methods and software practice. These methods
include domain-specific certification and runtime
verification and monitoring. Various prototypes are
developed: safety policy certifier for units of measurement;
coordinate frame safety certifier; optimality state
estimation certifier; and runtime verification and
monitoring prototypes. These are experimentally
evaluated using the NASA-HDCP testbed. This research is
expected to lead to advances in software technology and to
benefit advanced education. Novel combinations of
software synthesis, certification, and monitoring lead to
new, powerful, dependable software development
methodologies that ensure safe execution with little or no
overhead.
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Real-Time and Embedded Systems
SoD: A Feedback-Based Architecture for Highly
Reliable Embedded Software
T. Abdelzaher,* L. Sha, M. Caccamo, D. Marinov
National Science Foundation, CNS-0613665

The focus of this project is on developing a theory and
architectural framework for incorporating feedback
control as a main principle of software engineering. This
proposal develops scientific foundations, tools, and
architectural design principles to improve the reliability
and reduce the development cost of mission-critical
software. Two common approaches to ensure reliable
system behavior are: scientific foundations, tools, and
architectural principles for ensuring elimination of errors;
and foundations, tools, and architectural principles for
ensuring tolerance to such errors. While the first solution
is sufficient, building completely error-free large-scale
systems has been an elusive exercise as evidenced by
experiences with today's engineering artifacts (e.g., recalls
on vehicles, cascading power blackouts, and so forth).
Consequently, a new approach to robust software design,
development, and certification is needed that addresses the
increasing cost and safety implications of the current
practices. Feedback control has proven to be a very
successful tool for ensuring correct behavior of complex,
poorly modeled systems in the presence of uncertainty.
This project applies principles of feedback control and
stability envelopes to the engineering of software systems.

Defect-Tolerant System Integration and Evolution
L. Sha*
U.S. Office of Naval Research, Sha 2063

Large software systems are developed by integrating
software components. Unfortunately, many complex
software components often contain defects. On the other
hand, the technology exists to develop modest-size
software components with a high degree of confidence.
Flight control software is an example. This research
focuses on algorithms and architectures that can leverage
simple high-assurance components to ensure the integrity
of large distributed real-time systems in spite of faults in
complex software components.

Dependable and Secured Embedded Systems
L. Sha,* V. Adve, M. Spong
National Science Foundation, CNS 0209202

Faults and attacks during upgrades can be classified into
three categories: application level control logic faults or
attacks; code, data, thread, or process access faults or

attacks; and resource depletion faults or attacks. To protect
against them, our work will focus on integrated compiler
static analysis and runtime checks to enforce the resource
usage limits and to protect code, data, thread, and
processes; and advanced safety controllers that can protect
against coordinated control logic faults or attacks.
Together with real-time scheduling technology, they form
a foundation upon which applications can be upgraded
without shutting down normal operation. Furthermore, the
system stability can be maintained in spite of insider
attacks masquerading as upgrades.

Quality of Surveillance and Control in Network
Centric Warfare
L. Sha,* J. C. Hou,* M. Caccamo, W.-P. Chen,
P. R. Kumar, R. Iyer, R. Zheng
Office of Naval Research, Multidisciplinary Research
Program of University Research Initiative

In this project, we aim to develop a sound scientific
foundation and technologies to allocate computing,
sensing, and communication resources in a way that will
enhance the quality of surveillance and control for the
Department of Defense's vision of network centric
cooperative engagement. We are working with the DoD
community to develop model problems that embody the
fundamental scientific and engineering challenges faced
by DoD systems, including network of multifunction
radars, distributed sensor network, and advanced avionics
systems. We are working to solve these model problems,
demonstrate the solutions, and transition the technologies
to major DoD programs through technology transition
partners.

Reliable and High-Performance
Computing
A Distributed Control Framework for Trustworthy
Networked Systems
T. Başar*
basar1@uiuc.edu
Boeing

Conducted in the Information Trust Institute

The goal of this project is to develop and analyze
trustworthy networked systems that are robust to failures,
meet targeted performance levels with respect to both
average and worst-case criteria, and are capable of
detecting and responding to security compromises and
attacks. Using a game-theoretic approach, we are
developing a distributed control framework consisting of
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independently functioning software agents charged to
monitor the networked system, to manage the resources,
and to interface with system administrators. The
framework introduced will enable us to investigate not only
fault tolerance but also security problems and intrusion
detection in networked systems.

Detecting and Preventing Attacks with Vulnerability
Signatures
N. Borisov,* D. Nicol, W. H. Sanders
National Science Foundation, #CNS 06-27671

Conducted in the Information Trust Institute

This research is working to develop a new network-
filtering defense mechanism to detect and prevent
intrusions using fast and precise vulnerability signatures.
The work will provide a sound and fundamental approach
for representing vulnerabilities, detecting attacks via
exploits that make use of those vulnerabilities, and
preventing (through filtering) the harmful effects of many
network-based attacks. Though directed at network-based
attacks, the approach should also be effective in protecting
other communication channels inside a host.

Self-Healing Reliable Reconfigurable Systems
N. P. Carter*
npcarter@uiuc.edu
University of Illinois

Conducted in the Coordinated Science Laboratory

Reconfigurable logic is an attractive fabric for reliable
system design because faults in portions of the logic can
be corrected by reconfiguring the system to avoid the faulty
resources. We are developing design techniques for
reliable systems implemented using reconfigurable logic.
These techniques combine application-directed synthesis
of redundant functionality to tolerate errors, run-time
detection of faults, incremental synthesis for fast repair,
and global resynthesis to avoid cumulative effects from
multiple faults.

CRI-A Configurable Application-Aware High-
Performance Platform for Trustworthy Computing
W.-M. Hwu,* R. K. Iyer, K. Nahrstedt, W. H. Sanders
National Science Foundation #CNS 05-51665

Conducted in the Information Trust Institute

This project is enabling groundbreaking experimental
research by creating large-scale, demonstrably
trustworthy, cluster computing platforms for on-demand/
utility computing and/or adaptive enterprise computing.
Specifically, it is investigating new sets of application-
aware methods to provide customized levels of trust

(specified by the application) via an integrated approach
involving reprogrammable hardware and novel compiler
methods to extract security and reliability properties, all
supported by a configurable OS and middleware.

Deep Program Analysis
W.-M. Hwu,* J. W. Sias, E. M. Nystrom, H. C. Hunter,
C.-W. Li, H.-S. Kim
Intel Corporation; National Science Foundation,
98-09478

Conducted in the Coordinated Science Laboratory

Current code analysis techniques draw dependences based
largely on program structure and on register and memory
accesses, many of which are not inherent to algorithms but
are merely side effects of implementation in a particular
architecture or coding paradigm. The conservative nature
of these analysis techniques limits the compiler's ability to
perform broad, powerful code optimizations. Deep
program analysis is intended to discern the fundamental
algorithmic dependences of input programs from among
those artificially imposed. The application of deep program
analysis techniques could revolutionize program
optimization, memory access microarchitecture, software
development process, software verification, and software
debugging.

Multipass EPIC Microarchitecture
W.-M. Hwu,* R. D. Barnes, J. W. Sias, E. M. Nystrom,
S. J. Patel, N. Navarro
w-hwu@uiuc.edu
Intel Corporation; Hewlett-Packard

Conducted in the Coordinated Science Laboratory

It is well established that the in-order microarchitecture
used by EPIC processor such as Itanium can exploit the
compiler's proficiency in planning parallelism. However,
the inability of this substrate to accommodate unexpected
latencies, such as data cache misses, is its most vexing
weakness. To address this problem, we propose multipass
pipelining, a new class of in-order microarchitectures in
which the processor pipeline defers execution of
instructions with unready operands for later processing,
thereby avoiding stalls. A first-generation design of this
technique delivers substantial performance improvements
for applications with significant memory stalls. Future
generations promise to further enhance the performance
while reducing complexity, area, and power.
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Predicate Analysis and Predicate-Aware Dataflow
Analysis
W.-M. Hwu,* J. W. Sias
Intel Corporation

Conducted in the Coordinated Science Laboratory

Efficient and accurate analysis of predicate relationships
and predicate-aware dataflow analysis are essential to
effective optimization and scheduling of predicated code.
A predicate analysis engine must first quickly analyze the
code at the function level to determine all relationships
among predicates. Then, it must store its findings in a
database that can accurately and efficiently answer queries
about the relations among predicates. The first objective of
this project is to create a function-level, accurate, and
efficient predicate analysis engine. The second objective is
to create a predicate-aware dataflow analysis engine that is
both accurate and fast.

Rapid Customization of Systems Software
W.-M. Hwu,* J. N. Navarro, E. Nystrom, R. Barnes,
S. Ryoo, S. Ueng, G. Kent, J. Player, J. Cours, D. Yang
MARCO, Defense Advanced Research Projects Agency
(part of MARCO Center Soft Systems Thrust)

Conducted in the Coordinated Science Laboratory

The objective of the project is to develop compiler-based,
deep program analysis that transcends the boundaries
currently separating the application, the dynamically
linked libraries, and the operating system. Code-
specialization of library functions and operating system
services is based on interprocedural analysis of
applications, programmatic logic analysis, data value
analysis, and interthread escape analysis. Unnecessary
code and modules are eliminated. A new fundamental
model of the operating system functions, based on
microkernel concepts, is developed to systematically
verify the correctness of each customized version.
Customization technologies are developed at the source
and then at the binary level, with the long-term goal of
handling commercial software. Potential benefits include
rapid generation of software, smaller software footprints,
reduced energy consumption, and higher performance.

Scalable Deep Program Analysis
W.-M. Hwu,* J. W. Sias, E. M. Nystrom, C.-W. Li,
H.-S. Kim, S. Ryoo, N. Navarro, S. Lumetta
w-hwu@uiuc.edu
DARPA/MARCO FCRP Gigascale Systems Research
Center (GSRC); National Science Foundation,
Information Technology Research

Conducted in the Coordinated Science Laboratory

Future breakthroughs in computer architecture, software
engineering, and trustworthy computing will rely on the
compiler to perform program analyses that are considered
infeasible today. Deep program analysis refers to compile-
time techniques that can derive important properties of the
program execution accurately. Examples of deep analysis
include value ranges that can be assumed by variables,
realizable data flow through memory objects, and memory
locations that can be accessed by program components.
New scalable approaches to deep program analysis are
being developed to enable their application to large,
complex software systems.

Scalable, Accurate Interprocedural Pointer Analysis
W.-M. Hwu,* E. M. Nystrom, H.-S. Kim
w-hwu@uiuc.edu
DARPA/MARCO FCRP Gigascale Systems Research
Center (GSRC); National Science Foundation,
Information Technology Research, CCR 98-09478

Conducted in the Coordinated Science Laboratory

Pointer analysis is a critical foundation for virtually all
advanced program analysis techniques. In a programming
language like C that supports an explicit address operator,
indirect calls, structures, heap allocation, and pointer
casting, memory activity can easily be obscured. We
believe that highly accurate results and the ability to scale
to large programs do not have to be mutually exclusive
goals. To this end, a pointer analysis framework has been
developed that provides an efficient representation for
achieving accurate results through novel mechanisms to
deal with procedural side effects, global variables, heap
locations, and fields.

Value Analysis Compilation Framework
W.-M. Hwu,* J. W. Sias
Intel Corp.

Conducted in the Coordinated Science Laboratory

Analyzing the flow of values through program
computation provides many opportunities for improving
the performance of computer systems. This project has two
related objectives: the optimization of existing control flow
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through value analysis and value speculation. Value flow
analysis facilitates dead code elimination and control
optimization. Value speculation refers to the execution of
instructions before all source operand values have been
determined. This can be done when instructions generate
the same value for each execution, the same value for a
high percentage of executions, or predictable values.
Compilers can exploit these regularities through code
specializations, collectively referred to as value
speculation.

Verification of Run-time Optimized Code
W.-M. Hwu,* M. T. Conte, J. W. Sias, M. C. Merten,
A. R. Trick, R. D. Barnes
Hewlett-Packard

Conducted in the Coordinated Science Laboratory

Executable programs are increasingly optimized and
modified in the field. Just-in-time compilation of Java
programs is a well-known example of such run-time code
modification. The goal of this research is to overcome the
technical challenges involved in automatic verification of
run-time optimized code. An interdisciplinary approach
that integrates program analysis algorithms and hardware
test and verification techniques will be developed to cover
a wide variety of software defects.

An Engineering Prototyping Environment for
Compiling C Program Components into Application-
Specific Logic
W.-M. Hwu,* D. R. Burke
w-hwu@uiuc.edu
DARPA/MARCO FCRP Gigascale Systems Research
Center (GSRC); Xilinx; IBM; Mentor Graphics

Conducted in the Coordinated Science Laboratory

This project seeks to establish an engineering prototyping
environment to enable research in ultra-efficient gigascale
computing platforms. In this environment, we are
prototyping processor design, operating system support,
compiler technology, synthesis paths, libraries, and device
drivers needed in future heterogeneous software and logic
systems. The first generation prototype is based on the
Xilinx ML300 board, the Linux kernel, the Mentor
Graphics ASAP tool chain, and the IMPACT compiler.
The initial applications being prototyped are from the
design driver applications of the MARCO Gigascale
Systems Research Center with emphasis on future home
entertainment applications.

Application-Aware Trust: Providing Security and
Reliability
R. Iyer,* Z. Kalbarczyk
Sun Microsystems

Conducted in the Coordinated Science Lab

The objective of this project is to develop a compiler-based
approach for automatic program transformation to
generate runtime security checks for target software,
including both applications and the operating system. Our
goal will be to provide a methodology and a framework for
automatic analysis of applications to extract their security
and reliability properties, convert the identified properties
into runtime checks and program the checks directly into
the hardware. By leveraging application properties in
hardware, the checks can, with low performance
overheads, selectively detect errors and attacks pertaining
to the application.

Fault-Injection-Based Benchmarking
R. K. Iyer,* Z. Kalbarczyk, S. Chen, C. Basile
rkiyer@uiuc.edu
Motorola, Inc.

Conducted in the Coordinated Science Laboratory

In this research, we propose to explore issues and
techniques for intrusion detection and intrusion tolerance
in networked environments. Specifically, we will focus on
analyzing data on security attacks to determine
vulnerabilities exploited by attackers and to classify the
attacks according to their causes; generating measurement-
based security attack models depicting the attack process;
creating stochastic models that reflect behaviors of the
system in the presence of variable workloads, errors, and
security attacks; investigating measures and experimental
procedures for benchmarking system reliability and
security; understanding potential inconsistencies in
application and system implementation; and proposing
software and hardware intrusion detection and prevention
techniques.

Gigascale Systems Research Center (GSRC): Reliable
Systems Thrust
R. K. Iyer,* Z. Kalbarczyk, W. Gu, K. Pattabiraman,
G. Saggese, M. Gupta, N. Nakka
rkiyer@uiuc.edu
DARPA/MARCO FCRP Gigascale Systems Research
Center (GSRC)

Conducted in the Coordinated Science Laboratory

Our focus is on designing hierarchical systems of hardware
and software detection and recovery mechanisms to handle
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multiple and/or near coincident errors and to limit (or
prevent) error propagation. We will explore a four-tiered
approach to develop and integrate detection and recovery
support at different levels of the system hierarchy. These
levels can be classified as embedded programmable
hardware support; operating system support; compiler
support; and application support. Additional work will
include updates to the ARMOR (adaptive reconfigurable
mobile objects of reliability) software, NFTAPE, and the
Reliability and Security Engine (RSE) project.

ITR: Methodologies and Tools for Designing and
Implementing Large-Scale, Real-Time Systems
R. K. Iyer,* Z. Kalbarczyk, L. Wang, A. Khanna
rkiyer@uiuc.edu
National Science Foundation, Information Technology
Research Program, #0121658 (Subcontracted from
Vanderbilt University)

Conducted in the Coordinated Science Laboratory

The research proposed is to develop methodologies and
tools for designing and implementing very large-scale,
real-time embedded computer systems that achieve
ultrahigh computational performance through use of
parallel hardware architectures; achieve and maintain
functional integrity via distributed, hierarchical
monitoring and control; are required to be highly available;
and are dynamically reconfigurable, maintainable, and
evolvable. The specific application that will drive this
research and provide a test platform for it is the trigger and
data acquisition system for BTeV, an accelerator-based
high-energy physics experiment to study matter-antimatter
asymmetries in the decays of particles containing the
bottom quark.

Processor Level Error Detection and Recovery
Techniques
R. K. Iyer*
rkiyer@uiuc.edu
Intel Research Council

This research is aimed at providing hardware-level, low-
latency error detection and recovery. To achieve this goal
we will develop and demonstrate hardware-implemented
error detection and security mechanisms embedded as
modules in the hardware-level framework, which is
implemented as in integral part of a superscalar
microprocessor. While the framework closely interacts
with the processor pipeline, we do not propose to redesign
the pipeline. Rather, the intent is to understand the pipeline
to the extent needed for defining a robust interface with
which we can demonstrate the operation and efficacy
(coverage) of the modules. The framework and its interface

with the pipeline are implemented in a reconfigurable
portion of the die along with the processor. Example
hardware modules we will explore include preemptive
control-flow checking, a process health monitor,
hardware-based checkpointing, and pointer-taintedness
tracking.

Quality of Distributed Control and Surveillance
R. K. Iyer,* N. Breems, M. Agarwal
rkiyer@uiuc.edu
Defense Advanced Research Projects Agency;
Multidisciplinary Research Program of the University
Research Initiative, N000914-01-1-0576

Conducted at the Coordinated Science Laboratory

The objective of this proposal is to create a scientific
foundation for the distributed optimization problem of
control and surveillance. The goal of our research is to
investigate fault-tolerant and secure communication in a
wireless or wireline environment, (e.g. an ad-hoc sensor
network). In our approach, we explore and prototype a
transparent, high-availability framework for supporting
client-server applications operating over wireline or
wireless networks, investigate issues and solutions (e.g.
protocols) in supporting reliable and secure
communications in wireless (e.g. sensor networks), and
develop a remote vehicle testbed to investigate and test
real-time, secure, and fault-tolerant control.

A Compiler-Enabled Model and Measurement-Driven
Adaptation Environment for Dependability and
Performance
R. K. Iyer,* Z. Kalbarczyk, K. Pattabiraman
rkiyer@uiuc.edu
National Science Foundation, CNS-0406351

Conducted in the Coordinated Science Laboratory

This proposal has the potential for innovation of new
measurement-driven and compiler enabled early detection,
making the task of detection and diagnosis of performance
problems and operational faults more efficient. To build
detectors that can predict the likelihood of failures, we will
use experimental system analysis to identify correlations
between system behaviors and subsequent failure
occurrence. Our research will employ measurement data
and their analysis, together with compiler analysis of
program behavior, to devise a methodology for data-driven
discovery of early symptoms of errors, characterization of
system/application sensitivity to errors, and identification
of locations to place new detectors and guide engineering
of application-specific detectors.

* Denotes principal investigator.
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Future Communication Technology for Public Safety
L. Liu,* J. P. Monks, W.-M. Hwu
Motorola, Inc.

Conducted in the Coordinated Science Laboratory

In the next decade, the communications technology for
public safety officials will be revamped to take advantage
of the capability of modern digital communication
systems. It is, however, unlikely that current commercial
digital communication schemes will be able to satisfy the
stringent requirement of constant connection, very low
power, congestion control, and ease of use. The goal of this
project is to define the architecture of the public safety
digital communication systems via careful analysis of field
requirements and creation of new communication
protocols. An interdisciplinary approach is taken to
integrate user behavior studies with core technology
development.

Capacity Versus Robustness: A Tradeoff for
Restoration in Mesh Networks
S. Lumetta,* S. Kim
Defense Advanced Research Projects Agency,
MDA972-99-1-0005

Conducted in the Coordinated Science Laboratory

Researchers are investigating capacity-efficient recovery
methods in high-speed networks. The team recently
demonstrated an extension of generalized loopback that
operates on a subgraph of the full backup graph in an
existing network. The backup capacity on remaining links
can then be used to carry unprotected traffic, while all
primary fibers retain failure protection. The results
demonstrate robustness comparable or superior to that
available with covers of rings while providing an additional
unprotected traffic capacity of roughly 20% of the
network's primary capacity.

Reliable, Efficient Communication on a Fast Ethernet
Cluster
S. Lumetta,* J. Joh
University of Illinois, Campus Research Board

Conducted in the Coordinated Science Laboratory

Networks of workstations (NOWs) have proven to be an
inexpensive yet effective alternative to vendor-packaged
parallel architectures. The performance of NOW's running
on Fast Ethernet is often limited by TCP/IP communication
overhead between the nodes in NOWs. Researchers are
developing a new, lightweight, reliable communication
protocol incorporating ideas of user-level communication,
lightweight flow control, and multiple network interfaces

per connection. The protocol supports the large body of
existing parallel applications written to the Message
Passing Interface standard. Researchers will evaluate the
effectiveness of their design in terms of the performance
of these applications when using their protocol.

Survivability and Reliability in Direct Access Networks
S. Lumetta,* L. Li
Defense Advanced Research Projects Agency,
MDA972-99-1-0005

Conducted in the Coordinated Science Laboratory

Researchers are developing routing and recovery protocols
to provide reliable connectivity in direct access optical
networks (DANs). DANs decouple access from routing,
allowing new users to access to the network without
incurring the high cost of an optical switch. Through this
decoupling, researchers enable more cost-effective and
reliable network expansion. Direct access also simplifies
the models of ownership by reducing the depth of the
ownership hierarchy and the number of potential security
hazards and points of failure for a connection. Finally,
DANs allow network providers to offer a wider variety of
bandwidth and reliability options.

Cross Layer QoS Management for MANETs
K. Nahrstedt,* N. Vaidya
klara@uiuc.edu
Boeing

Conducted in the Information Trust Institute

In this project, we are considering end-to-end bandwidth
management for multimedia traffic and the tradeoff
between QoS and security. We will validate selected
mechanisms in a testbed that includes a multi-hop ad hoc
network attached to the Internet wide-area network with
multimedia applications such as video-on-demand and
surveillance. Research issues being addressed include
bandwidth estimation, detection and response to
misbehaviors, application-level bandwidth control,
multimedia end-to-end delivery protocols, investigation of
cross-layer issues, and tradeoffs between bandwidth
allocation and trust.

* Denotes principal investigator.
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Adoptability Evaluation of SPI Technologies
D. Nicol*
dmnicol@uiuc.edu
Science Applications International Corporation (SAIC)
4400137906, subcontract from Air Force prime contract
FA8650-06-C-8056

Conducted in the Information Trust Institute

The objective of this project is to research, develop, and
apply an experimental methodology to assess the
adoptability impacts of government-provided SPI
products. The work will consist of designing experiments,
running them in a production software use/development
environment, developing software needed for
experimental measurement and reporting, analyzing the
results, and writing explanatory reports.

Assessable Identity and Privacy Protection: End-to-
End Assessment of Identity and Privacy Protection
D. Nicol,* C. Gunter, W. H. Sanders
Department of Homeland Security through the Institute for
Information Infrastructure Protection (I3P)
#5-36428.5730

Conducted in the Information Trust Institute

This effort has three main objectives: to develop a
methodology for end-to-end assessment of systems that
provide identity management; to demonstrate adaptive
credentialing, in the context of a secure medical messaging
application; and to demonstrate the assessment
methodology, on systems to include the medical messaging
system and an emergency response credentialing system
being built at the University of Illinois at Urbana-
Champaign and deployed by the Illinois Counter-
Terrorism Task Force. Providing a proof-of-concept in
assessable credentialing systems will motivate the identity
management interest community to work toward
assessable designs. This will ultimately raise the level of
confidence in systems as they are deployed.

Immersive Network Simulation Testbed
D. M. Nicol*
dmnicol@uiuc.edu
U.S. Department of Homeland Security

Conducted in the Coordinated Science Laboratory

We are developing a network simulator for use in exercises
by organizations interested in practicing their response to
attacks on their IT infrastructure. The simulator uses high
performance modeling and execution techniques, runs in
real-time, and supports user interaction with simulated
devices using emulation to provide a transparent veneer. A

key goal is to use the simulator to automatically produce
exercise "injects" that prompt players to react to simulated
events.

MLS Computing Platform Based on COTS and Open
Source Technology
D. Nicol,* W. H. Sanders
Rockwell Collins RPS #3 4502607308

Conducted in the Information Trust Institute

This project is developing a multilevel security-computing
platform based on COTS and open source technology. The
work began with an investigation into the available and
emerging technologies developed to support separation,
security, and assured computing, and proceeded to
identification of any gaps in the available technology
components that would preclude the development of a
high-assurance MLS computing platform including I/O
capabilities. The project is also developing candidate
architectures based on COTS and open source technology
components. The project will conclude with an information
flow demonstration that shows the feasibility of one of the
most promising candidate architectures.

Modeling and Analysis for Network Security
Assessment
D. M. Nicol*
dmnicol@uiuc.edu
Defense Advanced Research Projects Agency

Conducted in the Coordinated Science Laboratory

We are developing simulation-based tools and technology
to help a network analyst assess the impact of hypothetical
attacks in a network, the effectiveness of defenses and
countermeasures, and the quantified ability to continue
operations in the face of a network attack. The result of our
work will better enable network administrators and
designers to protect their systems, and to quantify the cost,
risk, and functionality tradeoffs inherent in network
defense.

Policy Assessment and Verification in Survivable
Process Control Systems
D. Nicol,* W. H. Sanders
Department of Homeland Security through the Institute for
Information Infrastructure Protection (I3P)
#5-36425.5780

Conducted in the Information Trust Institute

The security of process control systems is largely a
function of the security policies that are implemented
within them. However, there are different policies that
apply to network access, to processes in computer hosts,
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and to users. The interaction of these policies is difficult to
understand, and gaps in security coverage may occur as a
result. The objective of this project is to provide
methodologies and tools to aid PCS operators in the
assessment and validation of the security policies used to
protect their systems.

Survivable Trust for Critical Infrastructure
D. M. Nicol*
dmnicol@uiuc.edu
National Science Foundation

Conducted in the Coordinated Science Laboratory

We are exploring the design of a distributed trust backbone,
based on computational nodes that provide hardened
attestation for their hardware and software identities,
organized as a peer-to-peer network. We are focusing on
application of this technology to security applications in IT
management of critical infrastructure systems, such as
SCADA.

Focused Textual Entailment for Semantic Text
Annotation
D. Roth*
danr@uiuc.edu
Boeing

Conducted in the Information Trust Institute

This project is building a capability for identifying text
fragments that exhibit a set of specifiable semantic
properties in large text corpora. The objective is to
investigate and develop advanced learning and reasoning
technologies in support of natural language understanding
related tasks. We will develop an approach to focused
textual entailment in the context of text anonymizing. The
research is investigating both a novel inference method for
focused textual entailment, and methods for acquiring
appropriate declarative knowledge required to support this
inference. We will apply and evaluate it in the context of
anonymizing text snippets with respect to specific goals.

Algorithms for Quantifying Security and Survivability
W. H. Sanders,* D. M. Nicol
Boeing

Conducted in the Information Trust Institute

This project is developing a method to probabilistically
quantify the security and survivability of practical systems.
The method must guide the design process by quantifying
the differences between design alternatives, and by
quantifying the quality of a particular design or
implementation. The work will result in a comprehensive
methodology for quantifying the security and survivability

of networked information systems that integrate modeling,
measurement, and attack injection.

CT-CS: Trustworthy Cyber Infrastructure for the
Power Grid
W. H. Sanders,* D. E. Bakken, A. Bose, R. Campbell,
T. Courtney, G. Gross, C. A. Gunter, C. Hauser,
H. Khurana, R. K. Iyer, Z. T. Kalbarczyk, K. Nahrstedt,
D. M. Nicol, T. J. Overbye, P. W. Sauer, S. W. Smith,
R. J. Thomas, V. Welch, M. Winslett, R. Zimmerman
National Science Foundation, #CNS-0524695

Conducted in the Information Trust Institute

The Trustworthy Cyber Infrastructure for the Power Grid
(TCIP) NSF Cyber Trust Center was created to address the
challenge of how to protect the nation’s power grid. It will
significantly improve the way the power grid cyber
infrastructure is built, making it more secure, reliable, and
safe. TCIP is working to provide the fundamental science
and technology needed to create an intelligent, adaptive
power grid that can survive malicious adversaries, provide
continuous delivery of power, and support dynamically
varying trust requirements. The project will achieve this by
creating the necessary cyber building blocks and
architecture, and by creating validation technology to
quantify the amount of trust provided by the proposed
approach.

NGS: A Compiler-Enabled Model- and Measurement-
Driven Adaptation Environment for Dependability and
Performance
W. H. Sanders,* V. S. Adve, M. Hiltunen, R. K. Iyer,
R. L. Plante, R. D. Schlichting
National Science Foundation, CNS-0406351

Conducted in the Coordinated Science Laboratory

Next-generation parallel and distributed computing must
be dependable and have predictable performance in order
to meet the requirements of increasingly complex scientific
and commercial applications. This research will result in
the production and distribution of a practical, integrated
compiler and middleware system that uses online models
and measurement techniques to achieve performance and
dependability in a scalable manner under a wide variety of
changing conditions. The techniques we develop could
ultimately impact many diverse and critical applications,
including those in the electric power distribution,
aerospace, healthcare, and financial services sectors.
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Unifying Stakeholders and Security Programs to
Address SCADA Vulnerabilities and Infrastructure
Interdependencies
W. H. Sanders*
whs@uiuc.edu
Dartmouth College/I3P award 5-36102, subcontract from
U.S. Department of Energy

Conducted in the Information Trust Institute

Only recently have attempts been made to quantify
measures associated with system security. The University
of Illinois is continuing its pioneering work in that area by
extending its efforts to SCADA systems. Researchers are
identifying and evaluating vulnerabilities in existing
SCADA system designs, demonstrating how advanced
quantifiable modeling methods can be integrated as part of
the design process of new SCADA system configurations,
and developing models of existing and potential designs
and architectures to provide well-supported
recommendations for the configuration of future SCADA
systems with respect to their resilience and security under
different types of cyber attack.

Dependability through Diversity in Wireless Networks
N. Vaidya*
nhv@uiuc.edu
Boeing

Conducted in the Information Trust Institute

Increasing reliance on wireless networks makes it
important to improve dependability of such networks in the
presence of adversity. This project addresses
heterogeneous multi-hop wireless environments, such as
ad hoc networks, mesh networks, and hybrid networks
(wherein ad hoc connectivity is combined with
infrastructure-based networks). Such networks are often
endowed with forms of "diversity" that can be exploited to
improve network dependability. This project is
investigating several forms of diversity, particularly
channel diversity, antenna diversity, and path diversity.
Initial evaluation of protocols will be based on simulations.
We are developing a testbed to evaluate and validate
selected protocol mechanisms experimentally.

Loss Concealment for Real-Time Multimedia over IP
Networks
B. W. Wah,* D. Lin, X. Su, H. Yu
wah@uiuc.edu
Motorola Communication Center

Conducted in the Coordinated Science Laboratory

This research entails the design of effective multiple-
description coding (MDC) algorithms at senders of IP
networks, like the Internet, that take into account the
reconstruction method used at receivers for concealing lost
packets, in order to deliver audio and video data packets
over these networks in real time with high quality (both
subjectively as well as objectively). Loss concealment of
compressed multimedia data is essential because many
coding algorithms remove temporal differences in order to
achieve high coding efficiency, thereby introducing a
pervasive dependency structure into the bit stream. As a
result, losses due to dropped packets or late arrivals will
result in the loss of subsequent dependent frames, leading
to audio or visual artifacts that can be long lasting and
annoying. We have chosen MDC because it is effective for
concealing losses in transmissions without explicit
redundancy control and for networks without priority
transmissions. Empirical tests on the Internet show that
packet losses are bursty with small burst lengths. Statistics
also shows that two descriptions in MDC are adequate in
most situations, whereas four descriptions will allow us to
control unrecoverable losses under 8% in the worst site
measured. Our research results in efficient MDC
algorithms that are input independent, without requiring
run-time adaptation of the algorithms to new inputs.

Streaming Audio and Video Data with
Transformation-Based Error Concealment
B. W. Wah,* B. Sat, H. Yu
wah@uiuc.edu
Motorola Center for Communications, University of
Illinois

Conducted in the Coordinated Science Laboratory

This research is on the design of protocols and coding
methods for the concealment of errors that occur during
real-time transmissions of audio and video data over
unreliable IP networks, such as the Internet and wireless
networks. Since video and audio transmissions may
tolerate some degree of loss, this research analyzes
schemes that involve trade-offs in their real-time
requirements and tolerance to loss. By studying proper
coding of transmitted data, protocols to schedule
transmissions and feedbacks, and reconstruction schemes
to recover lost data, the results developed can be applied
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to emerging multimedia-ready 3G and 4G cellular
networks.

Helmet Integrated Nanosensors, Signal processing and
Wireless Real Time Data Communication for
Monitoring Blast Exposure to Battlefield Personnel
K. Watkin (Speech & Hearing Sci.), R. K. Iyer,*
W. Sanders, M. Spong, J. Patel
Department of Defense

Conducted in the Coordinated Science Laboratory

In this project we will develop and test a modified
battlefield helmet integrated with smart nanotechnology
sensors to record and analyze in real time the oxygen
saturation, cortical EEG, pressure, acceleration, and vital
signs, using a small footprint, low power consumption,
ARM-based system embedded within the helmet straps
and head band. Levels of blast injury algorithms (LBIAs)
will be developed based upon physiological data on pre-
and post-blast exposure to the brain. Using wireless
communication, the data recorded before and after blast
exposure will be uploadable using small, cell-phone-like
devices by first responders for an injury status and ported
to remote locations prior to injured personnel movement to
medical team facilities. Our novel approach focuses
directly on helmet-based recording and on real time,
transparent, highly reliable algorithms that predict the LBI
and simultaneously provide vital information profiles.
Integrating magnitude of blast with predictive algorithms
regarding the level of blast injury would provide early
predictors of soldier status.

CT-ISF: Collaborative Research: SecureWORM:
Strong Regulatory-Compliant Storage
M. Winslett*
winslett@uiuc.edu
National Science Foundation, NSF CNS 07-16532

Conducted in the Information Trust Institute

In this project, we are working to achieve strongly
regulatory-compliant storage in realistic adversarial
settings by deploying new hardware running certified code
at the storage server. Our goal is to investigate and evaluate
software architectures for leveraging a secure processor in
the storage server stack with minimal impact on cost and
efficiency. Specifically, we are designing a compliance
storage system that offers guaranteed document retention
and deletion, quick lookup, and compliant migration,
together with support for litigation holds and several key
aspects of data confidentiality.

CSR-PDOS: Improving System Reliability via Delta
Execution
Y. Y. Zhou,* D. Marinov, W. H. Sanders, C. Zilles
National Science Foundation #CNS 06-15372

Conducted in the Information Trust Institute

Various reliability assurance tasks perform MARE
(multiple almost-redundant executions). This project is
pursuing an innovative route via delta execution to making
MARE more efficient without requiring extra resources.
The work will dramatically increase software reliability
because it enables efficient online validation of software
patches against realistic live workloads before deployment
in production systems; it will reduce the number of
administrative configuration errors by providing an
efficient way to validate reconfiguration online; it will
improve software robustness by improving testing; and it
will increase software dependability by enabling efficient
partial replication-based fault detection and recovery.

Signal and Image Processing
Audiovisual Speech Recognition in Automotive
Environment
M. Hasegawa-Johnson,* T. S. Huang, S. Levinson
jhasegaw@uiuc.edu
Motorola, Inc.

Conducted in the Coordinated Science Laboratory

Speech recognition in an automobile is typically performed
using a single microphone, often mounted in the sun-visor
in front of the driver. With typical road noise, most
recognizers generate too many errors for practical use. This
research project experiments with speech recognition
using multimodal recordings acquired by a visor-mounted
array including eight microphones and four cameras. We
focus on accurate visual face tracking lip feature extraction
and robust audio noise cancellation. Our goal is to
demonstrate that error rate of a multichannel audiovisual
recognizer is much lower than error rate of a standard
recognizer under automotive test conditions.

Statistical Inference Methods and Confidence Bounds
for Signal Authentication and Traitor Tracing
P. Moulin,* T. Coleman, N. Kiyavash
pmoulin@uiuc.edu
National Science Foundation, NSF CCF 07-29061

Conducted in the Information Trust Institute

Fundamental issues of authenticity and trust have been
raised in a variety of applications. This project is
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developing an analytical framework based upon principles
and methods of statistical inference, developing novel
algorithms, and assessing the reliability of a receiver's
decisions. Our focus is on desynchronization-resilient
authentication and blind fingerprinting (traitor tracing).
We are researching the limits of resilience to
desynchronization by developing a new family of receivers
that exploit advances in Bayesian recursive filtering and
inference using graphical models. We are also developing
theory and codes for traitor tracing when the original signal
is not available to the receiver.

Structural Engineering and Design
System Reliability Assessment for Risk-Quantified
Design
J. Song,* W.-H. Kang
Caterpillar, Inc., RPS 06-077

The failure of an engineering product is often a system
event constituted by component events such as the
malfunctions of its physical parts or the occurrences of
failure modes. Various types of uncertainties are inherent
in the component events, which eventually lead to the
unquantified risk of the system failure. Although system
reliability is a well developed field, it is still challenging to
quantify the system risk in many practical situations
because of the complexity of system configurations, the
existence of statistical dependence between the
components, and the lack of data or information that
conforms to the existing analysis methods. The project
develops a new system reliability assessment framework
that can quantify the risk of system failures in a wide range
of practical situations.

Structural Engineering and Structural
Dynamics
Advanced Simulation Tools
A. S. Elnashai,* J. Hajjar
National Science Foundation, Mid-America Earthquake
Center (EE-3)

The objective of this project is to develop new and
advanced response analysis tools for estimating peak
structural response quantities for use in defining accurate
vulnerability functions in an efficient manner. Both
simplified procedures for estimation of seismic demand,
including soil-structure interactin effects, and a detailed
environment for seismic capacity estimation are provided.

Advanced Simulation Tools: Analysis of Composite
Building Frames
J. F. Hajjar,* A. S. Elnashai
National Science Foundation, Mid-America Earthquake
Center

Advanced simulation of composite (steel-concrete) frames
with various types of composite connections is the focus
of this project, with the ultimate objective of providing the
community with the most advanced and realistic
representation of this important structural form. Toward
this end, advanced modeling of the various components of
composite connections, including the RC slab, is
undertaken. The interaction between the various
components, as well as their failure modes, is accounted
for in this research.

NEESR-II: System Behavior Factors for Composite
and Mixed Structural Systems
J. F. Hajjar*
National Science Foundation, George E. Brown, Jr.
Network for Earthquake Engineering Simulation

The objectives of this project are to develop system
performance factors for composite frame structural
systems and to provide practical guidelines for the analysis
and design of such structures. The project includes testing
of a series of 20 full-scale slender composite beam-
columns in order to develop data on the evolution of the
stiffness and strength of these elements when subjected to
large lateral displacements. Advanced computational
models for composite frames will also be developed to
conduct parametric studies so as to develop simplified
recommendations for the equivalent rigidities to be used
for composite beam-column elements and their
connections in braced and unbraced mixed and composite
frames subjected to large cyclic drifts.

Structural Engineering and Structural
Mechanics
Uncertainty/Risk Quantification Methods for Spatially
Tailored Aero-Thermal Structures
J. Song,* Y. J. Lee
Air Force Research Laboratory, Midwest Structural
Sciences Center, FA8650-06-2-3620

The project develops efficient methods for quantifying the
uncertain responses and the risks of spatially tailored aero-
thermal structures (STATS) by use of computational
simulations. Also developed are the methods to identify
important input uncertainties through sensitivity analyses,
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which will allow us to focus on the dominant uncertainties
during the risk-quantified structural design (RQSD). The
project aims at developing system reliability methods for
efficient RQSD of aircraft structure systems as well.

Systems and Control
Efficient Resource Management for Controlled-
Mobility Wireless Networks
E. Frazzoli,* N. Neogi, P. Voulgaris; M. Caccamo,
L. Sha (Comput. Sci.); P. R. Kumar (Elect. &
Comput. Engr.); E. Modiano (MIT)
frazzoli@uiuc.edu, neogi@uiuc.edu
National Science Foundation, Information Technology
Research Program, CCR-0325716

Today's embedded computers are increasingly mobile and
ubiquitous, are capable of interacting with the
environment, and can communicate with one another over
possibly vast and pervasive networks. Mobile wireless
networks are envisaged to revolutionize the way people
and organizations will interact and communicate. While
most of the wireless networks are not expected to be
capable of controlling their own motion, new technological
possibilities are emerging to provide small embedded
devices with the means to propel themselves, with an
energy expenditure that is comparable to the energy budget
of communication and computation. Since the power
required for propulsion typically decreases with the mass
of the device, cheap mobility has the potential to
dramatically impact the way networks of small, “smart”
devices are designed and operated. We will call a network
of embedded devices endowed with computation,
communication, and motion capabilities a controlled-
mobility wireless network. The purpose of this project, and
its intellectual merit, are to be found in the development of
a new conceptual framework for the design, development,
and operation of efficient and reliable networks with such
characteristics.

Creating An Integrated Modular Environment for the
Modeling, Analysis and Verification of Embedded
Hybrid Systems
N. Neogi,* B. Sanders
neogi@uiuc.edu
National Science Foundation, CCR-0311616

This project involves the development of an integrated
modeling environment for the fast simulation and
verification of systems that have both continuous and
discrete components, such as air traffic control systems and
biological systems. The modeling environment uses an

abstract functional interface to allow a wide variety of
modeling formalisms and solvers to be incorporated and
leveraged throughout the simulation and verification
process.

Ensuring Safety and Security in Software Intensive
Aerospace Systems
N. Neogi,* R. Iyer
neogi@uiuc.edu
Boeing

Successfully building software for complex aerospace
systems demands that qualities such as reliability, safety,
security, and timing be rigorously addressed and
systematically built into the software from the beginning.
In addition, simply concentrating on initial development is
not enough: These qualities must be preserved as the
software evolves during its lifetime. Independent efforts to
ensure individual qualities in narrow domains, i.e. safety,
security, and reliability, have made significant progress.
We are creating an approach that combines diverse
techniques into an integrated methodology for developing
and maintaining software for critical systems.
Furthermore, the methodologies that are developed are
designed to be readable, reviewable, and usable by parties
other than the developers and can be incorporated into
traditional techniques for increasing the quality of the
software.

Fast Scanning and Fast Image Reconstruction in
Atomic Force Microscopy
S. Salapaka,* P. G. Voulgaris, A. Sarwaar
voulgari@uiuc.edu
Air Force Office of Scientific Research,
FA9950-06-1-0252

This work addresses the challenges of high precision, high
throughput and high bandwidth imaging. The approach is
in two steps. The first step is to substantially increase the
imaging throughput by closely packing an array of
microcantilevers for sensing, which will image a large area
of the sample in a parallel operation. This is in contrast to
most current AFMs that use a single microcantilever to
image the entire sample. In this context, the PIs propose a
framework to model and analyze the dynamics of the
closely packed microcantilever arrays, and develop new
results in structures and distributed control for a control
design that will conform to structural constraints,
compensate electronically for the dynamic coupling
between the components, and account for communication
links between the subcontrollers in the design. The second
step is to develop numerical algorithms to construct high
resolution images from the scan data (typically corrupted

* Denotes principal investigator.

47



with noise and blurring effects) that are time and storage
memory efficient. The aim of this step is to make real-time
image construction from high throughput scan data
possible. Toward this effort, we propose to develop fast
algorithms that solve integral equations defined on
irregularly (as opposed to rectangular) shaped domains,
which model the scan data from most AFM applications.
The accomplishment of the project goals will be mainly
pursued from analytical and computational perspectives,
but an experiment component will also be incorporated by
using existing facilities to motivate and test theory.

Distributed Control for Large Telescopic Systems
P. G. Voulgaris,* S. Jiang, L. Thompson, N. Holloway
petros@decision.csl.uiuc.edu
University of Illinois

In this project we study and develop distributed control
methods for the primary mirror of large segmented
telescopes. The aim is to determine the limits of imaging
accuracy that can be achieved by the use of closed loop
control of the individual mirror segments. Wind
disturbances and structural couplings play a major role in
limiting the position accuracy of such large structures. The
main tools that we use in this study are recently developed
robust control techniques for spatio-temporal systems.

Remote and Distributed Control over Networks
P. G. Voulgaris*
petros@decision.csl.uiuc.edu
National Science Foundation

Remote and distributed control over networks is a powerful
concept that exploits the capabilities of the Internet (or any
network) in order to remotely control critical tasks and
complex dynamical interactions over long distances. The
strategy of remote and distributed control also carries the
great potential to lead to the development and deployment
of new applications and technologies that can be very
significant for the scientific and commercial worlds.
Driven by the need for a systematic study of this concept,
the research here aims at designing and developing novel
algorithms, software, middleware, and prototypes for
remote, real-time control of interacting complex systems
over heterogeneous hierarchical networks built around the
Internet backbone. A particular problem that is studied is
the effect of decentralization and delayed information
sharing in a networked system to the overall system
performance.

Robust Communication
P. G. Voulgaris,* C. Hadjicostis, R. Touri
petros@decision.csl.uiuc.edu
National Science Foundation

The problem of reconstructing discrete valued signals is
traditionally dealt with from a probabilistic point of view.
In this project we develop a complementary, worst-case
approach to this problem. The motivation comes from
applications where security to malicious attacks is of
paramount importance, and hence, hard performance
guarantees are essential. The theoretical tools of optimal
and robust control and filtering play a key role in this
development. Connections to probabilistic approaches are
also developed, and several trade-offs are analyzed in this
new framework.

Structured Control and Application to Atomic Force
Microscopy
P. G. Voulgaris,* M. Salapaka (Iowa State Univ.)
petros@decision.csl.uiuc.edu
National Science Foundation

In this project the theory of optimal and robust design is
developed when structural constraints are imposed on the
controller architecture. Such constraints can be generated,
for example, due to limited information exchanges among
different local subcontrollers in a large and complex
system. Although the general problem of optimal design
with decentralized control is very hard to solve, there are
certain specific classes of such problems that admit a
convex formulation. Included are platoons of vehicles,
MEMS, networked systems, congestion control, and
integrated-based imaging where an array of
microcantilevers is used to scan the sample. The speed and
the accuracy of the scan depend crucially on the
coordination of the microcantilevers, which in turn
requires effective structured and distributed control
algorithms.

Journal Articles
Advanced Automation
Hua, H., Ahuja, N., and Gao, C. Y.  Design analysis of a
high-resolution panoramic camera using conventional
imagers and a mirror pyramid.  IEEE Transactions on
Pattern Analysis and Machine Intelligence, 29:2,
356-361 (Feb. 2007) (http://dx.doi.org/10.1109/TPAMI.
2007.33).
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Conference (Hilton Head, SC, Aug. 2007). Collection of
Technical Papers, 2007 American Institute of Aeronautics
and Astronautics Guidance, Navigation, and Control
Conference, Vol. 4, 3515-3528 (2007).

Neogi, N., Bhamidipati, D., Uhlig, D., Ortiz, A., and
Krauss, J.  Engineering reliability into networks of
UAVs.  International Conference on Dependable Systems
and Networks (Edinburgh, UK, Jun. 2007).

Ortiz, A. and Neogi, N.  Object detection and avoidance
using optical techniques in uninhabited aerial vehicles. 
2007 American Institute of Aeronautics and Astronautics
Guidance, Navigation, and Control Conference (Hilton
Head, SC, Aug. 2007).

Sarwar, A. and Voulgaris, P. G.  Conditions for l-inf and
l-2 system robustness for spatially invariant systems. 
2007 Institute of Electrical and Electronics Engineers
Conference on Decision and Control (New Orleans, LA,
Dec. 2007). Proceedings of the 2007 Institute of Electrical
and Electronics Engineers Conference on Decision and
Control (2007).

Sarwar, A., Voulgaris, P. G., and  Salapaka, S.  Modeling
and distributed control of an electrostatically actuated
microcantilever array.  2007 American Control
Conference (New York, NY, Jul. 2007). Proceedings of the
2007 American Control Conference (2007).

Touri, R., Voulgaris, P. G., and Hadjicostis, C. N.  On the
role of feedback in the design for perfectly
reconstructing equalizers.  2007 Institute of Electrical
and Electronics Engineers Conference on Decision and
Control (New Orleans, LA, Dec. 2007). Proceedings of the
2007 Institute of Electrical and Electronics Engineers
Conference on Decision and Control (2007).

Technology in Society
Kesan, J. P.  Nanotechnology innovation: Two aspects. 
Workshop on Nanotechnology and Society: The
Organization and Policy of Innovation (Amherst, MA,
May 2007).

Kesan, J. P.  The research exemption (or lack thereof)
in U.S. patent law.  ATRIP (International Association for
the Advancement of Teaching and Research in Intellectual
Property) Congress (Buenos Aires, Argentina, Jul. 2007).

Kesan, J. P. and R. Shah.  Government policy towards
open standards: A case study on the Massachusetts
policy.  Annual Meeting of the Association of Internet
Researchers (AoIR) (Vancouver, Canada, Oct. 2007).

Kesan, J. P. and Shah, R.  Setting software defaults. 
International Conference on Law and Society in the 21st
Century (Berlin, Germany, Jul. 2007).

Shah, R. and Kesan, J. P.  Influencing communications
policy with software defaults.  International
Communication Association Annual Conference (San
Francisco, CA, May 2007).

Shah, R. and Kesan, J. P.  An empirical examination of
open standards.  Annual Research Conference on
Communication, Information and Internet Policy
(Arlington, VA, Sep. 2007).

Shah, R. C. and Kesan, J. P.  Open standards and the role
of politics.  Annual International Conference on Digital
Government Research (Philadelphia, PA, May 2007).
Proceedings, 8th Annual International Conference on
Digital Government Research 3-12 (2007).

Shah, R., Kesan, J., and Kennis, A.  Lessons for open
standard policies: A case study of the Massachusetts
experience.  International Conference on Theory and
Practice of Electronic Governance (ICEGOV) (Macao,
China, Dec. 2007). Proceedings, 1st International
Conference on Theory and Practice of Electronic
Governance (ICEGOV) 141-150 (2007).

Theses
Advanced Automation
Cheng, R.  Design, implementation, and evaluation of a
secure 3D video system.  M.S. thesis, N. Ahuja, advisor
(2007).

Himanshu, A.  Modeling objects using interest points,
edges, and regions.  Ph.D. thesis, N. Ahuja, advisor
(2007).
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Loeff, N.  Learning to detect and segment objects
without supervision.  M.S. thesis, N. Ahuja, advisor
(2007).

Artificial Intelligence: Machine
Learning, Vision, and Robotics
Okane, J.  A theory for comparing robot systems.  Ph.D.
thesis, S. M. Lavalle, advisor (2007).

Srikumar, V.  Masquerader detection through
interactions.  M.S. thesis, D. Roth, advisor (2007).

Astrodynamics
Bhamidipati, K. K.  Mitigating the UAV ground impact
hazard using fault-tree analysis and a fuel consumption
model.  M. S. thesis, N. Neogi, advisor (2007).

Jamison, B. R.  Improved orbit transfer switching
function analysis by an extended frequency study.  M.
S. thesis, V. L. Coverstone, advisor (2007).

Johnson, M. J.  Integration of thermal and visible
imagery for robust foreground detection in tele-
immersive spaces.  M. S. thesis, T. W. Bretl, advisor
(2007).

Ortiz, A. E.  Fault detection and diagnosis in real-time,
safety critical embedded systems: A methodology for
uninhabited aerial vehicles.  M. S. thesis, N. A. Neogi,
advisor (2007).

Bioengineering
Riemer, R.  Optimization-based inverse dynamics to
reduce errors in estimated joint torques.  Ph.D. thesis,
E. T. Hsiao-Wecksler, advisor (2007).

Computer Architecture and Compilers
Krishna, G.  Incremental mining for duplicated code
detection in large software.  M.S. thesis, Y. Zhou, advisor
(2007).

Ma, X.  C-Miner: An accurate, context-sensitive and
control-flow-sensitive implicit programming rules
miner.  M.S. thesis, Y. Zhou, advisor (2007).

Sarangi, S.  Techniques to mitigate the effects of
congenital faults in processors.  Ph.D. thesis, J. Torrellas,
advisor (2007).

Stauss, K.  Cache coherence in embedded-ring
multiprocessors.  Ph.D. thesis, J. Torrellas, advisor
(2007).

Xanthos, S.  J-Miner: Detecting copy-pasted code and
copy-paste-related bugs in Java software using data
mining.  M.S. thesis, Y. Zhou, advisor (2007).

Computer Engineering
Chen, Z.  Dynamic spatial backoff in fading
environments.  M.S. thesis, N. H. Vaidya, advisor (2007).

Grier, C.  Peer-to-peer Botnet command and control
network mitigation.  M.S. thesis, D. M. Nicol, advisor
(2007).

Halley, A.  A simple distributed backpressure-based
scheduling and congestion control system.  M.S. thesis,
N. H. Vaidya, advisor (2007).

Matthews, D.  Test generation techniques for multiple-
cycle transition fault testing.  M.S. thesis, J. H. Patel,
advisor (2007).

Okhravi, H.  Security policy integration and consistency
validation.  M.S. thesis, D. M. Nicol, advisor (2007).

Wang, N.  Cost effective soft error mitigation in
microprocessors.  Ph.D. thesis, S. J. Patel, advisor (2007).

Control Systems
Bristow, D. A.  Iterative learning control for precision
motion control of microscale and nanoscale tracking
systems.  Ph.D. thesis, A. G. Alleyne, advisor (2007).

Di, Z.  Control with structural constraints: Theory and
implementation.  Ph.D. thesis, G. E. Dullerud, advisor
(2007).

Hoelzle, D. J.  Reliability guidelines and flowrate
modulation for a micro robotic deposition system.  M.S.
thesis, A. G. Alleyne, advisor (2007).
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Databases and Information Systems
Joshi, K.  Stochastic-model-driven adaptation and
recovery in distributed systems.  Ph.D. thesis, W.
Sanders, advisor (2007).

Liu, C.  Statistical debugging and automated failure
triage.  Ph.D. thesis, J. Han, advisor (2007).

Decision and Control
Al Hokayem, P.  Reliable control of multi-agent
systems.  Ph.D. thesis, M. W. Spong, advisor (2007).

Athanasopoulou, E.  Diagnosis of finite state models
under partial or unreliable observations.  Ph.D. thesis,
C. N. Hadjicostis, advisor (2007).

Bloem, M.  Applications of optimization and optimal
control theory to computer network security.  M.S.
thesis, M. T. Basar, advisor (2007).

Cao, M.  Analysis and cross-layer design of medium
access and scheduling in wireless mesh networks.  Ph.D.
thesis, P. R. Kumar, advisor (2007).

Freris, N.  Fundamental limits on network clock
synchronization.  M.S. thesis, P. R. Kumar, advisor
(2007).

Kowshik, H.  Provable systemwide safety in intelligent
intersections.  M.S. thesis, P. R. Kumar, advisor (2007).

Mo, H.  Feedback control over packet dropping
network links.  M.S. thesis, C. N. Hadjicostis, advisor
(2007).

Shen, H.  Linear and nonlinear pricing for network
games with complete and incomplete information. 
Ph.D. thesis, M. T. Basar, advisor (2007).

Takos, G.  Sparse solutions to structured
underdetermined systems in the presence of small
noise.  Ph.D. thesis, C. N. Hadjicostis, advisor (2007).

Touri, R.  Perfect reconstruction of digital transmission
through channels with bounded additive noise.  Ph.D.
thesis, C. N. Hadjicostis, advisor (2007).

Wright, J.  Mixed data segmentation via lossy data
compression.  M.S. thesis, Y. Ma, advisor (2007).

Electromagnetics
Bhandari, P.  Investigation of techniques to achieve
compatibility between multiband cellular phone
antennas and hearing aids.  M.S. thesis, J. T. Bernhard,
advisor (2007).

Networking
Huang, C.  A scalable self-diagnosing content
distribution service with bounded latency.  Ph.D. thesis,
T. Abdelzaher, advisor (2007).

Jeon, W.  Optimization strategies for QoS-sensitive
VOD service delivery in cooperative environments. 
Ph.D. thesis, K. Nahrstedt, advisor (2007).

Khan, M.  SNTS: Sensor Network Troubleshooting
Suite.  M.S. thesis, T. Abdelzaher, advisor (2007).

Wang, M.  Social structure–based routing of
intermittently connected network using contact
information.  M.S. thesis, K. Nahrstedt, advisor (2007).

Operating Systems and Security
Katasani, S. S. R.  Theory and logic for security
assessment of cyberinfrastructures.  M.S. thesis, R. H.
Campbell, advisor (2007).

Tabriz, P.  Byzantine attacks on anonymity systems. 
M.S. thesis, N. Borisov, advisor (2007).

Parallel Processing
Jiang, C.  Automatic software performance
optimization on modern architectures.  Ph.D. thesis, M.
Snir, advisor (2007).

Yu, J.  Locality characterization and measurements in
HPCS benchmarks.  M.S. thesis, M. Snir, advisor (2007).

Programming Languages, Formal
Systems, and Software Engineering
D’Amorim, M.  Efficient explicit-state model checking
for programs with dynamically allocated data.  Ph.D.
thesis, D. Marinov, advisor (2007).
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Farzan, A.  Static and dynamic formal analysis of
concurrent systems and languages: A semantics-based
approach.  Ph.D. thesis, J. Meseguer, advisor (2007).

Real-Time and Embedded Systems
Sun, M.  Improving system design robustness by
analyzing assumptions and dependencies.  M.S. thesis,
L. R. Sha, advisor (2007).

Reliable and High-Performance
Computing
Doshi, N.  End-to-end analysis of security attacks based
on real case studies.  M.S. thesis, R. K. Iyer, advisor
(2007).

McQuinn, M.  Solution of graph-composed Markov
models using symmetry detection and symbolic data
structures.  M.S. thesis, W. H. Sanders, advisor (2007).

Van Ruitenbeek, E.  Modeling mobile phone virus
propagation to quantify response mechanism
effectiveness.  M.S. thesis, W. H. Sanders, advisor (2007).

Signal and Image Processing
La, C.  Signal reconstructions from limited
measurements using sparse-tree priors.  M.S. thesis, M.
N. Do, advisor (2007).

Morrision, R.  Multichannel methods for restoration in
computed imaging.  Ph.D. thesis, M. N. Do, advisor
(2007).

Nguyen, H.  Joint estimation in MRI using harmonic
retrieval methods.  M.S. thesis, M. N. Do, advisor (2007).

Rajaram, S.  On modeling order and structure with
applications to computer vision and time series data. 
Ph.D. thesis, T. S. Huang, advisor (2007).

Systems and Control
Arneson, H. M.  Distributed robust and adaptive control
techniques for air traffic management using an
Eulerian model of air traffic flow.  M. S. thesis, C.
Langbort, advisor (2007).

Sharma, V.  Motion coordination and performance
analysis of multiple vehicle systems.  Ph.D. thesis, P. G.
Voulgaris, advisor (2007).

Patents
Computer Architecture and Compilers
Zhou, Y., Torrellas, J., and Zhou, P.  Architecture
Support System and Method for Memory Monitoring
[Utility Patent Application], # US 11453303, Jan. 2007.

Awards and Honors
Vikram Adve
Best Paper Award, 15th Workshop on Parallel and

Distributed Simulation, May 2001
C. W. Gear Outstanding Junior Faculty Award, University

of Illinois Department of Computer Science, 2002
Associate Editor, ACM Transactions on Programming

Languages and Systems, 2003-
Best Paper Award, Programming Language Design and

Implementation, 2005

Gul A. Agha
Young Investigator Award, U.S. Office of Naval Research,

1989
Incentive for Excellence Award, Digital Equipment

Corporation Faculty Program, 1990
Fellow, University of Illinois Center for Advanced Study,

1992-1993
International Lecturer, Association for Computing

Machinery (ACM), 1991-2000
Editor, ACM Computer Surveys, 1995-1999
Associate Editor-in-Chief, IEEE Parallel and Distributed

Technology: Systems and Applications, 1992-1994
Editor, Theory and Practice of Object Systems, 1993-1999
Editor-in-Chief, IEEE Concurrency: Parallel, Distributed

and Mobile Computing, 1994-1998
Golden Core Member, Institute of Electrical and

Electronics Engineers (IEEE) Computer Society, 1999
Meritorious Service Award, IEEE Computer Society, 1999
Editor-in-Chief, ACM Computing Surveys, 2000-
Fellow, IEEE Computer Society, 2002
Member, European Academy of Sciences, 2003
Arthur Schofstall Distinguished Lecturer, Rensselear

Polytechnic Institute, 2003
ACM Recognition of Service Award, Editor in Chief of

ACM Computing Surveys, 2007
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Narendra Ahuja
Fellow, American Association for the Advancement of

Science
Fellow, American Association for Artificial Intelligence
Fellow, Association for Computing Machinery
Fellow, Institute of Electrical and Electronics Engineers
Fellow, International Association for Pattern Recognition
Fellow, International Society for Optical Engineering
University Scholar, University of Illinois
Beckman Associate, University of Illinois Center for

Advanced Study, 1990-1991
Associate, University of Illinois Center for Advanced

Study, 1998
Donald Biggar Willet Professorship, University of Illinois

College of Engineering, 1999
Incomplete List of Teachers Ranked as Excellent by Their

Students, 2002

Andrew G. Alleyne
Outstanding Graduate Student Instructor Award,

1990-1991
Listed in Daily Illini "Incomplete List of Teachers Ranked

as Excellent by Their Students," University of Illinois,
Spring 1995; Fall 2004, 2006

Faculty Early Career Development Program (CAREER)
Award, National Science Foundation, 1996

Best Paper in Session, American Controls Conference,
1997, 1998, 1999, 2001, 2002, 2003, 2004, 2005

Engineering Council Award for Excellence in Advising,
University of Illinois College of Engineering, 1998,
1999

Honorable Mention for paper (one of five finalist papers)
at the Fourteenth International Federation of Automatic
Control Congress, Beijing, Peoples' Republic of China,
1999

Xerox Award for Faculty Research, University of Illinois
College of Engineering, 2000

Best Paper Award, American Society of Mechanical
Engineers International Mechanical Engineering
Congress and Exposition, Fluid Power Systems and
Technology Division, 2000

Who’s Who Among America’s Teachers, 2000
Accenture Award for Excellence in Advising, University

of Illinois College of Engineering, 2001, 2003
Fulbright Fellowship, 2002-2003
College of Engineering Ralph M. and Catherine V. Fisher

Professor, University of Illinois College of Engineering,
2002-2005

Student Best Paper Award, American Society of
Mechanical Engineering International Mechanical
Engineers Congress and Exposition, Dynamic Systems
and Control Division, 2002

Best Paper Finalist (top 12 out of 150), 6th International
Symposium on Advanced Vehicle Control, 2002

Ralph R. Teetor Educational Award, Society of
Automotive Engineers, 2003

Distinguished Lecturer, Institute of Electrical and
Electronics Engineers Control Systems Society,
2004-2007

Outstanding Young Investigator Award, American Society
of Mechanical Engineers Dynamic Systems and Control
Division, 2003

Invited Participant, National Academy of Engineering 19th
Annual Symposium on Frontiers of Engineering, 2004

Fellow, American Society of Mechanical Engineers, 2005
Honorable Mention, Campus Award for Innovation in

Undergraduate Instruction, University of Illinois, 2005
Honorable Mention, Campus Award for Excellence in

Graduate and Professional Teaching, University of
Illinois, 2006

Teaching Excellence Award, University of Illinois College
of Engineering, 2008

Defense Science Study Group, 2008-2010

Brian P. Bailey
Research Contribution Award, University of Minnesota

Department of Computer Science, 2001
Fellow, National Center for Supercomputing Applications,

2004
List of Teachers Ranked As Excellent by Their Students,

University of Illinois, 2004, 2005, 2006
Engineering Council Award for Excellence in Student

Advising, University of Illinois, 2005, 2007
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 2007

Tamer Basar
Member, National Academy of Engineering
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Fellow, International Federation of Automatic Control

(IFAC)
Member, European Academy of Sciences
President, International Society of Dynamic Games,

1990-1992, 1992-1994
Editor, IEEE Transactions on Automatic Control,

1992-1994
Nearing Distinguished Professor of Electrical and

Computer Engineering, University of Illinois, 1998-
Zaborszky Lecturer, Washington University, St. Louis,

1999
IEEE Millennium Medal, 2000
President, IEEE Control Systems Society, 2000
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Honorary Editor, J. Applied and Computational
Mathematics, 2002-

Penner Distinguished Lecturer, University of California,
San Diego, 2003

Editor-in-Chief, Automatica, 2004-
Tau Beta Pi Daniel C. Drucker Eminent Faculty Award,

University of Illinois College of Engineering, 2004
Hendrik W. Bode Lecture Prize, IEEE Control Systems

Society, 2004
Giorgio Quazza Medal, IFAC, 2005
Outstanding Service Award, IFAC, 2005
Professor, Center for Advanced Study, University of

Illinois, 2005-
Richard E. Bellman Control Heritage Award, American

Automatic Control Council (AACC), 2006
Editor-in-Chief, IEEE Expert Now, 2007
Swanlund Endowed Chair, University of Illinois, 2007
Honorary Doctorate (Doctor Honoris Causa), Dogus

University, Istanbul, Turkey, 2007

Carolyn L. Beck
Alcoa Foundation Award, 1997
Junior Faculty Award, Oak Ridge Associated Universities,

1997
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 1998-2002
Young Investigator Award, Office of Naval Research,

2001-2004
Accenture Outstanding Advisor Award, 2004, 2005

Jennifer Bernhard
New Faculty Fellow, Sloan, 1997
Faculty Fellow, NASA-ASEE, 1999, 2000
Collins Scholar, University of Illinois College of

Engineering, 2000
Senior Member, Institute of Electrical and Electronics

Engineers (IEEE), 2001
Willett Faculty Scholar Award, University of Illinois

College of Engineering, 2002-2005
Accenture Engineering Council Award for Excellence in

Advising, University of Illinois College of Engineering,
2004

H. A. Wheeler Applications Prize Paper Award, IEEE
Antennas and Propagation Society, 2004

Richard Blahut
Member, National Academy of Engineering, 1990
Fellow, IBM, 1980
Fellow, Institute of Electrical and Electronics Engineers

(IEEE), 1981
Fellowship, Japan Society for the Promotion of Science,

1982

Henry Magnuski Professor, University of Illinois
Department of Electrical and Computer Engineering,
2000

Alexander Graham Bell Medal, IEEE, 1998
Claude E. Shannon Award, IEEE, 2005

Michael B. Bragg
College of Engineering Research Award, Ohio State

University, 1986
Outstanding Recent Alumnus Award, University of Illinois

Department of Aeronautical and Astronautical
Engineering, 1988

Teacher of the Year Award, University of Illinois
Department of Aeronautical and Astronautical
Engineering, 1990

Associate Fellow, American Institute of Aeronautics and
Astronautics, 1992

University of Illinois Critical Research Initiatives
Implementation Grant, 1997

Losey Atmospheric Science Award, American Institute of
Aeronautics and Astronautics, 1998

University Board of Visitors, United States Air Force,
2000-

"Revolutionize Aviation," Turning Goals into Reality
Award to Aircraft Icing Research Team, NASA, 2001

"Revolutionize Aviation," Turning Goals into Reality
Award to AGATE Alliance Project Team, NASA, 2002

Advisors List, University of Illinois College of
Engineering, 2003

Fellow, American Institute of Aeronautics and
Astronautics, 2004

Stanley H. Pierce Award, University of Illinois College of
Engineering, 2004

Aerodynamics Award, American Institute of Aeronautics
and Astronautics, 2007

Yoram Bresler
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Technion Fellowship, 1995-1996
University Scholar, University of Illinois, 1999
Associate, University of Illinois Center for Advanced

Study, 2001-2002

Roy H. Campbell
Certificate of Recognition for the Creative Development

of a Technical Innovation, NASA, published in NASA
Technical Brief, Path Pascal,  June, 1982

Senior Visiting Research Fellowship at University of
Newcastle upon Tyne, Science and Engineering
Research Council of Great Britain, 1981-1983
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Information Technology Committee, Illinois Terrorism
Task Force, 2002-2003

Sohaib and Sara Abbasi Professor in Computer Science,
University of Illinois, 2004-

Fellow, Institute of Electrical and Electronics Engineers
(IEEE), 2005

Victoria Coverstone
Associate Fellow, American Institute of Aeronautics and

Astronautics
Andersen Consulting Award for Excellence in Advising,

University of Illinois College of Engineering, 1993,
1994

Summer Faculty Fellow, NASA-American Society for
Engineering Education, Jet Propulsion Laboratory, 1993

Everitt Award for Teaching Excellence, University of
Illinois College of Engineering, 1994

Teacher of the Year Award, University of Illinois
Department of Aeronautical and Astronautical
Engineering, 1994, 1997, 2001

Engineering Council Award for Excellence in Advising,
University of Illinois College of Engineering, 1996,
1997, 1999, 2003, 2007

Teaching Excellence Award, University of Illinois College
of Engineering, 2001

National Academy of Engineering, Frontiers of
Engineering Symposium, 2002

National Academy of Engineering, German-American
Frontiers of Engineering Symposium, 2004

Research Publication Award, Department of Navy, 2004
National Academy of Engineering Organizing Committee,

Session Chair, German-American Frontiers of
Engineering Symposium, 2005

Harry Dankowicz
A. D. White Fellowship, Cornell University, 1991
Fulbright Scholar, 1991-1995
Honors Stipend and the Professor Gunnar Wallquist

Medal, Royal Institute of Technology, 1992
Göran Gustafsson Postdoctoral Fellowship, KTH,

1995-1996
Junior Individual Grant, Swedish Foundation for Strategic

Research, 1998-2000
Invited Tutorial Lecturer, Swedish Mechanics Days, 1999
Dean’s List for instruction, Virginia Tech, 2000, 2001
Packard Foundation Fellowship nominee, Virginia Tech,

2000, 2001

Presidential Early Career Award for Scientists and
Engineers (PECASE), 2003

Faculty Early Career Development Program (CAREER)
Award, Division of Civil and Mechanical Systems,
National Science Foundation, Jointly funded by the
Dynamics and Control program and the Biomedical
Engineering program, 2003-2008

W. S. "Pete" White Innovation in Engineering Education
Award, Virginia Tech, 2004

Travel Award to attend ICTAM04, U. S. National
Committee on Theoretical and Applied Mechanics,
2004

Invited Speaker, International Workshop on Piecewise
Smooth Dynamical Systems: Analysis, Numerics, and
Applications, Bristol University, United Kingdom, 2004

Faculty Fellow, Virginia Tech, College of Engineering,
2004-2005

Cannon Faculty Scholar, 2005-2008
Invited Speaker, International Workshop on Advanced

Algorithms and Numerical Software for the Bifurcation
Analysis of Dynamical Systems, University of
Montreal, Canada, 2007

Invited Visiting Researcher, Complex Non-Smooth
Dynamical Systems, Centre de Recerca Matematica,
Universita Autonoma de Barcelona, Spain, 2007

Invited Speaker, International Workshop on Applied
Nonlinear Mathematics: Making it Real, Bristol
University, United Kingdom, 2007

Minh Do
Fellow, Center for Advanced Study, University of Illinois,

2006
Best Doctoral Thesis, Swiss Federal Institute of

Technology Lausanne, 2001
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 2003
Best Paper Award at the Institute of Electrical and

Electronics Engineers (IEEE) International Conference
on Acoustics, Speech, and Signal Processing, 2005

Most Innovative Paper Award, IEEE International
Conference on Image Processing, 2006

Incomplete List of Teachers Ranked as Excellent, 2006
IBM Paper Award, IEEE International Conference on

Image Processing, 2007

Geir E. Dullerud
National Sciences and Engineering Research Council of

Canada Initiation Grant, 1996
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 1999
Willett Faculty Scholar Award, University of Illinois

College of Engineering, 2002-2008
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Listed in Daily Illini "Incomplete List of Teachers Ranked
as Excellent by their Students,” University of Illinois,
Fall 2004

Xerox Award for Faculty Research, University of Illinois
College of Engineering, 2005

Fellow, Institute of Electrical and Electronics Engineers,
2007

Robert W. Ghrist
"Top 50" for Research, Scientific American, 2007
Richard and Margaret Romano Professional Scholar,

University of Illinois, 2007
University Scholar, University of Illinois, 2007

George Gross
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Grainger Professor in Electrical Engineering, University of

Illinois College of Engineering, 1993-1998

Elsa Gunter
Best Paper Award, Fourth International Conference on

Requirements Engineering, 2000
European Association of Software Science and

Technology Award for the Best Software Science Paper,
European Joint Conferences on Theory and Practice of
Software, 2001

Carl A. Gunter
Best Paper Award, Fourth International Conference on

Requirements Engineering, 2000
Editor, Journal of Computer Security, November 2004

Indranil Gupta
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 2005
Incomplete List of Teachers Ranked as Excellent,

University of Illinois Instructor and Course Evaluation
System, Student Survey, 2003-2007

Christoforos Hadjicostis
Fellow, Josephine de Karman
Fellow, National Semiconductor Corporation
Fellow, Grass Instrument Company
Recognized Reviewer of Institute of Electrical and

Electronics Engineers (IEEE) IEEE Transaction on
Automatic Control, 2001

Faculty Outstanding Teaching Award, University of
Illinois Electrical and Computer Engineering
Department, 2003

Engineering Council Award for Excellence in Advising,
University of Illinois College of Engineering, 2004

Willett Faculty Scholar, University of Illinois College of
Engineering, 2005

Senior Member, IEEE, 2005

Jerome F. Hajjar
Minnesota Young Civil Engineer of the Year, American

Society of Civil Engineers, Minnesota Section, 1995
Minnesota Young Engineer of the Year, Minnesota

Federation of Engineering Societies and Minnesota
Society of Professional Engineers, 1995

Outstanding Instructor Award, Department of Civil
Engineering, Institute of Technology Student Board,
University of Minnesota, 1995, 1996

Bonestroo, Rosene, Anderlik and Associates
Undergraduate Faculty Award, University of Minnesota
Department of Civil Engineering, 1996, 1997

Taylor Career Development Award, University of
Minnesota Institute of Technology, 1998

UPS Foundation Visiting Professor, Department of Civil
and Environmental Engineering, Stanford University,
2000-2001

Norman Medal, American Society of Civil Engineer, 2000
Charles E. Bowers Faculty Award, University of

Minnesota Institute of Technology, 2001
Walter L. Huber Civil Engineering Research Prize,

American Society of Civil Engineers, 2003
Special Achievement Award, American Institute of Steel

Construction, 2004
T. R. Higgins Lectureship Award, American Institute of

Steel Construction, 2005
Narbey Khatchaturian Faculty Scholar, University of

Illinois Department of Civil and Environmental
Engineering, 2005

Fellow, American Society of Civil Engineers, 2007

Jiawei Han
Associate Editor, Data Mining and Knowledge Discover

(DAMI), 1997-
Associate Editor, Journal of Intelligent Information

Systems (JIIS), 1997-
Endowed University Professor, Simon Fraser University,

1999-2001
Outstanding Contribution Award, Institute of Electrical

and Electronics Engineers (IEEE) International
Conference on Data Mining, 2002

Board of Directors, Association for Computing Machinery
(ACM) SIGKDD, 2001-

IBM Faculty Award, 2002-2004
Senior Member, IEEE, 2003-
Fellow, Association for Computing Machinery, 2004-
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Technical Achievement Award, IEEE Computer Society,
2004

ACM SIGKDD Innovations Award, 2004
Editor-in-Chief, ACM Transactions on Knowledge

Discovery from Data (ACM TKDD), 2005-
Best Student Paper Runner-Up Award, 2005 International

ACM-SIGKDD Conference on Knowledge Discovery
and Data Mining (KDD’05), 2005

Faculty Fellow, National Center for Supercomputing
Applications, 2006-

Incomplete List of Teachers Ranked as Excellent,
University of Illinois, 2002-2007

Jennifer C. J. Hou
Women in Science Initiative Award, University of

Wisconsin, 1993-1995
Wisconsin/Hilldale Undergraduate/Faculty Research

Fellowship, University of Wisconsin College of
Engineering, 1995

Faculty Early Career Development Program (CAREER)
Award, National Science Foundation, 1996-2001

Senior Member, Institution of Electrical and Electronics
Engineers (IEEE), 1999-

Technical Program Co-Chair, IEEE Sixth Real-Time
Technology and Application Symposium, 2000

Lumley Research Award, The Ohio State University, 2001
General Co-Chair, IEEE Seventh Real-Time Technology

and Application Symposium, 2001
Cisco University Research Program Award, 2002-2003
Editor, Elsevier Computer Networks Journal, 2002-
Editor, IEEE Transactions on Wireless Communications,

2002-
Editor, Association for Computing Machinery, ACM

Baltzer Wireless Networks WINET, 2002-
Editor, IEEE Transaction on Parallel and Distributed

Systems, 2003-
Editor, IEEE Wireless Communications Magazine, 2003-
Editor, Wireless Ad Hoc and Sensor Networks: An

International Journal, 2004-
Recognition of Service Award, Association for Computing

Machinery, 2004
Technical Program Co-Chair, ACM/IEEE Third

International Symposium and Information Processing in
Sensor Networks, 2004

Editor, Foundations and Trends in Networking, 2005
Technical Program Co-Chair, First Wireless Internet

Conference, 2005
Technical Program Co-Chair, IEEE Third International

Conference on Mobile Ad-Hoc and Sensor Systems,
2006

Elizabeth Hsiao-Wecksler
Biology of Aging Research Scholar, American Federation

for Aging Research and Glenn Foundation, 1998
New Investigator Recognition Award, Orthopaedic

Research Society and American Geriatrics Society,
1999

Fellow, Center for Advanced Study, University of Illinois,
2004-2005

Campus Award for Excellence in Guiding Undergraduate
Research, Honorable Mention, University of Illinois,
2005

Listed in Daily Illini "Incomplete List of Teachers Ranked
as Excellent by Their Students," University of Illinois at
Urbana-Champaign, Fall 2005, 2006

Thomas S. Huang
Member, National Academy of Engineering
Foreign Member, Chinese Academy of Engineering
Foreign Member, Chinese Academy of Sciences
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Fellow, International Association of Pattern Recognition
Fellow, Japan Society for the Promotion of Science
Fellow, Optical Society of America (SPIE)
Fellow, The International Optical Society
Fellow, J. S. Guggenheim Foundation, 1971
Associate, University of Illinois Center for Advanced

Study, 1990
University Scholar, University of Illinois, 1990
Fujitsu Endowed Chair Visiting Professor, University of

Tokyo, 1993
Distinguished Lecturer, IEEE Signal Processing Society,

1993-1994
William L. Everitt Distinguished Professor, University of

Illinois, 1996-
Peter H. Bartels Visiting Professor, University of

Washington, 1997
Center for Advanced Study Professor, University of

Illinois at Urbana-Champaign, 2003-
Honored as a Pioneer in Signal Processing at the IEEE

International Conference on Acoustics, Speech, and
Signal Processing, 1998

IEEE Third Millennium Medal, 2000
IEEE Jack Kilby Medal, 2001
King-Sun Fu Prize, International Association Pattern

Recognition, 2002
IBM Faculty Award, 2003, 2007
Tau Beta Pi Daniel Drucker Eminent Engineering Faculty

Award, University of Illinois College of Engineering,
2005

Okawa Award for Information and Telecommunication
Technology, 2005
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Scientist of the Year Award, Society for Imaging Science
and Technology and SPIE Electronic Imaging, 2006

Honorary Chair, IEEE Conference on Multimedia and
Exhibition, 2006

Wen-Mei Hwu
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Certificate of Appreciation, for Service as Both General

and Program Chair for the Silver Anniversary MICRO
Conference, IEEE Computer Society

Fellow, Association of Computing Machinery
Intel Associate Professor, University of Illinois Electrical

and Computer Engineering Department, 1992-1993
University Scholar, University of Illinois, 1994
Franklin W. Woeltge Professorship, University of Illinois

Electrical and Computer Engineering Department, 2000
Computerworld Medal Honors, 2002
Sanders III Advanced Micro Devices, Inc. Endowed Chair,

University of Illinois Electrical and Computer
Engineering Department, 2003

IEEE Micro's Top Picks, Microarchitecture Conference,
2005

Ravishankar K. Iyer
Fellow, Association for Computing Machinery
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Fellow, American Association for the Advancement of

Science
Associate Fellow, American Institute of Aeronautics and

Astronautics
Distinguished Visitor, IEEE, 1989-
Engineering Council Advisors List for Outstanding

Advising, University of Illinois, 1994, 1996, 2001
Distinguished Service Certificate, American Institute of

Aeronautics and Astronautics, 1997
George and Ann Fisher Distinguished Professor,

University of Illinois College of Engineering, 1998-

Ralph E. Johnson
Programming Language Achievement Award,

Programming Language Design and Implementation,
2005

Karrie Karahalios
IBM Fellowship, 2000, 2001

Jay P. Kesan
Best Paper Award, 8th Annual International Conference on

Digital Government Research, 2007

Himanshu Khurana
Honorable Mention, Horizon Awards, Computerworld,

2005
Best Paper Award, 13th IEEE International Workshops on

Enabling Technologies: Infrastructures for
Collaborative Enterprises (WETICE), 2004

Robin Kravets
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation (NSF), 2004

P. R. Kumar
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Member, National Academy of Engineering
Franklin W. Woeltge Professor of Electrical and Computer

Engineering, University of Illinois, 2000-
IEEE Field Award, Control Systems
Fred W. Ellersick Prize, IEEE Communications Society
Donald P. Eckman Award, American Automatic Control

Council

Cedric Langbort
Outstanding Review, Institute of Electrical and Electronics

Engineers Transactions on Automatic Control, 2006
Best Paper in Session, American Control Conference, 2006
Best Paper in Session, Institute of Electrical and

Electronics Conference on Decision and Control, 2006

Steven M. LaValle
Finalist for Best Journal Paper of the Year Award, IEEE

Transactions on Robotics and Automation, 1998
Alternative Winner: Presidential Early Career Award

(PECASE), Directorate for Computer and Information
Science, National Science Foundation, 2000

C. W. Gear Outstanding Junior Faculty Award, University
of Illinois Department of Computer Science, 2003-2004

List of Teachers Ranked Excellent by Their Students,
Daily Illini, 2006

Zhi-Pei Liang
University Scholar Award
Beckman Fellow, University of Illinois Center for

Advanced Study, 1997
Henry Magnuski Scholar, University of Illinois College of

Engineering, 1999

Michael C. Loui
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
University Distinguished Teacher/Scholar
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Carnegie Scholar, Carnegie Foundation for the
Advancement of Teaching

Executive Editor, College Teaching, 2006

Darko Marinov
Incomplete List of Teachers Ranked as Excellent,

University of Illinois, 2006

Jose Meseguer
Member, International Federation for Information

Processing (IFIP) Working Group 14.3 (Foundations of
Systems Specification)

Member, IFIP Working Group WG1.6 (Term Rewriting)
Member, Gesellschaft für Informatik Working Group 0.1.7

(Specification and Semantics)
Postdoctoral Research Fellow, Spanish Ministry of

Universities and Science, 1977-1979
Research Fellow, U.S.-Spain Joint Committee for

Scientific Cooperation, 1979-1981
Editorial Board, Journal of Mathematical Structures in

Computer Science, 1990-1994
Associate Editor, Theory and Practice of Object Systems,

1994-2000
Editorial Board, University of Madrid Mathematics

Journal, 1995-

Sean Meyn
Fulbright Research Scholar for Research on Optimization

and Network Scheduling, 1997

Pierre Moulin
Associate Editor, Institute of Electrical and Electronics

Engineers (IEEE) IEEE Transactions on Information
Theory, 1996-1998

Incomplete List of Teachers Ranked as Excellent by Their
Students, 1996, 1999, 2000, 2005

Associate Editor, IEEE Transactions on Image
Processing, 1999-

Area Editor, IEEE Transactions on Image Processing,
2002-

University of Illinois Center for Advanced Study, 2003
IEEE Fellow, 2003
Founding Editor-in-Chief, IEEE Transactions on

Information Forensics and Security, 2005-
Board of Governors, IEEE Signal Processing Society,

2005-
Sony Faculty Award, 2005

Klara Nahrstedt
Weierstrass Prize, Weierstrass Institute of Mathematics,

Berlin, 1985
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation (NSF), 1996

NASA Space Act Award, NSF, 1996
Editorial Board, IEEE Multimedia Newsletter, 1996
Xerox Award for Junior Faculty Research, University of

Illinois College of Engineering, 1998
C. W. Gear Faculty Award, University of Illinois

Department of Computer Science, 1999
Best Tutorial Paper Award, Institute of Electrical and

Electronics Engineers (IEEE), for "An Overview of
Quality of Service Routing for Next-Generation High-
Speed Networks: Problems and Solutions," 1999

Campus Award for Innovation in Undergraduate
Instruction Using Educational Technologies, University
of Illinois, 2000

Leonard G. Abraham Prize Paper Award, IEEE, for "A
Control-based Middleware Framework for Quality-of-
Service Adaptation," 2000

Editorial Board, Journal on Multimedia Applications and
Tools, 2000

Editorial Board, Computer Networks Journal, 2000-2001
Editorial Board, IEEE Transactions on Multimedia,

2000-2001
Associate Editor, ACM Computer Communications

Reviews, 2000-
Editor-in-Chief, ACM Multimedia Systems Journal, 2001-
Ralph M. and Catherine V. Fisher Professorship,

University of Illinois College of Engineering, 2002-
Service Award, Association for Computing Machinery

(ACM), 2006, 2007
Chair, ACM SIG Multimedia, 2007

N. Sri Namachchivaya
Xerox Award for Faculty Research, University of Illinois

College of Engineering, 1989, 1993
Presidential Young Investigator Award, National Science

Foundation, 1990
Visiting Scientist Award, Fields Institute for Research in

Mathematical Science, Canada, 1993
University Distinguished Visiting Professor, Technical

University of Vienna, Austria, 1997
Editorial Board, Journal of Nonlinear Science, 1997-
Charles E. Schmidt Distinguished Visiting Professorship,

Center for Applied Stochastics Research, Florida
Atlantic University, 1998

Editorial Board, MECCANICA, 1998-
Southwest Mechanics Lecture Series Lecturer, 1999
Editorial Board, Stochastics and Dynamics, 2000-
Editorial Board, Journal Nonlinear Studies, 2001-
Associate Editor, Journal of Applied Mechanics, 2003-
Mathematical Sciences Research Institute Research

Professorship, Berkeley, California, Spring 2007
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David Nicol
Marion and Jason Whiting Fellowship, Oxford University,

2000
Fellow, Institute of Electrical and Electronics Engineers
Fellow, Association for Computing Machinery (ACM),

2006
Best Paper Award, IPSI Studenica Conference, 2004
Distinguished Contributions Award, ACM SIGSIM, 2007

Thomas Overbye
Institute of Electrical and Electronics Engineers (IEEE)

Third Millennium Medal, 2000
Grainger Associate, University of Illinois Department of

Electrical and Computer Engineering, 2002
Sigma Xi Distinguished Lecturer, University of Illinois,

2001-2003
Alexander Schwarzkopf Prize for Technological

Innovation, National Science Foundation Industry/
University Cooperative Research Centers Program,
2005

Distinguished Achievement Award, University Wisconsin
Madison College of Engineering, 2005

Luis F. Rodriguez
Postdoctoral Research Fellowship, National Research

Council, NASA, 2004

Grigore Rosu
Irina Gorun-Bercovici Memorial Prize, Society of

Mathematicians from Romania, 1997
Best Software Science Paper (ETAPS 2002), European

Association for the Study of Sciences and Technology,
2002

Faculty Early Career Development Program (CAREER)
Award, National Science Foundation, 2005

C. W. Gear Outstanding Junior Faculty Award, University
of Illinois Department of Computer Science, 2004

Dan Roth
Derek Bok Excellence in Teaching Award, Harvard

University, 1993
Postdoctoral Fellowship, The Feldman Foundation,

1995-1996
Best Paper, 16th International Joint Conference on

Artificial Intelligence, 1999
IBM Faculty Equipment Award, 1999
Faculty Early Career Development Program (CAREER)

Award, National Science Foundation, 2000
C. W. Gear Outstanding Junior Faculty Award, University

of Illinois Department of Computer Science, 2000
Editorial Board, Computational Linguistics, 2000-2003

Innovative Applications of AI Award, American
Association of Artificial Intelligence, 2001

Xerox Award for Junior Faculty Research, University of
Illinois College of Engineering, 2001

Editorial Board, Machine Learning Journal, 2001-2004
Honorable Mention: Campus Award for Excellence in

Guiding Undergraduate Research, University of Illinois,
2002

Willett Faculty Scholar, University of Illinois Department
of Computer Science, 2002-2005

Editorial Board, Computational Intelligence, 2003-
Editorial Board, ACM Transactions on Asian Languages:

Information Processing, 2003-2005
Action Editor, Machine Learning Journal, 2004-
Xerox Award for Faculty Research, Xerox Foundation,

2005

William Sanders
Fellow, Institute of Electrical and Electronics Engineers
Fellow, Association for Computing Machinery (ACM)
Elected Member, IFIP Working Group 10.4 on

Dependable Computing
Member, Sigma Xi
Member, Eta Kappa Nu
Member, Motorola Research Visionary Board (RVB),

2005
Member, Advisory Board for the Computational Sciences

and Engineering Division (CSED) for Oak Ridge
National Laboratory, 2005

Elected Member, Board of Directors, ACM Sigmetrics,
2001-2003, 2005-2007

Incomplete List of Teachers Ranked as Excellent by Their
Students, University of Illinois, 2002, 2003

Donald Biggar Willett Professor of Engineering,
University of Illinois College of Engineering, 2005

Peter W. Sauer
Member, National Academy of Engineering
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
U.S. Air Force Meritorious Service Medal, 1993
Honorary Professional Degree in Electrical Engineering,

University of Missouri-Rolla, 1995
Academy of Electrical Engineering, University of

Missouri-Rolla, 1996
Outstanding Electrical Engineer Award, Purdue

University, 2004
Andersen Consulting Award for Excellence in Advising,

University of Illinois College of Engineering, 1999,
2001, 2002, 2003, 2004,2006
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Grainger Chair Professor of Electrical Engineering,
University of Illinois, 1998-

IEEE Third Millennium Medal, 2000

Lui Sha
Fellow, Institute of Electrical and Electronics Engineers
Associate Editor, International Journal of Real-Time

Systems, 1992-
Area Editor, IEEE Computer, 1993-1995
GE Scholar, University of Illinois Academy for Excellence

in Engineering Education, 1999
Co-Chair, IEEE Real-Time and Embedded Technology

and Applications Symposium, 2001
Associate Editor, IEEE Transactions on Parallel and

Distributed Systems, 2001-2002

Naresh Shanbhag
Distinguished Lecturer, Institute of Electrical and

Electronics Engineers Circuits and Systems Society,
1997-1999

Marc Snir
Outstanding Innovation Award for work on Hierarchical

Memory Model, IBM Corporation, 1989
Editorial Board, Parallel Processing Letters, 1992-
Editorial Board, Theory of Computing Systems, 1992-2002
Member, IBM Academy of Technology, 1993
Outstanding Innovation Award for work on Parallel

System Architecture and Software Structure, IBM
Corporation, 1994

Fellow, Institute of Electrical and Electronics Engineers,
1996

Fellow, Association for Computing Machinery, 1999
Michael Faiman and Saburo Muroga Professor of

Computer Science, University of Illinois, 2001-
Editorial Board, Computing Surveys, 2002-
Board of Directors, Computing Research Association,

2003-2006
Fellow, American Association for the Advancement of

Science, 2006

Junho Song
Outstanding Graduate Student Instructor Award,

University of California, Berkeley, 2004
Incomplete List of Teachers Ranked as Excellent by Their

Students, University of Illinois, 2006, 2007

Mark W. Spong
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Phi Beta Kappa
Visiting Professor, Catholic University, Leuven, Belgium,

1997

Editor, IEEE Transactions on Control Systems
Technology, 1997-2000

Visiting Professor, National University of Singapore, 1999
Engineering Council Advisors List for Outstanding

Advising, University of Illinois, 1999, 2005
Senior U. S. Scientist Research Prize, Alexander von

Humboldt Foundation, Germany, 1999
Visiting Professor, Technical University of Munich, 2000
Vice President for Publications, IEEE Control Systems

Society, 2000-2002
IEEE Third Millennium Medal, 2000
Southwest Mechanics Lecture Series Distinguished

Speaker, 2001
Donald Biggar Willet Professor of Engineering, University

of Illinois, 2003
John R. Ragazzini Control Education Award, American

Automatic Control Council, 2004
President, IEEE Control Systems Society, 2005

R. S. Sreenivas
Research Initiation Award, National Science Foundation,

1994

Dušan M. Stipanović
Excellence in Teaching Award, University of Illinois

Department of General Engineering, 2006

Josep Torrellas
Research Initiation Award, National Science Foundation

(NSF), 1993-1996
Young Investigator Award, NSF, 1994-1999
Intel Research Council Award, 1995, 1996, 1998
C. W. Gear Outstanding Junior Faculty Award, University

of Illinois Department of Computer Science, 1997
IBM Partnership Award, 1997-1999
Xerox Award for Outstanding Faculty Research,

University of Illinois College of Engineering, 1997,
2000

Vice-Chairman, Institute of Electrical and Electronics
Engineers (IEEE) Technical Committee on Computer
Architecture (TCCA), 2000

Editorial Board, IEEE Computer Architecture Letters,
2001-

Willett Faculty Scholar, University of Illinois Department
of Computer Science, 2002-2005

Associate Editor, ACM Transactions on Architecture and
Code Optimization, 2003-

Fellow, IEEE, 2004
Best Paper Award, 39th International Symposium on

Microarchitecture, 2006

79



Nitin Vaidya
Distinguished Visitor Program Speaker, Institute of

Electrical and Electronics Engineers (IEEE) Computer
Society, 1998-2001

Best Paper Award, The Eighth International Conference on
Personal Wireless Communications (PWC), Venice,
2003

Editor-in-Chief, ACM SIGMOBILE Mobile Computing
and Communications Review (MC2R), 2003-2004

Editor-in-Chief, IEEE Transactions on Mobile
Computing, 2005-

Venu Veeravalli
Beckman Associate, University of Illinois Center for

Advanced Study, 2002-2003
Xerox Award for Faculty Research, University of Illinois

College of Engineering, 2003
Fellow, Institute of Electrical and Electronics Engineers

(IEEE), 2006
Keynote Speaker at the International Workshop on

Wireless Ad Hoc and Sensor Networks, 2006
IEEE Signal Processing Society Young Author Best Paper

Award, 2006
Plenary Speaker at the IEEE Communication Theory

Workshop, 2007
List of Teachers Ranked as Excellent by their Students,

2007

Petros G. Voulgaris
Research Initiation Award, National Science Foundation,

1993
Young Investigator Award, U.S. Office of Naval Research,

1995
Xerox Award for Faculty Research, University of Illinois

College of Engineering, 1996

Benjamin W. Wah
Fellow, American Association for the Advancement of

Science (AAAS)
Fellow, Association for Computing Machinery
Fellow, Institute of Electrical and Electronics Engineers

(IEEE)
Fellow, Society for Design and Process Science
University Scholar, University of Illinois, 1989
IEEE Distinguished Visitor, 1989-1992
Fujitsu Visiting Chair Professor on Intelligence

Engineering, University of Tokyo, 1992
Editor in Chief, IEEE Transactions on Knowledge and

Data Engineering, 1993-1996
Associate Editor-in-Chief, Information Sciences, 1993-
McKay Visiting Professorship, University of California,

Berkeley, 1994

Second Vice President, IEEE Computer Society, 1998
First Vice President Elect, IEEE Computer Society, 1998
Robert T. Chien Professor of Electrical and Computer

Engineering, University of Illinois, 1999-2003
IEEE Third Millennium Medal, 2000
President, IEEE Computer Society, 2001
Sun Yun-suan Honorary Chair Professor, National

Tsinghua University, 2002
Raymond T. Yeh Life Time Achievement Award, Society

for Design and Process Science, 2003
Franklin Woeltge Professor of Electrical and Computer

Engineering, University of Illinois, 2004-
First Prize, Suboptimal Temporal Metric Track, Fourth

Intel Planning Competition, 2004
Best Paper Award, IEEE International Conference on

Tools for Artificial Intelligence, 2005
W. Wallace-McDowell Medal, IEEE Computer Society,

2006

Marianne S. Winslett
Presidential Young Investigator Award, National Science

Foundation, 1989
Xerox Award for Junior Faculty Research, University of

Illinois College of Engineering, 1990
Associate Editor (Funding News and On-Line Services),

ACM SIGMOD Record, 1991-
University Scholar, University of Illinois, 1992
Associate Editor, Journal of Intelligent Information

Systems, 1992-
Associate Editor, ACM Transactions on Database

Systems, 1994-
Associate Editor, IEEE Transactions on Knowledge and

Data Management, 1994-1998
Xerox Award for Senior Faculty Research, University of

Illinois College of Engineering, 1997
Stanley H. Pierce Award, University of Illinois College of

Engineering, 1999
Board Accredited Editor, ACM SIGMOD Digital Review,

1999-
Associate Editor (Distinguished Profiles in Databases),

ACM SIGMOD Record, 2001-
Faculty Fellows Program, National Center for

Supercomputing Applications, 2004-2005
Best Paper Award, Association for Computing Machinery,

(ACM) Storage Security and Survivability Workshop,
2006

ACM Fellow, 2007

Yuanyuan Zhou
DuPont Fellowship, University of Virginia, 1992
IBM Shared University Research (SUR) Award, 2003
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Faculty Early Career Development Program (CAREER)
Award, National Science Foundation, 2004

IBM Faculty Award, 2004
W. Anita Borg Early Career Award, Computing Research

Association, 2005
Alfred Sloan Fellowship, 2007
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