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Data Decisions and Ethics: The Case
of Stakeholder-Engaged Research
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and Vetta Sanders Thompson

16.1 Introduction

The established standard frameworks of ethical review used by institutional review
boards (IRBs), which are designed to maintain compliance with regulations and to
protect individual research participants from harm, do not always adequately
address the ethical challenges that arise within research relationships and projects.
The shortcomings of the “one-size-fits-all” ethical frameworks used in traditional
research are especially apparent regarding data-related decisions in stakeholder-
engaged research (SER). Therefore, normative ethical guidelines are needed to
ensure ethical conduct related to data ownership, use, publication, and sharing in
SER (Wilson et al., 2017).

Kouper and colleagues conducted a study among individuals who work with
data, the majority of whom were from social science disciplines, to understand how
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various stakeholders work together to make decisions regarding data sharing
(Kouper et al., 2020). Almost a quarter of participants perceived funding agencies
as being responsible for making key decisions regarding data. However, when asked
who should take on this responsibility, 65% said individual researchers should be
responsible for the governance of the data. The research team ultimately concluded
that data governance should be shared by the “data ecosystem” (Kouper et al.,
2020). The complexity of this ecosystem is defined by the following:
1) the varied and substantial number of organizations and institutions involved, 2) individ-
ual actors who act both on behalf of their employing organizations and the larger collective
communities, 3) the presence of organizations with economic interests, 4) the belief that
everyone is responsible for data governance, 5) and the absence of a shared vision and col-

lective action organizations that balance the influences of the various actors. (Kouper et al.,
2020, p. 133)

Overall, data governance in the United States, and globally, is a complex issue with
serious implications for society. Here, we will focus on ethical challenges involving
ownership, use, and publication of data collected during a stakeholder-engaged
research study.

Several ethical challenges may arise during SER, but the potential benefits will
outweigh the challenges if researchers plan accordingly. By establishing meaning-
ful partnerships with community stakeholders, researchers can act in a sensitive,
ethical manner when collecting, managing, sharing, and publishing data obtained in
SER. Investigators should take the time to help the community understand funders’
expectations for data ownership and availability. If there are requirements to deposit
data, the community must know that the data may be available to be analyzed by
parties with whom they have no agreement or relationship and when this might
occur. Beyond issues of funding, important negotiation topics include budgets and
barriers to community participation in research, data sharing, and dissemination.
The discussion is not simply whether data are shared, but also the format and method
of sharing. How data and findings are shared affects whether they are useful to the
community and meet community needs and SER expectations. Without these dis-
cussions, unexpected dissemination of findings may undermine trust and violate
informal assumptions and understandings based on SER principles (see Chap. 3,
this volume).

16.1.1 Definition of Data

The National Institutes of Health (NIH) defines data as “recorded information,
regardless of the form or media on which it may be recorded” (National Institutes of
Health, 2021, par. 1). Based on this definition, data include “writings, films, sound
recordings, pictorial reproductions, drawings, designs, or other graphic representa-
tions, procedural manuals, forms, diagrams, workflow charts, equipment descrip-
tions, data files, data processing or computer programs (software), statistical
records, and other research data” (National Institutes of Health, 2021, par. 1).
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Policies and practices related to data ownership, publication, and sharing must con-
sider all of these forms of data.

16.1.2 Ownership, Stewardship, Use, Publication, Sharing,
Repository, and Open Access

Before addressing the myriad ethical challenges surrounding data in SER, we will
broadly discuss the terms ownership, steward, use, publication, sharing, repository,
and Open Access, and their applications to research data (Table 16.1).

First, the entity who has ownership, or the legal right to make decisions regard-
ing the data, may be determined by institutional policies, contracts, case law, and
how the project is funded (DuBois et al., 2018a; National Institutes of Health, 2021;
Blum, 2015). The owner of research data is usually the institution where the research
takes place (Blum, 2015). A data steward is the individual who is responsible for
making data findable, accessible, interoperable, and reusable on a long-term basis
(Jansen et al., 2019). The challenge with SER is that the data steward (e.g., Principal
Investigator), not the data owner (e.g., institution), negotiates with nonacademic
stakeholders on how the data will be used, stored, and shared (Glass & Kaufert,
2007; Flicker et al., 2007). Although the data steward controls data use, it is unclear
who will make the ultimate decision about data storage and sharing: the data stew-
ard or the data owner (Blum, 2015).

Data use refers to the set of processes, conditions, and contexts in which the
steward uses the data, such as in certain analyses or to answer various research ques-
tions (Coburn & Turner, 2011). In SER, it is important to make sure that all partners
have access to the data in useful formats and have permission to use the data for
their needs (e.g., program evaluation, advocacy, grant writing, publication). Every
partnership should have clear guidelines on how the data will be used and should
ensure that the guidelines are appropriate for and applied consistently across all
members of the partnership (Minkler, 2004).

Table 16.1 Definitions of key terms related to data

Key term Definition
Data Individual or entity that has the legal right to possession of data and is allowed
ownership to make decisions regarding data

Data Steward | Individual or entity responsible for activities regarding the long-term care of
and access to data

Data use Various ways in which the owner employs the data

Data Making publicly available the results derived from data

publication

Data sharing | Making data available for use by other individuals or entities

Data A digital “warehouse” where data are deposited, stored, managed, and made
repository available to other individuals or entities

Open access | Data that are made available to be freely accessed and used without any
data restrictions
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Publication occurs when the data steward has made the results derived from the
research study publicly available via scientific journals or other public forums
(National Institutes of Health, 2021). The NIH defines data sharing as the process of
making data as “widely and freely available as possible while safeguarding the pri-
vacy of participants, and protecting confidential and proprietary data” (National
Institutes of Health, 2003b, par. 3). A data repository, where data are often shared,
is a central domain where datasets may be submitted and then stored, maintained,
archived, and shared with other researchers (National Institutes of Health Office of
Data Science Strategy, 2022). Finally, open access data are data that are available
for free and are unrestricted in terms of how they may be used (United Nations
Educational Scientific and Cultural Organization, 2022).

In SER, it is important to make a distinction between data sharing within the
project team among the contributing stakeholders and making data publicly avail-
able. Sharing data between academic researchers and community partners is inher-
ent in SER, as stakeholders contribute to the interpretation and validation of data
(Minkler, 2005). However, broader data sharing—with those who have not been
involved in the collection of data—should be discussed with community partners
early in collaborations. It may cause some concerns, as community partners may
lose control over secondary analyses, yet making the data available for such analy-
ses may be mandated by funding agencies. Case 16.1, “Just Because You Can,
Doesn’t Mean You Should,” illustrates how perspectives on secondary data use may
differ between academic and community stakeholders.

Case 16.1: Just Because You Can, Doesn’t Mean You Should

Dr. Joseph Gone, a community psychologist and a member of the Gros Ventre
tribal community of the Fort Belknap Indian reservation in Montana (Gone,
2017), reflected on a time when during a presentation at a tribal college in
Montana, hoping to critically discuss Indigenous research methodologies, he
described a Crow Indian religious tradition and included a photo to supple-
ment the description. Conference audience members who were American
Indian did not receive his presentation well. Dr. Gone later learned from his
audience that his presentation was viewed as unethical, due to Indigenous
beliefs that sacred knowledge and sacred objects should not be publicized. In
his reflection, he notes that all the historical data he shared, including images
of various sacred items, were openly available from public sources, although
one audience member suggested that seeing the photograph “felt like vio-
lence.” In this situation, Dr. Gone grapples with his identity as a part of the
American Indian community and his need to be sensitive to their sacred
beliefs, while also maintaining his dedication to academic inquiry as a
researcher. This account further underscores two key considerations for data
sharing. First, the way data are interpreted and shared is meaningful to the
community to which they belong. Second, researchers can never be certain of
the effects of their research unless they consult with the individuals who cre-
ated the knowledge in the first place.
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16.2 Benefits of Sharing Data

The NIH posits that “data sharing is essential for expedited translation of research
results into knowledge, products, and procedures to improve human health”
(National Institutes of Health, 2003a, par. 2). The NIH’s stance rests on several
principles. First, by allowing public access to data, researchers demonstrate trans-
parency as well as their accountability and dedication to sound scientific methods,
encourage public oversight, and foster public trust (DuBois et al., 2018a; Langat
et al., 2011). Second, when making data publicly available, researchers also pave
the way for novel research to be conducted. A variety of researchers can diversify
analyses and opinions on a particular set of data and, therefore, support the collab-
orative nature of contemporary science (DuBois et al., 2018a; Chauvette et al.,
2019; Langat et al., 2011). Third, allowing previously collected data to be “re-
purposed” in secondary analyses is also economically responsible for institutions,
trainees, and those who funded the original research (e.g., taxpayers, health organi-
zations) and demonstrates good stewardship of the data (DuBois et al., 2018a;
Chauvette et al., 2019; Langat et al., 2011). Finally, sharing of data supports data
democratization and, therefore, has the potential to broaden our ability to produce
knowledge and promote social justice for communities and society as a whole
(Reynolds & Sariola, 2020; Langat et al., 2011).

16.3 Responsible Use of Data
in Stakeholder-Engaged Research

The main goal of SER is to make meaningful improvements for the community or
group that is the focus of the research. Therefore, researchers must be mindful of
how data are used. To ensure data are used in a way that positively affects the com-
munity, researchers must ensure that community partners are actively involved in
the dialogue regarding the analysis, interpretation, and dissemination of the study’s
findings (Minkler, 2004). As the popularity of SER methods grows, so does the
demand to share these data with government and funding agencies and to publish
findings in academic journals (Fienberg et al., 1985; Office of Science and
Technology Policy, 2013; Shelby, 2000). Before making decisions about publica-
tion or data sharing, however, research teams must determine and consider who
owns the data, possible benefits and burdens of sharing data, and how to share data
safely. These considerations may be difficult to discern, as there is no explicit policy
in the United States that entails guidelines on how to share data (Langat et al., 2011).
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16.3.1 Data Ownership

Before any governing decisions can be made regarding data collected in SER, it is
important to identify who has the legal right to make such decisions. Several factors
influence who owns data. First, most research grants are given to an institution
rather than to an individual or group of researchers. Therefore, when a project is
funded by a grant, the data are typically owned by the grantee—that is, the institu-
tion that is the primary recipient of funds (DuBois et al., 2018a). According to the
NIH Grants Policy Statement, the grant recipient institution owns the rights to the
data resulting from the project (National Institutes of Health, 2021). However, when
research is funded by an internal grant within an institution, rules regarding owner-
ship are typically dictated by institutional policy (DuBois et al., 2018a) but may be
negotiated when third parties (e.g., community partners) are involved (Blum, 2015).
Ownership ordinarily confers significant rights and responsibilities, and in SER,
community partners usually want some control over how data are used and shared.
Negotiating this control can pose challenges.

When project teams discuss data ownership, these conversations are had in good
faith. However, in grant-funded research, the players involved in the discussion
(e.g., academic researchers, community stakeholders) do not own the data collected;
the institution owns the data. For projects not funded by grants but conducted by
researchers at academic institutions with institutional resources, data ownership
may fall within the university’s intellectual property and copyright policies (Carroll,
2015). It is important that researchers are transparent with their stakeholders about
such policies and that they continue to act in good faith. It should be clear to stake-
holders that their ownership rights to data are equivalent to the ownership rights of
the researchers on the study team. It should also be clear to all stakeholders that
academic researchers may not have the final decision about ownership rights, as
demonstrated in Case 16.2, “Data Ownership of Biological Samples.”

Case 16.2: Data Ownership of Biological Samples

A thought-provoking outlook on the complexity of data ownership is offered
in the case of Washington University vs. Catalona (Wash. Univ. v. Catalona,
437 E.Supp.2d 985, 1002 [E.D.Mo0.2006], 2006). The case was opened to
determine the lawful owner of biological samples that individuals had con-
tributed to the Washington University (WU) Genito-urinary (GU)
Biorepository for cancer research. The founder of the GU Biorepository, Dr.
William J. Catalona, eventually left WU for a different institution and, unable
to gain permission to take the samples with him, urged former research par-
ticipants and patients to consent to the re-location of their samples. Ultimately,
the court found that based on the original consent forms signed at WU, WU
was the sole owner of the samples. Under the facts of the case, the “donors”
of the biospecimens did not retain any ownership that allowed them to autho-
rize the transfer of their samples to a third-party individual. Although the

(continued)
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Case 16.2 (continued)

biological samples were literally part of the participants at one point, the
signed informed consent forms at WU ultimately were the basis for determin-
ing who owned the data.

Since this case, to avoid future lawsuits, most research institutions have
instituted “template” language in their consent forms and contracts clarifying
matters of data ownership and sharing. Researchers and community partners
may wish to initiate early discussions with oversight offices when changes to
template language are desired. When data are complex or qualitative, such as
biologic specimens or interview recordings, participants may feel especially
“connected” to these data and assume ownership over them. Therefore, in
SER, it may be important to revise template language to clearly define who
owns the research data and who has the right to grant permission for secondary
data users. It may be useful to also attempt to outline the intended lifecycle of
these data to ensure there is no confusion among researchers and stakeholders.

16.3.2 Data Decisions

Stakeholder engagement principles direct researchers toward equitable interaction
with communities, but what constitutes an equitable interaction is not self-evident
(Minkler, 2005; Wallerstein & Duran, 2006). Arguably, equitable interaction
requires community participation in decision-making in addition to researcher com-
mitment to share data and study findings with the community in ways that support
social change (Ansley & Gaventa, 1997). Increasingly, funders require that grantees
share data to the extent possible with the broader research community, so these
expectations should then be conveyed to stakeholder partners and included in for-
mal agreements. However, the conditions and requirements of data repositories may
affect the ability of community organizations and other stakeholders to access data
that they assisted in generating. Community organizations may not be able to dem-
onstrate that they have adequate capacity to secure the data as required, the ability
to obtain regulatory approvals, or the background and credentials to conduct analy-
ses deemed of value. For example, it is possible that the community may not have
the infrastructure to store and protect the data or an ethics board in place to ensure
proper use of the data. Because of these constraints, it may be difficult for research-
ers to ensure community access to the data, given funders’ repository access guide-
lines. However, if researchers provide support to community organizations to try to
overcome these infrastructural and regulatory barriers, repositories may be helpful
in promoting ongoing community access to the data. Repositories offer long-term
data preservation and sharing, but even still, project teams lose control over who can
access the data and what types of questions are explored with the data once the data
are made available in a repository. As research environments change, such as the
type of community (e.g., grouped by diagnosis or geographic location), type of data
being collected, where the data are stored, or research question being explored,
other issues and concerns may arise.
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Minkler (2004) discusses that a community or community partner organization
may desire to suppress findings—for instance, findings that are perceived as nega-
tive and/or damaging to the community. In addition to encountering community
impressions of the implications of the findings for community well-being and
image, researchers may encounter ethical dilemmas, such as community backlash
or pressure from industry, if they have not considered the policy impact of their
work (Minkler, 2004). On the other hand, suppression of results may be considered
antithetical by researchers given the importance of “open science” and transparency
in academic research. However, it is reasonable for communities to be concerned
about the ways that research, interpretation of findings, and their dissemination may
affect legislative and political activities. Yet researchers may be less aware of legis-
lative and policy activities and, thus, less prepared to address community concerns
about these issues.

In consideration of the SER call for researchers to commit to work for social
change, community voice matters. However, Wang et al. (2016) note that in any part-
nership, there may be disagreement about the type or scale of the change sought from
the project (also see Chap. 2, in this volume). Conflicts related to the nature of the
sought change may exist within the community and can lead to differences among
stakeholders in their beliefs about how the data should be used, analyzed, published,
and shared. It is important for researchers to discern how differing perspectives may
affect the work of the partnership and to have processes in place to resolve any con-
flicts that may arise. It is important that conflict resolution does not mute minority
voices, especially related to ethical concerns. Case 16.3, “Balancing the Scales
Between Advocate and Academic,” outlines a situation when a researcher faced con-
flict regarding study outcomes as well as conflict regarding protection of study par-
ticipants. The researcher sought small changes to improve quality of life for a
community but was met with backlash when the results of the study catalyzed policy
change that could have jeopardized the livelihoods of some community members.

Case 16.3: Balancing the Scales Between Advocate and Academic

A perspective offered by Dr. Steve Wing, an epidemiologist at the University
of North Carolina (UNC), sheds some light on the many ethical dilemmas
researchers may face in regard to policy and social change (Wing, 2002). In
the late 1990s, Dr. Wing and his team partnered with the Concerned Citizens
of Tillery (CCT), a local grassroots organization in rural North Carolina, to
study the effect of industrialized hog production on environmental health and
quality of life for those in the community. The expansion of confined animal
feeding operations (CAFOs) at the time in Halifax County caused concerns
for residents about economic development, environmental pollution, and con-
tamination of drinking water. With funding from the National Institute of
Environmental Health Sciences (NIEHS), the SER project found evidence
that CAFOs were more concentrated in low-income, predominately Black
areas as well as in areas where residents relied on well water for drinking.

(continued)
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Case 16.3 (continued)
Furthermore, individuals in these areas reported increased negative health
symptoms due to CAFO emissions.

With the support of his CCT partners, Dr. Wing presented these findings at
a large academic meeting and shared them with the press. While the release of
information was both exciting and empowering to his stakeholder partners,
Dr. Wing faced severe backlash from pork industry leaders and state legisla-
tive bodies. The North Carolina Pork Council demanded copies of all of the
study documents under the North Carolina Public Records Statute. Although
Dr. Wing was determined to maintain the confidentiality of participants,
lengthy legal action eventually led the UNC attorney to agree to release the
de-identified study documents. Although the released documents did not con-
tain any explicit identifying information, there remained a concern for loss of
community trust and breach of confidentiality due to the sparse population in
which the research was conducted.

Dr. Wing describes two complex ethical dilemmas he faced while working
on this important environmental justice project. First, the results would differ-
entially impact the community. The outcomes from the project were intended to
improve the quality of life of individuals who were ill from the CAFO-produced
environmental contaminants. However, the project also had the potential to
jeopardize the livelihoods of community members who relied on the pork
industry for income. Second, Dr. Wing grappled with the tensions between his
obligation to protect the confidentiality and trust of participants and the essen-
tial scientific culture of data transparency and availability for re-analysis.

16.3.3 Data Publication Decisions

Project teams should establish dissemination guidelines that address who can pub-
lish project information, what information can be shared outside of the project team,
when information can be shared, what contributions qualify for authorship on pub-
lications, the standard acknowledgements that are included for project publications,
who makes decisions about what can be published, and how conflicts about publica-
tion will be resolved (Holkup et al., 2004; Minkler, 2005; Israel et al., 1998). It is
recommended that partnerships discuss these intended outputs (e.g., publications or
press releases) of the project in the early phase of the research project (Prehoda
et al., 2019; Glass & Kaufert, 2007). These conversations should result in mutual
agreement between researchers and community partners regarding how the data are
analyzed, interpreted, and then disseminated. Moreover, community members must
be included in the decisions regarding what is published after the project ends.
Both formal and informal ways exist to ensure that publication is mutually agree-
able to both the researchers and stakeholder partners. For example, in their collabo-
ration with a Native research team, Holkup and colleagues implemented a policy
whereby all team members edit, review, and are listed as co-authors on every publi-
cation resulting from their research (Holkup et al., 2004). However, some journals
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Table 16.2 Authorship criteria as outlined by ICMJE

Recommended guidelines for authorship (must meet all criteria):

Significant contribution to concept or design of the study; or collection, analysis, or discussion
of the data for the manuscript

Critically drafting or editing the manuscript for key intellectual content

Approval of the final body of work to be submitted for publication

Acceptance of accountability for the published work and dedication to ensure any questions
regarding the legitimacy or scholarship of the work are resolved appropriately

Table adapted from International Committee of Medical Journal Editors (2022)

require more than recruitment and data collection participation to qualify for author-
ship, which will exclude some partnership members depending on their specific
contributions to the work (International Committee of Medical Journal Editors,
2022). This stipulation leaves the potential for inequity between collaborating par-
ties; therefore, requirements for authorship (Table 16.2) should be conveyed to
stakeholders as early as possible in research partnerships and all partners should be
given the opportunity to participate in all activities necessary for authorship.

One option in cases where the contributions of individual partners may not war-
rant authorship per journal guidelines is to consider “corporate authorship” in which
one or more byline authors write an article “on behalf of”” a group, and group mem-
bers are all listed within the article; alternately, many journals now publish the
names of nonauthor contributors (International Committee of Medical Journal
Editors, 2022). Contributors who do not qualify as authors are typically listed either
individually, or in a group, under a single heading with their contributions specified
(International Committee of Medical Journal Editors, 2022).

Nevertheless, policies must be in place for determining how to proceed when
researchers and stakeholders cannot reach an understanding about publication of
certain findings. It is necessary for project teams to develop conflict resolution pro-
cedures as part of the partnership development process (Minkler, 2004; Mikesell
et al., 2013; Han et al., 2021; Wilkins, 2011). A dissemination plan should be cre-
ated in order to ensure all partners are on the same page regarding the study outputs
and so that information that may be harmful to the community is not published
(Bodison et al., 2015; Glass & Kaufert, 2007). For example, communities who are
already stigmatized, such as racial subgroups or individuals with certain medical
diagnoses, would face even more stigma if study results depicted them in a bad
light. Ethical SER should always maximize benefits and minimize risks to commu-
nities, so the implications of the results of the study should be heavily considered.

16.3.4 Data Agreements

Once the researchers and stakeholders negotiate the data use issues outlined previ-
ously, they should create a mandatory formal agreement, or memorandum of under-
standing (MOU), which outlines how the partnership will handle the data (Glass &
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Kaufert, 2007; Flicker et al., 2007; Mikesell et al., 2013). It is recommended that
memoranda of understanding detail information regarding data ownership, decision-
making processes, roles of each involved party, interpretation and analysis of the
data, control and use of the data, and publication and dissemination of the results
(Flicker et al., 2007; Glass & Kaufert, 2007). To be consistent with the ever-evolving
relationship between researchers and community stakeholders, these agreements
should retain some flexibility and be regularly re-negotiated as necessary
(McDavitt, 2019).

16.4 Barriers to Responsible Data Sharing

16.4.1 Lack of Infrastructure

Given the varying, sometimes conflicting, guidelines on data sharing, it is common
that the individual who is responsible for a dataset, most commonly the Principal
Investigator (PI), may end up being the sole steward of said data (Kouper et al.,
2020). Data are typically shared via submission to a data repository, along with any
contextual materials (e.g., codebooks, field notes, interview recordings, drawings
by participants, data collection protocols) required for meaningful interpretation of
data (McLeod & O’Connor, 2020; Meyer, 2018). Repositories in the United States
and other regions have their own specific data-sharing guidelines, and processes and
requirements may differ (DuBois et al., 2018a). Given limited funding for research
in general, it may be difficult to allocate research funds—and also time—to prop-
erly and responsibly prepare the data for repository sharing (McCurdy & Ross,
2018). McLeod and O’Connor argue that much current guidance regarding data
sharing does not acknowledge how unique and complex qualitative data and their
accompanying ethical and methodological dilemmas can be; instead, more of the
guidance applies to quantitative data (McLeod & O’Connor, 2020). Regulations
from the Health Insurance Portability and Accountability Act (HIPAA) specifically
list all of the identifiers to remove from the dataset, but these guidelines have varied
local interpretations and, thus, leave data sharing, whether qualitative or quantita-
tive, to be prone to risk (United States Department of Health and Human Services,
1996; Freymann et al., 2012). Due to the general lack of consistent guidance, much
of the responsibility for data stewardship is placed into the hands of the researcher
and, therefore, could leave room for variable, questionable, or even (unintention-
ally) harmful data-sharing practices (Kouper et al., 2020).

Regardless of funders’ guidelines, researchers may be inclined to take individual
ownership over the data and to be reluctant to share (Broom et al., 2009). Due to the
“competitive reality of science” and the growing demands on researchers from their
own institutions, they may also be reluctant to share what they consider to be their
hard-earned data (Langat et al., 2011). The withholding of “intellectual property”
may be particularly tempting regarding qualitative data collected during SER, due
to the investments of time, resources, and effort required to establish meaningful
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partnerships and to cultivate the trust required for knowledge sharing (Langat
etal., 2011).

Although data sharing is crucial to increasing the production of knowledge and
improving public health, sharing data may not be appropriate in some situations.
Given the lack of general guidance regarding sharing data with repositories and the
concern for breach of confidentiality, researchers partnering with communities may
be inclined to request a data-sharing exemption from the funder (Kouper et al.,
2020; McLeod & O’Connor, 2020; United States Department of Health and Human
Services, 1996; Freymann et al., 2012; Sturges et al., 2015). Investigators may
request an exemption due to risk of identification of individuals in small communi-
ties or the potential for exploitive analyses and reporting by outside investigators
(Holkup et al., 2004; Guishard, 2018). The NIH’s Final Policy on Data Management
and Sharing, which went into effect in 2023, states that researchers should consider
control of access to certain data when re-identification of participants poses the risk
of increased harm (National Institutes of Health, 2020). However, the policy lacks
explicit guidance on how to properly apply the sharing exceptions or how to request
full exemption from data sharing to safeguard sensitive data (U.S. Department of
Health and Human Services, 2020). Given the lack of clear-cut guidance on respon-
sible data sharing, it is recommended that investigators become familiar with laws
and regulations regarding human subjects’ data and that they exercise caution when
drafting agreements for data sharing with their community partners. Relevant laws
and regulations for research data are outlined in Table 16.3.

Table 16.3 Laws and policies governing the stewardship of human subjects’ research data

Law/policy

Agency

Brief summary

Health Insurance Portability

U.S. Department of

Federal law to protect patients’

and Accountability Act Health and Human protected health information
(HIPAA) Services

Family Educational Rights | U.S. Department of Federal law to protect students’

and Privacy Act (FERPA) Education education records

Federal Policy for the U.S. Department of Federal policy to protect individuals

Protection of Human
Subjects (“Common Rule”)

Health and Human
Services

who volunteer to participate in
research studies

NIH Data Sharing Policy
(effective until January 25,
2023)

National Institutes of
Health

Policy requiring all grantees to include
a data-sharing plan in their grant
proposal and share their final research
data

NIH Policy for Data
Management and Sharing
(effective January 25, 2023)

National Institutes of
Health

Update to policy (as above) requiring
grantees to submit a Data Management
and Sharing plan with their grant
application

NSF Data Sharing Policy

National Science
Foundation

Policy requiring all grantees to share
their research data with other
researchers

Sources: National Institutes of Health (2003a, 2020), U.S. Department of Health and Human
Services (2016), U.S. Department of Education (2021), National Science Foundation (2022), and
United States Department of Health and Human Services (1996)
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16.4.2 Ethical Considerations

In addition to the structural challenges that arise regarding the sharing of data, vari-
ous ethical hurdles must also be considered. Stewards of data collected during
community-academic partnered projects have an obligation to ensure that partici-
pants’ privacy is safeguarded when they make decisions regarding data sharing and
dissemination. Concerns regarding re-identification of the data can vary from par-
ticipant to participant, based on the contextual implications of being identified
(Banks et al., 2013). Even if data are de-identified using the HIPAA requirements,
recent studies have shown just how easy it can be to re-identify data by using
obscure additional data such as genome sequence or credit card metadata (Gymrek
etal., 2013; de Montjoye et al., 2015). Chauvette and colleagues posit that full ano-
nymization can never actually be guaranteed (Chauvette et al., 2019).

On the other hand, some research participants may want to be identified with the
information that they share with researchers and may even be displeased if their
contributions are diminished or even invisible because of de-identification practices
(DuBois et al., 2018b). However, a participant can self-identify with published data
and even share this information in public domains, which may put other participants
and collaborators who want their identities to remain confidential at risk for identi-
fication (McCurdy & Ross, 2018). For instance, an individual who discusses their
participation in a study on their publicly available social media account may lead to
other participants being easily identified. Breaches of confidential information, such
as immigration or disease status, can put individuals at risk for legal problems,
blackmail, stigmatization, and psychological harms, among others (DuBois et al.,
2018a, b; McCurdy & Ross, 2018). For example, individuals participating in a study
of criminal behavior could face risk of imprisonment or even the death penalty if
they are connected with their data.

In the case of qualitative data collected via key informant interviews or focus
groups in community-academic partnerships, the complexity and variability of
these data pose additional challenges. First, qualitative data are dependent on the
context in which they were collected and the relationships that existed between
researchers and the community at the time of data collection (Chauvette et al.,
2019). When research participants are also research partners, often many things are
left out of the record (DuBois et al., 2018a; McCurdy & Ross, 2018). Although
contextual evidence, such as field notes, are encouraged to be archived with qualita-
tive datasets in data repositories, it may be hard for a researcher who was not
involved with the project to understand the notes of another researcher. Further, the
subjectivity of qualitative data leaves room for bias, which ultimately could lead to
misinterpretation of the data and the possibility of negative outcomes for the com-
munity (DuBois et al., 2018a; McCurdy & Ross, 2018). Additionally, in secondary
analysis, mechanisms are not in place to ensure quality and meaningfulness of the
findings (Chauvette et al., 2019). For example, in a re-analysis of their own data
after some time had passed, Mauthner et al. (1998) found that even though they
were aware of the context in which the data were collected, deriving meaningful



232 M. S. Goodman et al.

answers to the questions posed in secondary analysis was difficult. There are no
“checks and balances” in secondary analysis of data to ensure results are contextual-
ized appropriately.

The duty to disseminate results must be balanced with duties to protect and
respect community partners (Minkler, 2004). The risk of data misuse is an impor-
tant consideration when preparing any type of data to share, especially qualitative
data. Current data use policies do not guard against researchers using secondary
sources to examine inherently racist hypotheses or research questions, essentially
using data resources as “a modern tool of exploitation and scientific racism”
(Guishard, 2018, p. 404). In cautious anticipation of such issues when sharing data,
researchers should discuss these risks with community stakeholders in the early
stages of the project (Minkler, 2004). Furthermore, it is necessary for repositories to
consider the potential misuse of data and implement safeguards against this into
their processes for accessing data.

16.5 Community Engagement to Strengthen Ethical
Data Practices

Engaging with community members is important to ensure data are ethically han-
dled. Because data-related decisions occur at many stages of the research project,
there are several opportunities to seek input from community stakeholders to
strengthen these decisions. We will focus on the benefits of including community
advisors in discussions of informed consent, data collection methodology, and par-
ticipant confidentiality, as well as the various issues to be considered in these con-
versations about research data.

16.5.1 Informed Consent

Informed consent documents have implications for data use, ownership, and sharing
(DuBois et al., 2018a). When considering open access for research data, it is impos-
sible to predict the future “life cycle” of the data (Chauvette et al., 2019). Therefore,
it may not be easy for researchers to adequately inform participants about the specif-
ics of how their data may be used down the line (DuBois et al., 2018a). Further,
participants may wish to contribute their insights only to the specific research ques-
tion outlined in the informed consent process (Chauvette et al., 2019). Case 16.4,
“Context of Consent Matters,” outlines a situation in which researcher-stakeholder
discussions about data ownership could have informed the consent process to pre-
vent unforeseen conflict later in the data lifecycle.
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Case 16.4: Context of Consent Matters

Banks et al. (2013) describe the story of a project manager at a museum work-
ing on a stakeholder-engaged project with individuals to create their digital
stories to be accessioned and displayed by the museum. During the consent
process, the museum staff informed potential participants that if they agreed
to participate, the museum would have a copyright over the digital material
and the stories would be ‘fixed,” or unchanged from the original submission.
After the project ended and their stories had already been displayed, two par-
ticipants requested either complete deletion, or amendment to their stories,
which challenged the original agreement to the museum’s definitive owner-
ship and ‘“fixity’ of the digital stories. It also challenged the manager’s dedica-
tion to the important tenets of co-production of knowledge in research, forcing
them to balance the terms of the project’s regulatory agreements while also
respecting participants’ wishes regarding their data. Ultimately, the situation
raised the question about whether the digital data of these participants should
be treated as “regular museum objects.” This situation raises an interesting
dialogue about the ownership of unconventional forms of data. If the museum
sought stakeholder input regarding ownership of the stories from study incep-
tion, they may have been more equipped to mitigate ethical conflicts down the
line. Finally, this case illustrates differences between legal and ethical solu-
tions; if the museum legally owned the stories, they thus had the legal right
and arguably the ethical responsibility to consider making exceptions to their
initial agreement.

16.5.2 Data Collection Methodology

Community voice (i.e., input from individuals within the community) can affect the
research methodology used and ultimately the data collected. Academic researchers
may be constrained by their usual ways of collecting data, whereas community
members may recognize the need to use alternative strategies to gain information
(Black et al., 2018). They may be aware of community-based resources to facilitate
data collection (e.g., community theater, religious gatherings, recreational sporting
events) as well as alternative methods (e.g., photovoice, digital narratives).
Alternatively, community participation in research may be influenced by the
research method (Adhikari et al., 2019). In other words, community members may
be reluctant to contribute their data based on the protocol and the time and effort
required to participate. Engagement in qualitative methods is common, but that does
not mean that quantitative strategies cannot sustain community engagement. The
measure selection and data collection processes complicate engagement because of
time requirements for participation in the decision-making, as well as skill and
capacity considerations. Therefore, research teams must engage in conversations
with the community during study inception to ensure the protocol includes data col-
lection methods that are reasonable to the community and allot resources to
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facilitate this. For example, community members may be able to participate along
with organizational members and research consultants as long as they are provided
relevant training and adequate compensation for their participation (Israel et al.,
1998; Komaie et al., 2017, 2018; Goodman et al., 2018; McGowan et al., 2015;
Coats et al., 2015).

16.5.3 Protection of Participants

Meaningful engagement with community co-researchers can increase protection of
participants’ anonymity. Since regulations direct IRBs to consider protection of
individuals, potential risks to the community may not be obvious and, thus, not
considered. As experts, stakeholders can inform researchers on certain vulnerabili-
ties of individuals in the community and, therefore, can help identify ways to ensure
that these individuals are included with the appropriate protections in place
(Adhikari et al., 2019). If a study offers incentives or “singles out” a marginalized
community in a way that is perceived to be excessive by outsiders, stigma toward
that community may be compounded (Adhikari et al., 2019). In addition, commu-
nity members can inform researchers about risks that may not be obvious and can
help to ensure that the appropriate measures are taken to mitigate these risks (King
et al., 2014). For example, stakeholder partners may be able to identify certain data,
such as general location or personal narratives, that are not obvious to researchers
that could implicate participants, and they could advise that these data are to be
omitted in the data de-identification process.

16.5.4 Removing “Non-traditional” Identifiers
Jrom the Dataset Before Sharing

It is important to note that meeting HIPAA regulations is a minimum requirement
and that these regulations do not represent the gold standard for data de-identification
before submission to a data repository, especially regarding SER and qualitative
research (United States Department of Health and Human Services, 1996; Freymann
et al., 2012). Researchers have described several situations in which they made cer-
tain data available that seemed harmless to them, such as metadata in biomedical
images, descriptions of experiences, genomic data, and even general location, only
to later realize that this jeopardized the anonymity of all study participants (Banks
et al., 2013; Chauvette et al., 2019; Wing, 2002; McCurdy & Ross, 2018; Meyer,
2018; Zimmer, 2010; Gymrek et al., 2013). For instance, anonymous users were
able to triangulate publicly available, de-identified genomic data with surname and
additional metadata, like age and state, to identify the owner of the genomic
sequence (Gymrek et al., 2013). It is recommended that investigators share all
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reports and outputs with community collaborators to check for identifying informa-
tion (Holkup et al., 2004). Engaging with community partners during the data prep-
aration phase, and when drafting the data management plan, can ensure that all
nonobvious identifiers are omitted from the data.

16.6 The Road to Responsibly Shared Data: Roles
and Responsibilities

16.6.1 Role and Responsibilities of the Principal Investigator

As the primary stewards of the data collected during community-academic part-
nered projects, PIs play a key role in preparing these data for sharing. To start, PIs
should include a data-sharing plan in the initial grant proposal; oftentimes, the
funder may require this. The NIH recommends that the data-sharing plan outline the
“expected schedule for data sharing, the format of the final dataset, the documenta-
tion to be provided, whether or not any analytic tools also will be provided, whether
or not a data-sharing agreement will be required...and the mode of data sharing”
(National Institutes of Health, 2003b). A data-sharing agreement should be consid-
ered in all SER partnerships (National Institutes of Health, 2003b; Jarquin, 2012).
The data-sharing agreement should be developed with clear communication among
all members of the partnership and should contain information that distinctly out-
lines the intended data-sharing process with well-developed content (Jarquin, 2012).
In candid conversations with stakeholders, the PI can gain a better understanding of
any indirect identifiers in the data that may not be obvious to remove before sharing
and also whether or not they need to request a data-sharing exemption in the case of
sensitive content (National Institutes of Health, 2003b; Holkup et al., 2004). Finally,
the PI should ensure that the de-identified data are shared in a timely manner. The
PI should share the data with community partners as soon as the data are available
and with those outside of the partnership when the main findings are accepted for
publication (National Institutes of Health, 2003b).

Given the myriad barriers to data sharing, conversations among researchers and
stakeholders about potential barriers can begin to diminish the reluctance to share.
Researchers can discuss the benefits of data sharing in their respective sector and
open a dialogue surrounding standards and best practices for sharing (National
Institutes of Health, 2003b). It is important that each of the stakeholders in the part-
nership has access to the data in a format that is useful for them. Given the time and
resources expended by both communities and researchers to facilitate successful
SER projects, it is especially important to share SER data to maximize their poten-
tial benefits. As SER data are shared, the potential exists for an emergence of com-
mon data elements that may aid in data harmonization and may increase partnership
synergy and research outputs for the engagement science field (Holt &
Chambers, 2017).
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Sharing data in a manner that is responsible and respectful can be time-consuming
and expensive. Many funding agencies, including the NIH, allow investigators to
budget for data-sharing costs. As new requirements go into effect, investigators will
want to budget accordingly, both for data-sharing costs and for the time and effort
required to obtain input from community partners about the data-sharing plan.

16.6.2 Role and Responsibilities of Funders

While some U.S. funding agencies (e.g., Centers for Disease Control and Prevention,
Food and Drug Administration) require grant recipients to submit a data-sharing
plan as part of the yearly renewal application, it is clear that this is not yet the norm
(Tenopir et al., 2020). In their review of over 300 academic research papers, Terry
and colleagues found that 65% of these papers did not include any information
about how to locate or access the data (Terry et al., 2018). In other words, almost
two-thirds of the papers reviewed did not provide access to the data on which they
were written, conflicting with the emerging demand by funders to share data.
Funding agencies must engage with researchers and other stakeholders to clearly
define the benefit of data sharing, and journals must do their part in encouraging
data sharing. It is recommended that funders take steps to support the development
of good practice standards for data sharing and for a strong infrastructure to host
data (Terry et al., 2018). Funders must also provide adequate funding for data prepa-
ration, sharing, and archiving (National Institutes of Health, 2003a, b). The funders
who do require data-sharing plans should make them publicly accessible and should
even standardize them in order to encourage and aid researchers in their preparation
for data sharing (Terry et al., 2018).

Funders may want to consider whether “traditional” data-sharing policies must
always apply to SER. Current data-sharing policies are vague and do not specify
where or how data should be shared, only that the plan for sharing be included in the
application for funding, which is typically before researcher-stakeholder partner-
ships have had some of these important discussions (Pearce & Smith, 2011; Langat
etal., 2011). SER requires trust between researchers and nonacademic stakeholders
about who will have access to the data and how the data will be used; ultimately, the
timelines for building trust and developing the data-sharing plan are often in con-
flict. In submitting an official data-sharing plan before funding is granted, the
researcher becomes the sole steward of the data, and the tenet of equality in SER
may be violated before the partnership even begins (Pearce & Smith, 2011; Kouper
et al., 2020). Therefore, funders should allow some flexibility in the timeline to
submit the data-sharing plan for SER projects to allow project teams adequate time
to discuss and decide on how the data will be shared. It is important that the funder’s
requirements for data sharing be aligned with stakeholder engagement principles.
Funders should allow sufficient time for discussions surrounding data stewardship
after the partnership is formed and should allow for flexibility to change and adapt
the data-sharing plan as the project progresses (Israel et al., 1998). Researchers
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work hard to establish partnerships with nonacademic stakeholders, and these part-
nerships have been beneficial to both the scientific process and scientific discovery
(Balls-Berry & Acosta-Pérez, 2017). Therefore, it is important that data-sharing
policies not cause partnership conflicts that can derail progress and damage
relationships.

16.6.3 Roles and Responsibilities
of Nonacademic Stakeholders

Community voice is important to the process of data sharing, but it must always be
balanced against the norms of open science. Community partners and researchers
should work together to develop protocols to protect the community from the harm-
ful effects of sharing information inappropriately (Holkup et al., 2004). Community
partners act as liaisons between the researchers and the community when negotiat-
ing the MOU, the data-sharing plan, and the dissemination plan (Glass & Kaufert,
2007; Flicker et al., 2007; Mikesell et al., 2013; McDavitt, 2019; Bodison et al.,
2015). The scientific knowledge held by investigators and the cultural knowledge of
stakeholder partners are both necessary to prevent unnecessary repercussions to
community members by identifying what could happen if data are released prema-
turely, if they are released in an insensitive manner, or if the data contain any indi-
rect identifiers (Flicker et al., 2007; National Institutes of Health, 2003b; Holkup
et al., 2004). In addition, nonacademic stakeholders are crucial to the dissemination
of data in ways that are useful and actionable to the community, key constituencies,
and other project stakeholders (Israel et al., 1998; Boyer et al., 2007). Beyond dis-
semination of results, community members can provide input on interventions or
policies that would be beneficial to their community. The nonacademic stakehold-
ers’ contribution to data interpretation is inherent in SER, and it is important for
stakeholders to contribute to the development of contextual documents for data
sharing, including the identification of limitations for secondary analysis.

16.7 Conclusion and Recommendations

It is clear that there is still a lot of work to be done in order to address the ethical
concerns and lack of consensus regarding the sharing of data collected in SER. In
order to respect community stakeholders while also allowing open access to data to
support transparency in science, several recommendations for the ethical use of data
in SER have been discussed, at many different levels in the data ecosystem. On a
macro scale, regulatory agencies should establish data governance guidelines that
are tailored more appropriately to nonquantitative data (especially data in uncon-
ventional forms). Institutions should work to reduce barriers for data sharing—for
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instance, by increasing funding and resources allotted for data repository prepara-
tion (DuBois et al., 2018b). They should also create standard operating procedures
to guide researchers in their data-related decisions (Chauvette et al., 2019). Journals
and other platforms that disseminate scientific knowledge should provide research-
ers with adequate time to properly prepare the data for sharing. Additionally, these
entities should implement policies to ensure proper credit is given to the original
researchers when data are used in secondary analyses (Chauvette et al., 2019).
Finally, researchers have an important obligation to engage in an open dialogue with
diverse stakeholders in the community (Wilson et al., 2017). The dialogue between
researchers and community stakeholders should ultimately result in a consensus
regarding the lifecycle of the data collected from the project, which should be
reflected in the MOU and other partnership agreements, as outlined below.

16.7.1 Ethically Guided Solutions: Memorandum
of Understanding and Partnership Agreements

Formal (e.g., MOU, partnership agreement) and informal (e.g., partnership meeting
and communication practices) methods exist for addressing the ethical consider-
ations for research data that emerge in SER. For these methods to reduce ethical
missteps, transparency and information sharing are important aspects of implemen-
tation. Implications for data use, sharing, and ownership must be considered during
discussions regarding funding transparency for both the funder and institution,
research implementation, and of course, data management and use. The require-
ments and details of the discussion will vary, depending on the individual project
and setting (Adhikari et al., 2019). Table 16.4 summarizes topics for discussion
regarding research data and provides examples of leading questions that should be
considered when researchers and stakeholders begin cultivating their partnership
and developing their formal agreements.

Although the principal investigator is usually the one to secure and manage fund-
ing, it is important to be transparent regarding allocation of funds and to share the
responsibility and decision-making power with stakeholder partners (Israel et al.,
1998). Budgetary discussions can help teams forecast the costs incurred at several
stages of the project, such as compensation for team members and cost of data
preparation for sharing (Adhikari et al., 2019; McCurdy & Ross, 2018). Once an
understanding is established regarding budget usage, partners will then be able to
consider aspects of the project that will affect implementation and conduct of the
project such as community representation, social and human capital, and regulatory
requirements (Glass & Kaufert, 2007; Holkup et al., 2004; Gilbert, 2006; Adhikari
et al., 2019). Ultimately, researcher-stakeholder partnerships should discuss several
data-related decisions such as intended outcomes, data ownership and usage, author-
ship opportunities, and dissemination to ensure that the community’s interests are
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Table 16.4 Memorandum of understanding and partnership agreements regarding data use,
sharing, and publication: ethical considerations and questions to lead discussions between partners

Topics of importance ‘ Questions to consider

Funding transparency

Funder Funder’s allowable | How much time and effort will be required to prepare the
and nonallowable data for submission to a repository? Is this time and effort
expenses accounted for in the budget?
Funder’s policies and | Will the community partners have indefinite access to the
implications for data? What is the timeline for finalization and submission
individual and of the data-sharing plan?
organizational
partners

Institution Options to share How will the indirect costs be used? Can some of these

indirect amounts

funds be used to support data preparation activities?

Institutional policies
and implications for
individual and
organizational
partners

‘What are the institution’s requirements for sharing data
with outside groups?

Research imp!

lementation

Community partner
participation

‘Who will represent the community? Who will serve as a
liaison? Are community partners aware of the guidelines
for data sharing?

Community partner
capacity

Do the community partners have the time and social
capital to actively participate? Are the community
partners appropriately compensated for their time and
contributions to the work (e.g., data-sharing plan
discussions, data preparation)?

Community partner
benefit

What are the intended outcomes of this project? Will
project data be available in formats that are useful to
community partners?

Institutional review
board (IRB)
requirements

Is there a single IRB? Which institution(s) require IRB
approval? What information is needed to obtain IRB
approval? Was data sharing incorporated in the IRB
approval?

Data management and use

Data ownership and
access

At what point are data management and use addressed
with community partners? What are the community
partner’s expectations regarding data use? Who owns the
data? Who has access to the data? How is access to the
data obtained? Who determines who has access to the
data?

Requirements for
data deposits and
access

Are the community partners aware/agreeable that the data
will be made publicly available? Who is responsible for
preparing the data for deposit? Do the community
partners have a role or input into data preparation? Who
approves the data deposit? Who has access to the
deposited data?

(continued)
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Table 16.4 (continued)

Topics of importance | Questions to consider

What is disseminated | Are there any data that should not be shared? Are there
and in what form any potential unwanted outcomes? How should data be
disseminated (e.g., de-identified, aggregate form)? Who
determines what data should be disseminated? How are
community partner preferences for data dissemination
determined? Is the research team responsible for analyses
desired/required by community partners and other
stakeholders?

respected and that trust is sustained (Banks et al., 2013; Glass & Kaufert, 2007;
Holkup et al., 2004; Wang et al., 2016; Minkler, 2005; Prehoda et al., 2019).

Developing and executing MOUs can be time-consuming and cause delays to
projects. To address this issue, some institutions are turning toward “accelerated
research agreements,” because starting from scratch and negotiating each detail
leads to a lot of delays and inconsistencies (National Center for Advancing
Translational Sciences, 2022). In principle, these agreements also educate com-
munity partners on things they might want to think about. Accelerated research
agreements can provide efficiency and transparency, and they can protect the inter-
ests of partners (Clinical and Translational Science Awards Consortium, 2022;
National Center for Advancing Translational Sciences, 2022). However, often, less
time and flexibility exist to negotiate elements that individual community partners
might want that are tailored to specific details or components of a project.
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