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Abstract 

Resilient employees thrive in challenging situations and adapt well to changing 
environmental demands. Founded in theories of positive psychology, the concept of 
resilience has never been adapted to the information security context. We are the first to 
develop and test a security-specific resilience construct. We contribute to the existing 
literature on information security behavior by analyzing its relationship with ego- 
resilience and proposing digital security resilience as a mediator. Results of a first 
empirical study (n=137) show that employees with high digital security resilience perform 
significantly better in securing and updating devices, generating passwords, and 
demonstrating a proactive awareness. Ego-resilience only impacts security behavior when 
mediated by digital security resilience. Our findings underline the importance of taking a 
differentiated look at resilience in information security and incorporating resilience 
training in organizations. Theoretical and managerial implications are discussed and 
future work is suggested. 

Keywords:  Information Security Behavior, Digital Security Resilience, Ego-Resilience 

 

Introduction 

Organizations across the globe turn to advances in digital technology to transform customer 

experiences, increase innovation and change value propositions (Westerman et al. 2011). This trend of 

digitalization amplifies threats against individuals’ and organizations’ information security. Data 

suggests that the probability of experiencing a data breach within two years increased by nearly one- 

third over the past five years (Ponemon Institute 2019). While organizations might be inclined to 

upgrade their systems as a protection mechanism, they are well-advised to consider information security 

as more than a technical issue. Employees interact with systems on a daily basis, and their negligent 

behavior (e.g., clicking on a malicious link or downloading infected email attachments) facilitates 

security breaches. It is thus highly relevant for organizations to find ways in which to deal with the 

human error amongst their workforce. 

Introducing a security policy or offering security education and training awareness (SETA) programs 

can positively affect employees’ security behavior. For instance, SETA programs lead to an improved 

level of password quality (Eminaǧaoǧlu et al. 2009). However, some studies conclude that these 

methods might bore employees and leave them indifferent (Leach 2003) or even have a negative impact 

on their security behavior by overwhelming them and increasing security-related stress (Ament and 

Haag 2016). In this paper, we investigate a potential alternative approach to improving employees’ 

security behavior in the form of employees’ digital resilience. Resilience refers to the ability to bounce 
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back from adversity (Luthans 2002). While others give up after experiencing failure or disappointment, 

resilient individuals come back stronger. When organizations invest in the resilience of employees, their 

competence, and job performance increase (Cooper et al. 2019; Masten 2001). Resilient employees 

successfully respond to challenging circumstances in the workplace and persevere. Rather than getting 

overwhelmed by negativity, they transform and grow in stressful situations (King et al. 2016). 

The rising number of information security threats represents a major challenge for organizations and 

their employees. Nevertheless, only a few studies investigated resilience in the information security 

context so far. For instance, McCormac et al. (2018) confirmed that resilience has a positive impact on 

security awareness and mediates the negative relationship between job stress and security awareness. 

Drawing on the positive outcomes attributed to resilience in other disciplines (Teixeira and Werther 

2013), we aim at extending the study of resilience in information security. For this, we first develop a 

security-specific resilience concept, and second, analyze how digital security resilience impacts 

employees’ information security behavior. We are the first to take a differentiated look at the role 

resilience plays in information security behavior by comparing its relationship with the established 

concept of ego- resilience as well as the newly developed digital security resilience construct. We also 

aim to identify how demographic and organizational factors such as position and tenure impact digital 

security resilience. In short, our research question is as follows: 

How do ego-resilience and digital security resilience impact employees’ security behavior? 

Following a theoretical introduction of security behavior and resilience, we present our research model. 

Subsequently, we document the development of a digital security resilience measurement and outline 

the data collection process. We analyze the data using factor analysis and structural equation modeling 

and present the results of our hypothesis testing. Finally, we discuss the implications and the limitations 

of our results and suggest future work. 

Theoretical Framework 

It is necessary to build a conceptual framework for information security behavior and resilience before 

analyzing their relationship. We thereby differentiate between ego resiliency and digital security 

resilience. This distinction is essential to outline the unique qualities that lie within a digital resilience. 

Information Security Behavior 

A growing body of literature in information security looks beyond technology and recognizes 

behavioral elements, especially in connection to information security compliance. For instance, 

Aurigemma and Mattson (2019) empirically investigated behavioral antecedents of compliance 

intentions and identified a lack of generalizability of threat-specific compliance intentions to general 

compliance intentions. Moody et al (2018) reviewed and empirically compared eleven theories 

commonly used in the information systems security literature to explain security policy compliance, 

including the General Deterrence Theory (GDT) and Protection Motivation Theory (PMT). For 

instance, D’Arcy et al. (2009) applied the GDT to study how user awareness of security 

countermeasures reduces the misuse of information systems. By drawing on the PMT, Ifinedo (2012) 

empirically determined that subjective norms positively influence employees’ information security 

policy adherence. Numerous studies investigated how employees’ security behavior is influenced by 

individual level factors such as self-efficacy and normative beliefs as well as organizational factors like 

top management support and organizational culture (Cram et al. 2019). Yet, the concept of resilience is 

not sufficiently considered in this context. Only McCormac et al. (2018) proposed resilience as an 

antecedent to security awareness. Burns et. al (2017) connected the PMT to Psychological Capital 

(PsyCap), a construct consisting of resilience, hope, optimism and self-efficacy. They found that 

PsyCap motivates employees to perform positive security actions and contextualized PsyCap 

interventions for organizational information security programs. 

Literature indicates that most information security breaches are caused by human error linked to 

unawareness or naivety (Parsons et al. 2015). This paper thus focuses on low-end, non-malicious 

security behaviors. A typical example of the naïve mistake category is choosing a lousy password such 
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as ‘12345’ or ‘password’ and failing to update or secure one's devices. While experiments accurately 

capture actual information security behavior, it is widely accepted to measure deliberate security 

behavior through self-report surveys. This goes back to the Theory of Planned Behavior, which argues 

that intended behavior is significantly related to actual behavior (Ajzen 1991). Previous research results 

confirm this connection in the information security context (e.g. D’Arcy and Lowry 2019). We, 

therefore, focus on intended information security behavior in terms of proactive awareness, password 

protection, device securement, and updating.  

Ego-Resilience 

In the 1940s, the psychologist Kurt Lewin developed the field theory depicting behavior as a function 

of an individual and the environment (Lewin 2013). This equation is dynamic, meaning that all parts 

influence each other. Based on the idea of elastic motivational states in individuals, Block 

conceptualized the construct of ego-resilience (Block and Block 1980). He first describes ego-control 

as the extent to which an individual contains their instincts, for instance, to express anger or aggression. 

Ego-resilience is then introduced as an individual’s dynamic capability to modify their level of ego- 

control, which allows them to temporarily shift to a different level of control depending on a situation. 

The term ego refers back to Sigmund Freud's structural model of the psyche, in which the ego is a 

mediating force that negotiates between internal desires and the external world (Freud 1923). 

Ego-resilience has been connected to a high competency, intelligence, resourcefulness, and the ability 

to vary one's strategies depending on the context and to adapt in stressful situations (Funder and Block 

1989). To quantify ego-resilience, Block and Kremen (1996) developed a scale that captures how 

flexible an individual adapts to different circumstances. To the best of our knowledge, ego-resilience 

has never before been investigated in the information security context. 

Digital Security Resilience 

In an organizational context, resilience is defined as “the positive psychological capacity to rebound, to 

‘bounce back’ from adversity, uncertainty, conflict, failure or even positive change, progress and 

increased responsibility” (Luthans 2002, p. 702). Previous research confirms that resilient employees 

are more capable of dealing with friction and change in their work environment (Bardoel et al. 2014). 

By being resilient, these employees influence the organization itself to become more resilient, making 

them a valuable asset (Lengnick-Hall et al. 2011). This phenomenon caught the attention of many 

organizations’ human resources departments, yet receives relatively little attention in academic studies. 

Björck et al. (2015) attempted to conceptualize cyber resilience from an organizational view in a short 

paper. They defined cyber resilience as “the ability to continuously deliver the intended outcome despite 

adverse cyber events” (p. 313). According to them, cyber resilience is achieved when systems contain 

multi-layer protection and are designed to be fail-safe. This definition clearly applies to a systems’ 

digital resilience rather than that of employees. However, it is equally important to examine the 

resilience of the people who use a system since humans are considered to be the weakest link in 

information security (Heartfield and Loukas 2018). We, therefore, define digital security resilience as 

follows: 

Digital security resilience is an employee’s ability to continuously deliver the intended outcome 

despite adverse cyber events. 

Adverse cyber events encompass both intentional and unintentional acts of man (e.g. deleting data or 

installing a virus) as well as events caused by nature (e.g. a fire). It is essential to distinguish between 

resilience and psychological toughness. Both qualities are associated with the ability to handle pressure 

well and remain confident and determined, yet they are distinct concepts. Whereas resilience describes 

the ability to thrive despite setbacks, mental toughness refers to the ability to prevent said setback from 

happening (Connaughton et al. 2008). Therefore, our digital security resilience concept does not 

measure the likelihood of experiencing information security incidents, but rather the ability to cope with 

an incident that already happened. 
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Scholars further differentiate between the concept of recovery and resilience. When talking about a 

recovering individual, one implies that this individual experienced a temporary loss of normal 

functioning from which they are slowly recovering. During that period, an individual might experience 

symptoms of depression and only gradually returns to being able to fulfill regular tasks at the workplace. 

Resilient employees, on the other hand, never experience a loss of normal function and show no 

apparent disruption in their ability to complete tasks (Mancini and Bonanno 2009). Following 

information security incidents, digitally resilient employees can efficiently go on with working life, 

whereas non-resilient employees exhibit temporary difficulties focusing on work tasks. The level of 

digital security resilience influences how employees appraise adverse cyber events and how positive 

they respond. In contrast, coping refers to an employee’s positive or negative strategy following the 

appraisal of a stressful cyber event (Fletcher and Sarkar 2013). 

Research Model and Hypotheses 

Ego-resilience reflects the ability to work well under pressure and easily adapt to change (Block and 

Block 1980). It also relates to individuals’ capacity to modify their level of self-control in terms of 

restricting themselves from following their instincts. We assume this quality enables employees to 

constrain their frustration and anger when experiencing security incidents and allows them to quickly 

focus on actionable steps, such as upgrading their security behavior. Ego-resilient individuals are 

described as intelligent and competent (Funder and Block 1989), which we assume to be beneficial for 

their security behavior. As illustrated in Figure 1, we therefore hypothesize: 

H1: Ego-resilience positively impacts employees’ information security behavior. 

 

Figure 1.  Research Model 

 

We defined digital security resilience as a person’s ability to continuously deliver the intended outcome 

despite adverse cyber events. To be able to do so, employees need to overcome challenges resulting 

from security incidents and be able to perform their work activities on a high-level under pressure. 

Previous research demonstrates how security controls increase employees’ stress levels and create 

conflicts between following security measures and maintaining a high-performance level (Ament and 

Haag 2016; Posey et al. 2011). We hypothesize that employees possessing high digital security 

resilience are better able to deal with that friction and fulfill both work and security requirements: 

H2: Digital security resilience positively impacts employees’ information security behavior. 

Block and Kremen measure how well individuals adapt to strains set by environmental change (1996), 

while digital security resilience measures how well employees adapt to changes following information 

security incidents. The adaptation capability to changes regarding security incidents thereby represents 

a specification of the ego-resilience concept. We expect the generic ability to adapt to change to translate 

into increased flexibility to deal with changes related to information security and hypothesize: 

H3: Ego-resilience positively impacts digital security resilience. 
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Multiple previous studies applied resilience as a mediator. For instance, Bhattacharyya et al. (2019) 

found that resilience mediates the relationship between workplace humor and well-being at work, and 

McCormac et al. (2018) reported a mediating role of resilience between work stress and security 

awareness. We assume digital security resilience to play a mediating role when considering ego- 

resilience in an information security context. We, therefore, hypothesize as follows: 

H4: Digital security resilience mediates the impact of ego-resilience on information security 

behavior. 

Methodology 

In the following, we present the measures of all three constructs. We primarily focus on the development 

of a digital security resilience measure. Subsequently, we describe the characteristics of our sample data 

and document the analysis process. 

Measures 

To measure the constructs in our research model, we drew on the established Ego-Resilience scale 

(Block and Kremen 1996) and the Security Behavior Intention Scale (Egelman and Peer 2015). Two 

items of the latter refer to respondents’ usage of passwords or passcodes when unlocking devices. We 

modified these two items by adding biometrics as a third locking mechanism. We also reversed reverse- 

coded items as done by Sawaya et al. (2017). For instance, we rephrased the item ‘I do not include 

special characters in my password if it’s not required’ to ‘I include special characters in my password 

even if it’s not required’. 

Since we are the first study to measure a security-specific employee resilience, we adapted the generic 

Employee Resilience Scale (Näswall et al. 2015) and combined it with a scenario to reflect the specific 

traits of digital resilience. Scenarios are considered a non-intrusive approach to retrieving information 

on sensitive topics and have successfully been applied in the information security context (e.g., D’Arcy 

et al. 2009). We developed the following short scenario based on literature guidelines (Finch 1987). 

Imagine you want to create a photobook in your lunchbreak. You use your work computer to 
download free photo software. Immediately, your screen freezes and the IT department identifies a 
virus. As a consequence, sensitive data gets leaked and your organization loses the trust of some of 
its customers. Your boss introduces complex security guidelines to prevent this from happening 
again (i.e., "It's prohibited for employees to use work resources for private purposes", "Everyone 
must participate in information security training" etc.). 

Participants were confronted with the above scenario before evaluating statements regarding digital 

resilience. Whereas the Employee Resilience Scale asks participants to assess how competent they are 

in resolving ‘crises at work’, we referred to the above scenario and instructed participants to indicate 

how competently they are at resolving ‘this’ crisis. Table 1 shows all modifications to the original 

Employee Resilience scale.   

Table 1. Resilience Scales 

Item Original Employee Resilience Scale  

(Näswall et al. 2015) 

Adapted Digital Resilience Scale 

1 I effectively collaborate with others to handle 

unexpected challenges at work.  

I effectively collaborate with others to handle 

unexpected security challenges. 

2 I successfully manage a high workload for long 

periods of time. 

I successfully manage a high workload while 
following security guidelines. 

3 I resolve crises competently at work. I resolve this crisis competently. 

4 I learn from mistakes at work and improve the 

way I do my job. 

I learn from my mistake and improve the way I 
follow security guidelines. 
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5 I re-evaluate my performance and continually 

improve the way I do my work. 

I re-evaluate my security performance and 

continually improve the way I do my work. 

6 I effectively respond to feedback at work, even 

criticism. 

I effectively respond to feedback about my 
security behavior, even criticism. 

7 I seek assistance to work when I need specific 

resources. 

I seek assistance when I need specific 

information security resources. 

8 I approach managers when I need their support. I approach managers when I need their support 
regarding information security. 

9 I use change at work as an opportunity for growth. I use this change at work as an opportunity for 

growth. 

 

Our contextual modifications align respondents’ answers towards the same security-related crisis, 

allowing for a targeted assessment of their digital security resilience. By giving examples of security 

policies in the scenario, we ensured that even respondents whose organizations do not have security 

policies or who are unsure about the existence of such regulations at their workplace could evaluate the 

statements. 

Data Collection and Sample 

We retrieved 137 valid and complete data sets from an online crowdsourcing marketplace targeting 

American employees. With an average cost of a data breach of $8.19 million, data breaches in the US 

are on average the most expensive ones worldwide (Ponemon Institute 2019). By limiting our data 

collection to respondents living and working in the US, we excluded cultural bias and targeted 

respondents from a country largely affected by information security incidents. We followed procedural 

remedies to control for common method bias and minimize non-response (Podsakoff et al. 2012). 

62.8% of respondents are male, 36.5% female, and one individual identifies as diverse. The age of 

respondents ranges from 24 to 59 years, with an average age of 36 years. 96.4% of participants finished 

high school, of which 50.7% earned a bachelor’s degree and 12.6% a master’s degree. 32.8% of 

participants work in companies with less than a hundred employees and 29.9% work in a company with 

more than a thousand employees. Respondents work in organizations evenly spread across all 

industries. A third of respondents (32.1%) works in managerial positions, another third (32.1%) as 

professional staff, 21.2% in technical positions and 14.6% in administrative ones. All respondents are 

employed for at least a year and 89.78% have at least five years of work experience. 

Analysis 

Our value of .877 in the Kaiser-Meyer-Olkin Measure of sampling adequacy indicates the suitability of 

our data for factor analyses. The appropriateness of our data is supported by a significant result in 

Barlett’s test of sphericity. We, therefore, proceeded to conduct an exploratory factor analysis (EFA) in 

SPSS and a confirmatory factor analysis (CFA) as well as structural equation modeling (SEM) in Amos. 

Exploratory Factor Analysis 

We applied principal axis factoring with an oblique promax rotation and specified a fixed number of 

three factors to be extracted. Concerning our sample size, Hair et al. (2014) recommend considering 

factor loadings above .5 as practically significant. We eliminated one item due to cross-loadings and 

several items one at a time due to low factor loadings. As a result, we retained fourteen items for 

information security behavior, nine items for ego-resilience and eight items for digital resilience. The 

respective rotated pattern matrix shows factor loadings above .5 for all items in the information security 

behavior and ego-resilience constructs and above .6 for all digital security resilience items. No cross- 

loadings remain and all commonalities are above .3, which reflects that for each item, a sufficient 

amount of variance is accounted for by a common factor (Child 2006). As illustrated in Table 2, all 

constructs, including the newly developed digital resilience measure, show a high reliability. 
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While high-reliability values are generally desirable, a Cronbach’s Alpha value above .95 can be 

problematic as it might suggest item redundancy or undesirable response patterns (Hair et al. 2019). 

Our Cronbach’s Alpha values are between .834 and .933 and hence fall within the acceptable range. 

Moreover, our 137 data sets show a high data quality as we excluded all data sets containing repetitive 

patterns. To further reduce item redundancy concerns, we decided to follow Tavakol and Dennick’s 

(2011) recommendation to shorten the lengthy security behavior scale in the subsequent step. 

 
Table 2. Pattern Matrix Following EFA  

 

Information Security 

Behavior 

Ego-Resilience Digital Security 

Resilience 

Reliability .933 .834 .927 

Mean 3.889 3.639 4.169 

Std. Dev. 1.185 1.030 .995 

 

Confirmatory Factor Analysis 

We conducted a CFA to confirm the factor structure extracted in the EFA. We eliminated one item of 

the Security Behavior Intention Scale for having a factor loadings below .5. The original scale contains 

four items per sub-factor. By eliminating one item from each sub-factor, we ensured that the shortened 

measure still captures the entire facet of employees’ security behavior as conceptualized by Egelman 

and Peer (2015). All items contained in our final version are listed in the Appendix. 

All three constructs demonstrate high internal consistency reliability (CR) by exceeding the 

recommended threshold of .7 (Hair et al. 2014). We measured convergent validity through average 

variance extracted (AVE) and achieved excellent values for information security behavior (.801) and 

digital resilience (.614). Only ego-resilience shows a value below .5 (.377). Drawing on Fornell and 

Larcker (1981), we still consider the ego-resilience construct as valid because of its high CR value. This 

decision is in alignment with Malhotra (2010), who assesses AVE as too conservative and argues that 

convergent validity can be established through high CR values alone. Our model shows an excellent 

discriminant validity because all factors have a maximum shared variance that is lower than their AVE 

values, and the square root of AVE is higher than inter-construct correlations for all three factors (Hair 

et al. 2014). 

To assess our model fit, we apply absolute and incremental measures. Absolute fit indices such as the 

Root Mean Square Error of Approximation (RMSEA) and the Standardized Root Mean Square Residual 

(SRMR) directly assess how well a model specified a priori reproduces the sample data. On the contrary, 

incremental fit indices like the Comparative Fit Index (CFI) and the Tucker Lewis Index (TLI) compare 

the estimated model with a baseline model (Hu and Bentler 1999). As indicated in Table 3, all fit indices 

of our measurement model are above the accepted values (Hair et al. 2014). 

Structural Equation Modeling 

By adding paths in line with our hypotheses between the three constructs, we transformed the 

measurement model from the CFA into a structural model. We included demographic variables to test 

how tenure, size of an organization, and position affect employees’ digital resilience values. Moreover, 

we controlled for the existence of an information security policy in the respondent's organization to 

ensure this factor does not significantly influence our results. To test the mediating effect of digital 

security resilience, we perform bootstrapping on a 95% confidence interval. 

We again confirmed the reliability and validity of our model and assessed its goodness of fit. The 

structural model shows a slightly improved model fit compared to the measurement model. Also, the 

chi-square value turns non-significant (p > .001), which confirms a high goodness of fit. It is important 

to note that not too much emphasis should be placed on the probability of the chi-square statistic, as it 
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is proven to be highly sensitive to sample size. Instead, it is recommended to consider the fit indices 

given in Table 3 to gain a holistic view of how well a model fits the observed data (Vandenberg 2006). 

 Table 3. Goodness of Fit Indices  

 Chi-square/degrees of 

freedom 

CFI TLI SRMR RMSEA 

Acceptable Threshold 

(Hair et al. 2014) 

<3.00 >0.92 >0.92 <0.09 <0.08 

Measurement Model 1.326 (p-value < .001) .945 .938 .071 .049 

Structural Model 1.201 (p-value .030) .955 .950 .069 .038 

Results 

The results of our hypothesis testing are illustrated in Figure 2. Digital security resilience has a strong 

positive impact on information security behavior (.78), whereas ego-resilience shows no significant 

direct relationship with information security behavior (-.06). We thus reject H1 and confirm H2. By 

definition, digital security resilience accounts for an individual’s ability to deal well with adversity in 

information security. Our results show that it furthermore improves an employee’s information security 

behavior in terms of device securement, password generation, updating, and proactive awareness. 

 

Figure 2.  Research Results 

 

In line with H3, ego-resilience positively influences digital security resilience. The standardized indirect 

effect of ego-resilience on information security behavior is .28. That is, when ego-resilience goes up by 

one standard deviation, information security behavior goes up by .28 standard deviation. We confirm 

significance on a 95% confidence interval because the null falls outside of that interval (.123, .442). 

Thus, we reject the null and determine a statistically significant indirect effect of ego-resilience on 

information security behavior. Since our results show no significant direct connection between these 

two constructs, digital security resilience fully mediates that relationship, confirming H4. When 

controlling for the existence of an information security policy in the respondents’ actual organization, 

no significant effect is found.  

Discussion 

Digital security resilience fully mediates the impact of ego-resilience on information security behavior. 

This finding highlights the importance of applying a security-specific resilience concept to studies in 

the information security context. In the following, we discuss the theoretical and managerial 

implications of our findings. 
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Contributions and Implications 

In a fast-paced world with ever-increasing technological advances, the number and nature of security 

threats continuously changes and advances as well. Even when upgrading security systems and 

increasing employees' knowledge of security threats through SETA programs, it is not always possible 

to dodge information security incidents. We, therefore, advise organizations to focus on training the 

psychological capability of employees to better deal with advert cyber events at work. Digitally resilient 

employees understand and control their emotional response to security incidents, learn through 

adversity, and quickly recover. They navigate well through changing work environments and help their 

organization itself in becoming more resilient (Lengnick-Hall et al. 2011). In nowadays world, this 

gives organizations a vital competitive edge. 

We contribute to the existing literature by defining a digital security resilience construct for employees. 

This paper describes the development and verification of a respective measurement, which is based on 

a newly created scenario and an adjusted version of employee resilience survey items. Our measure of 

digital security resilience shows excellent validity and reliability. Future work can draw on our items 

and scenario when investigating employees’ behavior concerning information security incidents. We 

tested the measure in a study with 137 employees and identified a strong positive relationship with 

information security behavior. This highlights the powerful influence a digitally resilient mindset has 

on improving employees’ information security behavior, leading to a reduction of human errors and 

thereby supporting an organization's well-being. 

While our results showed a strong positive impact of digital security resilience on information security 

behavior, the slightly negative effect of ego-resilience on security behavior was not significant. There 

are multiple possible explanations for the lacking direct effect of ego-resilience on employees’ security 

behavior. While ego-resilience is proven to counteract behavioral problems in general (e.g., Milioni et 

al. 2015), it has never been linked to information security behavior. The absence of a direct relationship 

between these two constructs underlines the need for applying a more specific resilience measure in the 

information security context, such as the one developed in this study. Block and Turula (1963) argue 

that individuals high on ego-resilience are usually under-controlled in a way that makes it hard for them 

to contain impulses, leading to rapidly changing decisions and spontaneous actions. This might lead to 

irresponsible decisions compromising individuals' security behavior, which explains the slightly 

negative effect found in our study. 

We were the first to test how organizational characteristics influence employee resilience. We find that 

both the position hold in the organization as well as an employee’s tenure significantly impact their 

digital security resilience. Digital security resilience values significantly increase with rising tenure, 

suggesting that professional experience within an organization benefits employees’ resilience. In 

alignment with counterintuitive findings of lower security awareness amongst technical staff (Grant 

2010, Puhakainen and Siponen 2010), we also find a slightly lower digital security value amongst 

employees in technical positions compared to non-technical ones. This implies that technical knowledge 

and experience do not necessarily translate into higher resilience. Organizational size in terms of the 

number of employees has shown a positive relationship with the adoption of technology in general and 

security controls in specific (Chang and Ho 2006). However, we find that organizational size has no 

impact on digital security resilience. The absence of an effect can be explained by the fact that, till this 

date, even large organizations rarely offer resilience training for their employees despite its proven 

benefits, which range from enhanced psychosocial function and increased well-being to improved job 

performance (Robertson et al. 2015). 

Fletcher and Sarkar (2013) conducted an extensive literature review of resilience research and 

concluded that both environmental influences and personal resources within individuals facilitate the 

development of resilience. According to our results, digital security resilience has a strong positive 

influence on employees’ security behavior. This finding in connection with the shared view that 

resilience can be learned highlights the potential that lies in introducing resilience training in 

organizations. A recent meta-analysis of 25 quantitative studies identifies 17 categories of factors that 

influence security behavior (Cram et al. 2019). According to this analysis, the most influential factors 

are individual-level factors such as attitude, ethics, and normative beliefs which are hard to influence 
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by an organization. On the other hand, categories like rewards and punishment severity which can be 

easily manipulated by an organization, show nearly no effect. Cram et al. conclude that pre-existing 

social, ethical and behavioral facets of individuals constrain the effectiveness of training measures 

intended to increase employees’ compliance behavior. Since employees’ resilience represents an 

individual-level characteristic, these findings support our suggestion of extending SETA programs in 

organizations with resilience-building elements. Bardoel et al. (2014) suggest organizations to not only 

focus on formal resilience training but to apply a broad set of coherent resilience-enhancing human 

resource practices. Robertson et al. (2015) further advise organizations to include one-on-one training 

that supports the individual needs of employees. Other strategies are based on enhancing protective 

factors such as optimism, self-regulation and empathy (e.g., Carr et al. 2013), skill-based coaching (e.g., 

Sherlock‐Storey et al. 2013) and mentorship programs (e.g., Jackson et al. 2007), acceptance and 

commitment therapy (e.g., Jennings et al. 2013), self-regulation of stress response workshops and 

technology (e.g., Pipe et al. 2012) and multimodal cognitive-behavioral techniques such as relaxation 

and imagery training (Arnetz et al. 2009). 

Limitations and Future Research 

Our results portrait digital security resilience as an influential factor in information security behavior in 

terms of enhancing employees’ device securement, password generation, updating, and proactive 

awareness. It is essential to underline the security-specific application of our concept. Future work can 

derive a broader digital resilience concept, which is not limited to information security. Instead, it 

encompasses a full range of application fields in the digital era, for instance, regarding the introduction 

of artificial intelligence technologies. To be able to define what constitutes digital resilience on a broad 

scope, one can compare previous applications of resilience in the information security literature and 

develop a digital resilience taxonomy. It is advised to take cross-cultural considerations in this context. 

This paper focusses on conceptualizing and measuring digital security resilience, rather than 

investigating how to build digital security resilience. Robertson et al. (2015) systematically reviewed 

resilience training interventions in the workplace for over 11 years. They point out that the design and 

implementation of resilience training lack coherence, making it impossible to draw conclusions about 

the efficiency of different resilience training formats and contents. It represents an interesting research 

endeavor to develop training measures that enhance resilience specifically in the information security 

context. One experimental approach lies in gradually introducing resilience-building elements into an 

established SETA program and analyzing changes in its efficiency and perception amongst employees. 

A case study among members of a global Nigerian bank suggests that resilience is not just an individual 

characteristic but can be shared by a group (Abubakre et al. 2014). They perceive resilience as a “can- 

do” (p.9) attitude where “nothing is impossible” (p.8). Incorporating resilience as a core organization- 

wide value leads to multiple positive outcomes. For instance, resilient employees were determined to 

work together to solve any technical difficulties when adopting a new system. They addressed problems 

directly, held additional meetings and put in considerably more time until they overcame all technical 

issues. On the one hand, this case study demonstrates that increased resilience values unite employees 

in their response to challenges and improve their collaboration and teamwork. Considerations of 

resilience should thus not be limited to an individual-level, but future work can identify how it transfers 

from one person to another to create beneficial group-level outcomes. On the other hand, the case study 

confirms our finding that digital resilience is a crucial mechanism in nowadays economy, as it was a 

demonstrated facilitator in adapting a new information system. This calls for further investigations of 

the benefits of employees’ resilience during digital transformations. 

While resilience may sound like a miraculous solution that supports organizations in all their problems, 

it is crucial to highlight its limitations. It is particularly important to not stigmatize low resilience as a 

character flaw, which might encourage employees to blame others or themselves for having problems 

and prevent them from seeking help. Organizations can counteract this issue by directly addressing the 

problem of stigmatization in resilience training (Britt et al. 2016). Most importantly, organizations 

should not focus all their resources and efforts on building employees' resilience and in the process 

forget about changing environmental factors that reduce exposure to cyber adversity in the first place 
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(Eidelson et al. 2011). We, therefore, suggest organizations to supplement SETA programs with 

resilience training rather than replacing them. 

Conclusion 

In a world in which the chances of becoming a victim of information security attacks rise continuously, 

individuals and organizations alike seek ways to protect themselves against ever-changing security 

threats. Digital security resilience represents a powerful tool that builds employees’ ability to bounce 

back from disappointments related to the occurrence of security incidents. This allows them to focus 

entirely on doing damage control in their organizations and thereby speed up its recovery time. By being 

more flexible in adapting to shifting security guidelines rather than feeling overwhelmed by them, 

digitally resilient employees potentially contribute to preventing security incidents in the first place. 

We, therefore, recommend organizations to incorporate digital resilience components into their training 

programs. 

Appendix 

 Final Questionnaire Items 

Information 

Security 

Behavior 
 

Device 

Securement 

I set my computer screen to automatically lock if I don’t use it for a prolonged 

period of time. 

I use a password/passcode/biometrics to unlock my laptop or tablet. 

I manually lock my computer screen when I step away from it. 

Password 

Generation 

I use different passwords for different accounts that I have. 

When I create a new online account, I try to use a password that goes beyond 

the site’s minimum requirements. 

I include special characters in my password even if it’s not required. 

Updating 

When someone sends me a link, I open it only after verifying where it goes. 

I know what website I’m visiting by looking at the URL bar, rather than by the 

website’s look and feel. 

When browsing websites, I mouseover links to see where they go, before 

clicking them. 

Proactive 

Awareness 

If I discover a security problem, I fix or report it rather than assuming 

somebody else will. 

When I’m prompted about a software update, I install it right away. 

I try to make sure that the programs I use are up-to-date. 

Responses were reported on the following scale: Never (1), Rarely (2), Sometimes (3), Often (4), Always (5). 

Ego-

Resilience 

I quickly get over and recover from being startled. 

I enjoy dealing with new and unusual situations. 

I usually succeed in making a favorable impression on people. 

I am regarded as a very energetic person. 

Most of the people I meet are likeable. 

I like to do new and different things. 

My daily life is full of things that keep me interested. 

I would be willing to describe myself as a pretty "strong" personality. 

I get over my anger at someone reasonably quickly. 

Responses were reported on the following scale: 1 (does not apply at all), 2 (applies slightly), 3 (applies 

somewhat) , 4 (applies very strongly) 

Digital 

Resilience 

I can successfully manage a high workload while following security guidelines. 

I re-evaluate my security performance and continually improve the way I do my work. 

I effectively collaborate with others to handle unexpected security challenges. 

I seek assistance when I need specific information security resources. 
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I approach managers when I need their support regarding information security. 

I learn from my mistake and improve the way I follow security guidelines. 

I effectively respond to feedback about my security behavior, even criticism. 

I use this change at work as an opportunity for growth. 

Responses were reported on the following scale: 1 (strongly disagree), 2 (somewhat disagree), 3 (neither 

agree nor disagree), 4 (somewhat agree), 5 (strongly agree) 
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