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Abstract
Vehicular ad hoc network (VANET) is a self-organizing network established to provide 
wireless communication between vehicles where information plays an important role in 
aspects such as collision detection, re-routing, traffic monitoring, information related to 
gas stations, hospitals, hotels, entertainment, and more. The main challenges that VANET 
faces are security and privacy of information, which lead to a variety of attacks. Numerous 
types of attacks can be carried out on VANET, with distributed denial of service (DDOS) 
being one of the most common and dangerous. DDOS attacks on VANET result in the lack 
of availability of information for vehicles to communicate. Many methods were developed 
to counteract DDOS, however the efficacy of most of these existing systems was limited to 
some degree, and attackers exploited these weaknesses to conduct network attacks. Here 
we provide a full explanation of numerous DDOS attacks as well as a layer-by-layer clas-
sification of DDOS attacks that are specialized to specific layers or multi-layers. The goal 
of this survey is to provide useful information to fellow researchers on VANET attacks, 
in particular DDOS attacks, their layer-wise classification, the impact DDOS has on the 
network, and existing DDOS countermeasures, their limitations, and how they can be 
improved. We have referred to various journal papers to gather the information that can be 
helpful to researchers working in the field of VANET attacks.
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1  Introduction

With the Internet’s rapid growth and development, we now live in a world where the 
Internet underpins the entire human day-to-day cycle. The Internet has many advan-
tages, but it also has many disadvantages. Security issues jeopardize data confiden-
tiality and integrity with attacks such as DDOS attacks, Rushing attacks, wormholes, 
and other types of attacks. A DDOS (Distributed Denial of Service) attack is the most 
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lethal and effective attack. People generally believe that a DDOS attack is simple and 
does not cause much damage, but this is not the case. DDOS attacks are powerful yet 
simple techniques that can bring down almost anything they target. Many cutting-
edge algorithms were presented to detect network vulnerabilities and improve VANET 
security. These models were successful to some extent, but an intruder discovered and 
exploited vulnerabilities in them. We analyzed these cutting-edge techniques proposed 
by various authors in this survey to help improve network security against DDOS 
assaults. The efforts in this survey will aid researchers in understanding existing solu-
tions, limitations, and future improvements to overcome loopholes and develop new 
innovative models that can further improve network security against various DDOS 
attacks.

WANET (wireless ad hoc network) derives its name from the Latin phrase "ad hoc", 
which means "for this purpose." In contrast to physical connectivity, WANET does not use 
physical cables to connect two or more devices; in this regard [1], WANET is similar to a 
LAN (Local Area Network). That has significantly improved networking and communica-
tion where interaction between vehicles to vehicles (V2V), vehicles to infrastructure (V2I), 
and hybrid, has made waves in the automobile manufacturing industry.

The WANET hierarchical classification system is depicted below [1].

•	 Wireless Mesh Network (WMN)
•	 Mobile ad hoc Network (MANET)
•	 Vehicle ad hoc Network (VANET)
•	 Intelligent Vehicle ad hoc Network (InVANET)
•	 Wireless Sensor Network (WSN)

We will limit the upcoming sessions to only discussing VANET and InVANET 
because we are already familiar with the topics of WMN, MANET, and WSN.

2 � VANET and InVANET

Since the adoption of VANET (vehicular ad-hoc network) technology by the auto-
motive industry, methods, and applications have been drastically altered. Automo-
tive manufacturers are developing new standards for improving driver safety as they 
integrate embedded components into vehicles. To meet today’s expectations, VANET 
must rely on communication. Vehicle and roadside units communicate using wireless 
infrastructure and embedded components, resulting in more effective information dis-
tribution. Vehicle-to-vehicle (V2V) communication, vehicle-to-infrastructure (V2I) 
communication, and hybrid vehicle-to-vehicle (V2V/V2I) communication are the three 
types of communication used in VANET.

Intelligent Vehicle ad hoc Network (InVANET) Intelligent systems referred to as 
InVANET can be found under the subheading of VANETs. Intelligent Vehicular Ad 
Hoc networks incorporate artificial intelligence and algorithms to provide vehicles with 
dynamic mobility with no breaks in the conversation. For communication purposes, 
Vehicles in both VANET and InVANET use wired and wireless technology, where wire-
less uses protocols to achieve communication between vehicles, and wired uses physical 
devices such as "Antennas" mounted on top/side/front/rear of the vehicle [1].
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2.1 � Antennas and Types

Because communication in VANET and InVANET is critical, they must be used in tan-
dem. To transport and receive information about vehicles, vendors must use both protocols 
and physical equipment such as antennas. An antenna is classified into two types:

1.	 Directional Antennas: For the antenna’s focus of available energy to be transmitted, a 
specific direction must be specified. A Directional Antenna is what we’d call it here. 
Usually, in a very narrow, tightly focused beam, directional antennas are available in a 
wide range of shapes, sizes, and designs, depending on their intended use. Yagi anten-
nas, panel antennas, parabolic or "dish" antennas, sector antennas, and grid antennas 
are common directional antenna types [2].

2.	 Omni Directional Antennas: The term Omni-Directional Antenna is used to describe 
an antenna that emits and receives energy in all horizontal directions in an equal and 
balanced manner. These antennas are perfect for general coverage applications. Anten-
nas with 360-degree beam width can pick up signals regardless of their location. Our 
Omni-Directional Antennas, for example, include the ECO, DOD, OD, PSKN, MOD, 
and base stations [2].

3 � DDOS Attack

A distributed denial-of-service (DDOS) attack sends malicious traffic through a large num-
ber of attack machines and attempts to overload the victim’s resources through brute force. 
A successful distributed denial-of-service attack requires no special knowledge or skill 
[3]. Although there are numerous scanning scripts and tools for exploiting vulnerable sys-
tems, during the engagement phase, only a small number of DDoS attack instruments are 
used. To counter a large-scale distributed denial of service (DDoS) attack, systems such as 
Floodnet, TFN, Trin00, Stacheldraht, and TFN2K are routinely deployed. While the tools 
used to build botnets differ greatly, one significant difference is how master–slave commu-
nication is handled, as well as how the generated attack traffic is customized [3].

3.1 � DOS and DDOS Attacks, Organized by Layers

3.1.1 � Application Layer Attacks

3.1.1.1  DOS Attack  When dealing with application-layer denial-of-service (DoS) attacks, 
the difficulty level rises. Blocking some functions or functionalities is an alternative to com-
pletely shutting down a network [4]. Financial institution attacks are fairly common, with 
the majority of them carried out to divert the attention of IT and security personnel away 
from security flaws.

Because they are more targeted and use fewer resources than traditional distributed 
denial of service (DDoS) attacks, these types of attacks are commonly used to disrupt 
transactions and databases. As a result, because they closely resemble human behavior and 
interface usage, these types of attacks are extremely difficult to defend against. There are 
several reasons why DoS attacks on the application layer are more dangerous. Resource 
constraints caused by unavoidable high performance across a wide range of applications 
Follow all traffic laws.
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3.1.1.2  DDOS Attack  DDoS attacks on the application layer target specific flaws or issues 
that can render the app unusable and prevent content from being delivered to the user’s 
device. While web servers are the most commonly attacked, SIP phone services and BGP 
are also vulnerable [5]. As a result, lower-volume DDoS attacks typically follow proto-
col handshakes and compliance with DDoS attack chain protocols/applications. To put it 
another way, DDoS attacks will be launched primarily through discrete intelligent clients, 
specifically IoT devices, and will remain unspoofable. Attacks, by definition, oscillate up 
and down like a roller coaster. Hackers are constantly developing new DDoS attack methods 
to stay one step ahead of their victims. Because defendants are constantly devising new 
ways to counterattack attackers, attacks can go on indefinitely [5]. Because application layer 
DDoS attacks are infrequent, a behavioral or deep packet analysis is required. Identifying 
the precise attack vector used by virtual or physical appliances must be implemented in 
IDMSs to combat this emerging threat.

3.1.1.3  Data Tampering  As a result, protecting this data is a top priority for V2V or V2X 
communication. The deliberate manipulation of data is known as data tampering (delete, 
manipulate, or amend) by employing unapproved channels. In terms of data, there are two 
possible states: transit and storage. In both cases, data can be intercepted and tampered with.

3.1.1.4  Impersonation Attack  To carry out such an attack, each vehicle serves as a node, 
and each of those nodes has its unique identification number (id). An impersonation attack, 
as the name implies, involves the attacker impersonating the original node. In this attack, 
the attacker disguises himself as a legitimate node and receives messages from other nodes, 
which he/she then modifies and sends to others to pass on incorrect or fraudulent informa-
tion.

3.1.1.5  Repudiation Attack  A repudiation assault occurs when a user’s vehicle denies doing 
something or starting a transaction. The user simply denies knowledge of the transaction or 
conversation and then claims that such a transaction or communication never occurred.

3.1.1.6  Replay Attack  Delaying tactics refer to attacks in which the attacker repeatedly 
sends out erroneous signals or causes delays. When an attacker retransmits previously trans-
mitted data, this is referred to as a retransmission attack.

3.1.1.7  Illusion Attack  In this attack, the attacker deliberately fools his own car’s sensors 
into reporting false sensor readings. As a result, inaccurate traffic warning messages are 
transmitted to nearby residents [6]. To be successful, an illusion assault requires the per-
petrator to generate fictitious traffic. Before an attacker can generate a virtual traffic event, 
they must first fulfill two requirements. Before an attacker can do anything, they must first 
recognize or create a dangerous traffic situation on the road. To begin with, the enemy is 
capable of disseminating bogus traffic warnings [6].

3.1.1.8  False Forging Attack  An attacker can launch a position-forging attack using one or 
more identities (IDs). An assailant can create favorable circumstances in a variety of ways. 
Knowing one’s own vehicle’s position as well as the positions of nearby vehicles can be used 
to pick or guess positions. An attacker can spout the position of one vehicle, and then use the 
spouted locations at random times. Another method for determining vehicle placement is to 
use digital maps. A position forging attack is defined as one that employs both ID forging 
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and position forging. This creates the illusion that the network contains more vehicles than 
it does. This simulates traffic congestion and may cause all vehicles to slow down, resulting 
in actual traffic jams.

3.1.1.9  Sybil Attack  The SYBIL attack, for example, employs a single attacker vehicle to 
impersonate several real people. The Sybil attack has the potential to cause a denial-of-ser-
vice attack and compromise system security. The VANET’s (Velocity Detecting Programs) 
warning system is an excellent example of this. A hostile vehicle in Sybil can inflict damage 
by convincing the victim that there are more hostile vehicles nearby. Sybil causes significant 
damage; it consumes bandwidth, degrades network topology, and so on. Sybil is a highly 
dangerous program. The attack has been dubbed the Sybil attack after the novel Sybil, which 
examines the life of a lady with multiple personalities. VANET attacks have been classified 
into several subcategories by researchers.

3.1.1.10  BGP Hijacking  BGP, or Border Gateway Protocol, is the Internet’s routing proto-
col. To put it another way, it describes how to efficiently route traffic from one IP address 
to another. The term "BGP hijacking" refers to the malicious rerouting of Internet traffic 
through the use of BGP by attackers. This is accomplished by attackers pretending to own, 
control, or route IP prefixes that they do not own, control, or occupy. A BGP hijack is analo-
gous to someone removing all of the road signs along a freeway and rerouting all traffic to 
the incorrect off-ramp.

3.1.1.11  Slow Post Attack  The POST attack is a major security concern for businesses 
today, especially given the current political climate. Most attacks begin with the attacker 
sending a genuine HTTP POST header to the target server, just as they would normally. The 
body of the message will be the exact size specified in the header. The communication’s 
content, on the other hand, is transmitted at an uncomfortably slow rate—as little as one byte 
every two minutes or so. Because the entire message is technically correct and complete, 
it takes a long time for the targeted server to comply with all requirements. If an attacker 
launches hundreds or even thousands of these POST attacks at the same time, the server’s 
resources will be quickly depleted, making valid connections difficult to maintain.

3.1.1.12  Large Payload Post  A Large Payload Post-HTTP DDoS attack sends a large pay-
load using XML encoding on web servers. This type of DDoS attack sends an XML-encoded 
data structure to a web server, which the server then attempts to decode but is forced to con-
sume an excessive amount of RAM, overloading the system and crashing the service. Post-
DDoS attacks with large payloads occur when web services use a DOM parser to construct 
an in-memory version of the SOAP message. The SOAP message size may double, and in 
some cases triple, as a result of this process. Users experience memory issues as a result of 
the increased document size. This attack can use oversized content in the SOAP message 
header, SOAP body, or SOAP envelope, but not in the SOAP header and SOAP body.

3.1.1.13  Mimicked User Browsing  Mimicked User Browsing is a type of DDoS attack 
that employs botnets that pose as real people attempting to access a website. When a large 
enough number of these bots are deployed, the target website will either crash or become 
inaccessible to legitimate traffic. The motivation for distributed denial-of-service attacks is 
frequently financial or political gain. Mimicked User Surfing is nearly impossible to detect 
because it is designed to mimic the behavior of a real human browsing. As bots outnumber 
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human users, the website will quickly become overburdened to handle legitimate requests. 
They are difficult to identify because the attackers pose as legitimate users.

3.1.2 � Transport Layer Attacks

3.1.2.1  DOS and DDOS Attack  Because of its vulnerability, it is especially simple to launch 
a DoS or DDOS attack against the transport layer (Layer 4 in the OSI model). The two most 
widely used transport layer protocols are TCP and UDP. The major security risks associated 
with TCP and UDP at the Transport Layer are as follows:

3.1.2.2  TCP SYN Attack  Another term for what is happening is SYN port flooding. To gain 
access. Most hosts’ implementation of the TCP three-way handshake is flawed, making this 
vulnerability exploitable. Host B must maintain a "listen queue" for at least 75 s after receiv-
ing an SYN request from A. Several methods exist for storing a limited number of connec-
tions in memory, but they are not all equally efficient. By sending numerous SYN requests 
to a host and never responding to the SYN&ACK returned by the other server, a malicious 
host can take advantage of the listen-to queue’s limited size. It will quickly fill up, and the 
other server will stop accepting new connections until a partially open connection in the 
listen queue completes or time out. Because it disconnects a host from the network for up to 
75 s, it can be used as a denial-of-service attack or a tool for other attacks like IP spoofing.

3.1.2.3  Land Attack  An attacker sends TCP SYN packets with identical source and target 
IP addresses and TCP port numbers. This results in the creation of a bogus stream. The 
affected system will either crash or reboot as a result of this confusion. Filters on edge router 
ingress ports can inspect all incoming packets for source IP addresses and prevent LAND 
attacks that originate behind aggregation points. Packets are only routed if the destination 
address falls within the prefix range advertised.

3.1.2.4  MITM Attack  The term "man in the middle attack" refers to a listening attack in 
which the attacker listens in on the victim’s conversations, and intercepts an ongoing con-
versation or data transfer. After positioning themselves in the "middle," or between the 
sender and receiver, the intruders pose as both valid participants in the transfer. While also 
providing malicious links or other content to the other legitimate participants in a way that 
may go unnoticed until it is too late, an attacker gains the ability to intercept data and infor-
mation from both parties. This attack can be compared to a game of telephone where the 
words of one person are passed along from one player to another until they have changed 
by the time they reach the final recipient. An attacker can perform a man-in-the-middle 
(MITM) attack to steal confidential information or do other harm by interfering with a con-
versation without the knowledge of either the attacker or the intended target.

3.1.2.5  Teardrop Attack  In a teardrop attack, fragmented packets are sent to a target 
machine as part of a denial-of-service (DoS) attack. Since TCP/IP fragmentation reassem-
bly bugs prevent machines receiving these packets from reassembling them, the packets 
overlap and crash the target network device.

3.1.2.6  Session Hijacking  Hijacking a session means that an attacker can take over a portion 
of a chat (typically over the network) and pose as one of the other participants. Session hijack-
ing is, in most cases, an extension of sniffing; with the difference being that sniffing is passive 
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and hijacking is active. The fact that information is transmitted in the open makes network and 
unprotected protocol hijacking possible. Sniffing makes use of the same flaw. In addition to 
monitoring the traffic, a hacker could send a packet or frame pretending to be one of the other 
hosts. This is similar to spoofing, but there is no guesswork involved—the attacker has com-
plete access to all critical information.

3.1.2.7  Sink Hole Attack  A link can be made between the Sink hole and Wormhole assaults. 
This attack creates a sinkhole in the network that serves as a data collection hub for all redi-
rected traffic [7]. The attacker vehicle persuades all neighboring vehicles to send traffic to it, 
creating a sinkhole. With all packets from nearby vehicles in hand, an attacker can alter them 
or drop some/all of them and relay them back. The network’s lifespan is reduced as a result of 
the sinkhole attack.

3.1.2.8  Secure Socket Layer (SSL)  Almost all online transactions are now encrypted with SSL. 
As a result, the assailants’ focus has shifted. Messages are exchanged as part of an SSL hand-
shake to verify the authenticity of both communicating parties. As a result of their efforts, 
a cryptographic key and secure communication options have been established. A variety of 
attacks use the SSL handshake to deplete a server’s resources and cause it to crash [4] The Push 
do botnet can compromise a target’s security and send arbitrary data to an SSL server in an 
attempt to gain access to sensitive data.

SSL denial-of-service attacks are classified into one of two types:

1.	 Protocol misuse attacks are attacks that take advantage of the protocol’s vulnerabilities. 
In this manner, a denial-of-service attack can be carried out without a fully established 
secure connection. These devices do not require any sort of secret key to function.

2.	 Floods of SSL Traffic: This type of attack uses bandwidth and/or other system resources 
to send a large amount of data through the newly established secure channel. Without 
additional information, these incredible technologies can’t distinguish between legiti-
mate and malicious connections. They can’t even issue a web challenge to determine 
the source’s credibility [4]. As a result, your options are limited to doing nothing or 
employing rate-limited protection, which is susceptible to misleading actions.

3.1.2.9  Telnet Attack  Telnet is a program that allows terminals to communicate with one 
another over a network. To send and receive data over IP networks, port 23 is used. These three 
types of Telnet attacks can be divided into three categories:

•	 The Telnet protocol lacks encryption, making it vulnerable to sniffers. Every message sent 
across the network is delivered in plain text between the parties involved. Frame sniffing is 
possible due to a flaw in the protocol that attackers are exploiting. An attacker can easily 
sniff plaintext data passing over the network

•	 Telnet protocol brute force attack Password brute-force attacks begin with a dictionary of 
often-used words and a program designed to establish Telnet sessions with each word on 
the dictionary provided by the attacker.
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3.1.3 � Network Layer Attacks

3.1.3.1  Location Attack  Attack a malicious node learns about the node and the route it is 
taking by processing and monitoring traffic. Malicious nodes may thus launch additional 
attacks on the system.

3.1.3.2  Packet Dropping Attack  Despite the absence of infected vehicles, wireless ad hoc 
networks may experience packet loss due to congestion. Packet loss is frequently associated 
with the following conditions: I. Network Congestion II. Channel conditions III. Resource 
constraints [8].

The Disposal of a Careless Packet a packet-dropping attack typically begins with 
a hostile node interfering with route construction. This can be done more efficiently 
by exploiting flaws in well-known ad hoc routing protocols used in wireless networks 
because they are predicated on the assumption that network nodes are trustworthy. A 
rogue vehicle has complete freedom to do whatever it wants because it is inside the 
route [8]. A malicious intermediate vehicle dropping a packet may cause communica-
tion between the source and destination to be suspended or incorrect information to be 
generated, both of which are undesirable outcomes.

3.1.3.3  Flooding Attack  The attacker sends several packets to the vehicle until it 
becomes overloaded and can no longer receive packets from other nodes, resulting in 
a denial-of-service attack, preventing the attacked vehicle from processing valid traffic. 
It is dangerous to have these types of attackers on your network because they consume 
all available bandwidth and deny it to legitimate users; the flooding attack occurs in all 
secure on-demand routing protocols, including SRP and SAODV. A flooding attack can 
be classified into two types based on the packets used: Data flow attack with RREQ and 
RRQ.

3.1.3.4  Replay Attack  Using this attack type, attackers continuously deliver error messages 
or cause a delay. A replay attack involves retransmitting a previous transmission to the target 
computer.

3.1.3.5  DOS Attack  The Dos assault is the most well-known of the attacks identified thus 
far. DOS attacks use packet flooding and jamming to disrupt the network for anyone who 
is connected to it [9]. To launch a denial-of-service attack, the attacker uses the following 
techniques: jamming the communication channel, overloading the network, and discard-
ing packets. Attackers will primarily target network bandwidth, the operating system, data 
structures, or the node/processing network’s power.

3.1.3.6  DDOS Attack  DDOS can cause far more damage when used in conjunction with 
DoS attacks. In a DDOS attack, the attacker selects targets in the network and launches an 
attack against them, converting those nodes into attackers. Zombies are valid nodes that 
have turned into attacker nodes [10]. A denial of service attack is what this type of zombie 
attack is called (DDOS attack) according to a Kaspersky study, 79 countries were targeted 
by DDoS attacks in the first quarter of 2018. 95.14 percent of the attacks were carried out in 
the top ten countries. A DDoS attack lasted nearly 12 days or 297 h. DDOS attacks are dif-
ficult to detect because they are only active for a short period and cause significant damage. 
To launch a DDOS attack, either V2V or V2I can be used.
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3.1.3.7  Message Tampering  Data that has been passed between the source and the destina-
tion during the transmission process is included in a message tampering attack. In the event 
of a message tampering attack, message transmission activity will be jeopardized because 
the message was changed by an unauthorized third party, making it difficult to determine 
whether or not the message was altered.

3.1.3.8  Sybil Attack  With the SYBIL attack, it is possible to be attacked using multiple 
false identities at the same time, which is very damaging. The Sybil attack has the potential 
to start a DOS attack and compromise the system’s security. Consider the VANET warning 
system (Speed detection app). A hostile node in Sybil dupes an attacked node into think-
ing there are several nodes nearby. Sybil causes severe damage; it consumes bandwidth, 
degrades network topology, and so on. The Sybil attack is named after the book Sybil, which 
is a case study of a woman with multiple personality disorder. According to experts, the 
VANET has been the target of numerous attacks.

3.1.3.9  Wormhole Attack  The colluding nodes create the illusion [11] that two geographi-
cally dispersed (remote) nodes are directly connected and appear to be neighbors. However, 
they are not the same thing. The wormhole attack’s goals are man-in-the-middle attacks 
and packet drops. When a rogue node connects to a network, it can intercept data packets 
and send them through a tunnel to another malicious node [11]. The tunnel can be built 
using either a wired or a long-range high-bandwidth wireless link operating in a different 
frequency band.

3.1.3.10  Black Hole Attack  The black hole attack is an important type of VANET attack. In 
a Black Hole attack, the attacker employs the routing protocol to appear to have the shortest 
path to the target node. A Black Hole attack redirects all traffic intended for a specific node 
[12]. VANET makes extensive use of AODV, also known as the demand-driven protocol 
because it only identifies a route when one is required. The software uses four different mes-
sage types to communicate with AODV. Routing requests are represented by RREQ, routing 
responses by RREP, and routing errors by RERR.

3.1.3.11  Routing Attack  The attacker is using network layer routing methods to cause 
havoc. The attacker either releases the packet or disrupts the network’s routing mechanism 
in this attack method. There are three types of routing assaults to consider: black hole, grey 
hole, and wormhole.

3.1.3.12  IPV4 and  IPV6nAttacks  Some types of attacks haven’t changed much since the 
introduction of the IPv6 protocol. Security enhancements in the new IPv6 protocol have not 
made IPv6 networks any more secure. If IPv6 is not patched, a variety of attacks could bring 
the network down. As a result, some attacks that were previously known to work on IPv4 
networks would no longer work on IPv6 networks. As a result, both IPv4 and IPv6 networks 
are at risk [13].

1.	 The Sniffing Attacks: Sniffing attacks are common in both IPv4 and IPv6 networks. Sniff-
ing is a network attack that captures data as it passes through the system. An attacker can 
use a sniffing attack to gain access to confidential data transmitted via an unencrypted 
protocol. The IPsec security architecture, which is optional in IPv4 but required in IPv6, 
can protect against sniffing attacks.



	 K. Vamshi Krishna, K. Ganesh Reddy 

1 3

2.	 Flooding Attacks: Flooding is the most common type of attack against IPv4 networks. 
As a result, network devices such as routers and hosts are bombarded with network 
traffic. When a device is targeted, it is unable to handle the volume of network traf-
fic and becomes inoperable. DoS attacks, in which the targeted network device is 
bombarded with network traffic from multiple hosts at the same time, can be local or 
spread. Because the fundamental concepts of a flooding attack are the same regardless of 
whether it targets IPv4 or IPv6, it can also cause damage to IPv6 networks. There could 
be new ways to exploit IPv6’s extension headers, new ICMPv6 message formats, and 
IPv6’s reliance on multicast addresses (for example, all routers must have site-specific 
multicast addresses).

3.	 Reconnaissance Attacks: When launching a larger attack, reconnaissance attacks are 
frequently used as the first salvo. Reconnaissance attacks are carried out by an intruder 
to gather information about the victim network that will be useful in future attacks. An 
intruder can conduct a reconnaissance attack by using active or passive tactics such as 
scanning techniques. The intruder first determines the IP addresses of the victim net-
work using ping probes. An intruder will use the port scan process once he or she has 
discovered an accessible system. As a result, IPv6 subnets are significantly larger than 
IPv4 subnets (the default subnet size in IPv6 networks is 64 bits). An attacker would 
need 264 probes to scan the entire subnet, making it impossible. Reconnaissance attacks 
against IPv6 networks are significantly more difficult to launch as a result.

4.	 Security Threats: All IPv6 nodes must be able to process routing headers by the IPv6 
protocol specification. Unfortunately, access restrictions based on destination addresses 
can be bypassed using routing headers [13]. Such behavior may result in several security 
issues. The hacker could send a packet to a publicly accessible address, but the routing 
header would contain a "forbidden" address (address on the victim network). Despite 
being filtered on destination addresses, the publicly available host will still send it to the 
routing header’s "forbidden" address. An intruder on your computer can easily launch 
a denial-of-service attack by impersonating packet source addresses and exploiting any 
publicly available host to redirect attack packets.

5.	 Fragmentation-Related Security Threats: IPv6 packets cannot be fragmented by inter-
mediary nodes, as specified in the protocol standard. When using the IPv6 path MTU 
discovery method, packets can only be fragmented at the source node (based on ICMPv6 
messages). IPv6 networks should have an MTU of at least 1280 octets. Because the 
packet in question is the last of its kind to arrive, any fragments with less than 1280 
octets should be discarded for security reasons. An attacker can use fragmentation to 
ensure that port numbers are not found in the first fragment, thereby avoiding security 
monitoring systems (which do not reassemble fragments) that expect to find transport 
layer protocol data in the first fragment. Overloading the target system’s reconstruction 
buffers with numerous tiny pieces can lead to system failure a type of (denial of service 
attack). This can be avoided by limiting the total number of fragments as well as the 
rate at which they arrive.

3.1.3.13  ICMP Flooding Attack  Ping flood attacks make use of the Internet Control Mes-
sage Protocol (ICMP), which is a type of denial-of-service attack (ICMP). A large number 
of ICMP echo queries are sent to the target device in an attempt to disable or completely 
disable the device (pings). They are frequently used in pinging network devices to check 
their health and connectivity, as well as the link between sender and receiver. A flood of 
request packets forces the network to send an equal number of reply packets. As a result, 
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traffic cannot reach the destination. ICMP flood DDoS attacks necessitate the attacker to 
know the target’s IP address. Attacks can be classified into three types based on the victim’s 
IP address and how it is resolved: Attacks employing ICMP flood DDoS tactics flood the 
targeted device’s network connections with unwanted traffic, preventing legitimate requests 
from passing through. In this situation, a Denial of Service attack is possible (DoS).

3.1.3.14  Ping of  Death Attack  A distributed denial-of-service attack has been launched. 
The attacker’s goal is to freeze or crash the targeted machine by sending a large packet that 
exceeds the operating system’s maximum size limit.

3.1.3.15  Rushing Attack  It is a type of attack that targets the network/transport layer. The 
source vehicle sends the RREQ to the destination vehicle. If an attacker vehicle forwards 
RREQs, all RREQs forwarded by the attacker arrive at the destination before any other 
RREQs forwarded by other vehicles [14]. All legitimate RREQs are discarded at the desti-
nation because it has already received RREQ from the attacker’s vehicle. As a result, secu-
rity threats will increase.

3.1.4 � Data Link Layer Attacks (LLC and MAC)

3.1.4.1  DOS Attack  Denial-of-service attacks on the MAC layer include masquerading 
attacks, resource depletion attacks, and media access assaults. Masquerading attacks are 
so-called because the attacker pretends to be another network or access point to gain access 
to a specific client. The term "Resource Depletion Attack" refers to an attack in which an 
adversary sends out a large number of requests from random MAC addresses in an attempt 
to deplete the available resources on a system [15]. When we talk about Media Access 
attacks, we’re referring to those that target the Distributed Coordinated Function of the 
802.11 networks (DCF).

3.1.4.2  DDOS Attack  The term "denial of service" refers to an attack in which the attacker 
uses a reasonable service request as a pretext to consume excessive service resources, reduc-
ing or eliminating the availability of the resources for legitimate users. Several attackers 
flood the targeted system’s bandwidth or resources (To maximize the power of a denial of 
service attack, more than one server is sometimes targeted) [16].

In this article, we’ll look at various methods for launching Denial-of-Service (DoS) 
attacks using the MAC protocol. To fully occupy the channel, the majority of these attack 
techniques require a change to the MAC protocol. This type of attack is vulnerable because 
some MAC protocol implementations are hard-coded in firmware. They include sending 
RTS/DATA packets with only one RTS/CTS and then dropping them, as well as send-
ing RTS/CTS packets with two RTS/DATA packets and then dropping them. Because the 
MAC layer in some stack implementations is hard-coded into the firmware, these attacking 
methods may not be applicable.

3.1.4.3  Jamming Attack  Wireless communications can be hampered by intentionally inter-
fering with radio signals. When a transmitter detects that the wireless channel is congested 
or distorted signals are received by receivers, it will turn off [17]. Jamming is typically used 
to defend against physical layer attacks, but cross-layer attacks are also possible. Jammers 
were classified into four types.
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A.	 Constant Jammer: In this design, the jammer continuously sends out RF signals, which 
the channel receives and decodes. It does not follow any MAC-layer standards. Because 
the transfer is continuous, it does not wait for the channel to become idle before begin-
ning.

B.	 Deceptive Jammer: In this paradigm, the jammer continuously injects a series of packets 
into the channel, with no interruption in transmission. It also transmits and responds to 
fabricated messages from the past. The jammer will send out preambles, which it will 
check and then ignore to jam the network.

C.	 Random Jammer: The jammer in this model has a period of continuous jamming fol-
lowed by a period of no jamming. While jamming for t1 units of time, it turns off all 
radio signals and goes to sleep. The jammer awakens from a t2-unit slumber and resumes 
normal jamming operations. Time t1 and time t2 are deterministic or stochastic, respec-
tively.

D.	 Reactive Jammer: The jammer will remain silent when the channel is not in use. When 
it detects activity on a channel, it starts sending a signal to that channel right away. It 
should not use any power to determine whether or not a channel jammer is in use.

3.1.4.4  Sybil Attack  In this type of attack, a vehicle impersonates many other vehicles. 
These identities can be used to carry out a wide range of attacks [12]. These forged 
identities also give the impression that there are more automobiles on the road. Because 
this attack can spoof the positions or identities of other network nodes, it opens the door 
to any type of attack.

3.1.4.5  Collision Attack  A compromised sensor node can easily launch a malicious 
collision attack [18]. During a collision attack, one of the malicious nodes disregards 
the MAC protocol requirements and sends a brief noise packet to cause collisions with 
other nodes’ transmissions. This attack consumes very little of the attacker’s energy, but 
it has the potential to cause significant network disruptions. Because wireless networks 
are broadcast, detection is difficult.

3.1.4.6  Sleep Deprivation Attack  Stajano was the first to propose the sleep depriva-
tion attack. One of the goals is to have a battery-powered computer that can stay in 
low-power sleep mode without interfering with the operations of any of the nodes. 
The attacker launches a sleep deprivation attack by legitimately interacting with the 
victim; however, the interaction’s goal is to prevent the victim node from entering its 
power-saving sleep mode. As a result of this attack, the victim’s life expectancy will be 
drastically reduced. Furthermore, because it primarily employs exchanges that appear 
innocent, this assault is difficult to detect.

3.1.4.7  Channel Access Deny  Vehicles seeking slot time must wait for confirmation 
from all of their neighbors before indicating that their request has been granted. If a sin-
gle car occupies a slot, all of its neighbors must state this in their FIS. The attacker could 
intervene to stop the procedure [19] in progress by providing a signal in its FI that the 
space is not reserved for this vehicle. The assailant’s goal is to disrupt and obstruct the 
slot reservation procedure. Because vehicles may be denied time slots even for sending 
security notifications, this security flaw may result in denial of service (DoS) attacks.
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3.1.4.8  Slot Reservation Attack  Due to the DTMAC scheduling system, only one slot per 
frame can be reserved by the same vehicle at any given time. A selfish vehicle, on the other 
hand, may request multiple slots in the same frame [19].

3.1.4.9  Frame Information Poisoning  While Frame Information is sent in clearly, there 
is no way to verify its integrity. This means that it is very easy to forget. Malicious vehi-
cles, for example, may falsely indicate that a free slot is occupied to prevent cars from 
obtaining it [19].

3.1.5 � Physical Layer Attacks

3.1.5.1  DOS Attack  The physical layer is only concerned with things as simple as a cable 
transmitting bits from one location to another. Hubs, patch panels, and R45 jacks are all 
part of the componentry for both the 100 Base-T and 100 Base-X base layers. Physical layer 
attacks include things like breaking, obstructing, or manipulating physical media to cause 
a malfunction [20]. These attacks prevent legitimate network users from accessing network 
data. Repairing physical media resources is necessary for availability.

3.1.5.2  DDOS Attack  DDoS attacks on network infrastructure are becoming more com-
mon as wireless network usage and relevance grow [21]. There is always the risk of inter-
ference with wireless transmissions. Because they share the same 2.4  GHz frequency 
spectrum, 802.11n networks can be disrupted by Microsoft’s Xbox.

3.1.5.3  GPS Spoofing  The detection of spoofing attacks is a major focus of research into 
the physical layer of security against spoofing attacks. A few studies also look at ways to 
prevent the problem from occurring in the first place. Installing a countermeasure against 
spoofing attacks is also critical [22]. To avoid detection, the spoofer can exploit detection 
algorithms’ flaws to deceive the victim in future communications.

3.1.5.4  Jamming Attack  JAMMING is the term used to describe when interference from 
the sender or receiver objects jeopardizes the integrity of the network flow. By putting a 
jammer between the sender and the receiver, the sender can disrupt the communication 
medium and commit hostile acts such as integrity and accessibility violations. One of the 
most significant attack tactics is jamming, which can severely impede IoT network con-
nectivity and data movement between IoT devices connected by wireless links.

3.1.5.5  Tampering  Tampering is a type of IoT attack in which the attacker physically or 
electronically modifies the hardware or software components of the target device. Recent 
and widespread physical layer attacks give hackers access to the privacy, availability, 
and integrity of all IoT items by granting them complete control of the device [23]. By 
tampering with Internet of Things (IoT) systems, the security of those systems may be 
jeopardized.

3.1.5.6  Eavesdropping Attack  Eavesdropping is a typical method of gathering and ana-
lyzing communication traffic [23]. Active and passive eavesdroppers are the two basic 
categories. Eavesdropper covertly watches communication to passively listen. Active 
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eavesdropper, on the other hand, actively seeks to intercept the data transfer by returning 
fake data to the sender [24].

3.2 � (MAC sublayer)

3.2.1 � Masquerading attack

In a masquerading attack, the MAC address of a specific station or access point is 
spouted. Because of the open nature of the wireless medium, an attacker can simply 
sniff wireless communications to determine the identity of devices on the network [25]. 
Wireless traffic sniffing, device driver software, and spoofing can then be used to spoof 
those identities.

3.2.2 � Resource Depletion

Common targets for resource depletion attacks are shared resources such as the AP, 
which are attached to deplete the AP’s processing and memory power, rendering it use-
less to legal stations [25]. Attacks like this can be supplemented by more sophisticated 
attacks like the introduction of rogue access points to take over abandoned stations that 
are being used.

3.2.3 � PCF Attack

When in PCF (Point Coordination Function) mode, the access point serves as a network 
referee. It provides the devices with priority mechanisms [26]. An attacker could use 
false clock settings to spoof beacon frames. As a result, the stations’ contention periods 
would be distorted, resulting in a Denial of Service (DoS).

3.3 � 11p (PHY)

3.3.1 � Single Adversary Attack (SAA)

A single adversary enters the network and sends massive data flows to every legitimate 
node. As a result, energy would be depleted from both nodes and channels [27]. SAA 
has the potential to have a significant global impact on the network.

3.3.2 � Colluding Adversary attack (CAA)

Colluding adversaries can disrupt the intended traffic flow by sending massive data 
flows directly to each other [27].

3.3.3 � Vampire Attack

Rather than exploiting design or implementation flaws in specific routing protocols, 
vampire attacks make use of more general aspects of protocol classes such as link-state 
and distance-vector [28]. They can also use geographic and beacon-based methods to 
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direct traffic to their intended destinations. Furthermore, these attacks do not rely on 
flooding the network with a large amount of data, but instead strive to transmit the least 
amount of data possible to achieve the greatest energy drain, avoiding a rate-limiting 
method. Vampires send communications that adhere to protocol, making these attacks 
extremely difficult to detect and stop.

3.4 � 2(Logical link sub‑layer)

3.4.1 � Spanning Tree Protocol (STP)

In an STP attack, the attacker spoofs the topology’s root bridge. A recalculation of 
the STP balance is attempted by broadcasting an STP configuration/topology change 
BPDU. The attacker system has lower priority to bridge, as announced by BPDU sent 
out. An array of frames transmitted from other switches will be visible to the attacker. 
A delay of 30 to 45 s due to STP resets can result in a denial of service attack (DoS) if 
the root bridge is changed frequently. To make its host the root bridge, the attacker uses 
STP network topology alterations (Figs. 1, 2, 3, 4, 5).

3.4.2 � CDP Attack (Cisco Discovery Protocol)

Aside from information gathering, there was a vulnerability in CDP that allowed a 
hacker to overload and crash Cisco devices with fake CDP packets. Because CDP is 
not authenticated on a networked Cisco system, an attacker can send either false or 
legitimate CDP packets and have them immediately received by the attacker’s sys-
tem [29].

Fig. 1   WANET
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Wireless Ad Hoc 
Network (WANET)

Wireless Sensor 
Network

Mobile Ad Hoc 
Network

Wireless Mesh 
Network

Intelligent Vehicle 
Ad Hoc Network 

(InVANET)

Vehicle Ad Hoc 
Network (VANET)

Fig. 2   Classification of WANET

Fig. 3   Layer-wise classification of DDOS attacks
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3.4.3 � CAM Table Overflow

Since CAM overflow attacks make switches vulnerable, an attacker can use them as 
a hub to access every host on the network, listen in on communications, and launch 
MITM attacks. Attacking neighbor switches can be done using this technique [29].

Fig. 4   Impersonation attack

Fig. 5   Illusion attack
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Fig. 6   Sybil attack

Fig. 7   BGP hijacking
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Fig. 8   MITM attack

Fig. 9   Flooding attack

Fig. 10   DOS attack
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3.4.4 � DHCP Starvation

Using a bogus wireless card, the attacker sends a large number of requests to the DHCP 
server. If enough queries are dumped onto it, the attacker can exhaust all of the DHCP 
addresses on the network. The DHCP resource is then depleted for clients on the victim 
network [29]. When a Rogue DHCP Server is installed on the network, the attacker can 
respond to changing IP settings by using it as a DHCP Server. The unfortunate people 
are victims (Figs. 6, 7, 8, 9, 10).

4 � Existing Counter Measures to DDOS Attack

Authors [30] proposed a countermeasure to flooding attack in VANET; authors used Q 
learning algorithms that fall under the reinforcement leering to build a proposed model that 
handles the flooding attack effectively. Authors [31] presented a novel method known as a 
Homogeneous Discrete-Time Markov Chain that counters the data tampering attack which 
leads to the modification of actual with failed data. Authors [32] proposed a Machine 
Learning (ML) technique to overcome the security issues known as "Routing and reply" 
attacks, the ML algorithm used is SVM (Support Vector Machine) along with a cross-layer 
selection method. Author [33] suggested a countermeasure to jamming attack which can 
block all the communication channels leading to unavailability of information. To solve 
these issues an ML algorithm "SVM classifier" was proposed that detected intruders by 
classifying normal and abnormal patterns. Author [34] provided a solution to Sybil’s attack 
on VANET by using the Signal Strength Index, Fitness Function, and Throughput. The 
throughput was achieved by the use of signal strength and the fitness function was used 
to fix issues countered while using the proposed method. Author [35] presented a novel 
method called DPBHA to solve the black hole attack where authors used a dynamic thresh-
old and generated forged RREQ for the development of the model. Authors [36] proposed 
a novel method of SBGM and Dynamic wrapping threshold for countering the attacks 
such as a gray hole and black hole issues. Authors [37] proposed a method that is used to 
countermeasure the VANET attack known as the "Sinkhole" with the use of the CL-MLSP 
method and AODV protocol. Authors [38] presented a method that overcame the limita-
tions of the existing methods in the form of performance increase using new features along 
with the data-driven methodology to overcome spoofing attacks in VANET, they achieved 
99.1% accuracy in the detection of attacks. Authors [39] suggested the NOMA simulator 
for 5G wireless communication, this proposed method is applied for dropping attacks that 
drop packets and disturb the flow of information. This method used ML and DL techniques 
such as RF, KNN, and Neural networks. Authors [40] presented CR—VANET using the 
DL method that predicted collision attack that is caused by modifying the communication 
data between vehicles leading to false data circulating. Authors [41] to counter the MITM 
attack presented a novel method using the Xerosploit toolkit for testing purposes and audit-
ing fluxion tools that provided a primitive measure in protecting credentials. Authors [42] 
proposed IPS for protecting Road Side Unit (RSU) from intruders launching black hole and 
wormhole attacks. The IPS algorithm with swam approach provides the required security 
from attacks and safeguards RSU which is one of the sources of communication between 
vehicles. Authors [43] presented a countermeasure to sleep deprivation  attack that leads 
to DDOS attacks disputing the flow of information, the solution is developed using ML’s 
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BayesNet technique using different datasets to find the performance of every and finding 
the optimal. Authors [44] proposed an IDS for detecting GPS spoofing which monitors 
the behavior of the system to identify if any attacker is present or not. The proposed IDS is 
developed using DL techniques to improve the accuracy of the system. Authors [45] pre-
sented a novel method SAMA that protects the vehicles from location attacks, this method 
is implemented using triangulation concept with RSSI and programming language C++ 
and multimap. Authors [46] proposed a management system known as MOVE that secures 
the vehicles information from Frame Information Poisoning attack, MOVE uses simulator 
OMNET++ for simulation and monitoring. Authors [47] presented a framework to design 
IDS for detecting TCP SYN Attacks for which the authors used the ML approach using the 
VDOS-LRS dataset that leads to detecting DOS and DDOS attacks. Authors [48] proposed 
a DL technique for identifying the DDOS attack SIP networks using failover addressing 
and load balancing to migrate the attacks and achieved accuracy and increase in perfor-
mance. Authors [49] presented an IDS IEC104 honeypot that can overcome the drawbacks 
of signature and anomaly IDS, the proposed IEC104 honeypot is mainly used to protect 
IIoT from telnet attacks and provides encryption, authentication, and integrity features. 
Authors [50] presented a detection model that counters false messages communicated 
by an intruder into the network that can lead to land and teardrop attacks, the concept of 
Fuzzy-based context-aware is used by the authors to design the detection model. Authors 
[51] proposed a Novel embedding algorithm using an adapted distance metric that was a 
success in overcoming the attacks encountered by SPT attacks. Authors [52] presented an 
optimal replacement for existing IDS, the proposed IDS SDN-guard uses sampling meth-
ods and a linear integer program to determine the CAM Table Overflow attacks that fall 
under the DDOS attack category. Authors [53] proposed a model that combines ARP and 
ICMP protocols to find the intruder and countermeasure the DHCP Starvation. Authors 
[54] proposed a neural network method to counter SAA attacks; authors used multimodal 
fusion models and features for the design state-of-art model that improves the detection 
and performance rate. Authors [55] present a prevention method known as LEACH proto-
col that is deployed during communication between V2V, V2I, and V2X to counter Vam-
pire attack which drains the battery of vehicles during communication and can cause dev-
astation to the path. Authors [56] proposed IDS that works online and offline to validate 
the RSU and vehicles, TDES, dynamic keys sharing, and CPA methods are used for the 
development of IBOOS to protect the vehicles from SAA attacks. Authors [57] proposed 
IDS using PML-CIDS with an alternating direction method that counters Eavesdropping 
Attacks and differentiates between intruder or non-intruder vehicles. Authors [58] pro-
posed IDS that countermeasures the rushing attack using hybrid ML, advantages of RF, 
Corsets, and cluster algorithms (Figs. 11, 12, 13, 14, 15).

In the preceding section, a literature survey on existing models was conducted, in 
which various researchers presented their ideas on understanding the various forms of 
DOS and DDOS attacks and developed solutions to countermeasure the attacks using 
Computational Intelligence Techniques (CIT) such as Artificial Intelligence (AI), Deep 
Learning (DL), Machine Learning (ML), and new novel methods. We have correlated 
the details of the existing models such as techniques/algorithms used in developing 
the system, different types of attacks to which these existing systems can be applied to 
countermeasure and reduce the severity of these attacks, the limitations of the existing 
system along with suggestions to overcome them and finally further enhancements to 
improve the performance of a system in Table 1 below.
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4.1 � Future Research Work

According to our survey, there has been a lot of research done in the field of VANT to solve 
difficulties such as vehicular network privacy and security. Given its wireless form of com-
munication and vehicle mobility, VANET faces numerous security challenges. Researchers 
in the field of VANET have devised numerous solutions to all of the attacks that occur 
from time to time, but the intruder finds some vulnerability in the solution and exploits it. 
As per our survey, we discovered a few issues that might be considered to improve security 
and privacy, as well as established targets for future research work.

1.	 The majority of the solutions were aimed at overcoming security challenges associated 
with V2V, V2I, or V2X; however, not all of them were collated. As an outcome of future 
studies, a single framework that can address the difficulties raised by the mentioned 
modes of transportation can be developed.

2.	 A great deal of effort was put into securing the RSU, which is safer than vehicles. Addi-
tional research ideas for safeguarding vehicles that can be easier targets for intruders 
must be proposed.

Fig. 11   a Attacker choosing Victims and performs an attack. b DDOS attack
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3.	 Exiting solutions were largely built using ML algorithms, with minimal room for Arti-
ficial Intelligence (AI), Deep Learning (DL), and Neural Networks (NN) solutions. 
In future research, new solutions must be developed to solve ML disadvantages such 
as performance drops with large datasets, continuous learning, decision-making, and 
learning from previous jobs.

4.	 Existing intrusion detection systems (IDS) were designed only for the detection or 
prevention of assaults; previous IDS were unable to conduct both techniques in a single 
framework using modern CIT algorithms. As part of future work for researchers, an 
IDS framework that performs dual roles utilizing CIT such as AI, NN, and DL can be 
proposed.

Fig. 12   Network layer sybil attack

Fig. 13   Black hole attack
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5 � What Makes this Survey Differ from Other Existing Surveys?

The majority of existing surveys provided helpful information about various vehicular 
network attacks, existing countermeasures, and others. These surveys dealt with a par-
ticular type of attack and the subcategories of that attack. In this survey, we provide 
in detail one of the most severe attacks that can completely bring down the network; 
DOS and DDOS attacks impact the availability of network resources, leading to various 
problems. These attacks are launched in various forms and can affect any layer, causing 
a malfunction in the flow of information. The highlights of our survey and how it differs 
from existing surveys are mentioned below:

1.	 Regressive work has been done in detecting several attacks that lead to DOS and DDOS 
attacks.

Fig. 14   Jamming attack
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2.	 We carefully investigated each attack after discovering it and classified it layer by layer. 
Additional research was conducted to uncover assaults that affect a specific layer as well 
as attacks that can occur across multiple layers.

3.	 We reviewed recent publications to compile a list of existing methods, strategies, and 
algorithms for each assault that can provide countermeasures.

4.	 The existing solutions were examined to determine how these strategies were used to 
provide solutions to a specific attack or group of attacks.

5.	 A deeper analysis was conducted to evaluate the limitations and weaknesses of existing 
approaches in terms of accuracy, performance, and other factors.

6.	 The study of existing methods gives us a clear picture of their drawbacks and we have 
suggested how these drawbacks can be overcome and the existing research work can be 
further enhanced.

Attacks on MAC /PHY / 
Logical Link Sub layers

802.11 - MAC 802.11  P - PHY 802.2 – Logical 
Link

Masquerading 
attack

Resource Depletion

PCF Attack

Single Adversary 
Attack (SAA)

Colluding Adversary 
Attack (CAA)

Vampire Attack

Spanning Tree 
Protocol (STP) Attack

Cisco Discovery 
Protocol (CDP) Attack

CAM Table Overflow

DHCP Starvation

Fig. 15   MAC/PHY/logical link sub-layer attacks
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6 � Conclusion

The primary concern of the drivers is safety. VANET has the capability of meeting safety 
requirements by providing road information to its users. VANET, on the other hand, is 
not immune to vulnerabilities and threats. Vehicle applications must be safeguarded; if an 
attacker modifies the content of safety applications, users will be directly impacted. We 
hope to better understand attackers and their tactics by employing the proposed layer-wise 
attacks. Keeping an eye on attackers is difficult, but in the future, we will develop a system 
that can identify network attacks based on a specific attack type.
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