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Abstract
Intrusion detection system in wireless sensor network is one of the growing research areas
in recent years. Wireless sensor networks (WSN) consist of tiny devices. These tiny devices
have limited energy, computational power, transmission range and memory. However,
wireless sensor networks are deployed mostly in open and unguarded environment.
Therefore, intrusion detection is one of the important aspects for wireless sensor networks.
There are two different kind of intrusion detection mechanism: anomaly based and signature
based. In this paper, we mention several attacks on WSN and we primarily focus only on the
anomaly based intrusion detection system. Finally, we discuss about several existing
approaches to describe how they have identified security threats and implemented their
intrusion detection system.
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1. Introduction
Wireless ad hoc networks (WAHN) are autonomous nodes that communicate with each
other in a decentralized manner through multi-hop routing. There are two main types of
WAHNs, namely: mobile ad hoc networks (MANET) and wireless sensor networks (WSN).
Varieties of potential applications such as environment monitoring, health monitoring,
military solution are provided by WSN [1]. Wireless sensor networks consist of some cheap
and small devices. As they are generally deployed in unprotected environment, wireless
sensor network is vulnerable to various attacks. Therefore, security design is one of the
important factors for wireless sensor networks. There are two main techniques for security
solution: prevention based and detection based. Prevention based techniques are encryption,
authentication etc. Prevention based techniques cannot be applied to the wireless sensor
networks because of the limited resources and broadcast medium. Detection technique is to
identify the attacks based on the systems behavior. Currently, there are two different kinds
detection technique: anomaly based and signature based. In this paper we will focus only
towards the anomaly based detection technique. Most of the WSN researches were based on
homogeneous and heterogeneous network [2]. In homogeneous networks, all the sensor nodes
have the same capability; on the other hand, sensor nodes may be of varying capabilities in
heterogeneous networks. In this paper, we have focused on the various threats on WSN and
then we focused on some existing approaches to find out how they have implemented their
intrusion detection system (IDS) for wireless sensor networks.
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2. Characteristics of Wireless Sensor Networks
2.1 Self-Organization
Wireless sensor networks are formed by deploying large number of sensor nodes in a
region. Sensor networks protocols and algorithms have self-organizing capability.
2.2 Multi hop Routing
Because of the short transmission range, sensor nodes use multi -hop routing to
forward their data to the upper nodes.
2.3 Resource Limitation
Wireless sensor nodes have limited battery life, shorter transmission range and
computational power. They also have limited memory.

3. Comparison with MANET
IDS proposed in ad hoc network cannot be implemented directly in the sensor
networks because of the following reasons:


Number of nodes in WSN is higher than the node in ad hoc network.



Sensor nodes are densely deployed.



Sensor nodes are prone to failure.



Dynamic topology in WSN.



Broadcast medium used by WSN.



Limited resources in WSN.

4. Various Attacks on WSN
Wireless sensor network is vulnerable to several security threats. There are many
papers [3][4][5][6][7] that provides the security threats in details. Here we have
summarized some of the major security threats for WSN. Table 1 summarizes all the
security threats.
4.1 Misdirection
Changing or replaying the routing information can cause the misdirection attack.
Forwarding the message along with the wrong path can cause this kind of attack.
Misdirection attack is also counted as routing layer attack.
4.2 Selective Forwarding
In this type of attack, attacker refuses to forward packets or drop them and act as a
black hole.
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4.3 Sinkhole Attack
In Sinkhole attack, attacker„s attract all the traffic from a particular area to a
compromise node. This kind of attack can also cause selective forwarding attack.
4.4 Sybil Attack
In Sybil attack, a malicious node can represent multiple identities to the network.
4.5 Wormhole Attack
The simplest form of this attack is an attacker sits in between the two nodes and
forward in between them.
4.6 Hello Flood Attack
In Hello Flood Attack, Attacker broadcast hello packets to the networks to add
himself as the neighbor to the other nodes.
Table 1. Different DoS attacks and Defense Mechanisms in WSN[7]

5. Intrusion Detection System
Intrusion detection is a set of actions that determine, and report unauthorized activities. It
detects the violation of confidentiality, integrity and availability. There are two types of
detection technique: signature detection and anomaly detection [8]. IDS with signature
detection based compares the current activity of the nodes with the stored attack profiles and
generate an alarm based on the profile. On the other hand, anomaly based compares the
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systems normal profile with the current activity. In this paper, wehavedescribed several
existing approaches based on anomaly intrusion detection technique.
5.1 Anomaly Intrusion Detection based on OSI Layer
In [9] there is description of intrusion detection based on anomaly in multiple layers. The
paper tried to detect intrusion based on multiple OSI layers to reduce the false alarm rates.
5.1.1 Physical Layer: Received Signal Strength Indicator (RSSI) value is used at the
physical layer. During the neighbor discovery, each node records the RSSI value received
from its neighbor. Therefore, any node receiving packet with unexpected RSSI value will
generate an alarm. However, there is a chance of high positive false alarm because RSSI
value is affected with the background noise.
5.1.2 Mac Layer: At Mac layer, the authors proposed to use time scheduling algorithm
such as TDMA to allocate the time slot to each node and SMAC to allocate wake and sleep
schedule. If node A received packets from node B at the time when B is supposed to sleep
then alarm will be raised.
5.1.3 Routing Layer: At the routing layer, they have used forwarding tables generated by
the routing protocol. And they have also proposed a protocol named information
authentication for sensor network (IASN). The protocol works on authenticating information
rather than authenticating nodes. That means, a node keeps track on its neighbors and knows
what kind of information it expects from its neighbors. As an example, if a node receives a
packet from node B but it is expecting the packet from node C then an anomaly is detected.
In the paper, they have also shown how IASN works with routing protocols like DSR, DSDV
and directed diffusion.
5.1.4 Application Layer: At application layer, they have proposed mutual guarding
techniques. In the mutual guarding technique, the author described about nodes guarding each
other and also mentioned about four nodes guarding each other.
5.2 Anomaly Intrusion Detection based on Sliding Window
In [10], the authors have introduced an intrusion detection algorithm to consider the node
impersonation attack and route depletion attack. Their detection algorithm is based on the
sliding window approach where N packets are buffered. If the comparison of the rate of the N
received packets and rate of the previous N received packet is greater than a threshold value
then the alarm is triggered. But the algorithm fails to mitigate all the security threats.
5.3 Anomaly Intrusion Detection based on rules
In [11], the authors have proposed several rules to detect anomaly. The rules are:
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Interval Rule: A failure is detected if two consecutive message receptions are
smaller or greater than the allocated time.



Retransmission Rule: A failure is detected if the node is not forwarding the
message. This rule can detect black hole and selective forwarding attack.



Integrity Rule: A failure is raised if an attacker modifies the message payload.



Delay Rule:A failure is detected if the message is not delivered on due time.
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Repetition Rule: This rule detects denial of service attack where a failure is detected
if the same message is sent by node several times than expected.



Radio Transmission Range: A failure is raised if the message is received from the
other node except from one of its neighbor. All the message listened by monitor node
must be originated by one its neighbor.



Jamming Rule: The number of collisions associated with a message must be lower
than the expected number of collisions.

They have implemented IDS in some of the nodes called monitor node and their monitor
nodes functionalities are shown in figure 1.
Monitor node will act as an ordinary node and also it will detect intrusion in three phases.
Phase 1 will collect data and send it to the phase 2 to check the data by predefined rules and
then intrusion alarm is raised at phase 3.

Figure 1. Monitor Node Adapted from [11]
5.4 Anomaly Intrusion Detection based on Delta Grouping Algorithm
Li, He and Fu in [12] proposed a group based IDS which is based on anomaly detection
technique. They have used delta grouping algorithm to partition the network into groups and
then run the detection algorithm on each groups. At first, the whole sensor nodes are deployed
in the network and then the delta algorithm is applied to partition the network and then IDS is
applied on each group.
5.5Anomaly Intrusion Detection for Black Hole Attack
In [13], the authors have proposed their own IDS algorithm to detect black hole and
selective forwarding attack and they have proposed two rules to detect anomaly:
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Rule 1: If the node A send a packet to node B than it stores the packet in its buffer and
watch whether B forwards it or not. If B doesn‟t then increment then counter by one or delete
the message. If the failure count is more than the threshold value, an alarm will be raised.
Rule 2: If the majority of the monitor nodes have raised an alert then the target node is
compromised and should be revoked or should be notified by the base station. Based on their
rules, they have proposed an IDS block that is implemented in all the sensor nodes.
Figure 2 illustrates how IDS agent works in each sensor node:

Figure 2. IDS Building Agent, taken from [13]
They proposed an IDS agent in each sensor node and their IDS agent consists of following


Local responses



Cooperative detection engine.



Communication



Local packet monitoring



Local detection engine

Local responses send the response to the base station if any anomaly is found. In
cooperative detection engine phase, if any of the node detects the intrusion then it shares
information with the other nodes to reduce the false alarm rates. However, the local packet
monitoring phase monitors the packet and sends the data to the detection engine phase to
detect the intrusion to detect the anomaly based on their unexpected behavior,

6. Conclusion
Wireless sensor networks are vulnerable to several attacks because of their deployment in
an open and unprotected environment. This paper describes the major security threats in WSN
and also describes different intrusion detection techniques. Moreover, the paper also describes
several existing approaches to find out how they have implemented their intrusion detection
system.
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