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Abstract- In recent years, the tremendous growth of
interconnected devices results in a new technology called
Internet of Things (IoT). Cloud computing assists the IoT
applications to store the data and perform computation in
order to control and manage the vast amount of data
generated by these IoT devices. But the major challenge in
Cloud computing is to meet requirements of many real-time
applications of Internet of Things. Whereas, Edge is a
computing architecture that helps to communicate, manage,
store, and processes the data that quickly returns the
response. This is made possible by moving these
functionalities closer to the end users. Edge computing and
cloud computing are independent as wells as mutually
beneficial to many applications. This paper discusses the
overview of IoT, communication technologies and protocols
required for IoT, data transfer in IoT. Cloud services to
store, process and to analyze the data generated from IloT
devices are explored.
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I. INTRODUCTION

In this digital era, Internet of Things (IoT) is an emerging
field used for various domains with the advanced
communication technologies, protocols with fast
intelligent data analytical software to enable the
computing services by making use of cloud and edge
architecture based on user requirements and quality of
service for different kinds of applications.

Through IoT, devices or things are made to interact with
each other in turn to enable machine to machine
communication by enabling Radio-frequency
identification (RFID), actuators and sensors for intelligent
decision making based on the user context to improve the
quality of lives.

Over the period of time IoT is used in plethora of
domains[1] such as medical field, industrial,
transportation etc and architectural standardization
enables to provide the high-quality services to the people,
to improve the quality of life as well as to increase the
economy of the world.
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The explosive growth in the number of connected devices
generates massive amounts of data, which led to the
development of data analytics in cloud forms cloud
computing and hence made an emerging technology and
used in various domains for varieties of purpose. Cloud
computing with IoT applications is used when the
applications require high availability, processing and need
ample storage space. [2].

Extended capability of IoT enables data collection, data
storage and data analytics at the end-user made suitable
for time stringent real-time applications. As the main
criteria for real-time application is real-time interactions
with very minimal delay [3] and very quick response by
maintaining Quality of Service (QoS) even though with
increased number devices. As a solution, edge computing
paradigm is widely used in many applications.

Edge computing paradigm boosts the applications with
IoT by eliminating the offloading of the information to the
cloud or from the cloud to the close proximity of end
devices [4] at the edge. Due to the advancement in
mobile computing with smart phone, wireless sensor
nodes  and technologies  and
manufacturing technologies led to the huge increase in the

communication

edge computing.

The contribution in this paper is to provide a insight of
Internet of Things, IoT with cloud and edge computing.
Discussed Benefits, challenges and difference between
edge computing and cloud computing. The rest of this
paper is organized as follows: Section II provides the
details of IoT, Section III briefs cloud computing and
section IV describes Edge computing.

II. New perspectives in loT

Internet of Things (IoT) is an approach to interrelate many
computing device to communicate with each other and
has an ability to transfer data over the wired or wireless
network. The objects, things or any devices are made
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smart by embedding the sensors within it to make the data
collection and to analyse the data to produce the output
with or without human-to-human or human-to-computer
interaction. The capability of Internet of Things (IoT) to
connect many physical objects such as street lights,
wearable’s etc. to communicate, exchange data and to
derive actions. This extended the capability of using IoT
in various loT applications such as smart TVs, Smart
speakers, Smart toy, Smart wearable for medical
applications and smart appliances, smart meters, smart
city, smart traffic monitoring, weather condition
monitoring devices.

A. Components of IoT

An IoT system consists of four components as shown in
Figure 1. They are physical devices embedded with
sensors, network  connectivity, data  processing,
application user interface.

Figure 1: Components of IoT

The objects or electronic devices are made smart by
embedding multiple sensors within it which enables
devices to collect context based data such as audio, video,
signal, temperature etc. from the surrounding environment
and hence generates enormous amount of data . These data
generated by IoT devices has the characteristics such as
huge volume, value, in various forms which contribute
variety, veracity, velocity. .

These devices are connected to the cloud via IoT
protocols to the nearby edge gateway via various data
protocols such as Message Queuing Telemetry Transport,
client-server model with Web transfer protocol,
HyperText Transfer Protocol and by wusing data
communication protocols such as Mosquitto, Extensible
Messaging and Presence protocol, Lightweight Machine
to Machine, Simple sensor Interface protocol over
communication technologies[5,6,7] such as Wi-Fi,
Bluetooth, Cellular networks, Ethernet, Zigbee etc.
Bluetooth is a short range communication technology
commonly used in wearable products to transmit or
receive the data.

The smart devices are configured to send the data either to
the local database or to the cloud over the wired network.

As shown in Figure 2; the smart devices are configured to
send the data over the wireless router then to the cloud by
any one of the communication technology. Usually the
smart devices send data to the cloud over the cellular
network. With the different ways we can send the
information to the cloud service depending on the
requirements, bandwidth, cost, power, coverage area.

= =
EA =
B ‘Wi-Fi Router

Smart devices

Figure 2: Data transfer in IoT
Once the data is collected in the cloud, data analytical
software performs processing of the data, valuable
information will be extracted from this data and it is made
available to the user. Huge data storage and data analytics
at cloud are benefited characteristics compared to using
local database technologies such as DBMS, RDBMS.

In the cloud, analytical tool or artificial intelligence
algorithms performs data processing to retrieve valuable
information. This information can be made available to
the end-user through application programming interface.

B. Benefits and Challenges in IoT
Internet of Things is employed in various domains such as
agricultural, medical field [8] etc. to make human lives
simpler and more convenient. Few benefits of the IoT are
listed below in Figure.3.

* Smart Transportation
= Smart traffic monitoring

= Smart supply chain
management
= Smart retail

Smart Health
Smart Home

Smart Gaming
Smart Athlete

Smart farming
Smart crop management

e«

Figure 3: Applications of IoT
Internet of Things is an evolving technology and it is still
growing and can be used in plethora of domains. As
Internet of Things will continue to grow it open up
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opportunities for new challenges and threats. Few are few
listed.

e Diversity of data will be produced by the IoT
devices. Analysing this data and to produce the
valuable information to the owner is complex
due to the various kinds of data such as text,
audio, video, images, video, signal, noise etc.
generated by the [oT devices.

e Data retention policy to retain the data for a day
or month or year or decades depending on data
such as Surveillance data, alert data, aircraft data
and the applications.

e As IoT devices are connected to the internet,
cyber-attacks on IoT data and vulnerable to
malware is a potential risk in IoT. Providing the
security and privacy to the [oT data is a very big
challenge.

III. Challenges in Cloud computing

In the worldwide many applications uses cloud computing
for storing huge amount of data, processing, analysing for
the purpose of statistical analysis or to get the valuable
insights from the data to generate the value from it. IoT is
creating more sophisticated devices for varieties of
applications and hence creates massive amount of data to
be stored, shared and moved from place to place. Cloud
services used to do the entire above task and to provide
flexibility and more efficiency for the users. This cloud
based services are very useful for the business needs.
They will be using the cloud services as public cloud,
private cloud and business cloud depending on their need

[9].

Cloud computing is widely used in the many application
which generates vast amount of data and can tolerate
delay. Even though cloud services are used in plethora of
domains few applications require real-time data analytics
and needs valuable insights immediately. For these kinds
of applications we cannot use cloud due to the following
reasons.

e Nowadays many application demands for very
minimal end-to-end delay[10] and needs very
quick response

e Networks are often unreliable and reliable
connections [11] are available only in limited
locations; but cloud computing needs robust
connection to transmit and receive the data to
and from the cloud.

e Data is stored, processed and retrieved from the
cloud and hence more network latency.

e Data generated by the sensors, all the way pass to
the cloud over internet through many networking

components. Chances of hacking the data are
more and hence data privacy and security is less.

IV. EDGE COMPUTING ARCHITECTURE

The enormous growth of IoT applications also enabled to
gain the popularity to the edge computing paradigm [12,
13]. Edge computing architecture is similar to cloud
computing architecture with enhanced efficiency in
processing and storing the data closer to the source to
reduce the bandwidth and the response time.

Edge computing architecture as shown in Figure.4
provides the framework for the functional building block
for deploying the hardware and software.

Edge

device/nodes
/ Edge
computing

Wireless/

solutio|
gateway

Raspberry Pi

1oT devices

Figure 4: General IoT Edge computing architecture

Vast amount of data generated by IoT devices are heart of
IoT system. These data will be collected in the edge node
or edge device and will be stored and analyzed. The data
will be processed immediately based on the context at the
edge device. The edge computing system resides close to
the end-user or IoT devices to reduce the response time to
get the result and to optimise the bandwidth of the
network. Edge computing will do the following tasks:

Managing the IoT devices and to Collect the data

Provide high security[14] for the data from
sensor to gateway

Execute hands-free on boarding of devices

Ingest, collect, store and analyze data at the edge.

A. Challenges in Edge computing

Even though with the increasing popularity of edge
computing, it also facing many challenges [15, 16,17]
as shown in Figure 5.
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Figure 5: Challenges in Edge computing

B. Cloud Vs. Edge computing

Edge computing cannot replace [18] cloud compute;
however they are beneficial to the different extremely
large scale IoT applications. Table 1 discusses the
difference between edge and cloud computing [10].Cloud
computing provides many services irrespective of amount
of data generated, processing speed with good network
connectivity and already used in many applications. Even-
though Edge computing provides limited services but can
be used for real-time applications.

A. Advantages of Edge computing

Edge computing is an emerging new paradigm of
computing, wherein storage and processing is performed
in Edge devices for performing computation-intensive and
for latency-critical tasks.

TABLE I. Edge Vs. Cloud computing

Features Edge computing Cloud computing

Location Distributed nodes | It can be in any
and systems but | remote Location
near to end-user

Response time Low High

Dynamic Mobility High Low

Processing and | At Local edge | Remote cloud

Decision making device

Communication Real-time Constraints ~ with
interaction bandwidth and

network

Size of Storage small Huge in size

Context awareness yes No

Operational Decided by the | Controlled by cloud

environment customer operator.

Device Highly supported Limited support

heterogeneity

Computing Medium High

capability

The figure.6 lists out the benefits [19, 20 ] of edge
computing paradigm. Edge computing enables real-time
data analytics near the source and hence provides very
quick response time with reduced consumption of
network bandwidth.

Quick response time

Reduces the network bandwidth consumption

[ Improves the data security ]

Reduced cost

Reliability- without network connectivity

Edge
computing-
Advantages [ New innovative product can be developed ]

[ Improved user experience ]

[ Real time data analytics ]

\

Figure 6: Benefits of Edge computing

V. CONCLUSION

Computing paradigms are widely used to provide the
better services along with Internet of Things applications.
In this emerging area of computing paradigm, cloud
computing can be used to analyze and store massive
amount of data. Cloud computing is an ideal solution
when there is a high availability of good network
bandwidth and Internet services. Edge computing is
reshaping the technologies and enables many innovations.
In this paper key technologies, challenges and benefits are
discussed. Edge computing is a promising approach for
reduced bandwidth usage, data privacy protection with
quick service response. Edge computing is suitable for
stringent timing requirement applications.
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