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Abstract— This paper introduces a new, principled approach to detecting LSB steganography
in digital signals such as images and audio. It is shown that the length of hidden message
embedded in the least significant bits of signal samples can be estimated with relatively high
precision. The new steganalytic approach is based on some statistical measures of sample pairs
that are highly sensitive to LSB embedding operations. The resulting detection algorithm is
simple and fast. To evaluate the robustness of the proposed steganalytic approach, bounds on
estimation errors are developed. Furthermore, the vulnerability of the new approach to possible

attacks is also assessed, and counter measures are suggested.

I. INTRODUCTION

Steganography is an art of sending a secrete message under the camouflage of a carrier content.
The carrier content appears to have totally different but normal (“innocent””) meanings. The goal
of steganography is to mask the very presence of communication, making the true message
not discernible to the observer. The wide use of the internet as a mass communication means
and the proliferation of digital multimedia on the web present unique opportunities for modern
steganography. Recent years have seen increased interests and even commercial software in using
digital media files, such as images, audio, and video files, as carrier contents of steganography.
A popular digital steganography technique is so-called least significant bit embedding (LSB
embedding). With the LSB embedding technique, the two parties in communication share a
private secret key that creates a random sequence of samples of a digital signal. The secrete
message, possibly encrypted, is embedded in the least significant bits of those samples of the
sequence. This digital steganography technique takes the advantage of random noise present in
the acquired media data, such as images, video and audio. Since the magnitude of signal noise
is comparable to that of the least significant bits, embedding message bits in the least significant
bit plane will not cause any discernible difference from the original visual or audio signals.
Earlier works on steganalysis of LSB embedding in grey-scale and color images were reported
in [3], [5], [1], [2], and a survey of steganography techniques can be found in [4].

In this paper we present a new robust steganalytic technique for detection of LSB embedding
in digital signals. The technique is based on a finite state machine whose states are selected

multisets of sample pairs, called trace multisets. Some of the trace multisets are equal in
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their expected cardinalities, if the sample pairs are drawn from a digitized continuous signal.
Random LSB flipping causes transitions between these trace multisets with given probabilities,
and consequently alters the statistical relations between the cardinalities of trace multisets.
Furthermore, the statistics of sample pairs is highly sensitive to LSB embedding, even when
the embedded message length is very short. By analyzing these relations and modeling them
with the finite-state machine, we arrive at a simple quadratic function that can estimate the
length of embedded message with high precision, under an assumption that is true in reality
for continuous signals such as natural images and audio. Furthermore, we can also bound the
estimation error in terms of the degree that this assumption deviates from the reality.

The paper is structured as follows. In Section 2 we will study, as the foundation of our new
approach of steganalysis, some interesting and useful statistical properties of sample pairs of a
continuous signal. Some special multisets of sample pairs, called trace multisets, are introduced.
The behavior of trace multisets under LSB embedding operations is modeled by a finite-state
machine. Then in Section 3 we use the structure of the finite-state machine to establish quadratic
equations for the length of embedded message in terms of the cardinalities of trace multisets.
The accuracy of the estimated hidden message length computed by the quadratic equations is
analyzed in Section 4. We also discuss how to use trace multisets and how to draw sample pairs
from a signal to minimize estimation errors. Section 5 presents our experimental results with
a test set of 29 continuous-tone images. Possible attacks to the proposed steganalytic method
are examined and counter measures are suggested in Section 6. Section 7 relates the proposed
approach of steganalysis to the RS method of [2], and proves some key observations on which
the RS method was based. In order not to obscure our main ideas we put necessary but lengthy

mathematical developments in four appendices.

II. TRACE MULTISETS OF SAMPLE PAIRS

In this section, to motivate the proposed approach of steganalysis, let us study the effects
of LSB embedding on some selected sets of sample pairs. Assuming that the digital signal is
represented by the succession of samples s, ss,- -+, sy (the index represents the location of a
sample in a discrete waveform), a sample pair means a two-tuple (s;,s;), 1 <i,j < N. We
use sample pairs rather than individual samples as the basic unit in our steganalysis to utilize

higher order statistics such as sample correlation. Let P be a set of sample pairs drawn from
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a digitized continuous signal. We will later come back to the issue of how these sample pairs
should be chosen to aid steganalysis.

In the following development, however, it is more convenient to treat P, a set of sample
pairs, as a multiset of two tuples (u,v), where u and v are the values of two samples. In the
sequel, unless otherwise explicitly stated, two-tuples (u,v), or members of P, always refer to
values of two different samples drawn from a signal. Denote by D,, the submultiset of P that
consists of sample pairs of the form (u,u + n) or (v + n,u), i.e., the two values differ exactly
by n, where n is a fixed integer, 0 < n < 20 _ 1, and b is the number of bits to represent each
sample value. In order to analyze the effects of LSB embedding on D,,, it is useful to introduce
some other submultisets of P that are closed under the embedding operation, in terms of the
pairwise difference of sample values. Since the embedding affects only the LSB, we use the most
significant b — 1 bits in choosing these closed multisets. For each integer m, 0 < m < 20~ —1,
denote by C),, the submultiset of P that consists of the sample pairs whose values differ by m
in the first (b — 1) bits (i.e., by right shifting one bit and then measuring the difference).

To summarize the above, we introduced the multisets D,,, 0 < n < 2° — 1, to characterize the
changes caused by the LSB embedding in the difference between two sample values. We also
introduced the multisets C,,,, 0 < m < 2°=! — 1, which are invariant under the LSB embedding.
Note that the multisets D,, form a partition of P, and the multisets C',, form another partition of
P. It is interesting to investigate the relation between these two partitions. It is clear that Dy,
is contained in C,,. Indeed, if (u,v) is a pair in Dy, (i.e. | u —v |= 2m), then both u and v are
either even or odd. By right shifting one bit and taking the absolute difference, the value obtained
is exactly | u—wv | /2, hence (u,v) € C,,. This is not true however for Dy, ;. The sample pairs
of Dy, 41 are shared between C,, and C,, ;1. Specifically, if (u,v) is a pair in Da,, 1, then the
pair can have one of the following forms: (2k —2m —1,2k), (2k,2k—2m—1), (2k—2m, 2k+1)
or (2k+1,2k —2m) for some k. The pairs (2k —2m —1,2k) and (2k,2k —2m —1) are in C, ;.
This is because by right shifting one bit, the values 2k and 2k —2m — 1 become k£ and k —m —1
respectively, which differ by m + 1. But the other two forms of pairs, (2k — 2m, 2k + 1) and
(2k 4+ 1,2k — 2m), are in C,, (by right shifting one bit the values 2k + 1 and 2k — 2m become
k and k — m respectively, which differ by m).

Since Dy, is shared between C,,, and C,,, ;1 we partition D5, into two submultisets Xo,, 1

and Y5, 1, where Xy, 1 = Doyt N Crupr and Yapi1 = Doy NGy, for 0 <m < 2071 — 2,
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and Xoo_1 = 0, Yoo_1 = Dqyv_q. Consequently, Xs,,,1 is the submultiset of sample pairs of the
form (2k —2m — 1,2k) or (2k,2k —2m — 1), and Y3, the submultiset of sample pairs of the
form (2k — 2m, 2k + 1) or (2k + 1,2k — 2m). A simpler characterization of these two types of
submultisets, which reveals both common and distinctive features of them, is the following. Both
types contain pairs (u,v) that differ by 2m + 1 (i.e. | u — v |= 2m + 1). Those pairs in which
the even component is larger are in X5, 1, whereas those pairs in which the odd component is
larger are in Y5,, ;. For natural signals, the chance for a sample pair in Dy, to have a larger

or smaller even component is the same, meaning that for any integer m, 0 < m < 2071 — 2,

E{|Xomi1|} = E{[Yam1]}- )]

In section 4 we present empirical evidence collected from 29 natural continuous-tone image that
validates assumption (1). In that section we will also analyze how the validity of assumption (1)
impacts on the precision of our steganalytic method.

In order to analyze the effects of LSB embedding on sample pairs, let us consider all four
possible cases of LSB flipping, labelled by four so-called modification patterns 7: 00,01, 10, 11,
with 1 indicating which sample(s) of a pair has(have) the LSB reversed, 0 indicating intact
sample(s). For each m, 1 < m < 2°~! — 1, the submultiset C,, is partitioned into Xs,,_1, Do,
and Y5,,11. It is clear that (), is closed under the embedding, but Xs,, 1, D, and Y5, 11
are not. Take an arbitrary sample pair (u,v) of Xy,,_;. Then (u,v) = (2k — 2m + 1,2k) or
(u,v) = (2k, 2k —2m + 1). By modifying the sample pair (u,v) with the pattern 10 the sample
pair obtained is (u/,v") = (2k — 2m, 2k) or (uv/,v’) = (2k + 1,2k — 2m + 1). Likewise, if (u,v)
is modified by the pattern 01, then (u/,v") = (2k —2m + 1,2k + 1) or (v/,v") = (2k, 2k — 2m).
These observations illuminate on the usefulness of multisets X5, and Y5, for steganalysis,
where X, is defined as the submultiset of P consisting of all pairs of the form (2k — 2m, 2k)
or (2k + 1,2k —2m + 1), and Y5, is defined as the submultiset of P consisting of all pairs of
the form (2k — 2m + 1,2k + 1) or (2k,2k — 2m). It is clear that X5, and Y3, form a partition
of Dy,,.

In summary, multiset C),, with 1 < m < 20=1 _ 1, can be partitioned into four submultisets
Xom—1, Xom, Yo, and Yy, 11, called the trace submultisets of C,,. And multiset C),, is closed
but its four trace submultisets are not under the LSB embedding operations. This phenomenon

can be modeled by a finite-state machine as depicted by Fig. 1. The finite-state machine shows
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Fig. 1. The finite-state machine whose states are trace multisets of C,,. Note that C,,, is closed under LSB steganography but

its four subsets are not.

N 2
» i/
N ‘ ‘ ‘
° L o

Fig. 2. The finite-state machine associated with Cl.

how the sample pairs are driven from and to the multisets Xo,, 1, Xo, Yo, and Y51 by
different LSB modification patterns. Each arrow drawn from multiset A to multiset B, labeled
by a modification pattern, means that any sample pair of A becomes a pair of the multiset B,
if modified by the specified pattern. It is straightforward to construct the finite-state machine
of Fig. 1 based on the definition of the four trace submultisets of C,,. We have shown that
Xom—1 BN Xom and Xs,, 1 o Yo, and the other transitions can be similarly derived.

The finite-state machine of Fig. 1 does not apply to the multiset Cy. We need to model the
behavior of Cjy under embedding separately. Multiset Cy is closed under LSB embedding, and
can be partitioned into Y; and D,. The transitions within Cj are illustrated in Fig. 2.

The significance of the finite-state machines of Fig. 1 and Fig. 2 is that one can statistically
measure the cardinalities of the trace multisets before and after the LSB embedding using the
probabilities of modification patterns applied to each multiset. Moreover, as we will see in the
next section, if the LSB embedding is done randomly in the time domain, then these probabilities

are functions of the length of the hidden message.

III. DETECTION OF LSB STEGANOGRAPHY

For each modification pattern = € {00, 10,01,11} and any submultiset A C P, denote by

p(m, A) the probability that the sample pairs of A are modified with pattern 7 as a result of the
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embedding. Let p be the length of the embedded message in bits divided by the total number of
samples in a multimedia file. Then the fraction of the samples modified by the LSB embedding
is p/2. Assuming that the message bits of LSB steganography are randomly scattered in the time
domain (or image domain if the cover object is an image) we have:

i) p(00,P)= (1 —p/2)%

ii) p(01,P)= p(10,P) = p/2(1 = p/2);
iii) p(11,P)= (p/2)>.

Let A and B be submultisets of P such that A C B. We say that multiset A is unbiased
with respect to B if p(m, A) = p(w, B) holds for each modification pattern = € {00, 10,01, 11}.
(When B = P we simply say that A is unbiased.) If all four trace submultisets of C), are
unbiased, (', is said to be unbiased. As a convention in sequel, we denote each multiset defined
above by A or A’, depending on if the multiset is obtained from the original signal or tampered
signal of LSB embedding. The same convention also applies to sample values such that (u,v)
and (u',v") are the values of a sample pair before and after LSB embedding. When the message
bits LSB steganography are randomly scattered in the time domain, it follows that each (), is

unbiased and one can derive from the finite-state machine of Fig. 1 that
2
[Xam-1|(L = p)* = Tl = 5 (1D + 21 X5 1) + X, @)
2

Yameal(L = p)? = T 10l = (Dol + 2¥dpial) + ¥ Q)

where 1 < m < 2°~! — 1. And for the special case m = 0, we have from Fig. 2 that

2

Yil(L = p)* = [Gol % = S D5+ 217 + Y7 )

A proof of (2) and (3) is presented in Appendix A in order not to disrupt the presentation of
our main ideas.

From equations (2), (3) and (4) together with the property E{|X2n11|} = E{|Yom+1]}, 0 <
m < 2"~ — 2, we finally obtain the following quadratic equations to estimate the value of p:

(ICm] = [Crnsil)P® (D] = [Dhynl + 2Y50 41| = 201X5,, 11 1)p

4 2
_HYQ/ +1’ - ‘Xém—&-l’ = 07 m 2 17 (5)

m
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and

(2|Col — [Cihp*  (21Dg] — [D5] + 21Y{| — 2| X{[)p

4 2
+HY{| = |Xi[=0, m=0. (6)

Note that all quantities in (5) and (6) can be obtained from the signal being examined for
possible presence of LSB embedding in it. No knowledge of the original signal is required. The
smaller root of quadratic equation (5) (or equation (6)) is the estimated value of p, provided
that |Cp,| > |Crnq1| and |Dap| > |Daomyal (or 2|Cy| > |Cy| and 2|Dy| > |Dy|). Indeed, the

inequalities
2|Co| > |C1| > |Ca| > - > |Cn| > [Coga| > -+ -, %
2|Do| > |Ds| > |Da| > -+ > |Dom| > |Domsa| > - - )

hold under rather relaxed conditions. Let U and V' be discrete random variables corresponding
to the first and second values of the sample pairs of P that have joint probability mass function
(pmf) P(u,v). Consider the difference between U and V/, a new random variable Z = U — V.
Then the probability mass function of Z, Pz(z), is a projection of the joint pmf P(u,v) in the
direction (1, 1). If the sample pairs of P are drawn at random, then clearly P(z) has zero mean
since E{U} = E{V'}.

Also note that if

2|Dg| > |D1| > |Ds| > -+ > |D;| > |Dija| > -+ -, )

then (7) and (8) follow, based on assumption (1). A sufficient condition for (9) to hold is that
P7(z) is unimodal and peaks at mean. This condition is satisfied by a large class of joint

distributions, including the family of Kotz-type elliptical joint distributions

P(u,v) = alr,s)[S" 2 exp{—r[((u, v) = (ttur 1)) S (w1 0) = (pus )1} (10)

where 7 and s are constants, and « is a scaling function in 7 and s to make P(u,v) a probability
function. This family includes the joint Gaussian distribution as a special case. If P consists of
spatially adjacent sample pairs rather than randomly drawn, then |D;| even has an exponential

decay in ¢ (see Fig. 5 for a preview of the distribution in practice).
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For proving that the actual value of p equals the smaller of the two real roots of equation (5)

it suffices to show that

< (I D3] = |Dapial + 215 41| — 2[X50411)
B |Cm| - ‘Cm+1|

The right side of the above inequality represents the semisum of the two solutions of equation

(1)

(5). Relation (11) is equivalent to

p< (Cm| = |Cmia| + [YVompa| = [Xgmal + [Yongs| = [Xomial)
- |Cm| - ‘Cm-l-l’

Using (40) and |C,,| > |Cy41], (12) becomes

: (12)

(P = D(|Cn| = |Cmial) < (1= p)([Yamsa| = [Xom-a| + [Yomis| = [Xomi1]) (13)

Applying (1), the above inequality reduces to

0 < (1 =p)(|D2m| — |Dam+2l)- (14)

IV. ACCURACY OF ESTIMATED HIDDEN MESSAGE LENGTH

In this section we examine the factors that influence the robustness of the steganalytic technique
developed above, and suggest ways of improving the accuracy of estimated hidden message
length.

Given a chosen multiset P of sample pairs, the proposed LSB steganalytic technique hinges
on assumption (1). The accuracy of the estimated hidden message length p made by (5) or (6)

primarily depends on the actual difference

€m = |X2m+1| - |Y2m+1|- (15)

An immediate reaction to this observation is to compute the estimate p with (5) or (6) for an
m value such that |e,,| is as small as possible. For natural signals that have reasonably smooth
waveforms, the smaller the value of m, the smaller the difference |e,,|. In Fig. 3 we plot the

value
lem‘
| Xomt1| + [Yom1]

averaged over 29 continuous-tone test images as a function of m.
However, a more robust estimate of hidden message length can be obtained by combining

trace multisets for a range of m values in which |e,,| is small. For arbitrary 1 <i < j < 20=1_1,
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0.5F 3

0.451 B

Fig. 3. Solid line: relative error |, |/ (| X2m+1]|+|Y2m+1|) for 0 < m < 50; Dash-dot line: the percentage of | Xapm41|+|Y2m+1|

in Zij;o (| X2m+1| + |Yam+1|). Note the exponential decay of | Xom+1| + [Yom+1].

the finite-state machines of Fig. 1 for C,,,, 1 < m < 20=1 _ 1, can be combined and extended to
UZn:sz by replacing the trace multisets Xs,,—1, Xom, Yo, Yome1 with Ufn:ngm_l, Ufn:ngm,
Ufn:ing, Uﬁn:ingH respectively. We say that the multiset Uf}L:iCm is unbiased if the four
unions of trace multisets considered above are unbiased. The advantage of combining multiple

trace multisets for different m values is that
E{| Ui Xomia|} = E{| Uy Yamsa |} (16)

is a more relax condition to satisfy than (1) with respect to individual m. In other words,
|37 . €n| tends to be significantly smaller than |e,,| for a fixed m, which is a determining
factor of the accuracy of the proposed steganalytic approach as we will see shortly. Note that
(16) does not require that (1) holds for all m. Instead, (16) only requires that for a sample pair
(u,v) € P with [lu—v| = 2t+1, i <t < j, the even value of u and v has equal probability to be
larger or smaller than the odd value of v and v. This is true for natural signals. To corroborate
on this assertion we plot in Fig. 4 the relative error term

| Ui Xomaa| — | U Yo

’ Uzn:i Xomt1| + | Uzn:o Yom1]
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Fig. 4. Relative error of (16): . a): the case of spatially adjacent sample pairs in P; b): the case

V) Xoma1|+|U) _ Yomyl

m=i

of randomly chosen sample pairs in P.

as a function of ¢ and j. The statistics of Fig. 4 is collected from the 29 test images of our
experiment (see Section V). The graph shows that the error of (16) is very small for ¢ = 0 and
appropriate j value. Given a j value the error of (16) increases in 7. The error takes on the
minimum when ¢ = 0 and j is approximately 30. Another important observation is that (16) is
far more accurate if P consists of spatially adjacent sample pairs than if it consists of randomly
chosen sample pairs.

As pointed out above, the four unions of trace multisets Uf'n:iXQm,l, Uﬁn:ingH, Uf'n:Z-XQm,
and U‘Zn:i}/Qm have the same finite-state machine structure as in Fig. 1. Based on this finite-state
machine structure, the statistical relation of (16), and the fact that the multisets Ufn:ZCm and
UJT,J[:IZ 41O, are unbiased if LSB steganography is done via random embedding, we can derive,

in analogous way to Appendix A, the following more robust quadratic equations for estimating
p:
2
T (1G] = 1Cal) = §l1D3| = [Dyp0] +
25—V = 1 X5 )] +

S i(Yaia] = [ Xbmia) =0, i > 1. (17)

In fact, by summing up (5) for consecutive values of m, 1 <7 <m < j < 2b=1 — 92 we can
also arrive at (17).

Similarly, based on (16) and the assumption that the multisets C), Ufnzl C,, and Uf,j:llCm are
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unbiased for 0 =7 < 5 < 20=1 _ 2 which is true for random LSB embedding, we have
2
E(2|Co| = |Cia]) — B2[Dg| — [Dsj40] +
22#:0(|Y2/m+1‘ — | Xoma )] +
o (Yo | = [ X5a) = 0, i =0. (18)

m

We can solve either of the two quadratic equations in p, depending on the start index value ¢,
for the smaller root that is the estimated p.
Next we develop a bound on the estimation error of (17) and (18). The error bound is a

function of the actual differences

€m = ’X2m+1‘ - |Yzm+1‘7 (19)

0<m<2"1 —2 For1<i<j<21 —2 denote
2% i €m

€ij = ) (20)
7 |Dai| = | Dajyal
and for 0 =4 < j <21 — 2, denote
27,0 €m
egi = m= . 21
2 Do| — [ Dajial

Mention that, under some very easy to met assumptions, the denominator of e;; is positive. We
can bound the estimation error as below

ar 2!@‘;”

p=p(, 7)< -

— €5

(1-p), (22)

forall 0 < i < j < 21 — 2 where p(i, ) is the estimated value of p obtained by solving
(17) (when @ > 1) or (18) (when 7 = 0), provided that e;; < 1 and the LSB embedding is done
randomly in the time or spatial domain of the signal. The derivation of error bound (22) is given
in Appendix B.

To reduce estimation error we want to make |e;;| small. In other words, we would like to
reduce |Zi1:i €m| and increase |Dy;| — |Dajio|. Observe from Fig. 4 that |Zin:i €| decreases
in general as the difference between 7 and j increases. But more critically to robust estimation
of p, given an ¢, the larger the distance j — ¢, the larger the difference |Ds;| — |Dgj42|. This is
because |Do;| is a monotonically decreasing function in i (see Fig. 5). Therefore, we should let

1 = 0 and choose a sufficiently large j in (18) to obtain robust estimate of p.
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25 30 35 40

Fig. 5. Probability function P(]|D2;|) for spatially adjacent sample pairs (solid line), and for randomly selected sample pairs

(dash-dot line). The sample statistics is collected from a set of 29 continuous-tone images.

The estimate accuracy is also affected by the way how the sample pairs of the multiset P
are chosen. Appendix C shows that the more the two values of sample pairs are correlated, the
faster |D;| decreases in ¢. This means that given i and j, |Dy;| — |Dgjt2|, the denominator of
(20), are larger if the sample pairs of P are drawn from closer positions of a signal waveform.
Consequently, for more robust estimate of p the members of multiset P should be pairs of
two spatially adjacent samples (assuming the signal source is Markov). This reasoning is well
corroborated in practice. To illustrate this fact we plot in Fig. 5 the probability mass function of
P(|Ds;|) against all possible i values for two different multisets P: one consisting of spatially
adjacent sample pairs, and the other consisting of randomly selected sample pairs.

The analysis of Appendix C also means that the estimate p is more robust if samples of the

signal are more highly correlated, and vice versa.

V. EXPERIMENTAL RESULTS

The proposed LSB steganalytic technique is implemented and tested on a set of 29 continuous-

tone images of both color and gray-scale types. This test image set includes all original ISO/JPEG
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test images such as barb, balloon, goldhill, girl, etc., and those of the kodak set. Twenty-four
sample images of our test set are given in Fig. 6. As we can see the test set includes a wide
range of natural images, from natural scenery to man-made objects like buildings, and from
panoramic views to close-up portraits. This makes the test results to be reported in this section
indicative of the performance of the proposed steganalytic technique in reality.

Guided by our estimation error analysis of the proceeding section, in our experiments we form
the multiset P by selecting all pairs of 4-connected pixels. The inclusion of both vertically and
horizontally adjacent pixel pairs in P also accounts for sample correlation in both directions.

The accuracy of the LSB steganography detection technique is evaluated for hidden message
lengths p = 0, 3, 5, 10, 15, 20%, where p is measured by the percentage of the number of message
bits in the total number of pixels in the test image. In our simulation the embedded message
bits are randomly scattered in a test image. Fig. 7(a) plots the distribution of the estimates p of
different test images for different embedded message lengths p. The vertical difference between
an estimate point and the diagonal line is the estimation error p — p. It is evident from Fig. 7(a)
that our LSB steganalytic technique is highly effective, making very good estimate of p. The
average error magnitude is only 0.023, and it stays almost the same for different p values.

We define false alarm rate as the probability that the steganalytic technique reports the
existence of embedded message when the input signal is truly original, and the missing rate
as the probability that a tampered signal evades the steganography detection. If one is to set a
threshold of p > 0.018 to determine whether a hidden message is embedded in the image, then
for the test set the the false alarm rate when p = 0 is 13.79%, and the missing rate is 11.03%
when p = 3%. The missing rate quickly drops to 0 if the embedded message length p > 3%.

Our detection algorithm for LSB steganography is compared with the RS method of [2], which
is the most accurate and robust LSB steganalytic algorithm in the literature. The two algorithms
perform almost identically by the criteria of false alarm and missing rates, and also in terms of
average error in estimated hidden message length. These empirical findings should not come as
a surprise as we will see in Section VII that the two techniques are essentially based on the

same principle and assumptions.
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Fig. 6. Sample images of the test set
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Fig. 7. Performance of the proposed LSB steganalytic technique. a): the case of random LSB embedding; b): the case of

selective embedding, with 7 = 1.

VI. POSSIBLE ATTACKS AND COUNTER MEASURES

If the message bits are scattered randomly among the least significant bits of all signal samples,
then the use of spatially adjacent sample pairs makes the estimate of p more robust. But this
choice of P opens a door for possible attacks on the detection method. An adversary can try to
fool the detection method by avoiding hiding message bits at locations where some of adjacent
sample pairs have close values. For instance, if the adversary does not embed in adjacent sample
pairs that differ by less than 3 in value, then he makes p(m, Dy) = 0, 7 € {01,10,11}. In other

words, the adversary purposefully tricks C to be biased, violating an assumption that ensures
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p=0% | p=3% | p=5% | p=10% | p=15% | p=20%

T = 0.1379 | 0.1103 0 0 0 0
T=1|0.1379 | 0.0828 | 0.0069 | 0.0069 0 0
TABLE 1

PROBABILITY OF WRONG DECISION: MISSING RATE WHEN p > (0, AND FALSE ALARM RATE WHEN p = 0, WITH THE

DECISION THRESHOLD SET AT p > 0.018.

the accuracy of (18). An attack of this type is to only embed message bits among candidate
sample positions where all adjacent sample pairs are in C; such that ¢ > 7, where 7 is prefixed
threshold. In other words, any sample pair (u,v) that is tampered by LSB embedding satisifies
|lu—wv| > 27 —1, and |u' —v'| > 27 — 1, where (v, v) represents the values of the two samples
after LSB embedding. Clearly, this LSB embedding scheme conditioned on C; such that ¢ > 7
can be decoded, because both encoder and decoder can refer to the same C,, ¢ > 7, to decide
whether a sample is a candidate for embedding.

The effects of the attack by embedding only at positions where all adjacent sample pairs are
in C; such that t > 7 are demonstrated by Fig. 7(b) of threshold 7 = 1. By comparing Fig. 7(b)
with Fig. 7(a) of threshold 7 = 0, we see that the distribution of estimated message lengths p has
significantly wider spread as 7 changes from 0 (random embedding) to 1 (selective embedding).

Table 1 tabulates the false alarm rates when p = 0 and the missing rates when p > 0 for
different p and for 7 = 0, 1. The statistics of Table 1 is collected from the set of test images.
Our empirical evidence indicates that the proposed LSB steganalytic technique cannot be fooled
by selective LSB embedding scheme that avoids embedding in smooth waveforms. As we can
see in Table 1 that for p = 3% the missing rate actually drops from random embedding (7 = 0)
to selective embedding (7 = 1), and it only increases very slightly for larger p.

In general, the proposed method is open for attack if the locations of chosen sample pairs in P
are known, and if the algorithm examines a specific close set Cs; and the chosen s is also known.
Fortunately, to the benefit of steganalysis the detection algorithm can solve (17) for different
choices of 7 and j. In other words, the steganalyst can choose different multisets Uin:iC’m and
U 41O, to estimate p. The estimate will be improved as long as U _,C,n and U7HL 1O, are

unbiased. It is extremely difficult, if not impossible, to select locations of embedded message
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bits in such a way that all of C,,,, 0 < m < 27! — 1, become biased. The research on this type
of counter measures against attacks is underway.
We conclude this section with an analysis on the capacity of the aforementioned selective

steganography. The adversary’s objective is to make the multiset
C(<7' = U0§t<7'ct

to be void of the message bits. The event that (u,v) € P but (u,v) & C—, has the probability

212 P D.,-,
P.=1-Y P(D) - (‘2“’) (23)
t=0

In the case of steganography in images, if we include all 4-connected sample pairs in P, then
a sample u can be candidate for LSB embedding only if we simultaneously have (u,n) & C_.,
(u,$) € Cery (u,w) & Cery and (u,e) & C., where n, s, w, and e denote the samples to the
north, south, west and east of u. In two-dimensional image signals, it is reasonable to assume
that (u,n) and (u, s) are mutually dependent but are independent of (u,w) and (u, e). Then the

probability for a sample to be candidate for LSB embedding is

P((u,n) € Cr|(u,5) & Cer) P((u,s) & Cr) -
P((u,w) & Cerl(u,e) & Cor)P((u,€) & Ccy) < P2 (24)

From Fig. 5 and Appendix C we observe that P, has an exponential decay in 7. Therefore,
the capacity of selective steganography diminishes exponentially in threshold 7, and the rate of

decay is greater for highly correlated signals.

VII. REMARKS ON THE RS METHOD

Very recently Fridrich et al. proposed a steganalytic technique, called the RS method, to detect
LSB embedding in continuous-tone images [2]. The RS method was demonstrated in experiments
to be very effective. The RS method uses groups of four pixels (2 x 2 blocks) versus our choice
of pixel pairs. Interestingly, our analysis presented in the proceeding sections offers a proof of
some key observations underlying the RS method if it is applied to sample pairs.

The RS method partitions an image into N/n disjoint groups of n neighboring pixels, where
N is the total number of pixels in the image. In [2] the authors considered the case n = 4. A

discrimination function f(-) that captures the smoothness of a group of pixels is defined f(G) =
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flz1, 29, ... x,) = 2_:1 |xi1 — 24|, where x1, z,, ..., x, are the values of the pixels in the group
G. In addition, threcze:ilnvertible operations, F,,(xz),n = —1,0, 1 on pixel values x, are introduced.
Fi(z) is the operation that flips the LSB of a pixel, i.e., F1: 0 <> 1, 2 <> 3, ..., 254 <> 255.
F_1(x) maps pixel values in the opposite direction to Fj. Specifically, F_; : —1 <> 0, 1 +
2, ..., 255 <> 256. Fy(x) is defined as the identity function.

Operations F| and F_; are applied to a group of pixels G with a mask M (a n-tuple with
components —1,0 or 1), which specifies where and how pixel values are to be modified. For
example, if the values of the four pixels of a group G are 39,38,40,41 and M = (1,0,1,0),
then Fi(G) = (F1(39), Fo(38), F1(40), Fy(41)). Given a mask, operations /' and F_;, and the
discrimination function f, a pixel group G is classified into one of the three categories:

G € R(M) < f(F(G)) > f(G)

GeS(M) < f(F(G) < f(G)

G e UM) < f(F(G)) = f(G)
where R(M), S(M), and U(M) are called Regular, Singular, and Unusable Groups. The RS
method is based on the statistical hypothesis that, when no message is embedded in the image,

the following equalities hold
E{|S(M)[} = E{|S(=M)|}, (25)
E{|[R(M)[} = E{[R(-=M)I}, (26)

where mask —M/ is obtained by negating all the components of M. For instance, if M =
(1,0,1,0) then —M = (—1,0, —1,0). Furthermore, the authors of [2] observed that | R(—M )| and
|S(—M)| were linear functions of the embedded message length and the two quantities diverge
as p increases (remind that p is the number of embedded samples divided by the total number of
samples). Also, |R(M)| and |S(M)| are quadratic functions in p, and |R(M)| = |S(M)| when
£ =05

Based on these observations, the RS method estimates the value of p using a quadratic equation,
whose coefficients are computed based on the sizes of the regular and singular groups for the
masks M and —M, for the input image and for the image obtained by flipping the LSB of all
pixels.

Next we prove the linear and quadratic functions observed in the experiments of [2] for the

case n = 2, i.e. each group consist of a pair of pixels, and the mask is M = (0,1) or M = (1,0).
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Fig. 8. The finite-state machine to verify the RS method.

In this case R(M), S(M), R(—M) and S(—M) are multisets of pairs of pixels values as defined
by this paper. Let us consider mask M = (0,1) (hence —M = (0,—1)). The case for M = (1,0)

is analogous. Define the multisets X and Y':
X = U4'X, 27)
Y = U2
In other words, X is the multiset of pairs (u,v) € P such that v is even and u < v, or v is odd
and u > v; Y is the multiset of pairs (u,v) € P such that v is even and u > v, or v is odd and

u < v. Then, from the definitions of the discrimination function f and of the flipping functions

Fy and F_,; in [2], it follows that:
R(M) = X U Dy, S(M)=Y (28)
R(-M)=YUD,, S(—-M)=X. (29)
Note that the statistical hypotheses (25) and (26) are equivalent to the following assumption:
E{|X|} = E{|Y]}. (30)

By the same analysis of transitions under embedding, between the trace multisets in Section

2, we obtain the finite-state machine of Fig. 8, where V' = Y — Y. Let R'(M), R'(—-M),
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S'(M), S'(— M) be regular and singular multisets after LSB embedding. Each of these multisets
is defined in the same way as the corresponding multiset without the prime sign, just that now
we consider the pixel values after the LSB embedding.

The finite state machine described in Fig. 9 together with (28) and (29) leads to the following

relations (which are proved in Appendix D):

[R(=M)| = |R(=M)|+ Y. 31
S'(=M)| = [S(=M)| = Zyil, (32)
ROD| = 1BOD| - Lol - v - £ (%] - Do) 33)
SO0 = 150D+ Lene] ~ v + £ (v - Do) 34

In order to simplify the derivation of (31) through (34), we replaced the hypotheses E{|S(M)|} =
E{[S(=M)|} and E{|R(M)|} = E{|R(=M)][} by [S(M)[ = [S(=M)| and [R(M)[ = [R(-M)|.
Thus, the equations (31) through (34) should be understood to hold after taking expectations at
the both sides of the equations. The first two equations state that |R'(—M)| and |S'(—M)| are
linear functions in p, and they diverge as p increases. The next two equations show that | R/ (M)
and |S’(M)| are quadratic functions in p, and also |R'(M)| = |S’(M)| when & = 0.5. Therefore,
our derivations corroborate with the observations on |R'(—M)|, |S"(=M)|, |R'(M)| and |S’'(M)|
made by Fridrich et al. These observations form the basis of the RS detection technique of [2].
Furthermore, we can obtain the quadratic equation for the estimation of p in a straightforward

manner. The equation is
0.5/Colp” + 2|X'| = [PD)p + [Y'] = [X'| =0 (35)

and its derivation is given in Appendix D.

VIII. CONCLUSION

A new approach is proposed to detect LSB steganography embedded in digital signals, and
to estimate the length of the hidden message length. The estimate is remarkably accurate under
mild assumptions that are true for continuous signals. The estimation error is analyzed in terms
of the degree that the input signals deviate from the assumptions, and error bounds are given.

Possible attacks to the proposed steganalytic method are examined and corresponding counter
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measures are discussed. Experiments are conducted on a set of continuous-tone images. Empirical

observations made in the simulations agree with our analytic results.

Appendix A. Proof of Equations (2) and (3).

First note that the multiset X}, _,UX/ = consists of the sample pairs of Xs,,_1 U X5, modified
by the patterns 00 or 10, and of the sample pairs of Y5, U Y5,,.1 modified by the patterns 01 or
11. The probability that an arbitrary sample pair of X5, 1UX5,, is modified by the patterns 00 or
10 equals (1—p/2)®+p/2(1—p/2) = 1 —p/2. Also the probability that an arbitrary sample pair
of Y5, UYs,, 41 is modified by the patterns 01 or 11 equals p/2(1 —p/2) + (p/2)? = p/2. These

observations enable us to express the cardinality of X}, UXJ/ . which equals | X}, |+]X5,,],

2m>

as follows:
| X ot + 1 X5 = (I Xom—1| + [Xom ) (1 = p/2) + ([Yam| + [Yoms1|)p/2. (36)

Similarly, the results in Fig. 1 allows us to evaluate the cardinality of the multiset Y5, UY; .,

as follows:
Yol + 1Yo i1l = (Vam| + [Yana[)(1 = p/2) + (| Xomoa| + [ Xom|)p/2. 37
Subtracting (37) from (36) yields
[ Xom—t] = 1Yot | + [ Xom| = Yol = (1 Xomo1] = [Yomsa | + [Xom| — [Yom|)(1 —p).  (38)

Further, by observing that the multiset Xo,,_1 U Y5, exchanges sample pairs only with X5, U
Yoma1, and vice versa, and that the exchanged pairs are only those modified by the patterns 10
or 11, and the fact that an arbitrary sample pair of each of the above mentioned multisets has

the probability p/2 of being modified by the patterns 10 or 11, we have
X1l = Yol + Yol = 1X50] = (Xom-1] = Vamsr] + [Yom| — [Xom[)(1 —p).  (39)
Adding (38) and (39) results in (after making the necessary cancellations and simplification):
[ Xom 1| = Vol = (1 Xoma| = [Yamia (1 = p). (40)

The next step is to derive the cardinality of X, , UY; _, using the finite-state machine of
Fig. 1. Note that X5, 1 U Y5,,.1 exchanges pairs only with the multiset Ds,, (remind that
Ds,, = X5, UY5,,). It follows that

[ Xom1l + Yo = (1 Xomoa| + Yot DI = 2/2)° + (9/2)] + [ Dawlp(1 = p/2). (D)
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Since | Doy | = |Cr| — | Xom_1| —

[ Xom 1l + Va1l = (1 Xoma| + Yamaa ) = p)* + [Crulp(1 = p/2). (42)

By multiplying by (1 — p) both sides of (40), and adding the obtained equation to (42), we

obtain

[ Xom-11(2 = p) + [Vanpalp = 2[Xom1|(1 = p)* + |Cralp(1 — p/2). (43)
But the multiset (), is closed under embedding, hence
Ol = 1Xom 1| + Yo ia| + [ Dhy - (44)

Finally, combining (43) and (44) establishes (2). Similarly, by multiplying by (1 — p) both sides
of (40), then subtracting the obtained equation from (42), and further using (44), equality (3)
also follows.

The derivation of equation (4) is similar, and is omitted.
Appendix B. Derivation of Error Bound (22).

We shall prove inequality (22) only for : > 1. The case ¢« = 0 is analogous and omitted.
Let us fix some i and j with 1 <14 < j < 2°~! — 2. For simplicity we shall use the notation

p instead of p(7, j). Hence p satisfies the relation

Mu

/\2 A
p p
Z(|Ci|_|0j+1|)_§[|Déi|_|D/2j+2|+2 (I o1l = 1 Xom )] +

=i

M“s

(Y] = [Xopmial) = 0. (45)
First note that
J
Z(| pmtl = 1 Xoma]) = D0 (Vampa | = [ X5 ) + 1X5 ] = X34 (46)
Using (40) and (15) we further obtain
J J
! /
2 (Vo = 1X5 1) = (1 =) 322 (Wama| = [ Xamor) + [X5, 1| = | X514 ] =

J
Z —em) T [ Xg 4| = (1= p)[Xaia| = [ X0 + (1= p)[ Xojal. 47
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Replacing in (45) it follows that

P p
P16 = 1Csal) = £ (D] = 1D4 ) +
J
(1= D)1= 1) D (=) + 1Xgia] = (1= p)|Xaica] = [Xgy ] + (1 = p) Xy} = 0. (48)

m=i

Rearranging the relation above yields

PG = 105 l) + (=51 —p) 3 () +

m=1

iD= D]~ (1= 51— ) Xoia]
(DY ol + (1= DXyt~ (1= D)1~ ) Xagia]) = 0. @9)
Now let us evaluate the expression
1Dl 4 (1 B) Xys |~ (1= )1~ )] Ko (50)

for an arbitrary m > 1. By replacing |D5,,| by |Cp| — | X5, 1| — [Yar,

Y;,,+1| and rearranging the

terms, we obtain

—p . )
5 1 Do + (L= D) X1 | = (1 =D)L = p) | Xomr| =

—b p )
5 Ol + S (Yo = [ Xz [) + 1 Xom | = (1= P)(1 = p) [ Xoma]. (51)

From (40) and (42) it follows (by adding them and afterwards dividing by 2 the coefficients of
the resulted equality) that

1 1
Xzl = 5 (1 Xoma] = YVamaa)(1 = p) + 5 (1 Xama| + Vamia )L —p)* +

p p
Cul =5 (5D

!/

By replacing in (51) |Y5,,. | — | X5,,_1| from (40) and | X}, ;| from (52), and afterwards using
the equality

|X2m—1| + |}/2m+1| - |Om| - |D2m|7 (53)
we obtain

—p X R

1
56 = DCal = 51 =) = p)| Do, (54)

2

DRAFT



25

Applying (54) to m = ¢ and m = j + 1, and replacing in (49), together with the replacement of

7 —i(—€m) by =2 (|Do;| — | Dajia]) (according to (20)), implies that

m=i 2
1 . .
UG =1Cial)(p = p)* = (1 = P) (D] = | Dajal)(1 = €i5) (P — p) +
(1 = p)*(—eij)(|Dai] = |Dajia) = 0. (55)
We shall treat the above relation as a function in variable (p — p).

Assertion. Let x( be the smallest solution of the equation
az® +bxr +c =0, (56)
where a, b, ¢ are real numbers with b?> — 4ac > 0 and b < 0. Then the inequality
|| < — (57)

Indeed, we have
—b— Vb — dac _ | 0P — (0 —dac) ~ 2
2a 2a(—b + Vb2 — 4ac)| — b’
Assuming that e;; < 1 and |Dy;| — | Dgj42| > 0, we apply Assertion to (55) and subsequently
conclude (22).

(58)

0 =\

Appendix C. Sample Correlation and Multiset Cardinality

Suppose that the sample pairs (u, v) of P are randomly drawn. Since the marginal distributions
Py(u) and Py (v) of the joint distribution P(u,v), are themselves the distribution of sample

values. Hence the random variables U and V' have the same mean:
E{U} = E{V}, (59)

and the same variance:

Var(U) = Var(V) = o (60)

Now consider the difference Z = U — V, a new random variable. Since Z = (U, V)(1,—1)%, it

follows that the variance of Z is given by

Var(Z) = (1,-1)3(1, -1)", (61)

DRAFT



26

where ¥ is the covariance matrix of the random vector (U, V). Denoting by Cov(U, V) the

covariance between the two random variables U and V/, and using (60), it follows that
Var(Z) = 20* — 2Cov(U, V). (62)

Let p denote the correlation between the random variables U and V. Then

)= Cov(U,V) _ C’ov((zf, V)' (63)
\/VaT(U)Var(V) a
Hence
Var(Z) = 20%(1 — p). (64)

This means that the variance of 7 = U — V decreases as the correlation between U and V
increases. Note that

|Di| = (Pz(i) + Pz(=i))[P], i=>1. (65)

Hence we conclude that the probability P(|D;|) decreases more rapidly in i when the correlation
between U and V becomes higher, if Pz(z) is unimodel and peaks at 0, which is a rather relaxed

condition satisfied by many two-dimensional joint distributions of U and V.
Appendix D. Derivations of Key Results of Section VII.

Note from Fig. 1 (in Section 2) that the multiset X exchanges sample pairs only with the
multiset V' and vice versa, and the exchanged pairs are only those modified by the patterns 01 or
11. Consequently equations (66) and (67) can be derived in the same way as (36) in Appendix
A.

X = XIa= D)+ VIS (66)

VI = VI =D +IX15 (67)
Assumption (30) implies that

B{X]} = B{IV]} + E{(i]}. (68)

Applying (68) in (66) and (67) obtains
X' = IX] - Ml (69)

V| = VI+ il (70)
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Since S(—M) = X from (29), (69) immediately implies (32). Also, since R(—M) =Y U Dq
from (29), we have

|R'(=M)| = [Y'| + [Dg| = [V’ + [Y{| + | Dy (7D)

Then, the relation (31) follows from (71), (70), and the obvious equality |Y/|+|Dj| = |Y1|+|Do|.

From the finite state machine depicted in Fig. 2 (Section 2), we see that the multiset Y;

exchanges sample pairs only with the multiset Dy and vice versa, and the exchanged pairs are

only those modified by the patterns 01 or 10. These facts yield
2

Y| = Ml —p+5)+ Dbt - ). (72)
P’ p
Di = Dot =p+5) + M1 - 2). 73)

in a similar way to relation (41) in Appendix A. Starting from |R'(M)| = | X'|+|Dj| of (28) and
applying (69) and (73), we arrive at (33). Similarly, the relation |S'(M)| = |Y'| = |V'| + |Y/|
of (28) together with (70) and (72) leads to (34).
Relations (66), (67) and (68) imply that
(X =V = (M)A -p). (74)

Further, replacing |Dy| by |Cy| — |Y1|, equation (72) becomes

Y] = Yil(1 = p) + [Colp(1 = ). 75)
The elimination of |Y;| from (74) and (75) leads to

¥{] = (X = VD = p) + I Colp( = 5). (76)

Since | X'| + |V'| + [Y{| + |D}| = |P

, relation (35) follows.
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