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Abstract. Healthcare research involves handling personal health information. 
Information security policies are implemented in research institutions to ensure data 

subjects’ rights but are not always respected due to researchers’ neglect or 

unawareness. This paper is part of an action research project at Saint Joseph 
University in Lebanon aiming to increase researchers’ compliance with the 

university’s information security policy. An anonymous online questionnaire was 

administered to medical students to evaluate their knowledge and behavior 
regarding patient data handling in research projects. 38 responses were collected. 

Results show that most students collect patient data for research, and are frequently 

not aware of, and do not comply with, the existing information security policy. We 
also found correlations between low knowledge and non-compliant behaviors 

including clicking on links from unknown senders, leaving computers unattended, 

and sharing data insecurely. To address these issues, we plan to implement various 
Information Security Awareness interventions and compare their effectiveness. 
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1. Introduction 

Healthcare research often requires collecting, storing, and sharing patient health data. 

Patient health data are sensitive personal information and need to be handled in a way 

that ensures patients’ rights to information, control over their data, and privacy [1]. The 

General Data Protection Regulation (GDPR) has been established in the European Union 

to guide individuals and organizations handling sensitive personal information. The 

GDPR covers several data handling aspects and was adopted by institutions inside and 

outside of Europe including Saint Joseph University in Beirut, Lebanon [1, 2]. The 

existence of such regulations does not by itself guarantee the security of personal 

information. To this day, most data breach incidents prove to be the result of employees’ 

neglect and failure to follow the institution’s information security policies, procedures, 

and guidelines [3]. Neglect or failure to follow information security policies may be 

attributed to a lack of knowledge or awareness. The Knowledge-Attitude-Behavior 

(KAB) model has been used in several studies and highlights improvements in 

information security behavior among individuals after changes in their attitudes which 
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may have resulted from improved knowledge [4]. Accordingly, Information Security 

Awareness (ISA) interventions are recommended to improve compliance with 

information security policies [3]. This work is part of an action research project at Saint 

Joseph University of Beirut, aiming to increase researchers’ compliance with the 

university’s information security policy. As a first step, we aim to evaluate medical 

students’ current knowledge and behavior regarding patient data handling in medical 

research and assess the link between both factors. Medical students are targeted as they 

are the most junior researchers in the organization and may be the weakest link in the 

security chain. Based on the findings, we plan to design various ISA interventions and 

compare their effectiveness. 

2. Methods 

This study was approved by the institutional review board of Saint Joseph University of 

Beirut (USJ), Lebanon. We administered an anonymous online questionnaire to the 6th 

and 7th year medical students at the faculty of medicine at USJ. Students were invited to 

complete the questionnaire using internal mailing lists. We designed the questionnaire 

based on USJ’s information security policy and the GDPR. The questionnaire included 

10 multiple choice questions assessing students’ general knowledge on personal 

information security, 13 questions on their data handling behavior using a 5-point Likert 

scale ranging from “0: Never” to “4: Always”, one multiple choice question about the 

data sources used in their research, and three background questions. Each knowledge 

question was scored between “0: Completely wrong” and “10: Completely correct”. A 

total knowledge score—ranging from 0 to 100—was calculated by summing the scores 

of the individual knowledge questions. Descriptive statistics were used to analyze the 

students’ knowledge and behavior regarding personal information security measures. 

Spearman correlation was used to assess the knowledge-behavior relationship. 

3. Results 

38 responses were collected in February 2022. 26 students (68.4%) reported collecting 

patient health data for their research. 17 (44.7%) students collected patient health data 

from existing patient medical records, 12 (31.6%) from patients themselves, and 6 

(15.8%) from patients’ physicians.  

3.1.  Medical students’ knowledge of personal information security measures 

Students’ total knowledge scores—scored over 100—were normally distributed (M = 

31.9, SD = 17). The mean total knowledge score shows that students lack the necessary 

knowledge to securely handle patient data. Table 1 shows how the students performed 

on each knowledge question. In general, students had acceptable knowledge of only two 

personal information security measures: consent requirements i.e., consent must be 

freely given, specific, and can be revoked and common social engineering vectors i.e., 

phishing, smishing, impersonation, and vishing. On the other hand, students were least 

aware of the target of GDPR and how to report data breaches and inform subjects affected 

by these breaches. 
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Table 1. Medical students’ knowledge of the university’s personal information security measures. 

 Correct Partially correct Wrong 
Consent requirements 40% 60% 0% 

Common social engineering vectors 32% 50% 18% 

Protecting data on mobile devices 0% 61% 39% 
Reacting to data breaches 21% 24% 55% 

Subjects’ privacy rights 13% 32% 55% 

University's security policy 16% 26% 58% 
Anonymization and pseudo-anonymization 13% 29% 58% 

Informing subjects of data breaches 5% 21% 74% 

Reporting data breaches 16% 0% 84% 
Target of GDPR 8% 0% 92% 

3.2. Medical students’ compliance with personal information security measures 

Table 2 shows students’ data handling behavior and how their behaviors correlate with 

their knowledge scores. The results show that students do not always comply with the 

information policy. Significant correlations were found between students’ knowledge 

and three non-compliant data handling behaviors. Students with lower knowledge scores 

reported higher frequencies of clicking on links in emails from unknown senders (ρ = -

0.44, p = 0.005), leaving their laptops unattended in public spaces (ρ = -0.39, p = 0.014), 

sharing sensitive patient information with their colleagues via hard copies and emails (ρ 

= -0.36, p = 0.025). Surprisingly, students with higher knowledge scores reported using 

strong passwords less frequently for their work accounts (ρ = -0.34, p = 0.034). 

Table 2. Medical students’ compliance with the university’s personal information security measures and its 

correlation with their knowledge score. 

Compliant behaviors Never Rarely Sometimes Often Always Spearman ρ 

1- Using a strong combination for 

work passwords 
26% 18% 26% 13% 16% 

-0.34  
(p = 0.034) 

2- Deleting sensitive patient data 
when no longer needed 

18% 29% 13% 18% 21% 
0.13  

(p = 0.44) 

3- Encrypting sensitive data that 

is collected and shared 
34% 37% 13% 5% 11% 

0.1  

(p = 0.54) 
4- Reporting a data breach or 

security incident when they occur 
8% 18% 18% 16% 40% 

-0.12  

(p = 0.46) 

5- Discarding sensitive printouts 
by shredding or destroying them 

11% 21% 21% 24% 24% 
0.17  

(p = 0.3) 

Non-Compliant behaviors Never Rarely Sometimes Often Always Spearman ρ 

1- Storing sensitive patient data 
on personal mobile devices 

16% 40% 26% 11% 8% 
0.17  

(p = 0.3) 

2- Sharing work passwords with 

colleagues 
42% 37% 21% 0% 0% 

-0.25  

(p = 0.12) 
3- Clicking on links in emails 

from unknown senders 
63% 18% 13% 5% 0% 

-0.44  
(p = 0.005) 

4- Leaving laptop unattended in 
public spaces 

40% 21% 26% 11% 3% 
-0.39  

(p = 0.014) 
5- Sharing patient data with 

colleagues via hard copies/emails 
66% 18% 13% 3% 0% 

-0.36  
(p = 0.025) 

6- Staying logged in on work 

accounts with patient data 
53% 29% 16% 3% 0% 

-0.21  

(p = 0.19) 

7- Seeing patient data in insecure 
locations (on tables/desks) 

24% 34% 21% 18% 3% 
-0.04  

(p = 0.82) 

8- Writing passwords in insecure 

and easily accessible locations 
55% 18% 26% 0% 0% 

-0.24  

(p = 0.15) 
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4. Discussion 

Our results show that most medical students collect patients’ data to conduct their 

research, but they lack knowledge of, and do not always comply with, the institution’s 

security policies. Moreover, we found significant correlations between low knowledge 

and three non-compliant data handling behaviors. In this case, including information 

security courses in the curriculum, implementing ISA interventions, providing 

management support, and working on the institutions’ security culture may prove helpful 

in improving students’ knowledge and potentially their compliance [3]. However, it is 

unclear which ISA interventions are the most effective. Therefore, our future work 

includes implementing various ISA interventions and comparing their effectiveness. 

Surprisingly, our results show that medical students with higher knowledge tend to 

use strong passwords less frequently for their work accounts which includes the 

hospital’s EMR systems. This finding does not align with previous findings showing that 

using strong passwords is correlated with higher levels of cybersecurity knowledge [5]. 
This difference could be attributed to the work context: medical staff, working in the 

hospital, tend to share their accounts with other colleagues and use short passwords for 

convenience and speed when logging in and providing access to others when 

collaboration is needed. Since using easy passwords is common practice among the staff, 

knowledgeable students may be aware of their password’s weakness and report it as such. 

Meanwhile, students with lower knowledge may overestimate their password’s strength. 

Finally, in this paper, we examined the relationship between knowledge and self-

reported behavior which can be biased as people tend to respond in socially desirable 

ways. Therefore, further work is needed to evaluate students’ real behavior in practice. 

5. Conclusions 

In our institution, although an information security policy exists, medical students’ 

knowledge of the policy’s content is low, and they do not always comply with it. 

Information security awareness interventions and the inclusion of information security 

courses in the medical curriculum are needed to improve students’ knowledge. Moreover, 

since behavior is context-dependent, an in-depth examination of students’ data handling 

behaviors is needed to understand other reasons for non-compliance.  
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