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ABSTRACT
Staphylococcus aureus is a Gram-positive bacterium and one of the most prevalent infectious 
disease-related causes of morbidity and mortality in adults. This pathogen can trigger a broad 
spectrum of diseases, from sepsis and pneumonia to severe skin infections that can be fatal. In 
this review, we will provide an overview of S. aureus and discuss the extensive literature on 
epidemiology, transmission, genetic diversity, evolution and antibiotic resistance strains, parti-
cularly methicillin resistant S. aureus (MRSA). While many different virulence factors that 
S. aureus produces have been investigated as therapeutic targets, this review examines recent 
nanotechnology approaches, which employ materials with atomic or molecular dimensions 
and are being used to diagnose, treat, or eliminate the activity of S. aureus. Finally, having 
a deeper understanding and clearer grasp of the roles and contributions of S. aureus determi-
nants, antibiotic resistance, and nanotechnology will aid us in developing anti-virulence 
strategies to combat the growing scarcity of effective antibiotics against S. aureus.
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1. Introduction to Staphylococcus aureus

Staphylococcus aureus (S. aureus) is a gram-positive 
bacteria that belongs to the family Micrococcaceae, 
which includes several species of medical and veter-
inary importance, including S. aureus, S. epidermidis, 
S. agnetis, S. pseudintermedius, S. lutrae, S. intermedius, 
S. hyicus, S. delphini, S. cornubiensis and S. schleiferi 
subsp [1]. S. aureus is a versatile and adaptable sphe-
rical-shaped coccus that is a catalase positive and oxi-
dase negative bacterium commonly found on the skin 
and in the nasal passages of healthy individuals [2]. It 
usually acts in a commensal symbiotic relationship 
with humans but can result into pathogenesis, infect-
ing through wounds or other openings in the skin. 
S. aureus is the cause of a variety of clinical diseases 
commonly acquired in either community or hospital 
settings including skin infections, such as boils and 
impetigo, as well as more serious infections like pneu-
monia, toxic shock syndrome, bone and bloodstream 
infections [3,4]. Because of its ability to produce toxins, 
S. aureus can also contaminate food resulting in food 
poisoning [5,6].

In 1880, for the first time, Scottish physician Sir 
Alexander Ogston isolated staphylococci from surgical 
abscess fluid [7]. Ogston was the first to discuss post- 
operative pyogenic infections caused by what he 

called ‘micrococci’ [4]. He named the bacteria staphylo-
coccus because of its resemblance to grapes as clus-
tered, round shapes. The name comes from the Greek 
words staphyle, which means ‘bunch of grapes,’ and 
kokkos, which means, ‘berry’. Staphylococci were dis-
tinguished from streptococci, which are arranged in 
chains and cause post-surgical infections [5,6]. In 
1881, Ogston conducted experimental laboratory 
tests on guinea pigs and mice by injecting staphylo-
cocci into their subcutaneous tissues to examine skin- 
associated illnesses caused by S. aureus [8]. A few years 
later, in 1884, the German physician Friedrich 
Rosenbach identified and cultivated staphylococci 
from individuals. In order to distinguish S. aureus 
from S. epidermidis (originally known as S. albus), he 
examined their properties and grouped them accord-
ing to the creation of golden or whitish colonies, des-
ignating the species ‘aureus’ from the Latin term 
meaning ‘golden’ [8].

Colonies of S. aureus are distinguished by their size, 
smoothness, elevation, and golden yellow tint [9]. The 
bacteria’s production of staphyloxanthin, a carotenoid 
that coats and shields the microorganism from phago-
cytosis, gives the S. aureus its yellow color [10]. It is 
worth mentioning that 70% of people are either tran-
siently or not colonized by S. aureus, whereas 20% of 
healthy individuals are persistently or 
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asymptomatically colonized [11]. On an enriched 
blood agar, the microorganism typically produces 
zones around its’ colonies as a result of hemolysis, 
which is caused by the release of several enzymes 
known as hemolysins [5,7]. Due to its’ salt tolerance, 
S. aureus can be distinguished and cultured on 
a specific medium, such as mannitol salt agar with 
7.5–10% sodium chloride [1]. Furthermore, the bacteria 
ferments mannitol sugar resulting in an acidic environ-
ment, thus changing the medium’s color from pink to 
yellow [12]. This can be used to differentiate S. aureus 
from S. epidermidis, a non-mannitol fermenter [5].

S. aureus exhibits rapid development of antibiotic 
resistance, and the emergence of multidrug-resistant 
strains is a serious issue [13]. According to previous 
reports, the number of people dying each year from 
antibiotic-resistant problems has topped 10 million, 
and by 2050, the mortality rate will surpass those 
from cancer [14]. Due to the ineffectiveness of conven-
tional antibiotics, the morbidity and mortality out-
comes highlight the urgent need to find alternative, 
effective remedies [15]. Hence, to decrease virulence 
factors, many approaches have been tested, most 
notably medication designs based on synthetic ana-
logs. On the other hand, due to toxicity and/or limited 
bioavailability, these trials have not yet been approved 
clinically [16]. A new potential anti-staphylococcal 
alternative is now being tested, with a focus on biolo-
gical molecules or chemicals that interfere with toxins 
or toxin-regulator genes [17–22].

This review outlines key points related to S. aureus, 
such as the structure, health problems, and nanoma-
terials as new treatment options.

2. Epidemiology of Staphylococcus aureus

S. aureus infections constitute a major public health 
concern, with an approximately 30% of the population 
harboring the bacteria colonized in many bodily 
organs, especially in upper respiratory tracts including 
the skin, nostrils, axilla, and inguinal regions [23,24]. 
According to the China Antimicrobial Resistance 
Surveillance System’s surveillance statistics from 2019, 
S. aureus has the highest detection rate among gram- 
positive pathogenic bacteria in China [25]. 
Nonetheless, certain groups of individuals are at 
a higher risk, up to 80%, of S. aureus colonization 
including health care workers, diabetics, people with 
compromised immune systems, children, elderly indi-
viduals, HIV or cystic fibrosis individuals, people who 
are on indwelling catheter, or have chronic metabolic 
diseases, or who have previously been infected with 
Methicillin-Resistant Staphylococcus aureus (MRSA) 
[5,26]. Indeed, recent S. aureus epidemiology has 
focused on the rise and dissemination of MRSA in 
clinical settings and the population [27]. Several stu-
dies have attempted to establish the prevalence of 

community acquired MRSA, CA-MRSA, and coloniza-
tion amongst patients [28].

CA-MRSA infections have evolved significantly and 
are now becoming basic causes of nosocomial infec-
tions [29–31]. According to a 2012 review of van Hal 
et al., an annual incidence rate of S. aureus bacteremia 
range from 20 to 50 cases per 100,000, with 10 to 30% 
of these patients dying from the infection [32]. Further, 
according to a 2017 study, the total incidence of 
deaths in the United States owing to S. aureus bacter-
emia was 20,000. In this context, Hindy et al. deter-
mines the incidence trends of S. aureus bacteremia 
from population-based studies of 26 geographical 
populations. The incidence of S. aureus bacteremia in 
the 11 nations studied is shown to be generally steady 
and ranges from 9.3 to 65 cases per 100,000 people 
per year [33]. In a study performed in Ethiopia to assess 
the prevalence of methicillin-resistant S. aureus and its 
associated factors among patients with wound infec-
tion, data revealed that 34.58% patients suspected 
with wound had culture-confirmed S. aureus, and of 
these 28.3% were MRSA [34]. It is important to note the 
majority of the S. aureus bacteremia data that is cur-
rently released originates from high-income, tempe-
rate countries. Despite the fact that the majority of 
the world’s population lives in tropical nations with 
low and middle-income, there is a dearth of statistics 
on these regions [35]. According to available data and 
based on relevant studies found on PubMed search 
engine published between January 2005 and 
December 2019, Arab countries in the Middle East 
and North Africa have a significant prevalence of 
S. aureus [36]. It is important to note that the number 
of reported rate showed a wide range. In the Gulf 
Cooperation Council, infectious S. aureus rates varied 
from 9% to 38%, in Levant they ranged from 28% to 
67%, and in North African regions they ranged from 
28% to 57% [36]. Lastly, in Jordan, S. aureus was iso-
lated from 19% of nasal carrier isolates and 57% to 62% 
of clinical isolates [37, 38].

The prevalence of MRSA nasal carriage among 
populations has been the subject of numerous studies 
as well. The percentages vary greatly depending on 
the regions and populations polled. Nasal carriage 
rates of MRSA in the US and Europe vary from 0.1% 
to 2.5%, and with rates going as high as 10.5% 
recorded in Africa [39,11,12]. A research of S. aureus 
isolates from pus/wound swab samples in a tertiary 
care hospital in Nepal revealed that out of 76 isolates, 
43 (56.6%) were from outpatients and 33 (43.4%) were 
from inpatients. MRSA made up 41.9% of the S. aureus 
isolates from outpatients, while 54.5% of the isolates 
from inpatients [40,41]. The nasal carriage rates of 
MRSA found in Middle Eastern countries including 
KSA, Lebanon, and Palestine ranged from 0–13.2% 
[10,14]. In Jordan specifically, the transmission rates 
of MRSA was reported to be 7.5–19% among healthy 
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Jordanians . Another study of 126 Staphylococcus iso-
lates from multiple Jordanian medical sites revealed 
that 71 (56.3%) of the isolates were S. aureus while 55 
(77.5%) were MRSA [37]. Similarly, a further study from 
Jordan found that 62% of the 232 S. aureus isolates 
were MRSA which were isolated from various clinical 
samples (abscesses, wounds, skin lesions, nasal swabs 
and blood) [42]. Interestingly, a recent study was per-
formed using different published resources between 
January 1980 and December 2022 found that the pre-
valence of MRSA colonization in residents of elderly 
care centers is high across the world and varies by 
gender and geographic location. This provides impor-
tant insight into the fundamentals of targeted treat-
ments and screening programs that aim to identify 
infected individuals, manage risk factors, and lessen 
the spread of MRSA to elderlies living in elderly care 
centers [43]. Furthermore, a study documenting the 
epidemiology of S. aureus in South America using 
genomics was published in 2019 [44], as Di Gregorio 
and his colleagues characterized 404 genomes recov-
ered from a prospective observational study of 
S. aureus bacteremia in 58 hospitals from Argentina, 
Bolivia, Brazil, Paraguay and Uruguay. The results 
demonstrate that more than a quarter of S. aureus 
isolates are resistant to macrolide-lincosamide- 
streptogramin B (MLSb), whereas 5.2% of S. aureus 
isolates are phenotypically multi-drug resistant. The 
genetic diversity of methicillin-susceptible S. aureus 
(MSSA) was higher than that of MRSA. The prevalence 
of MRSA and MSSA lineages varied by country even 
though the most common S. aureus genotypes are 
high-risk clones that are widespread in South 
America and lack a distinct phylo-geographical struc-
ture that is particular to any one region [44].

3. Clinical manifestations of Staphylococcus 
aureus

S. aureus has been a significant human pathogen 
and is currently responsible for the majority of bac-
terial infections worldwide [30]. It can potentially 
infect any tissue in the human body and causes 
mild to life-threatening diseases [1]. The different 
S. aureus infections can be broadly divided into 
three groups: toxinoses (food-borne illnesses, 
scalded skin syndrome, and toxic shock syndrome), 
systemic and life-threatening disorders (infective 
endocarditis, osteoarticular, bronchiolitis, meningitis, 
pleuro-pulmonary, and septicemia) and superficial 
skin and soft tissue infections [24,45,46].

The severity of an infection depends on several 
factors including the virulence of the particular 
strain, the quantity of the inoculum and the per-
son’s immunological state. It is worth noting that 
pus-filled abscesses and necrotic tissue encircling 

harmed leukocytes are typical signs of staphylococ-
cal infection [32].

3.1. Staphylococcal food poisoning

Staphylococcal food poisoning (SFP) is a common 
food-borne disorder that affects people globally, 
mainly brought on by the consumption of enterotoxi-
genic strains of coagulase-positive staphylococci called 
staphylococcal enterotoxins (SEs) [47].

S. aureus can survive in dry conditions and can even 
form biofilms, contributing to its persistence in food 
and food-processing environments. However, out-
breaks are typically caused by post-process contami-
nation and/or thermal abuse [48]. Depending on 
eating habits, certain foods are more frequently linked 
to SFP in different nations. Nonetheless, a number of 
ways have been suggested, involving physical and/or 
chemical therapies, the use of natural antimicrobials, 
and combined hurdles approaches [49].

3.2. Staphylococcal scalded skin syndrome (SSSS)

Staphylococcal scalded skin syndrome (SSSS) is a skin 
condition caused by bacterial toxins that can be poten-
tially fatal and primarily affects toddlers, but older 
children and adults can also be affected. S. aureus 
exotoxins spread hematogenously to the skin and 
causes SSSS [50]. This syndrome frequently manifests 
sudden fever. Widespread erythema begins on the 
head and progress to superficial skin peeling, flaccid 
bullae, and denuded tender skin, an additional cuta-
neous symptoms (Figure 1) [23]. However, the two 
most feared outcomes are sepsis and pneumonia as 
they can be life-threatening [24].

A skin biopsy sample can verify the diagnosis. 
According to recent epidemiological research, mortal-
ity among adults’ ranges from 40% to 63% but is less 
than 10% among children. Intravenous immunoglobu-
lin had long been recommended to treat 
Staphylococcal scalded skin condition despite receiv-
ing antimicrobial medication [52,53].

3.3. Staphylococcal toxic shock syndrome

Staphylococcal toxic shock syndrome (TSS) is a rare but 
serious illness caused by toxins produced through cer-
tain strains of S. aureus bacteria. The symptoms of 
staphylococcal TSS can vary but typically include 
fever, vomiting, diarrhea, muscle aches and a rash 
that resembles sunburn. In severe cases, the illness 
can progress rapidly and lead to organ failure, shock 
and even death [1].

Staphylococcal TSS can affect anyone, but it is most 
commonly associated with risk factors such as skin 
wounds and infections, surgery, childbirth and the 
use of nasal packings and other medical devices [10]. 
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On another hand, treatment for staphylococcal TSS 
typically involves hospitalization, intravenous antibio-
tics to treat the bacterial infection and supportive care 
to manage symptoms and prevent complications. It is 
important to seek medical attention immediately if you 
suspect you may have staphylococcal TSS or have any 
symptoms suggestive of this illness [1].

3.4. Staphylococcus aureus bacteremia

S. aureus bacteremia (SAB) can colonize and cause 
difficulties by seeding in almost any part of the body 
[54]. These problems can lead to serious medical con-
ditions with significant morbidity and mortality [55]. 
SAB complications are common, with an incidence of 
11% to 53%. Due to the anatomic site and the difficulty 
of rapid diagnosis, some problems require frequent 
admission to the intensive care unit and may have 
a poor prognosis [24]. A recent study that was con-
ducted in Brazil show that S. aureus is a common cause 
of bloodstream infection in neutropenic patients. 
Indeed, the majority of fatalities occurred after two 
weeks of febrile neutropenia and MRSA bacteremia 
were linked to an elevated risk of mortality [56,57].

3.5. Staphylococcal endocarditis

Infectious endocarditis is currently most frequently 
caused by S. aureus worldwide. S. aureus is a feared 
pathogen of endocarditis due to its ability to spread 
serious disease and its frequent drug resistance [31]. 
Injury to the cardiac endothelium, either directly by 
trauma, such as injection of drugs-derived particles, or 

by turbulent blood flow, results in nidus, which causes 
bacterial colonization and infection, or inflammation 
resembling degenerative valve disease [58]. Exposure 
to sub-endothelial cells produces the extracellular 
matrix proteins and tissue factor, and deposits fibrin 
and platelets to create sterile vegetations. Bacterial 
colonization of these thrombotic vegetation can lead 
to the development of endocarditis [59].

3.6. Staphylococcal osteomyelitis

Osteomyelitis is an inflammatory bone disease that 
gradually destroys and loses bone mass. The patho-
genesis of this disease is a double-edged sword 
whereby not only can staphylococci utilize bone for 
colonization, but bone itself can facilitate infection 
progression . The commensal staphylococci are the 
most causative agent and infection which originate 
from either hematogenous (endogenous) or exogen-
ous [60]. Problems like the ability of staphylococci to 
endure treatment and surgical intervention to remove 
necrotic and infected bone further exacerbates patient 
impairment. Different factors that prompt a patient to 
developing Staphylococcal  osteomyelitis, including 
age, diabetes, peripheral vascular disease, intravenous 
drug use, surgical implants, and immunodeficiency 
due to disease or immunosuppressant drugs [61].

3.7. Staphylococcal pneumonia

Staphylococcal pneumonia was first described in 
1919 in adults during the influenza pandemic [62]. 
Although this pulmonary infection is rare, it can 

Figure 1. Staphylococcal scalded skin syndrome. superficial blistering on the face (left) and in the axilla (right). Original image 
provided by Kiran Motaparthi, MD [51].

4 R. H. F. BASHABSHEH ET AL.



afflict people of all ages and manifest itself in many 
ways [63]. However, a recent meta-analysis review 
shed light on the fact that S. aureus is a key cause 
of global pneumonia hospitalization in under-five 
children [64]. Staphylococcal pneumonia is 
a disease condition that might have consequences 
like severe necrotizing pneumonia, bacteremia, or 
sepsis with or without shock [65,66]. It is associated 
with airway hemorrhage, epithelial necrosis and high 
fatality rate in otherwise healthy patients [67]. 
Subsequent reports confirmed the high fatality 
rates (40–50%) of Panton – Valentine leukocidin - 
associated pneumonia in adults [68,69].

4. Virulence factors and pathogenicity of 
Staphylococcus aureus

S. aureus is a typical component of human mucous 
membranes and skin, but when given the opportunity 
to enter the body due to injury or compromised 
immune systems of the host, illnesses may result [10]. 
There are numerous different virulence factors 
involved in the pathogenesis of S. aureus, including 
surface proteins, enzymes, toxins, and many others. 
These virulence factors are crucial for S. aureus inva-
sion, colonization, and survival in the hosts to induce 
staphylococcal infections [1]. S. aureus perceives, reacts 
to and adapts to the extreme environmental circum-
stances prevalent in the host during infection. 
Consequently, this aids in their ability to colonize and 
survive within the host despite host immune responses 
and antimicrobial therapy .

4.1. Staphylococcus aureus virulence factors

4.1.1. Genetics of virulence
Bacterial genomes can be generically classified into 
core and accessory parts [70,71]. All isolates carry the 
genes known as the core genome, which generally 
contains essential genetic information related to cellu-
lar metabolism and replication [30]. The core of 
S. aureus’ genome makes up around 75% of the 
whole genome and is highly conserved between 
strains [72]. The accessory genome, where mediators 
of virulence, immune evasion and antibiotic resistance 
are frequently located, is where a large portion of the 
genetic diversity of MRSA and other infections occurs 
[31]. Thus, about 25% of the S. aureus genome is made 
up of the accessory genes [31].

S. aureus virulence factors are regularly encoded on 
the pathogen’s accessory genome [1]. The accessory 
genome contains mobile genetic elements (MGEs) 
including transposons, plasmids, prophages, insertion 
sequences, pathogenicity islands (PAIs), and 
Staphylococcus cassette chromosomes (SCCs) [30]. 
These MGEs not only include virulence factors but 
also antibiotic resistance genes [73]. Due to the 

encoding of the corresponding causative toxins, such 
as toxic shock syndrome toxin 1 (TSST-1), or even the 
enterotoxins that cause food poisoning, isolate- 
specific MGEs are frequently linked to specific diseases, 
or ‘toxinoses’ [5].

Most of the toxins and other virulence factors pro-
duced by S. aureus are found in phage-related and 
pathogenicity islands [74]. Panton-Valentine leukoci-
din genes (PVL), the immune evasion proteins CHIPS 
and SCIN, the Epidermolytic toxins B and A, staphylo-
kinase and a number of enterotoxins are significant 
S. aureus toxins encoded on prophages [75,76]. The 
hlb gene, which encodes the β-toxin, has been linked 
to virulence processes and is crucial for infectious 
colonization [35]. Enterotoxins and TSST are the main 
pathogenicity islands’ recognized products [77]. Toxins 
that are encoded on genomic islands and often only 
differ in expression among different strains include 
peptide-spectrum match (PSM), α-toxin, the leukocidin 
LukDE, SSLs, the lipoprotein-like toxins (LPLs) and var-
ious enterotoxins [1].

4.1.2. Virulence regulation
A sophisticated network of genetic and metabolic pro-
cesses that react to environmental factors such nutri-
ent intake, pH, temperature and host variability 
controls the virulence of S. aureus [10,78]. The expres-
sion of S. aureus virulence factors can be affected by 
several different regulatory influences [30]. These 
include the global regulators that control a number 
of virulence genes and are frequently influenced by 
specific environmental conditions, as well as locus- 
specific regulatory factors like the icaR gene adjacent 
to the ica operon, which is also subject to numerous 
regulatory impacts, or the PSM-sensing PmtR protein 
controlling the PSM exporter Pmt operon [31].

The accessory gene regulator (agr) system is one of 
the major controllers of virulence gene expression in 
S. aureus . The four genes agrA, agrB, agrC, and 
agrD that make up this system encode a two compo-
nent signaling pathway [79]. This agr system is acti-
vated by the accumulation of autoinducing peptides 
(AIPs), a peptide the bacterium produces [80]. 
Whenever it is active, the agr system suppresses the 
expression of surface proteins such adhesions and 
capsule polysaccharides while inducing the expression 
of virulence genes [81]. This change in gene expression 
allows the bacteria to more effectively penetrate host 
tissues and evade the host immune system [82,83].

The staphylococcal accessory regulator (sar) system 
is another mechanism that controls the expression of 
virulence genes in S. aureus [84]. The three genes (sarA, 
sarR, and sarS) that make up the sar system encode 
a transcriptional regulator as well as two sensor kinases 
[85]. Surface proteins, adhesions, and toxins are only 
a few of the virulence factors that the sar system 
regulates its expression [86].
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The ferric uptake regulator (Fur), a global regula-
tor that responds to reduced iron availability, and 
SrrAB, a regulator that responds to oxygen, are 
other prominent global regulators triggered with 
known environmental cues [87]. Fur controls 
a number of virulence factors, including poisons 
and immune evasion proteins in addition to iron 
consumption [82]. The role of Fur is to coordinate 
the pathogen’s attack on the host, as such iron 
restriction is assumed to signal entry into the body 
and the subsequent demand for those components 
[88]. Meanwhile, SrrAB is a two-part oxygen-sensitive 
system that depends on redox-sensitive cysteines to 
provide oxidative stress resistance. In anaerobic 
environments, it downregulates agr while increasing 
ica expression, improving resistance to neutrophil 
invasions as a result [86,89].

The sigma factor, a subunit of the RNA polymerase, 
is responsible to initiate the transcription in bacteria. 
The majority of bacteria produce many sigma factors 
to transcribe their various gene sets [90]. S. aureus also 
synthesizes four sigma factors (i.e. σA, σB, σH, and σS) to 
express its diverse array of genes [91]. In depth, the 
alternative sigma factor B (SigB), σB, is a class of tran-
scription factors that regulates both promoter recogni-
tion and RNA polymerase recruitment [25]. SigB is 
crucial for the expression of their genes when bacteria 
respond to external stressors [89]. Indeed it has been 
reported that SigB regulates more than 250 genes [92]. 
Moreover, a recent study confirmed that sigB is 
responding to biofilm formation and stress tolerance 
in S. aureus [25]. Finally, σH is designated as the alter-
native sigma factors, while σA and σS act as the house-
keeping sigma factor and extra cytoplasmic sigma 
factor, respectively [93].

The global regulators CodY and CcpA, along with 
the two-component systems Sae and ArlRS, are just 
a few of the regulatory pathways that regulate the 
expression of the virulence genes in S. aureus in addi-
tion to the main systems of agr and sar [83]. Overall, 
various genetic and metabolic processes interact to 
regulate the expression of the virulence genes in 
S. aureus in a complicated manner [31].

Lastly, S. aureus’ capacity to produce several viru-
lence factors at once and to rapidly control their 
expression in response to environmental changes is 
vital to its pathogenic success [94]. Table (1) summar-
ize tools that S. aureus bacteria use to avoid immune 
responses, which consequently leads to the spread of 
infection and serious damage throughout the body 
[80,93–96].

4.2. Staphylococcus aureus pathogenicity

Since S. aureus is a part of the normal flora of the skin 
and mucous membranes, it has the potential to infil-
trate and cause infection if there is a wound in the skin 

or if it colonizes people with weakened immune sys-
tems. The systematic infection process may be influ-
enced by two potential mechanisms: the synthesis of 
toxins and colonization leading to tissue invasion and 
destruction (Figure 2) [1]. 

For S. aureus to produce infection, adhesion is 
a necessary step. S. aureus has a number of surface 
proteins and other components that enables it to 
adhere to host cells and tissues. Via the use of 
these adhesions, the bacteria are able to attach to 
a range of host tissues and organs, such as skin, nasal 
mucosa, and heart valves [32,97]. Certain examples 
of adhesions produced by S. aureus involve Microbial 
Surface Components Recognizing Adhesive Matrix 
Molecules (MSCRAMMs). Nonetheless, S. aureus pro-
duces different MSCRAMMs, like collagen-binding 
protein (Can), fibrinogen-binding protein (ClfA) and 
fibronectin-binding proteins (FnBPs), that allow the 
bacteria to adhere to extracellular matrix elements of 
host tissues [1,24]. Moreover, S. aureus produces 
teichoic acids and lipoteichoic acid, which are acidic 
polymers that can interact with host proteins and 
glycoproteins to help the bacterium attach to host 
cells and enhance bacterial adherence. Last but not 
least, S. aureus creates a capsule that enables the 
bacterium to bind to host cells and tissues as well 
as elude the host’s defenses [5].

After adhering to the tissues of the host, invasion is 
the next stage of S. aureus pathogenicity. Several stra-
tegies are employed by S. aureus enable the cell to 
penetrate host tissues while evading host defenses 
including enzyme secretion. In fact, S. aureus produces 
a number of enzymes, including hyaluronidase and 
fibrinolysin, that can break down host tissues and 
allow the bacterium to infiltrate into the host tissue 
more deeply [4]. In order to overcome host defenses, 
S. aureus also produces proteases such aureolysin and 
staphopain that cleave host proteins like immunoglo-
bulins and complement proteins [30]. S. aureus is cap-
able of forming abscesses, which serve as both 
a barrier between the bacteria and the host’s immune 
system as well as a source of nourishment for the 
bacterium [1]. S. aureus is able to create biofilms, 
which are bacterial populations encased in extracellu-
lar matrix. Therefore, because of these biofilms, the 
host’s defenses, antibiotics, and disinfectants will 
have no affect the bacteria [98,99].

Immune evasion can be brought on by S. aureus 
through releasing chemotaxis inhibitory proteins, anti- 
opsonizing proteins, that stop neutrophils from pha-
gocytosing it. Additionally, S. aureus cell surface pro-
tein A exhibits antiphagocytic characteristics. 
Furthermore, S. aureus secretes Periventricular leuko-
malacia (PVL), which kills leukocytes, and superanti-
gens (enterotoxin and TSST1) that disrupt the 
immune system’s usual response by stimulating 
T cells (receptor -variable specific T cells) and 
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Table 1. The most important virulence factors of S. aureus and their targets during infection.
Type of 
Virulence 
Factor Name Target Effect

Cell wall- 
associated 
factors

Cell wall components – peptidoglycan, 
teichoic acid, lipoteichoic acid

Immune cells, other tissues Stimulate immune cell activation and inflammatory response; 
participate in adhesion and biofilm formation

Staphylococcal protein A (SpA) IgG, IgM, complement Binds Fc region of IgG and IgM, thus inhibiting opsonization 
and phagocytosis; activates B cells

Fibronectin-binding proteins (FnBPA, 
FnBPB)

Fibronectin, fibrinogen, 
elastin, plasminogen, 
keratin, complement

Binding to extracellular matrix proteins (ECM), enable adhesion 
to host tissues and biomaterials; limit phagocytosis and 
complement activation

Collagen-binding protein (Cna) Cartilage and collagen-rich 
tissues, complement

Binding cartilage and collagen, enables adhesion to host 
tissues; inhibits complement activation

Clumping factors (ClfA, ClfB) Fibrinogen, blood platelets, 
complement (ClfA), 
cytokeratin 10 (ClfB)

Binding to fibrinogen, enables adhesion to host tissues; inhibit 
complement preventing opsonization and phagocytosis; 
activate platelets

Serine-aspartate repeat protein 
E (SdrE)

Complement Inhibits complement preventing opsonization and 
phagocytosis

Iron-regulated surface determinant 
proteins (IsdA, IsdB)

Heme-iron Heme uptake and iron acquisition contribute to increased 
pathogenesis, tissue invasion and abscess formation

Polysaccharide intercellular adhesion/ 
polymeric N-acetyl-glucosamine 
(PIA/PNAG)

Staphylococcal cells, mucous 
membranes, other tissues, 
abiotic surfaces

Participates in bacterial aggregation, adhesion and biofilm 
formation (major component of biofilm matrix); reduces 
phagocytosis

Capsular polysaccharides Mucous membranes, other 
tissues, abiotic surfaces

Reduce phagocytosis; increase the efficiency of colonization 
and durability on the surface of mucous membranes or 
biomaterials

Enzymes Catalase Hydrogen peroxide Catalyzes breakdown of hydrogen peroxide into water and 
oxygen, preventing oxidative stress

Coagulase Prothrombin Reacts with prothrombin, allowing fibrinogen polymerization 
and clot formation, thus reducing phagocytosis

Staphylokinase (SAK) Plasminogen Converts plasminogen to active serine protease plasmin, which 
promotes degradation of ECM, complement and IgG

Lipases Lipids of cell membranes and 
components of sebum

Decompose lipids, which allows spreading of staphylococci

Nucleases Nucleic acids Degrade nucleic acids, thereby releasing them from 
extracellular traps (ETs)

Proteases, e.g. serine protease V8 
(SspA), staphopain A (Scp A) and 
B (SspB), aureolysin (Aur)

ECM proteins, complement, 
mucins, pulmonary 
surfactant

Degrade ECM proteins, mucins and pulmonary surfactant, 
which allow staphylococcal spread in the host tissues; 
inhibit chemotaxis and phagocytosis by proteolysis of 
immune cell receptors; degrade complement preventing 
opsonization and lysis of bacteria; degrade antimicrobial 
peptides

Superoxide dismutases Superoxide Convert superoxide to hydrogen peroxide and oxygen, thereby 
preventing oxidative stress

Toxins Hemolysins (alpha, beta, gamma, 
delta)

Erythrocytes, platelets, 
leukocytes

Cause lysis of red blood cells, platelets, leukocytes – evading of 
host immune response; bacterial spreading

Enterotoxins Enterocytes, lymphocytes T Cause diarrhea; after translocation into blood, activate 
lymphocytes T leading to cytokine storm

Exfoliative toxins Desmosomes between 
keratinocytes

Cleave the granular layer of the epidermis by damaging 
desmosomes (staphylococcal scalded skin syndrome)

Panton-–Valentine leukocidin (PVL) Neutrophils, monocytes, 
macrophages

Causes lysis of neutrophils, monocytes, macrophages – 
avoiding innate immune response; development of necrotic 
changes

Toxic shock syndrome toxin 1 (TSST-1) Lymphocytes T Activates lymphocytes T, which causes massive production of 
cytokines and leads to toxic shock syndrome

Other 
secreted 
proteins

Chemotaxis inhibitory protein of 
Staphylococcus (CHIPS)

Neutrophils Binds to cell receptors (FPR1 and C5aR) inhibiting neutrophils 
chemotaxis, thereby preventing phagocytosis

Staphylococcal complement inhibitor 
(SCIN)

Complement (C4, C3b) Inhibits complement activation, thus preventing bacterial lysis, 
opsonization and phagocytosis

SSL-5 Neutrophils, platelets Binds to cell receptors (PSGL-1 and GPCRs) inhibiting 
neutrophil diapedesis and activation; activates platelets 
(aggregate formation)

SSL-7 IgA, complement (C5) Binds Fc region of IgA and complement protein C5, thus 
blocking antibodies and inhibiting complement activation

Extracellular fibrinogen-binding 
protein (Efb)

Fibrinogen, blood platelets, 
complement

Binds fibrinogen enabling adhesion and aggregation: 
interferes with platelet aggregation; inhibits complement 
activation

Extracellular adherence protein (Eap) ICAM-1 Binds ICAM-1 inhibiting neutrophil rolling and migration 
(diapedesis)
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expanding them into polyclonal populations. As 
a result, these T cells would be suppressed to an aner-
gic condition [24,31,100,101].

5. Antimicrobial resistance

S. aureus’s relatively high virulence enables the cell 
to adapt to a variety of environmental conditions 
[102–104]. Unfortunately, S. aureus strains have devel-
oped resistance against practically all antimicrobial 
agents used in therapy, specifically to beta-lactams, 
glycopeptides and oxazolidinones, which are fre-
quently used to treat Gram-positive infections [1]. 
Inadequate infection control procedures, the misuse 
and abuse of antibiotics and S. aureus‘s capacity to 
acquire resistance genes through horizontal gene 
transfer are just a few of the causes that lead to the 
emergence of antibiotic resistance in this species [31]. 
Inadequate infection control procedures make it easier 
for resistant strains to spread among patients in 

hospital settings, while misuse and abuse of antibiotics 
lead to the development of novel resistant strains by 
placing a selection pressure on their survival [10].

5.1. Mechanisms of antibiotic resistance

S. aureus has evolved a number of mechanisms for 
resistance against methicillin and other antibiotics. 
Among the primary aspects of resistance are, first, the 
synthesis of beta-lactamases because these enzymes 
can break down and render beta-lactam drugs, like 
methicillin, and second, the modification of penicillin- 
binding proteins (PBPs), which are crucial for bacterial 
cell wall production [105]. Moreover, certain S. aureus 
strains can alter their PBPs to make them more resis-
tant to beta-lactam drugs [106].

Some S. aureus strains reach resistance reducing cell 
membrane permeability, thus compromising beta- 
lactam antibiotics’ ability to enter cells and reach 
their target. Changes in membrane permeability can 

Figure 2. S. aureus mechanisms to initiate systematic infections. When S. aureus penetrates the skin’s natural defenses or spread 
through a biofilm that might develop on indwelling medical equipment, systemic infection is commonly the result. By actively 
attacking and killing immune cells like neutrophils in the circulation with cytolytic toxins, the bacteria can also remain in these 
cells and spread throughout the body, the bacteria can also spread through the bloodstream and invade more cells. Many 
bacterial factors, including particular surface proteins, toxins, exoenzymes and other compounds, can affect the development of 
an abscess later on [1]. .
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be achieved through increased antimicrobial efflux 
pumps of the cells. In order to reduce the effectiveness 
of beta-lactam antibiotics, some strains of S. aureus 
have developed efflux pumps which can pump anti-
biotics out removing the drugs from the bacterial cell 
and making it more difficult to pass through the cell 
membrane.

Another way S. aureus develops antimicrobial 
resistance is through the horizontal gene transfer 
of various MGEs [107]. Based on the size of the 
plasmids that the bacteria contain, it is possible to 
predict that each of the aforementioned MGEs 
could carry genes that are resistant to antibiotics 
[108]. Small plasmids may include genes resistant to 
tetracycline and erythromycin, whilst large plasmids 
carry genes resistant to beta lactams and macro-
lides [109,110]. Contrarily, larger plasmids have 
genes that when combined with other MGEs result 
in resistance to medications such vancomycin, ery-
thromycin, beta lactams, and trimethoprim 
[107,111]. S. aureus first developed antibiotic resis-
tance during the early stages of antibiotic treat-
ment. In contrast, only a few years after penicillin 
was first used as a treatment, the first penicillin- 
resistant S. aureus strains were described in the 
1940s [4]. At this context, S. aureus has become 
resistant to various types of antibiotics over time. 
One of the most notable cases of S. aureus antibio-
tic resistance is MRSA. Early in the 1960s, a few 

years after methicillin was initially used as 
a treatment, the UK recorded its first cases of 
MRSA and this epidemic was primarily constrained 
to Europe [30]. Soon after, MRSA was identified in 
the US and Australia. So far, MRSA has become 
a concern to public health, causing a variety of 
infections, including those that can be serious and 
affect the skin and soft tissues [99].

It is crucial to note that other groups have become 
a concern to public health including Vancomycin- 
intermediate S. aureus (VISA), Vancomycin-resistant S. 
(VRSA), heterogeneous VISA (hVISA) are staphylococcal 
bacteria that are less susceptible (VISA) or fully resis-
tant (VRSA) to the antibiotic vancomycin. However, 
VISA and VRSA are usually susceptible to other anti-
biotics, and infections caused by these organisms are 
treatable [112,113]. The first Vancomycin Intermediate 
S. aureus (VISA) strain with an 8 g/ml Minimum 
Inhibitory Concentration (MIC) was discovered in 
Japan in 1997 [114], and the first case of Vancomycin- 
resistant S. aureus (VRSA) in a diabetic patient in the 
U.S.A. was reported back in 2002 [115]. Since the pre-
valence of VRSA, VISA, and hVISA has been on the rice 
recently (particularly in the Asian and American con-
tinents), strict monitoring of vancomycin treatment, its 
therapeutic response, and the definition of appropriate 
control guidelines depending on geographical regions 
is highly advised and essential to stop the further 
spread of vancomycin-resistant S. aureus [113]. 

Figure 3. Distribution of VRSA, VISA and hVISA isolates among different countries based on meta-analysis of published original 
articles [113].
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Distribution of VRSA, VISA and hVISA isolates among 
different countries based on meta-analysis of pub-
lished original articles were illustrated in Figure 3.

5.1.1. Mechanisms of antibiotic resistance in MRSA
For many years, hospital-acquired MRSA, which is 
acquired in hospitals, care homes and other healthcare 
settings, was considered the standard reference point 
for MRSA strains. Infections in the community, such as 
those in schools and other public settings, were linked 
to the emergence of additional MRSA strains in the 
1990s, noted as community acquired MRSA (CA- 
MRSA). Also at the beginning of the 21st century, it 
has been established that Livestock-associated MRSA, 
which is present in animals and particularly pigs and 
cows, can be passed on to humans by contact or 
consumption of contaminated meat or dairy products 
[116,117].

The methicillin resistance is mediated by the chro-
mosomally placed mecA gene, which encodes for 
a modified PBP known as PBP2a. MGEs called staphy-
lococcal cassette chromosome mec (SSCmec) include 
the mecA gene (Figure 4) [48]. Because of its poor 
affinity for β-lactams, PBP2a replaces other PBP in the 

cross-linking of peptidoglycan chains, allowing staphy-
lococci to survive even in high doses of these antibio-
tics [34,118].

The MRSA pathogen, in particular, is resistant to 
many antibiotics, including all penicillins and 
cephalosporins as well as most macrolides, tetracy-
clines, fluoroquinolones and aminoglycosides. The 
strains of MRSA are often treated with glycopep-
tides, such as vancomycin, or newer antibiotics, 
such as daptomycin and linezolid [120]. As 
a result, standard antibiotics are ineffective against 
resistant bacteria since they are unable to intracel-
lularly achieve a therapeutic level. Given that pre-
sent MRSA treatment options have been either 
unsuccessful or partake severe side effects, there is 
a critical need for new tactics other than novel 
medication discovery and reuse of existing 
drugs [31].

6. The role of nanotechnology in combating 
multi-drug resistant bacteria

Nanotechnology refers to the identification and 
manipulation of matter at dimensions ranging from 

Figure 4. MRSA antibiotic resistance mechanism S. aureus has methicillin resistance. Nasal and skin colonization are influenced by 
the expression of the surface protein adhesins and the wall teichoic acid. Insertion of the SCCmec horizontally transmitted DNA 
element results in methicillin resistance. Site-specific recombination allows for the integration of five separate SCCmec compo-
nents at the same site. The mecA gene encodes PBP2a, a new β-lactam-insensitive penicillin binding protein [119].
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approximately 1 to 100 nm, wherein unique phenom-
ena manifest, leading to the emergence of innovative 
applications [121,122]. Throughout the industrial revo-
lution, there was a notable increase in the exposure of 
nanoparticles, which have always existed. The signifi-
cance of this increase can be attributed to the pioneer-
ing work of Richard Zsigmondy, a distinguished 
chemist who was awarded the Nobel Prize in 1925. 
Zsigmondy’s contribution to the field of nanotechnol-
ogy is multifaceted, as he not only conducted ground-
breaking research but also coined the term 
‘nanometer’ for the first time. His innovative use of 
a microscope to measure the size of particles, such as 
gold colloids, marked a significant advancement in the 
field. Furthermore, Zsigmondy’s introduction of the 
term ‘nanometer’ to describe particle size has had 
a lasting impact on the scientific community, cementing 
his legacy as a pioneer in the field of nanotechnology.

Nanoparticles possess unique physical and chemical 
properties due to their high surface area and nanoscale 
size. Their optical properties are dependent on size, 
resulting in different colors due to the absorption in the 
visible region [124]. The physical properties of nanoparti-
cles, including size, shape, charge, and elasticity, as they 
play a crucial role in their pharmaceutical functions [125]. 
Nanoparticles can have surprising optical, physical, and 
chemical characteristics due to their small size and ability 
to create quantum effects [126]. The surface energy of 
nanoparticles is significantly greater than that of micro-
particles, leading to a non-equilibrium state and the 
possibility of self-organization [127]. Nanoparticles can 
be classified based on their structure analysis and prop-
erty management, and they possess versatile properties 
that make them suitable for various applications in fields 
such as catalysis, imaging, and medicine [128]. In the 
dominion of pharmaceutical industries, the incorporation 
of nanotechnology has exerted a profound impact on the 
advancement of medical devices, including imaging 
probes, drug delivery systems, and diagnostic biosensors. 
In the field of biomedicine, nanoparticles find utility in 
a range of biomedical applications including medical 
diagnostics, targeted drug delivery, tissue engineering, 
regenerative medicine, and biomedical textiles [129]. 
Nanoparticles that have been functionalized with biolo-
gical molecules possess distinct characteristics and are 
efficacious in medical diagnostics [130]. Their therapeutic 
potential extends to the development of nanodrug deliv-
ery systems and the creation of novel drugs [131]. 
Moreover, nanoparticles facilitate the coupling of marker- 
specific antibodies or pertinent antigens, thereby improv-
ing early detection methods based on molecular markers 
[132]. They have also demonstrated antibacterial proper-
ties against various pathogens rendering them a viable 
alternative for antibacterial treatment [133]. Furthermore, 
progress in nanotechnology holds promise for enhancing 
disease diagnosis, refining targeted drug delivery, 
improving imaging of therapeutic responses, regulating 

cellular and tissue responses, and guiding resection pro-
cedures. Presently, nanotechnology exerts a pervasive 
influence on the everyday lives of individuals. Today, 
the impact of nanotechnology on human existence is 
a constant occurrence. An array of possible advantages 
exists that covers a broad spectrum. However, as a result 
of the significant exposure of humans to nanoparticles, 
a considerable amount of apprehension arises regarding 
the potential risks to both health and the environment 
[53]. These apprehensions have led to the emergence of 
new scientific disciplines, namely nanomedicine and 
nanotoxicology, which delve into the investigation of 
the detrimental effects that nanoparticles may have on 
human well-being [79]. While nanoparticles have several 
disadvantages in the field of medicine, one critical draw-
back is the difficulty in maintaining therapeutic action in 
three dimensions inside the human body [134]. Another 
disadvantage is the limitation to maintain efficacy in the 
target organ once the magnetic field is removed from the 
outside [135]. Nanoparticles also bring unique environ-
mental and societal challenges, particularly concerning 
toxicity [136]. There is a possibility of side effects caused 
by the action of metal nanoparticles absorbed by organ-
isms [137]. When employing nanoparticles in medicine, 
several obstacles must be overcome, such as issues with 
biodegradability and porosity [138].

6.1. Nanoparticles and drug delivery system

The fusion of nanotechnology and medicine has given 
rise to the relatively new field of nanomedicine, where 
its basis is the modification of matter at the nanoscale 
for purposes in the fields of human health. By altering 
essential drug properties like solubility, diffusivity, 
bloodstream half-life and drug release and distribution 
profiles, the usage of materials in this range has greatly 
advanced pharmacology [8]. In 1986, Matsumura and 
Maeda discovered that an anticancer protein coupled 
to polymeric nanoparticles demonstrated larger accu-
mulation in tumor tissues than in healthy ones. As 
a result, various researchers began to perceive connec-
tions between the nanotechnology and medicine 
fields [51]. Due to the physiology of tumors and the 
size of nanoparticles (NPs) (200 nm), small size NPs 
have better tumor penetration. This discovery gave 
rise to the hypothesis of enhanced permeability and 
retention (EPR) [139].

In the realm of nanotechnology, it is possible to 
classify nanoparticles into three distinct categories: 
organic, inorganic, and carbon-based materials [140]. 
There exists a plethora of examples that fall under the 
umbrella of nanoparticles, including but not limited to 
nano-silver, nano-silica, nano-aluminum, nano-zinc 
oxide, nano-copper, carbon nanotubes, and nano- 
titanium dioxide [141]. Metallic nanoparticles, in parti-
cular, find widespread application across a variety of 
fields, with the pharmaceutical industry being no 
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exception. These metallic nanoparticles can be synthe-
sized through various means, namely physical, chemi-
cal, and biological methods [142]. It is worth noting 
that the pharmaceutical industry specifically utilizes 
a range of metallic nanoparticles, such as gold, silver, 
iron oxide, zinc oxide, platinum, copper oxide, and 
palladium nanoparticles [143]. Moreover, it is essential 
to recognize that nanoparticles can be further categor-
ized based on their size, shape, composition, and func-
tionalities, leading to different platforms that include 
liposomes, Albumin-bound, Polymeric, Quantum Dots, 
and Iron Oxide [144]. Researchers have successfully 
synthesized multi metallic nanoparticles, each posses-
sing distinct configurations like core-shell, three-shell, 
random alloy, and dumbbell-like, in order to harness 
their unique and specialized catalytic properties. As 
shown in Table (2), the combination of nanomaterials 
with many types of antibiotics were used to combat 
bacterial resistance [145].

6.2. Nanoparticles and bacterial infections

The use of antibacterial therapy based on nanomaterials 
is extremely important in tackling the various difficulties 
presented by bacterial infections and antibiotic resis-
tance. The inherent antibacterial properties offered by 
nanomaterials make them an invaluable resource in the 
battle against bacterial infections. Furthermore, their 
ability to act as drug carriers presents a novel and alter-
native strategy in the fight against bacterial infections. 
By utilizing nanomaterials as drug carriers, scientists and 
researchers can explore new avenues and approaches 
to combat bacterial infections, thereby addressing the 
growing concern of antibiotic resistance [146,147]. 
Hybrid bacteria systems, which have been subject to 
modification with highly versatile nanomaterials, have 
emerged as a highly promising avenue for enhancing 
the efficacy of tumor therapeutic interventions [148]. 
Photodynamic antibacterial therapy (PDAT) using nano-
materials as carriers for photosensitizers has emerged as 

a non-antibiotic treatment method for bacterial infec-
tions [149]. In the current era, characterized by the 
advancements of the 21st century, the prevalence of 
infections continues to persist as a significant predica-
ment, necessitating the urgent requirement for novel 
and alternative approaches to combat bacterial growth 
and proliferation [150]. The investigation and study of 
therapeutic treatments that utilize nanomaterials for the 
purpose of combating bacteria is of utmost significance 
and relevance, especially when considering the prevail-
ing issue of drug-resistant bacteria, which is an immense 
challenge and threat to public health [151]. 

NPs have countless advantages, including more pre-
cise targeting, a larger surface-to-volume ratio, more 
regulated and prolonged drug release [123]. For the 
convenience of patients, the abovementioned character-
istics can reduce the quantity of antibiotic and adminis-
tration times [152]. One strategy was developed to 
employ NPs as biosensors that can recognize particular 
bacterial biomolecules, such as elements of bacterial cell 
walls or bacterial DNA or RNA [153]. This can be shown, 
for instance, in the usage of gold NPs that have been 
functionalized with certain antibodies that can bind to 
bacterial antigens. The antibodies will bind to the anti-
gens when these nanoparticles come into contact with 
the sample containing the target bacterium, changing 
the NPs characteristics like color or optical qualities [154]. 
Then, this alteration can be discovered using several 
analytical methods like spectrometry, microscopy, or 
fluorescence. Also, Mesoporous silica nanoparticles 
(MSNs) have a significant potential to give sensitive, 
selective and quick diagnosis of bacterial infections 
[155]. NPs are made to target infected host cells and get 
intracellular access for bioactivity in order to pass the 
cellular barrier [145]. For instance, due to the phagocytic 
nature of macrophages, nanoparticles locally delivered to 
the infection sites may be spontaneously taken up by 
macrophages infected with Mycobacterium TB, 
Salmonella typhimurium, or MRSA. Moreover, Chlamydia 
trachomatis-infected mouse fibroblasts and human lung 
epithelial cells showed enhanced antibiotic efficacy when 

Table 2. Antibacterial activity of nanomaterials combined with antibiotics (147).
Nanomaterial Antibiotics Target bacteria References

Ag NPs Ciprofloxacin 
Vancomycin 
Clotrimazole

VRE 
MRSA 
MRSA, S. aureus

[145] 
[146] 
[147]

Au NPs Vancomycin 
Ampicillin

MRSA 
MRSA, P. aeruginosa, Enterobacter aeruginosa, E. coli

[148] 
[149]

ZnO NPs Ciprofloxacin, ceftazidime MDR A. baumannii [150]
Fe3O4 NPs Ampicillin 

Ampicillin
S. aureus 
E. coli, P. aeruginosa, MRSA

[151] 
[152]

CuO NPs Cephalexin E. coli [153]
SWCNTs Ciprofloxacin S. aureus, P. aeruginosa, E.coli [154]
GO Lincomycin hydrochloride 

Chloramphenicol 
Gentamycin sulfate

E. coli, S. aureus [155]

AMP-NPs Gentamicin, vancomycin, azithromycin, amoxicillin S, aureus, E. coli, P. aeruginosa, A. baumanni [156]
Chitosan Streptomycin 

Ciprofloxacin
Listeria monocytogenes 
Uropathogenic E. coli

[157] 
[203]
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treated with nanoparticles [156]. Another form of NP, the 
Au-NPs which have been functionalized with cationic 
ligands, have antibiofilm action by dissolving the biofilm 
matrix of S. aureus and P. aeruginosa [157]. Additionally, 
a complex made of solid-lipid NPs that included 
the second-generation cephalosporin cefuroxime axetil 
(CA) was investigated for its antibacterial and antibiofilm 
properties against S. aureus. Encapsulation made pro-
longed release possible. This combination has a lower 
minimum inhibitory concentration (MIC) against S. aureus 
and generates an inhibitory zone to biofilm formation 
that is bigger than CA alone (13 mm vs. 9 mm) [61]. 
Nodes of polymeric PNPs also have been used to deliver 
antibiotics, particularly hydrophobic medicines. The anti-
biotic Levofloxacin exhibits antibiofilm activity when 
encapsulated in a poly lactic-co-glycolic acid (PLGA) 
nanocapsule, as it eliminates the biofilm and stops the 
remaining bacteria from proliferating [158].

Noble metal nanoparticles, including gold, silver, and 
platinum, have demonstrated considerable potential in 
the field of antimicrobial applications, owing to their 
inherent bactericidal properties and the ease with 
which they can be synthesized [159]. Bismuth halide 
nanomaterials (BiONs) have garnered considerable 
interest due to their exceptional optoelectronic capabil-
ities and biosafety characteristics, rendering them well- 
suited for applications in photocatalytic antibacterial 
processes and photodynamic therapy. Antimicrobial 
photodynamic therapy (aPDT) exploiting the potential 
of nanomaterials has demonstrated remarkable efficacy 
in the eradication of both bacteria and fungi, with the 
added advantage of circumventing the issue of resis-
tance, which has plagued conventional antimicrobial 
treatments. However, it is imperative to acknowledge 
that despite these encouraging findings, additional 
advancements and refinements are imperative to 
ensure the successful translation of this technology 
into clinical application, thus warranting further investi-
gation and exploration [160]. Graphene-based nanoma-
terials, which are composed of a single layer of carbon 
atoms arranged in a hexagonal lattice, have exhibited 
remarkable antibacterial properties that arise from their 
unique structural and chemical characteristics. These 
nanomaterials have been found to possess the ability 
to physically damage bacteria, thereby offering 
a promising avenue for combating antibiotic-resistant 
strains. The physical damage-based mechanisms 
employed by graphene-based nanomaterials involve 
the piercing and rupturing of bacterial cell membranes, 
leading to the leakage of cellular contents and ulti-
mately cell death. This novel approach to tackling anti-
biotic resistance holds great potential for addressing the 
urgent and increasingly prevalent issue of bacterial 
infections that are unresponsive to conventional anti-
biotics. Photothermal therapy (PTT), a therapeutic 
approach that utilizes nanomaterials as photothermal 
agents, has demonstrated great potential in the 

treatment of drug-resistant bacteria and biofilms. This 
cutting-edge therapy holds promise for targeted deliv-
ery and controlled release, which could effectively mini-
mize the occurrence of side effects associated with 
traditional treatment methods. The utilization of nano-
materials in PTT enables the precise targeting of bac-
teria and biofilms, allowing for enhanced efficacy and 
reduced damage to healthy tissues. Furthermore, the 
controlled release of therapeutic agents through nano-
materials offers the possibility of extended treatment 
duration and sustained therapeutic effects. These 
advancements in PTT hold immense potential in revo-
lutionizing the field of antibacterial therapy and could 
significantly contribute to the development of more 
effective treatments for drug-resistant bacteria and bio-
films [161]. 

6.2.1. Graphene-based nanomaterials
Graphene-based nanomaterials, which are composed of 
a single layer of carbon atoms arranged in a hexagonal 
lattice, have exhibited remarkable antibacterial proper-
ties in various studies conducted, thereby highlighting 
their potential as promising functional agents for the 
development of antibacterial therapy [162–164]. These 
nanomaterials demonstrate the ability to inhibit the 
growth of bacteria through a multitude of mechanisms, 
which encompass the stimulation of oxidative stress 
within the bacterial cells, the disruption of their delicate 
cell membranes, as well as the induction of physical 
damage to their structural integrity [165,166]. 
Graphene-based nanomaterials have demonstrated 
their efficacy in fighting against both Gram-positive 
and Gram-negative bacteria, which is a significant 
breakthrough in the realm of antibacterial treatment 
[167]. The antibacterial activity of these nanomaterials 
is heavily influenced by their size, morphology, and 
composition, thus highlighting the criticality of these 
factors in determining their effectiveness [168]. 
Furthermore, the potential applications of graphene- 
based nanomaterials extend beyond their antibacterial 
properties, as they have also exhibited promising results 
in wound healing, biofilm removal, and addressing the 
challenge posed by antimicrobial resistance [169]. 
Nonetheless, it is imperative to conduct further research 
in order to fully comprehend the intricate molecular 
mechanisms that underlie the antibacterial activity of 
graphene-based nanomaterials [166]. By gaining 
a deeper understanding of these mechanisms, we can 
unlock the true potential of these nanomaterials and 
harness them as valuable tools in the field of antibacter-
ial therapy, thereby addressing the persistent threat 
posed by bacterial infections [170]. In summary, the 
advent of graphene-based nanomaterials has paved 
the way for a new era in antibacterial treatment, offering 
immense potential for combating bacterial infections 
and improving patient outcomes.
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6.2.2. MXene, a novel 2D nanomaterial
MXene, which is a groundbreaking two-dimensional 
nanomaterial, has demonstrated immense promise as 
an exceedingly effective antibacterial agent, thereby 
showcasing its remarkable capabilities in combating bac-
terial infections and diseases [171]. MXene, a two- 
dimensional material that consists of transition metal 
carbides, nitrides, or carbonitrides, has been found to 
possess extraordinary antimicrobial properties, thereby 
making it a highly promising candidate for the develop-
ment of metal-based bactericides [172]. The size, concen-
tration, and surface charge of MXene nanosheets are 
three key parameters that play a significant role in deter-
mining the antimicrobial efficacy of these nanomaterials 
[170]. These factors have a direct impact on the interac-
tion between MXene nanosheets and microorganisms, 
ultimately influencing the effectiveness of their antimi-
crobial properties [173]. By manipulating the size of the 
nanosheets, researchers can control their ability to pene-
trate microbial cells and disrupt vital cellular processes 
[174]. Furthermore, the concentration of MXene 
nanosheets in a given solution can dictate the extent of 
antimicrobial activity, as higher concentrations may lead 
to more efficient eradication of pathogens. Additionally, 
the surface charge of the nanosheets can influence their 
interaction with microbial membranes, with positively 
charged nanosheets potentially exhibiting enhanced 
antimicrobial efficacy. Overall, understanding and opti-
mizing the size, concentration, and surface charge of 
MXene nanosheets is crucial for harnessing their full 
potential as antimicrobial agents [175]. MXene has been 
discovered to possess an array of therapeutic properties, 
including but not limited to its ability to inhibit viral 
replication, mitigate inflammatory responses, and 
impede the growth and proliferation of cancerous cells, 
thereby highlighting its immense potential as 
a multifaceted remedy for a diverse range of ailments 
[176]. The potential cytotoxicity of MXene, a class of two- 
dimensional transition metal carbides and nitrides, has 
raised concerns within the scientific community [177]. In 
order to address these concerns and better understand 
the biocompatibility of MXene, numerous studies have 
been carried out to evaluate its interactions with living 
organisms [178]. The biocompatibility and cytotoxicity of 
MXene are contingent upon various factors, including its 
size, dose, and surface coating [179]. To comprehensively 
examine the biological response and cytotoxicity of 
MXene, both in vitro and in vivo toxicological studies 
have been conducted. However, it is imperative to con-
duct further research in order to gain a complete under-
standing of the potential of MXene as an antibacterial 
agent [180]. Additionally, addressing the concerns per-
taining to its cytotoxicity is of utmost importance [181]. 

6.2.3. Chitosan and metal/metal oxides
Functional materials, including but not limited to 
chitosan and various metal oxides, have been 

extensively explored due to their immense potential 
in the realm of antibacterial therapy [182]. The utili-
zation of these materials has garnered significant 
attention from researchers worldwide, who have per-
sistently strived to devise innovative strategies to 
effectively combat bacterial infections [183]. In their 
tireless pursuit, scientists have made remarkable pro-
gress in the development of cutting-edge antibacter-
ial agents, with a particular focus on harnessing the 
power of metal oxide-based polymers [184]. The 
integration of metal oxides within polymer frame-
works has proven to be a promising approach, 
enabling enhanced antibacterial efficacy and exhibit-
ing the ability to overcome the challenges posed by 
bacterial resistance [185]. Through ingenious design 
and meticulous engineering, these novel antibacter-
ial agents hold immense promise in revolutionizing 
the field of antibacterial therapy, potentially leading 
to breakthroughs in the fight against bacterial infec-
tions and the associated health complications [186]. 
Chitosan, a polymer composite material that is 
derived from chitin, a natural polysaccharide found 
in the exoskeleton of crustaceans, such as shrimp 
and crab, has been ingeniously combined with 
metal organic frameworks (MOFs), a class of highly 
porous materials composed of metal ions or clusters 
coordinated to organic ligands, in order to not only 
amplify but also augment its inherent antibacterial 
ability, thereby revolutionizing the field of antimicro-
bial materials and opening up new possibilities for 
various applications in medicine, biotechnology, and 
environmental science [187]. Chitosan films incorpor-
ating nano-metal oxides, including but not limited to 
zinc oxide, magnesium oxide, titanium dioxide, cop-
per oxide, iron oxide, silicon dioxide, and silica, have 
been extensively employed in the realm of food 
packaging with the primary objective of enhancing 
the antimicrobial characteristics, thereby effectively 
inhibiting the growth of various microorganisms and 
ensuring the safety and quality of the packaged food 
products [188]. Chitosan-based materials incorpo-
rated with metallic nanoparticles and metal oxides 
have also been fabricated and demonstrated to pos-
sess antimicrobial properties [189]. These discoveries 
underscore the promise of functional substances, 
more specifically chitosan and metal/metal oxides, 
in the context of antibacterial therapy and their uti-
lization in diverse domains, such as medicine and the 
food industries.

6.2.4. Mesoporous silica nanoparticles (MSNs)
Mesoporous silica nanoparticles (MSNs) are one of the 
most promising nanocarriers for drug delivery due to 
their distinct qualities, which include a high loading 
capacity, biocompatibility, simplicity in manufacturing, 
and customizable pore diameters and volumes [190]. 
Additionally, by utilizing several methods, MSNs can be 
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manufactured on a massive scale with a variety of sizes, 
morphologies and surface functionalities [191]. Due to 
these crucial characteristics, MSNs provide good Nano 
platforms for assembling various multifunctionalities 
for the treatment of bacterial infections, emphasizing 
targeted and stimuli-responsive antimicrobial adminis-
tration (Figure 5) [65]

The safety dose or toxicity concerns associated with 
silica nanoparticles have garnered extensive examina-
tion and remain a topic of ongoing research and dis-
cussion [193,194]. Hollow silica nanoparticles have 
exhibited promising outcomes in animal studies con-
cerning the controlled release of chemical compounds, 
demonstrating a low toxicity profile even at higher 
doses or repeated administrations. However, other 
research posits that the biocompatibility of silica nano-
particles is contingent upon the dosage, with toxicity 
only emerging at elevated doses [195]. It is imperative 
to persist in investigating the safety and biocompat-
ibility of silica nanoparticles, particularly within the 
realm of biomedical applications, to ensure their 
responsible and efficacious utilization. This is of 

particular significance as certain studies have indicated 
the absence of observable organ damage or inflamma-
tion following in vivo toxicity assessments [196]. 
Numerous studies have showcased that silica nanopar-
ticles possess negligible levels of toxicity, with some 
even demonstrating no disparity in toxicity when com-
pared to larger particles. However, it should be noted 
that they can become toxic at high doses [197]. The 
safety and effectiveness of hollow mesoporous silica 
nanoparticles, renowned for their aptitude as delivery 
systems for the controlled release of chemicals within 
live cells, have been substantiated through both 
in vitro and in vivo investigations, thus suggesting 
their potential for biomedical applications [198]. In an 
in vitro study, Natsheh et al. and their colleagues have 
illustrated that a high viability rate above 70% was 
achieved against normal fibroblast cells. Furthermore, 
the biocompatibility of these nanoparticles in living 
organisms has also been documented, with evidence 
indicating the absence of bioaccumulation or bioper-
sistence and the presence of rapid physiological excre-
tion mechanisms [147,199]. 

Figure 5. Multifunctionalities of MSNs. MSNs have multiple uses in the treatment of bacterial infections. On the top surface, agents 
that target bacteria and/or biofilm can be grafted. Adsorbed or grafted antimicrobial medications and/or antibiofilm substances 
are both possible for MSNs. To stop cargo leakage, stimuli-responsive gatekeepers can be included into blocking nanocaps. Pore 
uncapping and cargo release are triggered by exposure to internal (bacteria, pH, redox potential) or external (heat, light, 
alternating magnetic fields (AMF)) stimuli. MSNs can have antimicrobial metal NPs (M) and ions (Mn+) implanted within the 
mesoporous structure or coated externally. To add “stealth” qualities, biocompatible hydrophilic polymers can be grafted to the 
surface. To alter surface charge, different organic groups (R) can be externally functionalized. It is also possible to integrate 
fluorescent compounds and magnetic NPs [192].
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6.3. Nanoparticles and staphylococcus aureus

The traits of S. aureus as an multi-drug resistance (MDR) 
bacterium, such as biofilm formation, facultative intra-
cellular survival and increasing resistance, present 
a significant problem [66]. Finding effective alternate 
methods for the eradication of drug-resistant bacterial 
agents seems to be a pressing necessity given the 
costs, side effects, and time required for the produc-
tion of innovative medications. The use of nanoparti-
cles is seen to be a possible solution to the S. aureus 
resistance-related concerns in the treatment of infec-
tions [152]. NPs, especially those created utilizing 
green synthesis technique which aim to reduce or 
eliminate the use of hazardous chemicals and energy- 
intensive processes typically associated with tradi-
tional nanoparticle synthesis. These techniques often 
utilize sustainable starting materials and environmen-
tally benign reaction conditions like using plant 
extracts, microorganisms and Microwave-assisted 
synthesis, have demonstrated antibacterial effects 
[200]. As well, MRSA can be diagnosed with NPs. The 
primary mechanisms of NP antimicrobial actions 
include bacterial integrity or metabolism impairment 
(CuNPs), interruption of transcription and replication, 
inhibition of membrane-bound enzymes and biofilm, 
protein denaturation (AgNPs) and formation of reac-
tive oxygen species (ROS) [201]. Many NPs, including 
gold, silver and the less expensive NPs like nickel, 
titanium, zinc oxide, silica and bismuth, have been 
found to effectively eradicate MRSA bacteria in both 
in vitro and in vivo tests [191].

One study showed that cefotax loaded on barium 
ferrite NPs had a potential efficacy in controlling 
MRSA by boosting the drug’s bactericidal power 
and increasing its penetration through bacterial 
cells [201]. An MSN-based nanosystem with the 
possibility of targeting bone through utilization of 
eight repeating aspartate sequences was proposed 
in a subsequent study. Eight repeating aspartate 
sequences have been used as a targeting element 
to bone to functionalize MSNs because of their 
affinity for hydroxyapatite. This nanocarrier specifi-
cally delivered the peptide into infected bone tissue 
in vivo, replicating the effects shown in vitro, and 
lowered both S. aureus bacterial viability and osteo-
clasticity in vitro [202]. By studying the synergistic 
bactericidal activity of loaded chlorhexidine and sil-
ver-decorated MSNPs against S. aureus and E. coli, 
Lu et al. took things a step further in 2017 by an 
easy and sustainable process; the monodisperse 
MSN nanospheres were successfully created as an 
appropriate carrier for the delivery of Chlorhexidine 
(CHX) and nanosilver. The CHX-loaded, silver- 
decorated MSNs demonstrated simultaneous CHX 
and silver ion release in response to pH, which 
had a synergistic antibacterial impact against both 

gram-positive S. aureus and gram-negative 
Escherichia coli [139]. To improve the pharmacologic 
activity against sensitive and resistant S. aureus in 
the normal phenotypic states and action times, as 
well as to decrease the drug’s side effects, several 
antimicrobial drugs are now integrated into or con-
jugated with NPs. Consequently, NPs medication 
delivery systems proved to be the best tool for 
overcoming the problems we had with S. aureus 
infection [78].

7. Conclusion

The emergence and growth of S. aureus and its 
MDR problem have shown to be a serious health 
concern that must be managed on a global scale. 
To treat persistent MRSA, nanomaterials offer 
a novel, ‘outside the box’ strategy. Optimization of 
their physical characteristics, particularly size and 
surface charge, is essential to maximize their cura-
tive potential and decrease host hazard. Clinical use 
is currently limited by issues concerning the long- 
term effects of nanoparticles on the patient and its 
systemic safety. Additionally, the exact and detailed 
mechanism of interaction of NPs with biological 
systems should be explained in future trials to 
develop nanomaterials with favorable physicochem-
ical properties that will allow them to be more 
responsive to varied biological settings for thera-
peutic advantages while having no negative effect. 
The field of nanoparticles promise, in the near 
future, to be the next-generation of medicines to 
combat MDR bacteria.
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