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ABSTRACT

Asthewirelesssensornetworks(WSN)aregainingpopularitytheneedofreliabledeliveryofdata
packetsbecomesmoreimportant.Thereliabledeliveryisonlypossiblewhentheroutingprotocols
areefficientandsecure.Becauseoflackofresourcesitisnotpossibletouseexistingcryptosystems
toprovidesecurityinWSN.But,trustawareroutingcanprovidethesecuritywithlesserresources,
whichbecomepopular in last three to fouryears. In thispaper,anewenergyefficientand trust
aware reliableopportunistic routing (TAEROR)protocol isproposed.Theprotocolconsistsofa
trustmetricandalsoarelayselectionalgorithm.Thetrustawaremetricdetectsthemaliciousnodes
on thebasisof forwarding sincerity, energyconsumptionandacknowledgement sincerity.Relay
selectionalgorithmsavoidthesemaliciousnodestogetselectedintheroutingprocess.Theprotocol
issimulatedandcomparedtoexistingtrustawareroutingprotocols.ProposedprotocolTEAROR
presentsbetterresultsthantheothercomparedprotocols.
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1. INTRODUCTION

Inmostof theapplicationsofWirelessSensorNetworks(WSN), thesensornodesareoperating
independently without any external interference. This unsupervised operation of WSN leads to
exposenodestovarietyofmaliciousattacks.Therearemanyprotocols(Haqueetal.,2008)(Huet
al.,2003)(Zhangetal.,2008)(Mohaisenetal.,2009)(Ahmedetal.,2016)developed,mostofwhich
arebasedoncryptographicandauthenticationsystems.Thesealgorithms/protocolsarenotsuccessful
forwirelesssensornetworksforthefollowingreasons:

1. Theseprotocolsaremostlybasedontheassumptionthatallnodesinthenetworkarehelpfuland
truthfulduringtheroutingprocess.Thisassumptionmakestheprotocolsunrealisticespecially
forinsiderattacks(Slehietal.,2016);
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2. Thesensornodesarehavinglimitedresourceslikebatterypower,storagecapacityandprocessing
capacity.Theseconstraintsrestricttheuseofthemostofcryptographicalgorithms.Because
cryptosystemsneedtobeexecutedwithhighprocessing,storageandpowerconsumption(Ahmed
etal.,2016);

3. Incryptographicandauthenticationsystemsthereisrequirementofcentralizedkeymanagement
agentwhichisnotpossibletoinstallinWSN.

ForthepurposeofsecurityofdatapacketsandroutingprocessesinWSNtrustandreputation
basedsystemswereprovedtobemoreefficientagainstnodemischievousnessoccurrences.Trust
andreputationawaremethodsarenewtosolvetheproblemofsecuritywithoutusingcryptosystems
(Cordasco and Wetzel, 2008). The trust of a node in wireless communication networks can be
definedasthe“…degreeofreliabilityofneighbornodesperformingroutingprocess(sendingand
receiving packets) …” (Govindan and Mohapatra, 2012). These methods help the sensor nodes
inmakingdecisionsaboutothernodestoselectthemasnext-hopforwarders,inotherwordstrust
andreputationbasedroutingmethodspredictthefuturebehaviorofneighbornodes.AstheWSN
areopportunisticnetworksinnature,hence,trustandreputationbasedsecuritysystemsaremore
suitable.Inopportunisticnetworkseverynodeontheroutingpathhavetheopportunityofsenddata
towardthedestinationandnofixedpathisfollowed.Hence,trustandreputationbasedmethodshelps
theopportunisticroutingprocessestodecidethebestnext-hopforwarder.Trustbasedmethodsin
WSNaresimilartothehumanbehaviorsystem,wheretwonodeswillcommunicatetoeachother
onlywhenthetrustlevelofreceivingnodeisuptothemarkatacertainperiodoftime.Thetrust
valuesofsensornodesinWSNshouldbeupdatedafteracertainperiodoftimeforthepurposeof
maintaininglowrisklevel.Asthetrustbasedroutingprotocolsdonotinvolvethemaliciousand
misbehavingnodesintotheroutingprocess,thethroughputandenergyefficiencyofthenetwork
willbeimprovedautomatically.

Working on trust and reputation based methods in recent years many protocols have been
proposed(Srinivasanetal.,2006)(Ganeriwaletal.,2008)(MichiardiandMolva2002)(Zahariaet
al.,2013)(Tanachaiwiwatetal.,2004)(Gheorgheetal.,2013)(Choudharyetal.,2008)(Channa
andAhmed,2011).However,mostoftheprotocolshavefixedpathroutingprocesses.InWSNthe
fixedpathroutingprocessesintroducedelaysandalsoifanynodeonthefixedpathisdead,then
routingprocessesareneededtorebuildit.Also,existingtrustandreputationbasedapproacheshave
manyvulnerabilities.Forexample,mostofthetrustednodes,inatrustbasedroutingprotocol,are
theneighbornodeswhicharehavinglowenergy.Thiswillleadtoashortnetworklifetime.There
areseveralnumberofpacketsflowinthenetworkatthesametime,whichincreasetheoverheadof
routingprocesses.Also,mostofthetrustedprotocolsaredesignedforMANETSandexecutedon
stronghardwareplatformshavinggoodresources.Thereisaneedofdynamictrustbasedrouting
processestodetectthemaliciousbehaviorsinthenetwork.

Opportunisticroutingprovidestheabilitytosensornodestoutilizethebroadcastingcapabilities
inabetterway.Althoughthereisarisktodataandroutingprocessbecauseofbroadcasting,because
whenthenodebroadcastapacketitcanalsobereceivedbymaliciousnodes.Themaliciousnodescan
misusethesepacketstodestroynetworkortospreadfalseinformation.Themotivationistoprovide
securitytothesepacketsaswellasenhancethenetworklifetimebyreducingtheenergyconsumption.
Thetrustawareprotocolsprovidethisfacilitywithlessenergyconsumption.Thetrustednodeswill
beincludedintheroutingprocessandthemaliciousoruntrustednodeswillbeavoided.

ThispaperannouncesanewtrustbasedandreliableopportunisticroutingprotocolforWSN.
Theprotocolhasbeendesignedtoovercomethelimitationsofexistingtrustbasedroutingschemes
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discussed above. The proposed protocol introduces the direct trust evaluation for each 1-hop
neighbornode.Thetrustevaluationisbasedontheforwardingsincerity,energyconsumptionand
acknowledgementforwardingsincerityof1-hopneighbornodes.Theprotocolsisopportunisticin
natureandselectsbestnext-hopalways,whenanodehasthedatatobetransferredtowardbasestation
(destination).Theproposedprotocolisindependentofnode’slocationanditprovestobebestinthe
presenceofsubstantialnetworkload.Theproposedprotocolalwaysselectsthebestnexthop,which
isenergyefficientandtrustworthy.Thesimulationresultsdepictthegoodperformanceofproposed
protocolinthepresenceofhostileenvironment.Itimprovesthenetworkthroughput,energyefficiency
andend-to-enddelaysinthenetwork.

Intherestofthispapertherelatedworkwillbediscussedinsection2.Section3providesthe
detailsaboutproposedprotocolfollowingwithsimulationresultsinsection4.Section5willdiscuss
theconclusionandfutureperspectiveofthepaper.

2. RELATED WORK

Asfarasopportunisticroutinghasbeenconcernedthereisalotofworkhasbeencarriedoutby
manyauthors(KumarandSingh,2017).Butthereiseithernoorveryfewtrustorreputationaware
secureopportunisticroutingprotocolsproposedinpastyears(Slehietal.,2016).Nowadaysmany
researchersarefocusinginthisdirection,becausetrustawareroutingprocessesarelightweightand
easytoimplementinrealapplications.Opportunisticroutingismainlyconstitutedoftwophases,i.e.
candidatesetselectionandforwarderselectionoutofthatcandidateset.(Liuetal.,2007),(Hsuetal.,
2011)and(DarehshoorzadehandCedra-Alabern,2012)publisheddetailedreviewsonORnotions,
representations,andclassifications.

The first and foremost opportunistic routing algorithm proposed was Ex-OR (Exclusive
opportunisticrouting)(BiswasandMorris,2005).Thealgorithmworkedwell inthepresenceof
wirelesslinks.Thealgorithmwasbasedonaroutingmetricknownasexpectedtransmissioncount
(ETX),whichisconcernedwithnumberoftransmissionsrequiredforapackettoreachthedestination.
WorkinginsamedirectionLCOR(Dubois-Ferriereetal.,2011)wasproposedusingthemodified
metricexpectedanypathtransmission(EAX)(Zhongetal.,2006).SOAR(Rozneretal.,2009)also
usedtheETXandamechanismtoreducenumberofduplicatepacketssenttowardsthebasestation.
Opportunisticroutingwasfocusedbymanyresearchers,especiallyforWSN,bydesigningnewrouting
protocolslikePOR(Liuetal.,2013),DPOR(DarehshoorzadehandCedra-Alabern,2012)andCBF
(Fubleretal.,2003),etc.Alloftheseprotocolsdonotconsidersecurityasamajorparameterand
applynosecuritymethod.

Thepackets in thesensornetworktransmittedthroughwirelesschannelsandareexposedto
attackers.Cryptosystemsprovidesecurityfromexternalattacks,butfailstocopeupwithinternal
maliciousnodes in thenetwork.For thepurposeofsecuringnetworkfrominternalattackers the
cooperationamongallsensornodes ismost important.Toaccomplishthis tasklightweight trust
andreputationawareprotocolsareveryimportantandthesecanprovidesecurityfrominternalas
wellasexternalattackers.Workinginthisdirectionmanyprotocolshavebeenproposedforwireless
networks.SomecommonexamplesareCORE(MichiardiandMolva,2002),SORI(Heetal.,2004),
CONFIDANT(Ganeriwaletal.,2008),PFM(mantasetal.,2017)and(Salehietal.,2016)etc.All
oftheseprotocolsarenotprimarilymadeforWSN,andhencedonotworkefficientlywhenused
withWSN.

InWSNtrustandreputationbasedsystemshasbeenfocusedbymanyresearchersaroundtheworld
inrecenttwoorthreeyears.Theresearcherstriedtomaintainthebalancebetweenthesensorresources
andsecurityofthenetwork.Adynamictrustawareroutingframework(TARF)hasbeenproposed
by(Dengetal.,2010).Thisframeworkutilizesthesocialnetworktrustprincipleswithtraditional
cryptographicmodels tosecure thenetwork.Anotherprotocolefficientmonitoringprocedure in
reputationsystem(EMPIRE)(Maaroufetal.,2009)wasproposedforthepurposeofprobabilisticand
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distributivemonitoringmethods.Theauthorstriedtoreducethenumberofmonitoringjobsforeach
nodeandhencereduceenergyconsumptioninthenetwork.Energyefficientandtrustawarerouting
(ETARP)(Gongetal.,2015)isanotherprotocolforWSNwhichensuresthemaximumutilization
ofresourceswithminimumroutingcost.Similarly,trustandenergyawaresecureroutingprotocol
(TESRP)(Ahmedetal.,2016)reducesenergyconsumptionandalsolowertheroutingoverheadin
thenetwork.Trustandlocationawarerouting(TLAR)(VamsiandKant,2016)isproposedrecently
and consider different parameters like forwarding sincerity, network acknowledgements, packet
integrity,energyinformation,andfeedbacksofothernodes.Buttheoverheadandend-to-enddelay
increaseswhenthereisinvolvementoftoomanyparameters.

FromliteratureitisclearthattrustmanagementforWSNisbeingrecognizedonlyinlastthreeto
fouryears.Hence,thereisnotenoughresearchworkintheliteratureintermsofopportunisticrouting
techniques.Energyefficiencyandlinkreliabilityhasnotbeenconsideredinmostoftheprotocols.
Inthisresearchwork,anewtrustawareroutingprotocolhasbeenproposedandcomparedbyusing
simulationwithotherexistingprotocols.Theperformancewillbetestedonthebasisofsimulations
performedforvariousparameters.

3. PROPOSED PROTOCOL

Inthissection,proposedprotocolwillbediscussedindetail.Beforegoingintothedetailsassumptions
fortheprotocolareasfollows:

1. Thenodesaredeployedrandomlyintheapplicationareatobemonitored;
2. Theresourceslikeenergy,buffersizeandcomputationpowerarefixedandsameforeverynode;
3. Aselfishoroverloadednodewilldropallthepacketscomingtoitandalsopresentsfalseenergy

andstorageinformation;
4. Maliciousnodesrandomlydropsomeofthepacketsandleadtogrey-holeattack.Somemalicious

nodesdropallofthepacketsandwillleadtoblackholeattack.

3.1. Trust Aware Energy Efficient and Reliable 
Opportunistic Routing Protocol (TAEROR)
TAERORisadynamicroutingprotocolforwirelesssensornetworks.Itisdesignedespeciallyfor
WSNbyconsideringthelimitedresourcesofeachsensornodeinthenetwork.Thisprotocolisbased
onopportunisticroutingtechnique.Inopportunisticroutingforwardercandidateselectionisthemost
importantstep.Hence,whiledesigninganopportunisticroutingalgorithmametrichastodesign,
whichhelpstheprotocoltoselectgoodforwardercandidates.

TheprotocolTAERORwillbecompletedinmultiplephases.Inthestartingstageofthenetwork
theneighbornodesareidentifiedandaneighborlist(NGH)isformedineachnode.Thiswillbe
completedbyusinghellopackets,thenodeswhicharereplyingtothehellopacketswillbeaddedto
NGH.Afterformingneighborlists,thetrust-basedopportunisticroutingmetrichasbeencalculated
andforwardercandidateswillbeselected.Energycostmodelwillbethesameasin(Kumarand
Singh,2016).Allofthephaseswillbediscussedinthefollowingsubsections.

3.1.1. Trust Evaluation
Thisphaseevaluatesthetrustvalueofanodeandthenext-hoprelaywillbeselectedonthebasisofthis
trustvalue.Thetrustmetricisbasedonthebetadistributionandprobabilityofanodebeingmalicious.
Onlythedirecttrustvaluesaretakenintoaccountintheproposedmetric.Everytimeawhenanode
hasdatapacketsfortransmissiontowardbasestationitinitiatestheopportunisticroutingprocess.
Afterformingtheneighborlist,thetrustvaluehasbeencalculatedforeachnodeintheneighborlist.
Thetrustvalueincorporatestheprobabilityofanodebeingmalicious(Pm),forwardingsincerity(F),
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acknowledgementsincerity(ACK)andenergydepletion(E).Theprobabilityofanodebeingmalicious
iscalculatedonthebasisofpacketsdroppedduringtheroutingprocess.Itiscalculatedbyusingthe
unsuccessfulpacketforwardingratioandthedelayratioforpacketforwarding:

P R R
m U delay
= − −( )1  (1)

where,RU is the ratioof unsuccessful packet forwardingdividedby thenumberof packets sent
towardanode:

R N N
U dr s
= /  (2)

where,NdristhenumberofdroppedpacketsbyanodeandNsisthenumberofpacketssenttowards
thesamenode:

R N N
delay delay s
= /  (3)

whereNdelayisthenumberofpacketwhicharedelayedbyanodeandNsisthenumberofpacketssent
towardsthesamenode.BysubstitutingthevalueofEquation(2)andEquation(3),theprobabilityof
anodebeingmaliciousiscalculated.Thecalculatedprobabilitymaybeslightlydifferentfromthe
originalbehaviorofthenode,butthebehaviorofanodewillfluctuatearoundthisprobabilityvalue.

Aftertheprobabilityhasbeencalculatedthetrustevaluationprocessstarts.Thetrustevaluation
requiresthevaluesofforwardingsincerity,energydepletionandacknowledgementsincerity.Suppose
therearetwonodesiandjforwhichwewanttocalculatethevaluesoftheseparameters.Theforwarding
sincerity(F(i, j))iscalculatedasfollows:

F i j
SF

SF UF
Pi j

i j i j
m

( , ) ( )( , )

( , ) ( , )

=
+

−1  (4)

where,SF(i,j)isthenumberofsuccessfulpacketforwardingfromitojandUF(i,j)isthenumber
ofunsuccessfulpacketforwardingfromitoj.Theacknowledgementsincerityhasbeencalculated
as follows. Here, SACK(i,j) and UACK(i,j) are the number of successful and unsuccessful
acknowledgementforwardingrespectively:

ACK i j
SACK i j

SACK i j UACK i j
P
m

( , )
( , )

( , ) ( , )
( )=

+
−1  (5)

EnergyistheimportantfactorinWSNandshouldbeconservedtoimprovethelifetimeofthe
network.Hence,inthetrustvaluecalculationforTEAROR,theenergydepletion(Eimpact)hasbeen
introducedwhichisbeingcalculatedasfollows:

E i j
E j E j E i j

E j
P

impact
Fwd Rcv ack

total
m

( , )
( ) ( ) ( , )

( )
( )=

+ +
−1  (6)
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where,EFwd(j)istheenergyrequiredbynodejtoforwardapacketfurthertoitsneighbors.Similarly,
ERcv(j)istheenergyrequiredbynodejtoreceivethepacketsfromnodeiandEack(i,j)istheenergy
consumedinsendingacknowledgementfromjtoi.Etotal(j)isthetotalenergyofthenodej.thisfactor
willtellabouttheimpactofonetransmissionfromnodeitonodej,onnodej.Iftheimpactishigh,
thetrustvaluewillbelow.Thiswillhelpindistributingtheenergyconsumptionamongallthenodes.

After,allofsincerityfactorsarecalculated,trustvaluewillbecomputed.Thetrustvalueinvolves
theagingfactor.Eachnodehastheformerlycomputedtrustvalueforeachneighbor.Hence,itmust
beincludedwithrecentlycalculatedtrustvalue(Salehiet.al.,2014).Thisistobedonebecausethe
sensornodes,duringtheirlifetime,maychangetheirbehavior.Thenewlycomputedtrustvaluewill
helpinmonitoringthebehaviorofthenodesinthenetwork.FollowingEquation(7)willcalculate
thenewtrustvalue(RT(i,j))fornodejwithrespecttonodei:

RT i j
F i j E i j ACK i j

( , )
* ( , ) * ( , ) * ( , )

=
+ +

+ +
α β γ

α β γ
 (7)

whereα,βandγaretheimportancefactors.Meanswhicheversincerityfactoroutofthreeismost
importance will be multiplied with highest value. By including previous behavior of the node j
Equation(8)givesthefinaltrustvalue(FT(i,j))fornodejwithrespecttonodei:

FT i j NewRT i j OldRT i j( , ) * ( , ) * ( ) * ( , )= + −σ λ σ1  (8)

where,0<σ<1representstheagingfactorand0<ʎ<1representstheweightoftheNewRT(i,j).These
factorsmaybesettoavalueaccordingtothesimulationscenarioandapplicationofthenetwork.
Inthiswaythefinaltrustvaluehasbeencalculatedandusedinrelayselectionalgorithmwhichis
beingdiscussedinnextsubsection.

3.1.2. Relay Selection Algorithm
Inopportunisticroutingtherelayselectionoutofsomepotentialforwardersisveryimportanttask.
Although,eachpotentialforwarderhavetheopportunitytosenddatapackettowardsbasestation,but
relayselectionalgorithmwilldecidethenodewhichwillforwardthepacketfirst.Ifthisalgorithm
isnotusedthaneachnodeintheforwarderlistwillforwardthedatapacketsandbasestationwill
receivemultipleduplicatepackets.Tomonitorthepackettransmissionprocess,datapacketforwarding
progress(FP)iscalculatedusingdistancebetweensourceanddestination(Ds,d)anddistancebetween
thedestinationandrelaynodes(Dni,d)(Equation(9)andEquation(10)).Here,kisthetotalnumber
ofnodesinthenetwork:

D x x y y
i j i j i j,

( ) ( )= − + −2 2 ,where 0 ≤ ≤i j k, ,and i j≠  (9)

FP D D
n
s d

s d n di i

,
, ,

= − ,wheres=source,d=destination, 0 ≤ ≤n k
i

 (10)

Theproposedrelayselectionalgorithmbelow,startsatarandomsourcenode(S),whichhavedata
tobesenttowardthebasestation(D).Thelistof1-hopneighbornodesforShasbeenformed.After
formingthislist,nodetrustfactor(FT)hasbeencalculatedforeachnodeinneighborlist.Thevalue
ofFTwilldecidewhetherthenodecanbepartofforwarderlist(FL)ornot.Sortingofthenodesin
neighborlistisdonebyusingthetrustfactor(FT).ThenodeswhicharehavingFTvaluegreateror
equaltotheminimumacceptabletrustvalue(tmin)willbeaddedtoFL.ButthecapacityofFLwill
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beaccordingtoWSNapplicationrequirements.FLwillbethelistofpotentialforwarders,which
canbetrustedbythesourcenodeS.Thedatapacketswillbeconstructedincludingforwarderlist
andminimumtrustvalue.Similarprocedurewillbefollowedbythereceivernodes.Thenodewhich
isonthetopoftheforwarderlistwillforwardthedatapacketfirst.Therelayselectionalgorithmis
theessentialpartofopportunisticroutingprocess.Thiswilldecidethecomplexityofopportunistic
routingprocess.

ConsidertheexamplenetworkinFigure1,whichconsidersnodeSassourcenodeandDasthe
destinationnode(basestation).Swillformitsneighborlistas{1,2,3,4}andcalculatethetrust
valueforeachnodeinthislist.Supposethetrustvaluesforeachnode1,2,3and4are0.2,0.4,0.6
and0.4respectively.Theneighborlistwillthenbesortedaccordingtotrustvaluesindescending
order.Aftersortingtheneighborlistwillbe{3,2,4,1}.Nowconsiderthenumberofforwardernodes
allowedinforwarderlistare3.ThenforwarderlistFLwillcontain{3,2,4}.Aftertheforwarder
listisformedthedatapacketistransmittedbyincludingthisforwarderlist,minimumallowedtrust
valueanddestinationaddress.Thenodewhichisonthetopofforwarderlist,3inthiscase,will
forwardthedatapacketfirstbyfollowingthesameprocedure.Thisprocesswillbecontinueduntil
thedestinationDisnotfound.

Inrelayselectionalgorithm(Algorithm1),everynodeintheforwarderlistwillgettheopportunity
tosendpackettowarddestination.Someofthenodeswhicharemaliciousorselfishnodeswillnot
beincludedinforwarderlist,becauseoflowtrustvalue.Hence,theTAERORprotocolwillavoid
suchnodestobeincludedintheroutingprocess.ThepacketPwilltravelonlythroughthetrusted
nodes.LikeinFigure1,node1intheneighborlistofSwillnotbeincludedintheforwarderlist
becauseofhavinglowtrustvalue.Similarisfornode7.Also,asonlythetopnodeonforwarder
listisallowedtosendpacketfurtherfirst,therewillbenoorverylessduplicatepacketsreceivedat
destination(seeFigure2).

4. EXPERIMENTAL RESULTS AND ANALySIS

TAERORhasbeentestedthroughextensivesimulationsonNS2bycreatingsimulationscenario.
Thesimulationparameters’settingsareshowninTable1.TheperformanceofTAERORhasbeen
comparedtoexistingtrustawareroutingprotocolsforWSNi.e.Trustandlocationawarerouting

Figure 1. Example scenario of relay selection in TEAROR
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(TLAR)(VamsiandKant,2016),Trustandenergyawaresecureroutingprotocol(TESRP)(Ahmed
et al., 2016) and Trust aware opportunistic routing Framework (TAOR) (Salehi and Boukerche,
2014). All of these protocols are recently proposed protocols for wireless and sensor networks.
ThesimulationsettingsshowninTable1hasbeenappliedtoallcomparedprotocols.Theexisting

When node S want to send a packet 
Let tmin

 be the minimum acceptable trust factor of a node
x be the number of 1-hop neighbors of S 
Let FT[Z] be the node trust factor of node Z 
Let Max_NH be the maximum number of neighbors which are allowed 
in forwarder list (FL) 
FL= empty 
Sort all 1-hop neighbors of S in descending order according to 
FT[Z] 
For (Z=1; FL < Max_NH and Z <= x; Z=Z+1) 
Do 
       If (FT[Z] >= t

min
) then

                 Add Z’s ID in FL 
       EndIf 
EndFor 
If (FL!=empty) 
       Broadcast MSG (S, D, FL, t

min
)

EndIf

Algorithm 1. Relay selection (S = Source, D = Destination)

Figure 2. Flowchart for proposed relay selection algorithm
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protocolsi.e.TLAR(VamsiandKant,2016),TESRP(Ahmedetal.,2016)andTAOR(Salehiand
Boukerche,2014)arere-implementedinNS2.

Thesimulationperformanceofallprotocolshasbeentestedinpresenceofblack-holeandgrey-
holeattacks.Maliciousnodesandselfishnodeshasbeencreatedinthesimulationenvironmentbased
ontheassumptionsofproposedTAERORprotocol.Thesensornodesareassumedtoberandomly
deployedinareatobemonitored.Themaliciousorselfishnodesdonogenerateanydatapackets,
andalsoproducefalsenetworkinformation.Blackholeattackiscreatedwhenthemaliciousnode
dropsallofthepacketscomingtothem.Andgreyholeattackisgeneratedwhenselectivepackets
hasbeendropped.

Aftercompletingextensivesimulationsforallprotocols,theperformancehasbeenrecordedand
presentedinformofgraphs.Theresultsarepurelysimulationbasedandallthreeprotocolswere
testedonthesameplatformwithsameparameters.Thesecurityperformancehasbeentestedby
usingnumberofmaliciousnodesencounteringduringtheroutingprocess(Figure3).Astherouting
isbasedontrustvalue,thenodeswhicharehavingverylowtrustvaluesmustbeexcludedduring
routingprocess.ProposedprotocolTAERORdothesamething.Onthebasisofforwardingsincerity
valuesthenodeswhicharenotforwardingthedatapacketsi.e.implementingblack-holeattackor
grey-holeattack,willbeexcludedfromroutingpath.Hence,therewillbelessernumberofmalicious
nodesencounteredduringroutingprocess.SimilarprocedurehasbeenfollowedbyTLAR(Vamsi
andKant,2016),henceitwillpresentsimilarresults.TESRP(Ahmedetal.,2016)andTAORalso
calculatedtheforwardingsincerityvaluesofnodestoavoidincludingmaliciousnodesintorouting
process.Buttheselfishnodescannotbedetectedintheseprotocols.

Thepacketdeliveryratio(Figure4)alsoincreasewhenanyprotocolisabletoavoidblack-hole
andgrey-holeattacks.Thisisbecausethenumberofretransmissionswillbelesser.Theproposed
protocolTAERORavoidthemaliciousnodestobeselectedasthenext-hopforwarderandhence
securethenetworkfromblack-holeandgrey-holeattacks.Similarly,TLAR(VamsiandKant,2016)
alsodothesamething,but,italsousedthefeedbacksfromothernodesandobviously,thenodes
whicharemaliciouswillgivepositivefeedbacksforothermaliciousnodesandnegativefeedbacksfor
good/healthynodes.TAOR(SalehiandBoukerche,2014)givesbetterresults,butfailsinproviding
energyefficiency.SimilaristhecasewithTESRP(Ahmedetal.,2016).

Table 1. Simulation settings

Parameter Value

Simulator NS-2.35

AreaofDeployment 500x500m2

TransmissionRange 60m

No.ofNodes(N) 25,50,100

No.ofMaliciousnodes 10,20,30,40and50

TrafficType CBR(ConstantBitRate)

PacketSize 32bytes

DataTransmissionRate 5packets/sec

SimulationTime 1000sec

InitialEnergy 100J

InitialTrustValue 1

Defaultσandʎ 0.90and0.4

Energydissipationtoruntheradio(Eelectronic) 50nJ/bit
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Theend-to-enddelay(Figure5)isalsoamajorperformancefactorandalltheprotocolshasbeen
testedforthesame.Itiscalculatedasthetotaltimeconsumedtodeliveradatapacketatdestination
node,whensamepacketisinitiatedfromsourcenode.End-to-enddelaywillbecalculatedonlyfor
successfulpacketdeliveries.End-to-enddelaywillbehighifgreaternumberofmaliciousnodes
encounteredduringroutingprocessandalsoifoverheadofselectionofnext-hopforwarderishigh.
TAEROR and TAOR (Salehi and Boukerche, 2014) calculate only direct trust values and avoid
maliciousnodestobeselectedasnext-hopforwarder,that’swhytheend-to-enddelayislow.But,in
caseofTLAR(VamsiandKant,2016)andTESRP(Ahmedetal.,2016)therewillbeoverheadsof
calculatingtrustvaluesandhenceintroducesmoredelays.

Energy consumption (Figure 6) is an important performance measurement factor in WSN.
Energyconsumptionwilldecidethelifetimeofthenetwork.Themajorenergyconsumingprocesses
inroutingaretransmittingandreceivingpacketsandacknowledgementsinthenetwork.TAEROR,
the proposed protocol considers all of these energy consumptions in the trust factor calculation

Figure 3. Performance on the basis of average risk level

Figure 4. Performance on the basis of packet delivery ratio
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andhenceconsumeverylessenergyascomparedtootheralgorithms.Theoverheadoftrustfactor
calculationisalsolessbecauseofsimplecalculations.Thenetworklifetimealsoincreasesbecause
oflessenergyconsumptioninthenetwork.

Therearedifferentmeasuresthroughwhichthenetworklifetimecanbecalculated.Oneway
istowaitforthewholesensornodestodecaytheirenergy.Anotherwayiswhenonenodeis
deadthenetworkisconsideredtobedead.Inthispaperforallcomparedprotocolstheaverage
networklifetimehasbeencalculatedbyusingthepercentageofnumberofnodesstillalive
evenafterthenetworkisconsideredtobedead.Thenetworkisconsideredtobedeadwhen
thenodesstopscommunicatingdatapacketstowardsthebasestation.Thenetworklifetime
hasbeencheckedfordifferentnumberofnodesandinthepresenceofdifferentnumberof

Figure 5. Performance on the basis of end-to-end delay

Figure 6. Performance on the basis of total energy consumption
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maliciousnodes.Theproposedprotocolpresentsbetternetworklifetimethanothersbecause
of less energy consumption. Also, the energy consumption is distributed among all nodes
throughtrustvalue(seeFigure7).

5. CONCLUSION AND FUTURE SCOPE

Opportunisticroutingisgainingpopularityinwirelessnetworktypes,especiallyforwirelesssensor
networks.MostoftheopportunisticroutingprotocolproposedforWSNhasnotconsideredsecurity
asmajorissue.AlsoinWSN,thetraditionalsecuritymethodslikecryptosystems,cannotbeused
becauseoflackofresources.Hence,inthispaperatrustawareopportunisticroutingprotocolTAEROR
isproposed,whichisavoidmaliciousnodestobeinvolvedinroutingprocess.Atrustcalculation
factorisproposedwhichconsidersforwardingsincerity,energyconsumptionandacknowledgement
sincerityasmajorfactors.Arelayselectionalgorithmisalsothepartofprotocol,whichusedthetrust
valuestodecidewhichnodeisqualifiedtotakepartinroutingprocess.Thetrustvalueintroduction
inrelayselectionalgorithm,securethenetworkfromblack-holeandgrey-holeattacks.Simulation
resultsshowsthegoodperformanceofproposedprotocolascomparedtootherrecentlyproposed
protocolsi.e.TLAR,TAORandTESRP.Infuturedirections,wecanconsidermoreparametersin
trustvaluecalculation,butthemoretheparametersmorewillbecomputationaloverhead.Hence,
onlythoseparametersshouldbeconsideredwhichseemtobeimportantinthenetworklikeenergy,
packetdelivery,etc.

Figure 7. Network lifetime
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