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Abstract—Mobile ad hoc networks (MANETS) offer commu- neighbors on the network layer during route establishment or
nication over a shared wireless channel without any pre-existing on the application layer with a peer node on a need to know
infrastructure. Forming security associations in MANETS is more basis

challenging than in conventional networks due to the lack of . . . .
central authority. The main objective of this paper is to find Subordinate public keysre defined as public keys that

a low complexity key management scheme that is suitable for are¢ derived from a user'self-generatedprimary or base
self-organized MANETSs. The proposed public key management public/private key pair. We impose the following properties
scheme uses subordinate public keys and crypto-based identifiersgn subordinate public keys:

o elminate al orms of sted (G pary. Nodes can ceate, 1) A valid suborinte pubic key can only be generaed if
scheme self-organized and fully scalable. The paper proves thethe entity knows the base or primary private keY' .
scheme to be secure in the Random Oracle and Generic model 2) The user caself-generatea renewed subordinate public

(ROM+GM). key as frequently as needed.

3) The subordinate private key must be statistically inde-
pendent of the base private key and other renewed subordinate
private keys, i.e. compromise of a subordinate public key does

Mobile ad hoc networks (MANETS) eliminate the neeghot reveal any information about the user’s base public key or
for any fixed or pre-existing infrastructure by relying on th@ny future renewed subordinate private keys.
nodes to perform all network services. Pure MANETS are 4) There must exist a binding between the user’s base public
created solely by the end-users for a common purpose in @y and subordinate public key that supports non-repudiation.
ad hoc fashion. Impromptu, self-organized MANETSs can be The paper is organized as follows: In Section-Il the related
visualized as a group of strangers, people who have never Rtk is briefly surveyed. Section-Ill presents a variant on the
before, coming together for a common purpose. These peogkheralized ElGamal type signatures as a strong cryptographic
have no prior relationship and share no common securiiyjiiding block for subsequent schemes. Section-1V introduces
information on their nodes. Users/nodes therefore have éq-lew subordinate pub“c key genera’[ion scheme. In Section-
establish security associations between them after netwgfkne new public key management scheme, SelfOrgPKM, for
formation without the aid of priori shared keylng material impromptu MANETS is proposed. Section-VI| discusses the
or any form of commoroff-line trusted third party (TTP).  security and features of the proposed public key management

Several solutions for public key management schemes hay®&eme. Some conclusions are provided in Section-Vil.
already been proposed for MANETS [1] [2] [3] [4] [5]. From

the existing solutions only [4] [5] succeed in eliminating the Il. RELATED WORK

need for an off-!lne_and on-I_me TTP. , . The majority of existing schemes, for example [1] [2] [3],
The main objective of this paper is to propose a publiGe pased on variations of a distributed certificate authority
key management scheme that is suitable for MANETS formegh - 4 that is held responsible for vouching for the authen-
|n?pr'omptu, with all forms of off-line and on-line TTPSticity of keying material. An off-line TTP is used to initialize
ehmmated__ The proposed key management scheme, ca_l‘!ﬁg DC A nodes. The collection aDC A nodes, on the other
Self-Organized _PUbI'C Key Management (_SeIfOrgPKM) 'Rand, can be seen as a distributed on-line TTP. In contrast
based on a variant of the ElGamal type signature schemg,qnentional networks, the certificate authority has to be
subordinate public keyand crypto-based identifiers [6] [7]. jistributed to avoid a single point of attack [1].
In the proposed scheme the nodes initialize themselves befor?:apkunet al. [4] present a self-organized public key ma-
joining the ngtvvork. The scheme’s operation is fully Selfhagement scheme based on Pretty Good Privacy (PGP) [8].
organized, with the burden of key management uniformiinijar to PGP, each node disseminates its own certificates
distributed between all network participants. Each node is thiSq eeps a certificate repository comprising of the certificates
its own authority domain, which is also our main assumptiog nodes in its local neighborhood. Users share their certificate
The nodes establish security associations with their one-hepysjtories and mutually authenticate each other's certificate
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effectively breaking the routing-security interdependency cycle. Party A chooses random numbér, €5 [1,¢ — 1] and
and solving the address ownership problem. computesr4 = ¢*4 mod p.

Lately in [5], Capkuret al. have proposed a peer-to-peer key « Party A computes its new subordinate private key as
management scheme that relies on user mobility to bring nodes 'y = x4 + H(KI4)ka mod g, Where the subordinate
within each others transmission range which allows them to key information is defined a&J4 = [IDa || ya || 74 |
exchange their certificates without relying on a secure routing SerNo || IssueDate || ValPeriod || ExtInfo]. Note
infrastructure. The fully self-organized version of the scheme that the contents of{ 74 can be altered based on the
requires nodes to use a secure side channel between the users’network policy, wherel D 4 is the identity of partyA,
personal devices to authenticate each other and to setup shared Ser No a unique sequence numbégsueDate the date
session keys. The secret side channel can be a short range of issueing the certificatd/ al Period the validity period

connectivity system such as infrared or a physical wire [5]. and ExtInfo some additional extension information.
o Finally party A computes its corresponding subordinate
[1l. M ODIFIED ELGAMAL SIGNATURE SCHEME public key as:

In this section anodifiedElGamal type signature scheme is 'l
presented, developed from the generalized ElGamal signature Ya =g =yalra)
due to Horsteet al.[10]. The presented EIGamal variant will Party A can renew its subordinate key pair with a self-
be used as a strong cryptographic building block in subsequenganized subordinate key renewal procedure: Pargimply
proposed schemes. chooses a new random numbéj € [1,¢ — 1] and com-
putes its renewed subordinate private keysds = x4 +
H(KI))k'y mod q, where KI'y = [ID4 | ya || 74 |l

_ SerNo+ 1| IssueDate' || ValPeriod' || ExtInfo'].
The following system parameters are generated as usual:

HKLL) mod p (2)

A. System parameter setup

D, q two large primes, such that| (p — 1). V. PROPOSEDSELF-ORGANIZED PuUBLIC KEY
g generator of the cyclic subgroup of ordgin (2);. MANAGEMENT SCHEME (SELFORGPKM)
H(:) collision free one-way hash function. The proposed public key management scheme for MANETs
zp private key of user. uses subordinate public keys (Section-IV) and crypto-based
yp public key of userP, whereyp = g** mod p. identifiers [6] [7] as strong cryptographic building blocks to
setup security associations between nodes with minimal com-
B. Signature generation munication and computational overhead. The bootstrapping of

the security service does not require any form of off-line or
on-line TTP, which is consistent with the characteristics of
self-organized impromptu MANETS.

The operation of SelfOrgPKM is divided into a node ini-
tialization phase which is executed by each node before the
node joins the network and a post-initialization which executes
during network operation.

UserP selects a random numbkre [1, ¢—1] and computes
a public commitment as:r = g* mod p.

User P signs an arbitrary message by solving the
following congruences = xp + [H(m || r)]k mod q

The set(s,r) is the signature of useP on messagen.

C. Signature verification

Any outsider can use uséf's public keyyp to verify the A. Initialization Phase of SelfOrgPKM

validity of the signature(s,r) for a messagen by checking  Each nodeP;, for (1 < i < n) creates a base public/private
if the following equation holds: key pair(z;,y;) by choosing a random numbey € [1, ¢—1]
Hmll) ym0d p @ as its base private key and computes its corresponding public
key asy; = ¢® mod p. It is assumed that each node has
an authentic image of the system parameters, as specified in
Section-1lI-A.
Each node generates a unique identifigd{) that is bound
The proposed subordinate public key generation schene,ts base public key); as follows:
based on the modified EIGamal signature variant presented in ID; = Hy:) 3)
Section-lll, borrows concepts froparameter hiddesignature o= AW
schemes [11]. SelfOrgPKM requires/ D; to be used as the nodes net-
The system parameters introduced in Section-lll-A angork address or as a fixed part of the address. Note that
applicable. It is assumed that party has generated its ownthis requirement places no constraint on the structure of the
public key/private key pair as follows: Partyychooses random network addresses: The entire hash outpi};, can be used
numberz, €r [1,q — 1] as its private key and computes itin MANETs with flat static addresses or only a part of the
corresponding public key ags = g4 mod p. output can be used in MANETs with dynamic addressing.
Party A can generate a subordinate public key from its Each nodeP; uses its base public/private key paif;, v;)
base key paifz4,y4) that satisfies the properties defined ino generate a subordinate public/private key faff,y;) as
Section-1 as follows: specified in Section-1V.

g° =ypr

IV. PROPOSEDSUBORDINATE PuBLIC KEY GENERATION
SCHEME



Note thatP;’s base key paifx;,y;) is never used for real
communication. Rather, eadh uses its subordinate key pair
(x4, yt) for securing actual communication.

To obtain an explicitly authentic key pair each node uses .~
its newly obtained subordinate private key, to sign the
key information contentd{/; (concatenated with its subor-
dinate public keyy!) via the modified ElGamal signature lz‘éﬂfcg
scheme presented in Section-lll. This is equivalent to the sel <
certificates proposed by Leet al. [12], which are used to
explicitly authenticate self-certified public keys. Nod&'s
self-certificate can then be define &l fCert, = [KI] |
vi || o || Bi], where ¢, 3!) is the appended signature on.
K| v, o

Node B

(Destination)

<——— One-hop, peer-to-peer self-certificate exchange on network layer
< - - » Self-certificate exchange via established route on application layer

SelfOrgPKM certificate exchange

it

B. Post Initialization Phase of SelfOrgPKM y;]. This explicitly authenticates both the base public kewf

The post initialization phase commences after netwoflkode; and the subordinate public k@g._lfthe node identifier
formation. Each node must perform the initialization phasg]""tc,h,ed the hash output the node is assured that the node
presented in Section-V-A, before joining the network. identifier/address has not been spoofed. _

1) Certificate exchange and authenticatio@ertificate ex- | @l three of the above verifications hold then the subordi-
change takes place between nodes on a peer-to-peer, nedt{f Public keyy; is explicitly authentic and securely bound
know basis. Nodes setup a bidirectional security associatight"e Pase public key; which in tum is securely bound to
by interchanging their renewed self-certificatess fCert’. the nodestgystlcallyunlque .ldent|f|er/address. o
SelfOrgPKM requires all nodes to exchange self-certificates! the certificate transfer fails due to error-prone connectivity

with their one-hop neighbors on the network layer: nodé¥ unsuccessful authenticatiaN,ode 4 will retry by resending

within each others transmission range exchange their certffi¢”t/tequest.

cates during route establishment. We will limit our scope to For efficiency reasons nodes can use symmetric key schemes
on-demand routing without bounding our scheme to a specifftSecure all subsequent messages. This can easily be achieved
routing protocol. The source node starts with a broadcast rofi Using the available authenticated public keys to establish a
request as usual with its renewed self-certificaté fCert’ S€SSion key between peers.

appended. Two unicast messages are needed for subsequedt Certificate revocationSelfOrgPKM makes use of a self-
certificate exchange if the source and neighboring node hdg¥ocation system based on a self-organized subordinate key
not done so already: one message from the neighboring négeewal procedure. As mentioned in Section-V-A, nodes do
and one message from the source node. This process contiriifésuse their base key pair for any real communication, but
until the route request reaches the destination node, hencerhst derive a subordinate key paie;,y;) from the base
neighboring nodes will remove the source node’s certificatégy pair which is then used for actual communication. This
append their own certificate and broadcast the route requessigificantly reduces the chance of a successful attack on a
their neighboring nodes. node’s base key pair [12]. The self-organized key renewal

It is trivial to see that the one-hop network layer certificatBrocess given in Section-IV can be used by the node to obtain
exchange mechanism makes the security scheme independefgnewed key paitz;’, y;’) at any point in time during the
of the routing-secunty interdependence Cyc|e as defined in [gpst initialization operation of the network. The node will thus

The following example, defined in Figure-1, explains ceflerive a new private key; = x; + H(KI;)k; mod ¢ and
tificate exchanges at the application layer: assusele, 9enerate a new self-certificatéel fCert] == [KI; || y; ||
wants to communicate securely witNodeg. In the first @i || 3. The renewed certificaté&el fCert] can be sent
round Node, sends toNodep a CertRequest requesting tO the node’s frequent contacts or offered to other nodes on
Sel fCert', from Nodep over the established route. Note tha€ommunication initialization. Since nodes are responsible for
CertRequest contains the certificat€el fCert’, of Nodey. their own keying material they can renew their subordinate key
If Nodep grants the request it replies in the second round wiitir as frequently as desired. Nodes will however most likely
Sel fCert'y. Note that this two round procedure requires ntgnew their key pair in two instances: when they suspect that
synchrony betweetNode 4 and Nodes. The self-certificates their subordinate private key as been compromised or when
and subordinate public keys dfodes and Nodey are au- their set validity periodd/alPeriod’ have expired.
thenticated as follows:

1) b implicitly_ aut_henticat.es the base public keyVI. D1SCUSSION ON THESECURITY AND FEATURES OF
of its peer node by checking if Equation-3 holds. SELFORGPKM

2) Next, the peer nodes implicitly authenticate the subordi-
nate public key of their peers by checking if Equation-2 holds. The proposed public key management scheme for

3) Finally each node validates the self-certificate of its peBfANETS, presented in Section-V, makes use of subordinate
node,Sel fCert;, by verifying the signatured(, 5/) on [KI; | public keys and crypto-based identifiers as building blocks to



effectively eliminate the need for any form of off-line or onthe modified generalized EIGamal type signature variant pre-
line TTP. The availability of an off-line TTP is fundamen-sented in Section-lll, is secure against tre-more signature
tally against the characteristics of impromptu MANETSs. Thifrgery attack [14] in the ROM+GM model.

makes schemes such as [1] [2] [3] unsuitable for impromptu Theorem 1:Let a generic adversary interact with a signer
MANETSs. The weaknesses of these existing schemes exteafld be giveng, the public keyy and an oracle forH. A

into network formation. They use a distributed certificatgerforms¢ generic steps which includé sequential signer
authority (DC'A) as an on-line TTP which can be attackednteractions. With a probability space consistingyofH and
Our proposed scheme avoids these weaknesses by using a &div flips of the signer, it is not possible fod to produce
distributed system where each node becomes its own autho[igy 5
domain.

The existing schemes that take the characteristics of im-In the following proofLemma land Lemma 2are those
promptu MANETS into consideration have the following mairiefined and proved in [14].
weaknesses:

1) The PGP approach presented in [4] only provides weak
certificate authentication and may fail to provide certificate
chains between all node pairs in the network. fir = gig i = gla(Lek) for an arbitraryi < t'. A

2) The major weakness of the crypto-based identifier aP-ceives hash query, — H(m || —, 7i) and needs to
proach [7] [9] is that users cannot revocate their public ke¥§d ' which q p i E . -69Thg d advis th
without changing their network addresses and/or identifiefgc 5 Whic satis es quation - 1he ? versadyis thus
[5]. required to solve a linear polynomial+ ¢ (ai, (1, x,k)) at

3) The peer-to-peer key management scheme in [5] ha%xak)' By Lemma 2due to [.14]’3‘" 1S statl;t!cally mdependent
L ) . i o from (oyr, (1,2, k)), excluding prior collisionsf; = fi. By
significant time delay in the setup of the security assomatlori_sé

Our proposal inherits the benefits of crypto-based identifiers 3
[7] [9] as a means of solving the address ownership problemill only occur with an upper bound probability é% Onthe
Subordinate public keys introduced in Section-IV are usédher hand, by emma A adversaryd must choose, ..., ¢
for real communication leaving an adversary with a brutdéor each signaturém;, c;,s;) that satisfies Equation-4 such
force attack as the only option to compromise a node’s bai@tz cancels out. In the case of a sequential attack, without
public/private key pair and/or identifier. The subordinate kegny collisions among the computed group elem¢ts. ., fi/,
pairs can also easily be renewed without having to moditfie system ot +1 equations for, ..., ¢ is solvable with an

the base public key pair which keeps the nodes’ identifieﬁ,per bound probability ogt;),wheret” denotes the number
constant.

1 signatures with a probability better tha%g.

Proof: [following Schnorret al. [14]]
As givgn by Lemma Adefined below, the group element

x

mma lpresented in [14], it is known that such collisions

of queries toH [14]. It follows from % + % < % that
A. On the security of SelfOrgPKM % is the highest probability ford to succeed in a sequential,

The proposed public key management scheme introduce00| e-more signaturattack on the signature scheme presented

Section-V use as secure building block the modified gener'g- ection-lil. -

lized EIGamal type signature variant presented in Section-IIl. . i 7 %) - = v
It is noted that the modified ElGamal type signature variaﬁt.pmbab'“ty better thark. The ci—coor_dlnate then coincides
is essentially the Generalized ElGamal Scheragzs — With the valueH (m | _J% Cogesporjd'”g to the hash query
(M.EGI.3.0(1),r, 5,1, h(m,r)) [10] and therefore benefits (" || /). From Equation-1g =99 The hash query
from the same security properties. Compared to the digital sﬁ” I f) € Gx M, satisfiesc; = H(m || f) = H(m ||
natqre standard '(DSS) [13], the proposed modified variant rﬁg f;), where the group elemerft= f/ for some arbitrary
equivalent security, but outperforms DSS and most of the othet: </ The parametergm/, ¢/, s}) also satisfy:
ElGamal variants in terms of computational efficiency. The
security analysis on the ElIGamal signature variants presented
in [10] and the majority of variants proposed in literature are
in fact heuristic, i.e. the security analysis considers known
attacks and informally argues that the EIGamal variant under
investigation is resistant to these attacks. ! Sk

In the next subsection the security of our public key ma- @ir0 Zai@ka ®)
nagement scheme is proved in a widely accepted cryptographic k=1
model. In the following proofLemma 2is defined and proved in

1) Security proof of proposed schemén the following [14].
proof we refer to .the combined security model, the Random  p,: [following Schnorret al. [14]]
grzflﬁlj??l(;]enenc Model (ROM+GM), proposed by Schnorr Sincel < i < t' denotes the index off among the

. . p

In the first part of the security proof for the proposed publi?:ompuwj group e'iﬁ.“e”?’ -+ i, the group element can
key management scheme, SelfOrgPKM, it will be shown thae written asf; = g<ig

Lemma A:Let the triplet (m},c}, s;) be a signature with

1
¢ = (4)
7 —
l —ai 1+ Yo [k 1}

;0
s; = ¢

= glow»(Lz.k) 1t follows from



the previous equation ang, = Z—: — é that: to access the security of the proposed subordinate public key
generation protocol in conjunction with the signatyeg, ;)
p ) ; . .
= 2+ day, (1,2, k 6) Onmi= [K{i |l vi] as despnbed in Section-V-A. It is noted
] faw, ( L) that (o, /) is produced via the proposed signature scheme
presented in Section-lll. The verification equation (e, 3;)

G

g_

s; = =+ ¢; log, [gc/

! Sk is given as:
s; = c|awot ) |+ / i
1 . . . . . .
1 Substituting Equation-2 into Equation-9 yields:
v |1+ i = Zai/’kcH @ ; H(KI; I\ H (m; || 3,
=1 k @ =y () TETD (B HMBD mod p, (10)

In order for the generic adversai/ to calculate the correct

. which has the following signature equation:
st, A must find¢c, such thatr cancels out.4 must therefore g5 q

selectey, . . ., ¢ that satisfies Equation-4. af = mz+ HKIL) (ki)
If = cancels outs; can be computed byl as specified by +H(m; || 8)(log,B}) mod g (11)
Equation-5.

In the case that does not cancel out in the equality given An entity which explicitly authenticateg,, via Equation-2
by Equation-7, the equality will only hold with probability and Equation-9, indirectly verifies Equation-11 in two steps.
since z is statistically independent from non-group data bffrom Equation-10 and Equation-11 it is clear that an adversary
Lemma 2Zpresented in [14]. A can only generate a forgetd subordinate public key with

"] an upper bound probability o@ in the ROM+GM security
Itis trivial to see that Equation-3 proves the base public kjodel (by Theorem ). Furthermore it shows that the verifier
s, of an arbitrary network participar®; implicitly authentic ¢ Equation-2 and Equation-9 can be assured that the party
within ROM+GM. The second part of the security proof wilkyith ID;, generated via Equation-3, knows the base private
thus focus on thexplicit authenticity of the base public keyyey 5, corresponding tay;. 0

subordinate key generation scheme (Section-1V). It is showgheme secure as a whole.

authenticity of both the base and subordinate public keys, a§g|forgPKM, is as secure as the signature scheme on which
directly dependent on the security of the signature schemgs pased in the ROM+GM security model.)

on which the self-certificate generation procedure (Section-  prgof: [Informal Survey]

V-A) is constructed. Note that the self-certificate generation pg SelfOrgPKM is based on an independent combination
procedure provides a zero knowledge proof of knowledge gf the subordinate public key generation scheme (Section-1V)
x; making the subordinate public key pair explicitly authentic,,q crypto-based identifiers [6] [7]; the proof fGheorem 3

We also claim that it serves as a key confirmation procedugfliows from Theorem 2and the properties of the ideal hash
for the base private key;. oracle in ROM+GM. 0
Theorem 2:The proposed subordinate key generation

scheme, integrated with the self-certificate generation proce- o

dure is as secure as the signature scheme on which itBis©On the efficiency of SelfOrgPKM

based in the ROM+GM security model. A signature with the SelfOrgPKM is fully distributed, preserving the symmetric

subordinate private key, also proves both the base privateelationship between nodes as required in MANETS.

key z; and the subordinate private key explicitly authentic. 1) Efficiency of SelfOrgPKM initialization phasé&he ini-

Proof: [Informal Survey] tialization phase is performed by each node before joining the

From any entity’s perspective Equation-2 can only provideetwork and therefore has no impact on network performance.

implicit authentication ofy;, i.e. the verification procedure This process should however still be as efficient as possible.

gives no assurance th&; knows the corresponding privateEach P; performs4 exponentiationserp), 3 random number

key z;. The authenticity of the subordinate public key onlgenerations ,.,) and 3 hash computationsH(-)) (The 2

becomes known wheR; uses it for a cryptographic proceduremultiplications and® summations have insignificant impact on

which inherently provides a zero-knowledge (ZK) proof ofhe time complexity in comparison with the exponentiations).

knowledge ofz’. The initialization phase has no communication cost.
An adversary4 that wants to produce a forged subordinate 2) Efficiency of SelfOrgPKM post initialization phase:
public key must compute a public key, that satisfies: The on-line post initialization phase of SelfOrgPKM results
in little overhead for each node. A node renewing its self-
Y = yi - (ra) " mod p ®) J

certificate has to perform only two signature generations and
A does not know logy’, and will consequently fail to two exponentiation to compute its renewed subordinate public
produce a valid ZK proof. This serves as motivation fokey with a total cost of (3xp, 2 Rye, , 2 H(-)). Any node
introducing self-certificate generation in Section-V-A, whiclean verify another nodes’ self-certificate with a computational
effectively serves as a ZK proof. It will thus be appropriateost of (3exzp, 1 H(-)) and only (3exp) for all subsequent



verifications since the base public key has to be certified orid¢ secure in ROM+GMTheorem land Theorem 2 without
once. making any unrealistic assumptions.

Self-certificate exchanges on a peer-to-peer basis (on th&@he only operation of SelfOrgPKM affecting the network
application and network layers) are the only communicatias the pairwise exchange of certificates. The cryptographic
overhead imposed on the network by the proposed schermerrectness, low implementation complexity and effectiveness
A certificate exchange procedure on the application layer ordy SelfOrgPKM was verified though simulation using ns2 and
takes two asynchronous rounds with one unicast message e@genSSL.

One extra broadcast round is needed on the network layer since
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The SelfOrgPKM is furthermore proven secure in the
ROM+GM model Theorem 3 which is to the best of the
authors knowledge the first public key management scheme
for self-organized impromptu MANETSs with such a strong
notion of security.

The paper also introduces two generic cryptographic build-
ing blocks as the basis of SelfOrgPKM: 1) A variant on the
ElGamal type signature scheme developed from the generi
lized ElGamal signature scheme due to Horsteral The =
modified scheme is one of the most efficient EIGamal variants \
outperforming most of the other variants; and 2) A subordinate=—%
key generation scheme.

The paper introduces the novel notionsofbordinate public
keys which allow the users of SelfOrgPKM to performed self-
organized self-certificate revocation without changing their
network identifiers/addresses. The presented ElGamal variant
and subordinate key generation scheme were also proved to
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