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Abstract A blockchain based scheme is proposed in

the underlying work for performing registration, mu-

tual authentication, data sharing and nonrepudiation

in internet of wireless sensor things. The nodes are di-

vided into three types in the proposed scheme: sen-

sor nodes, cluster heads and coordinators. Moreover, a

consortium blockchain, deployed on the coordinators,

is employed for storing the legitimate nodes’ identi-

ties. Furthermore, coordinators also help in the exe-

cution of smart contracts, which facilitate the sensor

nodes in authentication, data sharing and nonrepudia-

tion processes. Additionally, for storing the nodes’ am-

bient data, artificial intelligence based interplanetary

file system (IPFS) is used. Furthermore, to increase the

transaction throughput and efficiency of the network, a

stellar consensus protocol is used. From the simulation

results, the transaction latency of the proposed model

is approximately 81.82% lower than the proof of work

based model. Moreover, the gas consumption of data

request and provisioning is 0.10 US Dollars.
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1 Introduction

Over the past few years, Internet of Things (IoT) has

emerged as a promising communication paradigm and

is expected to transform the current operation of many

industrial systems such as healthcare, transportation,

and manufacturing systems [1]. It is the network of

objects that are embedded with actuators and other

technologies. These objects communicate and exchange

data with other objects and systems without human

interference over the Internet [2]. According to the pre-

dictions of Ericsson mobility report, the number of IoT

connection will reach 26.9 billion by 2026 [3]. The in-

tegration of these devices with other technologies is a

challenging task. IoT devices are used in agriculture

domain as well [4]. Moreover, the Wireless Sensor Net-

works (WSNs) and communication technologies serve

as the cornerstone of the IoT. The WSN consists of

tiny sensors, which are self organized and have limited

storage, energy and computational resources [5]. More-

over, WSNs are widely used in different areas, which

include transportation, healthcare, manufacturing sys-

tems, environmental monitoring, military,, etc. The ex-

amples include vehicle movement tracking, surveillance

in battlefield, forest fire detection, damage assessment

in war, patient’s data in telemonitoring, etc. Besides,

distributed and centralized are two types of architec-

tures followed for IoT network formation [6]. In former,

the nodes communicate directly with other nodes of

the network. Whereas, in the latter, the Cluster Heads

(CHs) are used to forward aggregated data of all the

nodes to the Base Stations (BSs).

Moreover, blockchain is an emerging technology and

it eliminates the centralized control over a system. It

is used to transform IoT into decentralized and dis-

tributed network. The blockchain technology is one of
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Table 1: List of Abbreviations and Acronyms

Abbreviation Full Form
BSs Base Stations
CHs Cluster Heads
DPoS Delegated Proof of Stake
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature

Algorithm
ICN Information-Centric Network
IoT Internet of Things
IIoT Industrial IoT
IPFS InterPlanetary File System
KMC Key Management Center
MAC Media Access Control
PoA Proof of Authority
PoS Proof of Stake
PoW Proof of Work
SCP Stellar Consensus Protocol
WSNs Wireless Sensor Networks
ContractdataSharing Data sharing smart contract
Contractarbitration Arbitration smart contract
Datahash Hash of data
IDcoordinator Unique ID of a coordinator
IDnode Unique ID of a node
IDCH Unique ID of a CH
Keycardnode Keycard of a node
signcoordinator Signing a message with coordina-

tor’s private key
coordinatorIDP Coordinator ID of node P
IDP ID of node P
CHP CH ID of node P
IDQ ID of node Q
CHQ CH ID of node P
KeycardP Keycard of node P
Thresholdi Lower limit of a requested fea-

ture
Thresholdj Upper limit of a requested fea-

ture

the emerging technologies. Satoshi Nakamoto introduced

it in the peer-to-peer electronic currency system, called

Bitcoin [7]. The blockchain is also known as a distributed

ledger technology, which is a network of nodes con-

nected in a peer-to-peer manner. These nodes preserve

the state of the distributed ledger [8, 9]. This ledger

contains blocks and preserves the accounts’ states. A

cryptographic hash is used to connect the current block

with its previous block. Moreover, a set of transac-

tions being validated by the miners is added to the

new block. The nodes having high computational power

are referred as miners. Moreover, a consensus algorithm

is implemented for transactions’ validation and new

blocks’ addition to the network. Blockchain provides

immutability, auditability, security, decentralized con-

trol and transparency in different systems, e.g., supply

chain, IoT, banking system, voting system, healthcare,

etc. In [10], authors highlighted the challenges being

faced by the IoT. The blockchain technology is one

of the solutions to provide security, transparency, im-

mutability and decentralization for resource constrained

devices. The authors in [11] provide challenges being

faced by the integration of blockchain and IoT. These

challenges include the need of adaptive and low latency

consensus protocols for real time application develop-

ment. With the passage of time, some new features are

introduced in the blockchain [12].

In the blockchain network, the smart contracts are

introduced to add the feature of terms and conditions

based transactions. The smart contract is executed as

a decentralized program. It contains code script being

executed in an autonomous manner when predefined

conditions are fulfilled [13]. Moreover, smart contract

is executed without centralized entity’s intervention on

the blockchain network. Furthermore, the dependency

on centralized entity and service availability is removed.

In [6], the authors propose an identity authentica-

tion mechanism based on blockchain technology. Both

the global and local blockchains are used to authenti-

cate nodes. However, due to the deployment of multiple

blockchains, high computational overhead on CHs is ob-

served. As a result, the energy of CHs depletes rapidly,

which leads to decrease in network lifetime. Moreover,

a Delegated Proof of Stake (DPoS) and certificate-less

cryptography based scheme for key management is pro-

posed in [14]. However, DPoS is not decentralized and

is vulnerable to 51% attack. Furthermore, in certificate-

less cryptography, the public key cannot be formed us-

ing the identity information only. As a result, a node

can generate public keys repeatedly to perform a Sybil

attack.

In [15], a nonrepudiation scheme is proposed for In-
dustrial IoT (IIoT), which uses homomorphic hash and

blockchain. However, due to resource constrained de-

vices in IIoT, the homomorphic hashing is inappropri-

ate. As a result, high computation and complex task

cannot be efficiently executed on these devices. There-

fore, an efficient scheme is required that provides mu-

tual authentication of sensor nodes, data sharing and

nonrepudiation. This paper is an extension of our con-

ference paper [16]. Moreover, in [17], the authors pro-

vide a detailed survey of different consensus protocols

used in blockchain technology. The authors suggest to

use practical byzantine fault tolerance based consensus

protocols for data sharing between lightweight devices.

A consensus mechanism, named DPoS, is proposed

in [14], in which 51% attack can be performed because

DPoS is not completely decentralized. To solve this is-

sue, Stellar Consensus Protocol (SCP) is used in our

network. This protocol is secured because the mali-

cious node has to compromise 60% of network nodes

to perform a malicious transaction. Moreover, the au-
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thors in [6] propose an authentication mechanism for

multi-WSNs. However, the energy of the whole net-

work rapidly decreases due to the use of two blockchains

(local and global). To solve this issue, we propose an

authentication mechanism in which mutual authenti-

cation is performed between CHs and ordinary nodes.

Furthermore, a blockchain based nonrepudiation mech-

anism is proposed in [15]. In this mechanism, the homo-

morphic hash is used to provide enough evidence that

neither the service provider nor the client can repudiate

its actions. However, this homomorphic hash requires a

lot of computational capabilities, which is not suitable

for resource constrained IIoTs. To solve this issue, we

propose a smart contract based nonrepudiation mecha-

nism in which nonrepudiation of both service provider

and client is ensured by business rules written in the

smart contract.

1.1 Research Methodology

This research is carried out using the following steps.

– Firstly, the most relevant and recent articles are se-

lected (see Table. 2).

– Secondly, the literature review of the selected arti-

cles are conducted (see section 2).

– Thirdly, a problem statement is identified from some

of the selected articles (see section 3).

– A solution for the identified problem is proposed

(see section 4).

– Extensive simulations are conducted to validate the

proposed solution (see section 5).

1.2 Research Contributions

A blockchain based scheme is put forward in the under-

lying work for WSNs, which provides identity authenti-

cation of nodes, data sharing and nonrepudiation. The

contributions that make this paper significant are given

as:

– nodes mutually authenticate each other before trans-

mitting data using blockchain,

– secure sharing of the data using smart contract and

blockchain is ensured,

– a nonrepudiation scheme for IoT is proposed to pro-

vide secure and efficient data exchange between data

requester and owner node, and

– the Stellar Consensus Protocol (SCP) is used in the

proposed model to provide high transaction through-

put.

The organization of remaining paper is given as: the

related work is presented in section 2, while problem

statement is given in section 3. Section 4 and section 5

describe the system model and simulation results, re-

spectively. The conclusion of this paper is given in sec-

tion 6.

2 Related Work

The literature review of related papers is presented in

this section. The papers are categorized according to

the limitations they addressed.

2.1 Identity Authentication and Access Management

The current identity authentication mechanisms for IoT

rely on a trusted third party and are vulnerable to a sin-

gle point of failure. Moreover, the traditional architec-

tures proposed for access management of IoT devices

are based on centralized models, which make it very

hard to manage a large number of devices deployed

globally. These architectures are heavyweight for IoT

scenarios [6]. A centralized BS in dynamic WSN can be

easily targeted by attackers during key management.

Moreover, current cryptographic approaches have scal-

ability, storage, high computational and communica-

tion overhead issues in WSN [14]. The IoT devices are

lightweight in terms of computational power and can-

not perform validation of access rights [18].

The IIoT relies on a centralized architecture, which

leads to a single point of failure issue. The sensors and

their collected data in IIoT need to be protected against

different attacks [19]. The authors in [20] propose a data

sharing and access control mechanism for IoT devices.

Furthermore, the IoT devices are vulnerable to various

security threats, e.g., confidentiality, integrity, availabil-

ity, etc.

The lack of traceability and transparency during the

process of data exchange between IoT devices is ob-

served in [18]. The response of the miners to clients’

requests makes the system more complex and results in

high latency while fetching access control information

from blockchain. The management hub in the proposed

model is vulnerable to spoofing, information disclosure,

denial of services, tampering, repudiation and elevation

of privileges attacks. In [19], each access control con-

tract implements a single access control method and is

used between a single subject and object pair, which

increases the complexity and deployment cost of the

system. The misbehavior of a subject is evaluated on

the basis of frequent resource access requests, which

are insufficient to evaluate the behavior of a subject.

Furthermore, a subject may repudiate that the file or

provided service is not legitimate.
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The sensor nodes in WSNs are resource constrained

devices and can be easily controlled by an attacker. The

use of a master key in [21] as an identifier for node or

services leads to the security issues of the node. Fur-

thermore, in the proposed model of [22], every node in

the network needs to store identification data of all the

nodes. The storage problem occurs in an IoT network

when a lightweight node stores huge amount of data

and the network contains millions of devices. In the

process of authentication, a source node might be au-

thentic. However, a malicious intermediary node adds

incorrect data to the event, which results in the fail-

ure of authentication process. The mechanism for trust

factor evaluation is not added in the proposed frame-

work of [23]. Only the registration of users and sen-

sors is done. If a node is registered, then it is trusted.

The reputation of nodes needs to be considered in the

evaluation mechanism to easily detect the malicious or

misbehaving nodes after registration.

2.2 Trust Evaluation for Malicious Node Detection

WSN is a key technology in the development of IoT

and supports its core functionality. However, the ma-

licious node detection models for WSN and IoT do

not assure impartiality and traceability of the detec-

tion process [24]. Furthermore, in traditional systems,

centralized models are inefficient due to the high cost

of computation, storage, single point of failure and la-

tency. Moreover, the fog nodes in a distributed attack

detection model need sufficient amount of data to effi-

ciently detect attacks, which might be impossible due

to the limited number of devices or privacy leakage of

the connected devices [25].

The consensus mechanism used in the proposed scheme

of [24] is Proof of Work (PoW), which requires high

computational power and is unsuitable for consortium

blockchain. The PoW is suitable for public blockchains

to maintain a highly trusted environment. However, it

consumes high energy and computing power. The de-

fault consensus mechanism used by Ethereum is PoW,

which takes 5 to 10 minutes in transaction verifica-

tion. Furthermore, the computational overhead, in [25],

results in high response time. Moreover, the evidence

against malicious node is not stored for traceability. The

failure of fog node blocks the traffic from benign nodes.

Similarly, many other authors work on promoting trust

between nodes like [26].

2.3 Trust Evaluation for Secure Localization

The assurance of beacon nodes’ credibility during lo-

calization process in a WSN is a challenging issue [27].

The range-free localization process in a WSN does not

use any special hardware, which leads to errors due to

malicious nodes’ presence in the network. The malicious

nodes provide wrong location information during the lo-

calization process. The traditional localization schemes

for WSNs rely on a centralized entity, which leads to the

single point of failure [28]. The trust evaluation based

on Bayesian statistics, reinforcement learning and max-

imum likelihood estimation must be tested [27]. The

blockchain is utilized for trust management. Further-

more, the parameters used to evaluate trust of the bea-

con nodes in [28] are very limited. Therefore, the behav-

ior and data trust need to be used for the evaluation of

final trust value.

2.4 Trusted and Secure Routing

The selfish behavior of upstream nodes during data

transmission is not discussed in [29]. In [30], the authors

propose a blockchain based service provisioning scheme

and an incentive mechanism for lightweight clients. The

consensus mechanism used in the proposed model of

[31] is Proof of Authority (PoA), which makes the sys-

tem somehow centralized. In the proposed routing pro-

tocol of [32], the gateway agent coordinates with sen-

sor nodes and manages keys for nodes in a central-

ized manner. If gateway fails, the clusters connected

to it go offline. Moreover, if a node does not receive

acknowledgment message for a forwarded packet, it re-
transmits that packet. As a result, it causes early death

of nodes and decreases the network lifetime. In a rout-

ing protocol of [33], the IoT network consists of resource

constrained devices, which are unable to execute PoW

consensus algorithm. In [34], the authors propose a re-

inforcement learning based resource allocation and op-

timization framework for heterogeneous vehicular net-

works. Moreover, in [35], the authors propose a max-

imization technique for energy efficiency of IoT. The

authors use non-orthogonal multiple access with sensor

communication to maximize the total energy efficiency.

2.5 Lightweight Blockchain for WSN

In WSNs, the participants of the network have limited

resources, i.e., computation, power, storage, etc., [36].

Due to these constraints, the sensor nodes are unable to

perform a resource intensive task, i.e., mining. All the

nodes need to be connected according to the structure
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of blockchain, which is impossible and causes storage

issue. Moreover, blockchain technology requires high

resources in terms of electricity, storage and compu-

tation [37]. Furthermore, the size of a ledger increases

with time, which leads to the storage issue in the IIoT.

The issues of scalability, high latency, mobility, se-

curity, privacy, bandwidth and a single point of failure

exist in the network architecture of a smart city [38].

The data in Information-Centric Network (ICN) based

WSN need to be shared as much as possible. However,

the identical data is vulnerable to privacy issues [39].

Moreover, an edge server acts as a centralized entity in

the proposed architecture [38]. In case of edge server

failure, the entire public infrastructure is disconnected

from the core network. Furthermore, the transaction

throughput of the proposed system is almost double to

that of the Bitcoin, which is not suitable for applica-

tions where real time response is required.

2.6 Incentive Mechanisms for Data Storage and

Crowdsensing

Data storage is one of the main constraints in WSN

nodes [40]. When a node in WSN behaves selfishly and

denies to store data, it affects the normal operations of

network. Furthermore, the traditional IoT based mon-

itoring systems for the quality of frozen shellfish rely

on a centralized authority and the information about

the quality of shellfish gets tampered [41]. Moreover,

the traditional incentive mechanisms do not provide

privacy protection mechanisms for users in crowdsens-

ing networks [42]. A trusted third party is used in [40],

which eliminates decentralization feature of blockchain.

The storage of ordinary node is very limited, so it is very

difficult to store a growing ledger of blockchain [41].

2.7 Nonrepudiation in Service Provisioning

The malicious service providers or users in IIoT repu-

diate from the provisioning or utilization of a service

in an untrusted environment [15]. Moreover, the use

of a trusted third party in traditional nonrepudiation

schemes makes them ineffective and do not provide true

fairness. The dispute resolution mechanisms in tradi-

tional nonrepudiation schemes are not effective and suf-

fer from weak fairness, which as a result do not guar-

antee trust. When a client requests for a service, the

crypto collectible tokens are transferred to the address

of the service provider [15]. If the service provider is

malicious, then the client loses these tokens. The cred-

ibility of service providers must be recorded based on

clients’ feedback, behavior and quality of service. More-

over, a homomorphic hash function is used in the pro-

posed scheme, which is very slow.

3 Problem Statement

The authors in [14] propose a DPoS consensus based

scheme for secure key management in dynamic WSN.

The DPoS consensus mechanism is not fully decentral-

ized and attackers can easily perform 51% attack. It is

because few nodes control the network and vote in the

selection of witnesses [43]. Moreover, the entire public

key for a node cannot be formed using identity infor-

mation in certificate-less cryptography. Furthermore, a

malicious node generates public key repeatedly to per-

form a Sybil attack. In [6], authors propose a scheme

based on blockchain to provide mutual authentication

in multi-WSN. However, the workload on CHs is in-

creased along with energy depletion owing the deploy-

ment of global and local blockchains. Moreover, in [15],

authors propose a blockchain dependent nonrepudia-

tion scheme and homomorphic hash for IIoT. However,

the homomorphic hashing function is inappropriate for

IIoT due to its computational overhead. Furthermore,

an independent and secure channel is required to de-

liver digital signatures and hashes in the verification

of information. The authors in [18] propose an access

management architecture based on blockchain for IoT

scenarios. The blockchain is used to store access con-

trol policies. However, there is a lack of traceability and

transparency in the process of data exchange between

IoT devices. Moreover, there is high latency while fetch-

ing access control information from blockchain.

4 System Model

Some logical assumptions along with a brief introduc-

tion of the proposed model’s components are put for-

ward in this part of the manuscript. Next, we explain

the proposed mutual authentication, data sharing and

nonrepudiation scheme.

4.1 Assumptions

The reasonable assumptions for the implementation of

the proposed scheme are as follows:

– the coordinators are rich nodes in terms of computa-

tional, power and storage resources to deploy blockchain

and smart contracts,

– a unique and permanent Media Access Control (MAC)

address is used by each node,
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Table 2: Summary of Related Work

Limitations already ad-
dressed

Solutions already pro-
posed

Limitations to be ad-
dressed

Validations already done

Authentication of IoT nodes
relies on trusted third party
[6]. Single point of failure.

Hybrid blockchain based au-
thentication mechanism is
proposed.

BS acts as centralized entity.
Use of hybrid blockchain in-
creases computational over-
head on CH.

Data integrity and availabil-
ity, scalability. Message size
of registration and authenti-
cation.

Centralized BS in dynamic
WSNs [14].

Certificate-less cryptogra-
phy. Key material aging.

DPoS is not fully decen-
tralized. Inefficient malicious
node detection mechanism.

Energy consumption, com-
puting and storage overhead
during cryptographic opera-
tions.

Traditional non-repudiation
schemes for IIoTs rely on
trusted third party [15]. The
dispute resolution mecha-
nisms in traditional non-
repudiation schemes suffer
from weak fairness.

Blockchain based non-
repudiation scheme proposed
for service provisioning. The
homomorphic hashing tech-
nique is used for data
validation and smart con-
tract is used for dispute
resolution.

Advance transfer of crypto
collectible tokens to service
provider. The credibility of
service provider is not con-
sidered. Homomorphic hash
function is slow and non-
performant.

The cost of events in terms
of gas consumption and aver-
age transaction latency and
throughput of the PoW and
PoA.

Traditional data access ar-
chitectures based on central-
ized models [18].

Smart contract and
blockchain are used to
store and enforce access
control policies.

Lack of traceability and
transparency during data ex-
changed between IoT de-
vices.

Effect of the management
hub is evaluated. The perfor-
mance of the IoT devices and
management hub.

Traditional access control
schemes for IoTs are central-
ized and IoT devices are un-
able to validate access con-
trol polices [19].

Smart contract based access
control

Smart contract deployment
for each subject object pair
increases deployment cost.
Misbehavior judgment mech-
anism is not efficient

Response of all smart con-
tracts are shown.

The privacy and security of
the exchanged data between
nodes, identity authentica-
tion and trust management
in WSNs nodes [21].

A blockchain based security
and privacy, trust manage-
ment and identity authen-
tication model is proposed.
HKT is used to maintain rep-
utation and trust of a node.

Use of master key as an iden-
tifier may lead to the security
issue of the node.

The restriction on malicious
node in the system is used to
validate the system.

The authentication protocols
for IoTs are proposed to
tackle specific attack or are
weak and vulnerable to pri-
vacy attacks [22].

A sequence number based
peer-to-peer authentication
protocol is proposed.

Storage problem when a
lightweight node stores iden-
tity information of nodes
and a malicious intermediary
may cause failure of authen-
tication process.

The proposed system is val-
idated using the multilevel
node authentication.

Current IIoTs rely on the
centralized architecture and
leads to single point of fail-
ure and privacy issues [23].

Blockchain based security
mechanism for smart sensors
in IIoTs and trust factor for
reliability of the sensor.

Only registered nodes are
considered as trusted nodes.

Probability of attack success,
falsification attack, authenti-
cation accuracy and false au-
thentication.

Lack of traceability and
transparency in malicious
node detection [24].

Malicious node detection
based on blockchain. Re-
sponse time, forwarding rate
and delayed transmission for
malicious node detection.

PoW requires high compu-
tational power and is not
compatible with consortium
blockchain.

Reputation of all sensor
nodes and location of sensors
are depicted.

Centralized and distributed
attack detection models are
inefficient due to high cost
of computation, storage cost,
single point failure and la-
tency [25].

Blockchain, cloud, fog and
SDN controllers based attack
detection model is proposed.
SDN, fog and edge comput-
ing paradigm is utilized to
provide fast response.

PoW decreases the response
time of the system. Lack of
evidence recording for later
traceability.

The accuracy, DR, MCC,
F1-score, AUC of the
receiver operating charac-
teristics and DT. Moreover,
DDoS, TCP and ICMP
flooding attacks are ana-
lyzed. Overhead with and
without blockchain.

The beacon nodes’ credibil-
ity during localization pro-
cess [27].

Blockchain based trusted lo-
calization scheme. Feedback,
behavioral and data trust are
used for credibility evalua-
tion.

Trust evaluation based on
Bayesian statistics, rein-
forcement learning and
maximum likelihood estima-
tion to be tested.

True positive rate, true nega-
tive rate, detection accuracy,
localization and average lo-
calization error. Energy con-
sumption and probability to
find true location.

Range-free localization pro-
cess in WSNs prone to er-
rors due to presence of ma-
licious nodes in the network
[28]. Reliance on centralized
and trusted entity.

Range-free localization
scheme for WSN using
blockchain is proposed.
Residual energy, mobility,
neighbor node list and rep-
utation are used for trust
value evaluation.

Limited parameters are used
for trust evaluation.

Average localization error,
localization error variance
and malicious nodes’ de-
tection ratio with simula-
tion time. Security is ana-
lyzed against impersonation,
spoofing and bad mouthing
attacks.
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Network latency and data
delivery problems in existing
routing schemes [29].

Intrusion prevention frame-
work for mobile IoTs based
on blockchain. Voronoi archi-
tecture is used to generate
clusters. Uncertainty princi-
ple is used to select mobile
CH nodes.

The selfish behavior of up-
stream nodes during data
transmission. No mechanism
is defined to avoid unneces-
sary routing requests.

Network lifetime, energy
consumption, packet drop
ratio, end-to-end delay and
routing overhead.

No trustworthiness between
routing nodes. Third party
based trust management so-
lutions in WSNs [31].

Blockchain and reinforce-
ment learning based routing
scheme for WSNs.

PoA consensus is a central-
ized system.

Average package delay when
25% and 50% of the nodes
are malicious. Average trans-
action latency and gas con-
sumption of PoW and PoA
consensus mechanism.

The centralized and dis-
tributed data storage in un-
derwater sensor networks are
prone to single point of fail-
ure, and security and privacy
issues [32].

A blockchain based
lightweight routing and
consensus protocol for
IoUTs is proposed.

The gateway agents are
working in a centralized
manner.

The block generation time
and energy consumption in
100 blocks’ generation, the
number of rounds with total
remaining energy and relia-
bility are used to validate the
performance.

A centralized entity is re-
quired in traditional rout-
ing protocols to manage the
identities and authenticate
network participants [33].

Smart contract and
blockchain based rout-
ing protocol is proposed.

A smart contract is created
on each route request and
PoW requires high computa-
tional power.

The PDR, throughput, rout-
ing overhead and RAL are
used to validate the proposed
system.

Sensor nodes are resource
constrained and are unable
to perform PoW [36]. Peer-
to-peer connection is not
possible in WSN nodes.

Blockchain is designed for
resource constrained devices
and partially connected
nodes.

N/A Probability of finding con-
nected path between two
nodes.

Blockchain requires high re-
sources and PoW may lead
to centralization [37].

Lightweight blockchain is
proposed for IIoTs.

N/A Block generation speed,
computational cost, network
hash quality, block cycle
with storage cost and ledger
data is performed.

Scalability issue in smart
cities due to high latency,
mobility, bandwidth, single
point of failure, security and
privacy [38].

A blockchain and SDN based
hybrid network architecture
for smart cities is proposed
that contains centralized and
decentralized features.

An edge server acts as a
centralized entity. The crit-
ical applications in smart
cities requires quick response
and transaction throughput
of PoW is very low.

Difficulty, hashing rate of
mining, transaction through-
put, latency and block gener-
ation time.

The in-network data in ICN
based WSNs is vulnerable to
privacy issues and no caching
technique is proposed in ICN
based WSNs to investigate
the behavior of nodes in lit-
erature [39].

A secure caching scheme for
ICN based blockchain is pro-
posed. The public key cryp-
tography and blockchain is
used for identification and
protection of caching ledger,
respectively.

Data storage on blockchain
is costly, and generation of
public and private keys is re-
sponsibility of centralized en-
tity.

The statistical model for
data generation, received sig-
nal power, the packet length,
difficulty of block and aver-
age processing and response
time.

The selfish behavior of the
sensor node during data stor-
age in WSNs affect normal
operation [40].

A trusted blockchain based
incentive mechanism is pro-
posed to encourage nodes for
storing data. Access control
is provided using DHT.

A trusted third party is used
to verify blocks and sensor
nodes have very limited stor-
age resources.

A theoretical discussion
about PDP mechanism is
provided.

Single point of failure in tra-
ditional IoTs [41].

Blockchain and WSN based
monitoring system for fea-
ture collection of frozen
shellfish to maintain its qual-
ity.

N/A One way ANOVA, MRE and
RMSE are used for valida-
tion.

The traditional incentive
mechanisms do not pro-
vide privacy protection
for users in crowdsensing
networks [42].

A privacy aware incentive
mechanism is proposed for
crowdsensing networks. Con-
fusion mechanism is used to
provide privacy.

N/A The participation rate of
participants for traditional
and blockchain based privacy
mechanism is used to vali-
date the proposed system.
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– the Key Management Center (KMC) is a reliable par-

ticipant and

– InterPlanetary File System (IPFS) which is powered

with the strong artificial intelligence based techniques,

does not allow the modification and deletion of data

once it is uploaded.

4.2 System Description

In this scheme, blockchain and smart contracts are used

among multiple WSNs for authentication, sharing and

nonrepudiation of data, as depicted in Fig. 1. A con-

sortium blockchain is used to reduce the computational

overhead of the CHs, that is deployed on CHs and coor-

dinators. Moreover, for performing nodes’ registration,

nodes’ authentication, data sharing and arbitration, 3

individual smart contracts are used in the underlying

work. The smart contracts are deployed on the coordi-

nators. Furthermore, coordinators are transaction min-

ing nodes. When a node wants to join a network, a

public-private key pair is generated by KMC using El-

liptic Curve Cryptography (ECC). In the process of reg-

istration, it is mandatory for a sensor node to provide

its CH’s information and public key. The registration

fails if any of the information is found invalid. Other-

wise, the sensor node is registered. Moreover, during the

communication of sensor nodes, they mutually authen-

ticate each other. Furthermore, all WSNs (from WSN1

to WSNn) are connected to IPFS, which stores the en-

vironmental data being generated by the wireless sensor

nodes.

In this scheme, the contractdataSharing smart con-

tract provides data sharing between two sensor nodes.

It is triggered each time when a node accesses data of

any other node. In a data access request, it is manda-

tory for requesting node to send both crypto token and

data request to contractdataSharing. In the response to

a data access request, the node having the desired data

uploads it to the IPFS. It then transmits the address of

data and location hashes with contractdataSharing. The

contractdataSharing transfers the tokens to the node’s

wallet upon finding that the exchanged data is valid. In

case of a dispute between requester and owner node,

the contractdataSharing sends the crypto tokens, ad-

dress and hash of data to the contractarbitration. The

contractarbitration provides judgment and resolves the

repudiation issue.

There are different consensus protocols, which are

used to reach an agreement in a decentralized network.

Both Bitcoin and Ethereum use PoW, which is com-

putationally expensive. Moreover, Proof of Stake (PoS)

and DPoS are alternative of PoW. However, both pro-

tocols are not fully decentralized and are vulnerable to

51% attack. The other consensus protocols implement

some form of Byzantine Fault Tolerance (BFT). The

BFT is faster and cheaper than PoW, however, it sac-

rifices the decentralization. In [44], the authors propose

SCP as a decentralized consensus protocol that is alter-

native to the BFT. It is also known as Federated Byzan-

tine Agreement (FBA). The SCP is an open member-

ship consensus protocol, which means anyone can join

and leave the consensus process. In SCP, each valida-

tor decides which other validators it trusts. The list of

trusted validators is called a quorum slice. The quorum

slices overlap to form a quorum or network-wide con-

sensus for a transaction. The transaction latency of the

SCP is very low as compared to PoW consensus pro-

tocol. Moreover, the SCP is more secured than PoW

and is not vulnerable to 51% attack. While using PoW,

the attackers with 51% of computing power in the net-

work can control the mining process. However, in SCP,

the messages are exchanged during consensus and the

solving of cryptographic puzzle is not required. So, the

attack using computing power is not possible. Addition-

ally, 66.67% of nodes in the network needs to be agreed

on the state of ledger. Furthermore, due to the high se-

curity, low latency and high throughput of SCP, it is

used in the proposed model.

Below, the constituent entities of the smart model

are discussed.

4.3 Consortium Blockchain

The consortium blockchain is used by the coordinators,

which serve as miner nodes while smart contracts are

used by the CHs to acquire data from the blockchain.

Moreover, the blockchain contains records for all of the

system model’s entities. On the CHs and BSs, the lo-

cal and global blockchains are deployed, respectively,

in [6]. Using two blockchains limits network longevity

and adds processing load. As a result, using consor-

tium blockchain minimizes the processing overhead of

CHs while increases network longevity. Besides, various

primary characteristics of the consortium blockchain

are provided: low transaction cost, high throughput, in-

creased scalability and low energy consumption.

4.4 Key Management Center

During registration phase, KMC registers the sensor

nodes, and stores their public keys and CHs’ informa-

tion. Moreover, KMC initializes identity information of

all nodes. The public keys and nodes’ identity infor-

mation are housed in KMC, which in turn tackle the

certificate-less cryptography related issues.
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Fig. 1: Proposed System Model

4.5 Coordinator

The computationally enriched node of the network where

the consortium blockchain and smart contracts are in-

stalled serves as a coordinator. The coordinators func-

tion as miners, and verify transactions using SCP. As

a result, the coordinators regularly monitor the KMC’s

activities in order to avoid any malicious conduct. If

an already registered node’s public key is tried to be

added by the KMC, it is restricted. The restriction is

performed by the registration smart contract.

4.6 Cluster Heads

Owing high amount of residual energy, CHs are se-

lected. On behalf of their cluster members, they seek

blockchain for sensor node authentication. They are

also unable to engage in the mining process. Further-

more, CHs trust the sensor nodes in a cluster. As the

sensor nodes have limited resources, they send the reg-

istration request to KMC via their CH.

4.7 InterPlanetary File System

The IPFS is used to store data generated by sensor

nodes in a distributed manner. Using IPFS in the pro-

posed system, the reduction in blockchain’s storage over-

head is observed. Moreover, the issue of single point of

failure is tackled. Furthermore, the reduction in net-

work bandwidth consumption is observed because the

data is efficiently stored without duplication.

4.8 Registration and Mutual Authentication

The KMC is responsible for initializing the nodes’ iden-

tity information. The pair of public and private keys,

denoted as Pubnode and Sknode, is generated using ECC.

The node sends Pubnode to the KMC. The KMC then

performs hashing of the MAC address to generate a

node’s unique identity, given as IDnode = keccak(MAC).

Moreover, while performing nodes’ registration and au-

thentication, the verification of message integrity is per-

formed. Furthermore, IDnode, IDcoordinator and signed

message signcoordinator(keccak(IDcoordinator ||IDnode))
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Table 3: Mapping Table of Identified Limitations, Proposed Solutions and Validations

Limitations Identified Proposed Solutions Validations
L1: Increased computational overhead
on CH with the usage of public and pri-
vate blockchains [6]

S1: Consortium blockchain is used V1: During registration and authenti-
cation processes, message size and exe-
cution time are observed (Figs. 3a, 3b)

L2: DPoS is not fully decentralized and
is vulnerable to 51% attack [14]

S2: SCP is used V2: Transaction latency of SCP is
observed (Figs. 5a, 5b)

L3: High latency while fetching data ac-
cess policies from blockchain [18]

S3: Smart contract provides data shar-
ing between nodes

L4: Public key does not map to the
identity in certificate-less cryptography
[14]

S4: Identity based cryptography is
used

V3: Message size of registration and au-
thentication is observed (Figs. 3a)

L5: Homomorphic hashing is slow and
requires high computational power [15]

S5: Smart contracts and IPFS are used
for data exchange and nonrepudiation

V4: Response time of IPFS and trans-
action latency of PoW and SCP are ob-
served (Figs. 4a, 5a)

are the components of the Keycard. In addition, IDnode

and IDcoordinator gives a node’s unique identity and a

coordinator’s unique identity, respectively. For message

signing, the Elliptic Curve Digital Signature Algorithm

(ECDSA) is employed.

Algorithm 1: Node’s Registration Process

Input: IDcoordinator, IDnode, IDCH ,
Keycardnode

Output: Successful registration message
1 if isExist(IDnode) == True then
2 (False, error exists) is returned;
3 else if isV erified(IDcoordinator) == False then
4 (False, error exists) is returned;
5 else if isV erified(IDCH) == False then
6 (False, error exists) is returned;
7 else if isV erified(Keycardnode) == False then
8 (False, error exists) is returned;
9 else

10 (True, Node is successfully registered) is
returned;

11 end

The smart contract designed for CH registration is

provided with IDcoordinator, IDCH and Keycard. The

verification of CH’s data and the presence of node’s

identity is checked via a smart contract. After perform-

ing all the required verification, the CH is registered.

The registration process is given in Algorithm 1.

For communicating between a node P and a node

Q, an interaction request is sent through a CH via a

secure channel to the contractdataSharing. The request

includes coordinatorIDP , IDP , CHP , IDQ, CHQ and

KeycardP . The authentication request is sent by both

the nodes using a smart contract, which verifies the

identity information being exchanged. If both the nodes

belong to different clusters, then authentication request

is sent to different CHs. Else, a secure connection is

established. The mutual authentication process is given

in Algorithm 2.

Algorithm 2: Mutual Authentication Process

between Sensor Nodes
Input: coordinatorIDP , IDP , CHP , IDQ, CHQ,

KeycardP
Output: Authentication message sent to CHP and

CHQ

1 if isExist(IDP ) == False then
2 (False, error exists) is returned;
3 else if isExists(IDQ) == False then
4 (False, error exists) is returned;
5 else if isAlive(IDP ) == False then
6 (False, error exists) is returned;
7 else if isAlive(IDQ) == False then
8 (False, error exists) is returned;
9 else if CHP == CHQ then

10 Secure interaction between nodes P and Q;
11 else
12 Authentication message sent to the CHP and

CHQ;

13 end

4.9 Data Sharing and Nonrepudiation

The process of data sharing and nonrepudiation is shown

in Fig. 2. Moreover, the ECDSA based digital signa-

tures of the requesting node and data owner are recorded

on the blockchain in each transaction. The digital signa-

tures make it impossible for either requester or owner to

deny any of their actions. The digital evidences of each

step are recorded on the blockchain to achieve transper-

ancy and fairness in the nonrepudiation process. Fig. 2

shows the steps of data sharing and nonrepudiation.

The details of these steps are as follows.

Step 1: The data requesting node sends request to

the contractdataSharing for accessing a particular node’s
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Fig. 2: Data Sharing and Nonrepudiation Process

data. A transaction is recorded on the blockchain for

this request, which contains the digital signature of the

requesting node. The request message contains the fea-

tures of data required by the sensor node, the identity

information of the owner node and crypto tokens. The

crypto tokens are deposited to the contractdataSharing

address for security purpose.

Step 2: The contractdataSharing first checks for the

existence of data requester and owner nodes in the

network. If the nodes are found to be unregistered,

data access request is being rejected. Otherwise, the

contractdataSharing sends features of the requested data

to the owner.

Step 3: The requested data is uploaded to the IPFS

by the owner, who gets the hash in return by the IPFS.

This address is later used to access the data from IPFS.

Step 4: The data owner node sends the data hash,

address and crypto tokens to the contractdataSharing.

The tokens of data owner are deposited to the smart

contract to create a trusted, secure and reliable envi-

ronment for data exchange. Moreover, the data owner’s

response is recorded on the blockchain as a transaction

with digital signature of owner.

Step 5: The contractdataSharing sends the IPFS ad-

dress and hash of the data to requesting sensor node.

Step 6: In this step, the requesting node accesses the

data from IPFS using its address. The data accessing

node confirms legitimacy of data; If data is found ille-

gitimate, steps 7 and 8 are executed.

Step 7: In case of illegitimate data, the requesting node

reports to the contractdataSharing. Two possibilities ex-

ist here: either the requesting node denies that the ex-

changed data is not legitimate or the data owner shared

illegitimate data.

Step 8: In this step, the contractdataSharing invokes

the contractarbitration. It shares the requesting node in-

formation, owner information, crypto tokens and IPFS

address of the data with contractarbitration. The smart

contract contractarbitration checks the features of data

requested by the requesting node and the data uploaded

by the owner on the IPFS and makes a decision regard-

ing the dispute. At the end, either the data owner or

the requesting node is punished and the crypto tokens

are transferred to the honest node. Moreover, the de-
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cision of the arbitration is recorded on the blockchain

and a malicious node is blocked from the network for a

specific time.

The contractarbitration is invoked when a dispute occurs

Algorithm 3: Data Sharing and Nonrepudia-

tion
Input: Request, Tokens
Output: Transfer tokens to the Owner

1 Requester sends Request and tokens to the
contractdataSharing;

2 if isExist(IDnode) == True then
3 ContractdataSharing sends features to Owner;
4 Owner uploads data to IPFS;
5 IPFS returns the hash;
6 Owner sends hash and tokens to

contractdataSharing;
7 Requester accesses data from IPFS;
8 if Data is illegitimate then
9 Requester reports contractdataSharing;

10 ContractdataSharing sends Request, tokens
and Datahash to Contractarbitration;

11 else
12 ContractdataSharing sends tokens to the

Owner;

13 end

14 else
15 (False, error exists) is returned;
16 end

between the data requesting and the owner node. The

contractarbitration as shown in Algorithm 4 checks the

data uploaded to the IPFS with the features requested

by the data requester. The contractarbitration checks if

the data is within a given threshold or not. The owner

is punished and the tokens are transferred to the re-

quester’s wallet address when the data is illegitimate.

Otherwise, the requester is punished and the crypto to-

kens are transferred to the owner’s wallet address.

Algorithm 4: Arbitration Smart Contract

Input: Request, Tokens, Datahash

Output: Arbitration Result
1 if Data ≥ Thresholdi AND Data ≤ Thresholdj

then
2 Punishes Requester and sends token to Owner;
3 Blocks Requester from getting services;

4 else
5 Punishes Owner and sends token to Requester;
6 Blocks Owner from service provisioning;

7 end

5 Discussion of Simulations’ Results

This section presents the results of simulations used

to validate the proposed model’s performance. Simula-

tions are carried out using a laptop equipped with Intel

Core-i5 housing RAM of size 6 GB and a 2.5 GHz pro-

cessor. Smart contracts are built in Solidity while sim-

ulations are run on the Ethereum network. Users (re-

quester or owner) communicate with smart contracts

using the web3.py library, while ipfshttpclient stores

files on IPFS. With respect to transaction latency, time

taken by IPFS to respond, gas consumption, size of mes-

sage, and execution time, the proposed system model’s

efficiency is assessed. Fig. 3a depicts the message size

during the registration and authentication phases of

sensor nodes and CHs. The duration of a sensor node

and the network lifetime are determined by the size

of the message being transmitted within the network.

Message transmission and reception consume a certain

amount of energy. The sensor nodes’ message size is

smaller than the CH nodes’ message size. The interac-

tion of sensor nodes only with a CH is the reason for

small message size. While, communication of CH with

both the sensor nodes and coordinators leads to large

message size.
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The execution time for authentication and registra-

tion of sensor nodes and CHs is shown in Fig. 3b. The

registration time of sensor nodes is high because the

identities of both CH and coordinator are validated.

However, in the registration of CHs, the identities of

these CHs are validated only. Moreover, the execution

time for authentication of CHs and sensor nodes is al-

most equal as it requires node identity for verification.

Fig. 4a depicts the time consumed by the IPFS during

data upload and retrieval. The data files of 5 MB to

35 MB are uploaded to the IPFS. The response time of

IPFS increases with the increase in data. Moreover, the

response time during data retrieval from IPFS also in-

creases with the increase in file size. The data is stored
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in chunks on different IPFS nodes and data retrieval

from these nodes requires large time. The response time

of data uploading is high as compared to data retrieval

because of the content hashing.

In an Ethereum environment, for performing trans-

actions or executing smart contracts, some price or fee

is incurred, which is given in the form of gas consump-

tion. The gas consumed during data requesting and

provisioning is depicted in Fig. 4b. In the system us-

ing PoW as a consensus mechanism, the cost of data

request and data provisioning is found to be 45756 and

46002, in terms of Gwei, respectively. While, both func-

tions’ executional cost is 0.10 US Dollars. (1 US Dollar

≈ 3.6 ∗ 10−4 Ethers).
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The transaction latency in blockchain network is re-

ferred to the time taken from the submission of a trans-

action to its addition to a block. The average transac-

tion latency of PoW and SCP based systems as shown

in Fig. 5a and 5b are approximately 22 sec and 4 sec, re-

spectively. The proposed SCP based scheme is approx-

imately 81.82% more efficient than PoW based scheme

in terms of transaction latency. The transaction latency

of the proposed model based on consortium blockchain

with SCP consensus mechanism is stable in both data

provisioning and arbitration processes.

6 Conclusion

The registration and authentication technique for sen-

sor nodes based on blockchain is proposed in this study.

The transactions are stored on the consortium blockchain,

which is deployed on coordinators. In the proposed sys-

tem, identity identification, data exchange, nonrepudi-

ation and arbitration are provided through smart con-

tracts. The presence of a large number of nodes gener-

ates a big amount of data in general. Furthermore, the

IPFS stores the data collected by sensor nodes. Besides,

the nonrepudiation of data kept on the IPFS is ensured.

Furthermore, the arbitration contract is activated in the

event of a disagreement between the data requester and

the data owner. The contract determines the dispute

outcome and penalizes the owner or requestor. Further-

more, the SCP is utilized to reach agreement among co-

ordinators. In terms of message size and execution time

during registration and authentication, average trans-

action latency, average gas consumption, and IPFS re-

sponse time, the proposed model’s efficiency is proven.

In comparison to PoW-based systems, the proposed

paradigm has an 81.82% percent reduced transaction

latency. Furthermore, the data request and data provi-

sioning consume 0.10 US Dollars of gas, which is con-

sistent and cost-effective. We intend to reduce transac-

tion latency in the future. Furthermore, scalability and

decentralization are mutually exclusive, which means

there exists a trade-off between both. We intend to ef-

ficiently tackle this trade-off in the future as well.
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