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I. INTRODUCTION 

Multicast describes communication where information 

is sent from one or more parties to a set of other parties. 

This means, information is distributed from one or more 

senders to a set of receivers. The advantage of multicast is 

that, it enables the desired applications to service many 

users without overloading a network and resources in the 

server. 

In the last few years, multicasting is increasingly used as 

an efficient communication mechanism for group-oriented 

applications in the Internet such as distance-learning, the 

pay TV channels, board-meetings, group discussions, pub-

lish-subscribe systems, and videoconferencing.  

Security is essential for data transmission through an inse-

cure network. Several schemes were proposed. A more 

difficult and challenging issue arises due to the multicast 

group membership being dynamic. Users can leave and 

join the groups, thus making the issue of group manage-

ment more difficult in large-scale systems. 

There is also a need to provide forward secrecy and back-

ward secrecy. Forward secrecy implies that whenever a 

member of a group leaves the group, he should not be able 

to  join further conversations in that group. Backward se-

crecy implies that a new member joining the group should 

not be able to access the previous conversations in that 

group. One of the most important issues in multicast secu-

rity is the group key distribution and management. Key 

management mainly has to do with the distribution and 

update of keying material during the group life. Several 

key management approaches have been proposed by vari-

ous authors to create and distribute the multicast group key 

in effective manner. They normally add communication 

overhead as well as computation overhead at the group 

key controller and at the group members. 
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We investigate in this paper the most popular multicast 

group key management algorithms and protocols. We also 

provide the comparative analysis of the various algo-

rithms, evaluating their features based on some criteria 

containing: The algorithm properties, the type of costs, the 

secrecy, and the amount of storage. Additionally, the study 

explores the pros and cons of each scheme, providing con-

clusions and a guideline for a future development and 

work in securing multicast group communication. In sec-

tion II the requirements for Securing multicast group ap-

plication is presented, while the classification of the multi-

cast key distributions protocols is provided in section III. 

In this section we discuss the features provided by proto-

cols for each key management scheme. In the section IV, 

we provide the comparative analysis of multicast group 

management algorithms. Finally the conclusion and re-

marks are given in section V.  

 

II. SECURITY REQUIREMENTS FOR MULTICAST 

GROUP APPLICATION 

 

Security is essential for data transmission through an in-

secure network. There are several schemes to address the 

security to a multicast environment. In general, multicast-

ing is far more vulnerable than unicas  because the trans-

mission takes place over multiple network channels. A 

more difficult and challenging issue arises due to the mul-

ticast group membership being dynamic. Users can leave 

and join the groups, thus making the issue of group man-

agement more difficult in large-scale systems. 

In order to secure group communications, security 

mechanisms such as authentication, access control, verifi-

cation and confidentiality are required. 

Authentication: is any process by which you verify that 

someone is who they claim they are. This usually involves 

a username and a password, but can include any other 

method of demonstrating identity, such as a digital certifi-

cate, a smart card, retina scan, voice recognition, or fin-

gerprints. 

Verification or authorization: is finding out if the per-

son, once identified, is permitted to have the resource. This 

is usually determined by finding out if that person is a part 

of a particular group. or has a particular level of security 

clearance.  

Access control: is a much more general way of talking 

about controlling access to the resources. Access can be 

granted or denied based on a wide variety of criteria. 

Because these three techniques are so closely related in 

most real applications, it is difficult to talk about them 

separate from one another. In particular, authentication 

and authorization are, in most actual implementations, 

inextricable. 

Confidentiality: Group communication confidentiality 

requires that only valid users could decrypt the multicast 

data even if the data is broadcast to the entire network. 

Confidentiality in group communication should provide 

the following concepts: 

Forward confidentiality: users which left the group 

should not have access to any future key. This ensures that 

a member cannot reveal data after it leaves the group. 

Backward confidentiality: preventing access of a new 

user that joins the session to any old key. This ensures that 

a member cannot decrypt data sent before it joins the 

group. 

Ephemeral or Non-group confidentiality: preventing us-

ers that were never part of the group to have access to any 

key that can decrypt any multicast data sent to the group. 

Collusion freedom: any set of fraudulent users should 

not be able to deduce the current used key 

Key management facilitates access control and data con-

fidentiality by ensuring that the keys used to encrypt group 

communication are shared only among legitimate group 

members. Thus, only legitimate group members can access 

group communications. The shared group key can also be 

used for authentication. 

Most of confidentiality mechanisms rely generally on 

encryption using one or several key. Symmetric cryptosys-

tems (such as DES [11] or AES [12]) are used for encrypt-

ing data in most of the multicast secure group application 

to ensure confidentiality, because of their speed and per-

formance. Thus, a symmetric key is used to encrypt data 

by the sender and to decrypt it by receivers using a sym-

metric encryption key. This symmetric Encryption key is 

generally called Traffic Encryption Key (TEK). 

In order to meet the above requirements mainly forward/ 

backward secrecy, a re-generating key process should start 

at each group members change event (join/leave). It con-

sists in generating a new TEK and distributing it to the all 

members including the new one in case of a join or to the 

remaining members in case of a leave. This process is 

called group rekeying [5]. 

A critical problem with any rekey technique is scalabili-

ty: as the rekey process should be triggered after each 

membership change, the number of TEK update messages 

may be important in case of frequent join and leave opera-

tions, and induces what is commonly called: 1 affects n 

phenomenon [20]. Some solutions propose to organize the 

secure group into subgroups with different local traffic 

encryption keys. This reduces the impact of the key updat-

ing process (1 affects n), but needs decryption and re-

encryption operations at the border of subgroups. These 

operations may decrease the communication quality, 

Therefore, the good multicast group key management pro-

tocol should provide not only the security requirements, 

but also some Quality of Service (QoS) requirements (such 
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as scalability, mitigation of 1 affects n phenomenon, 

minimal delay and service availability), and produces low 

storage and computation, mainly for the fast multicast ap-

plication. Figure 1 illustrates the main requirements of 

multicast group key managements. 

 

 

 

Figure 1-Group key management requirements 

In the next section, we will classify and investigate the 

most popular multicast group key management protocols 

and schemes. 

 

III. CLASSIFICATIONS OF CURRENT MULTICAST GROUP 

KEY DISTRIBUTION PROTOCOLS 

 

Several approaches have been proposed for secure mul-

ticasting, which can be generally classified into three main 

categories, the centralized scheme, the decentralized 

scheme, and distributed scheme. In the centralized 

scheme, the whole group is controlled by a single entity. 

Hence a centralized key management seeks to minimize 

storage requirements, computational power on both client 

and server sides, and bandwidth utilization. But this 

scheme suffers from single point of failure problem which 

is a major problem, which may collapse the whole secure 

application. 

In a decentralized architecture the management of a 

large group is divided among subgroup managers, trying 

to minimize the problem of concentrating the work in a 

single place. 

 In the distributed scheme, each user performs the ne-

cessary operations for group key management. The mem-

bers need not depend on third party. All members can per-

form access control and the generation of key is contribu-

tory, meaning that all members contribute some informa-

tion to generate the group key. So the security level has 

been raised but this method is suitable for a small group 

only. For large groups collecting the contribution from 

every user is tedious and time consuming, due to this rea-

son scalability criterion is not fulfilled. 

A.Centralized schemes 

 In the centralized approach, a single entity / server is rea-

sonable for the TEK key generation and distribution for all 

members. Two techniques are used in this category to en-

sure Key Management: simple or Pair-wise Keys and hie-

rarchy of keys. Others classified the broadcast of secrets to 

group as centralized scheme. 

In the simple keys approach, the key server shares a se-

cret key with each group member. These pair-wise secret 

keys are generally called Key Encryption Keys (KEK) and 

are used to establish secure channels between the key 

server and each group member in order to re-distribute the 

current TEK securely whenever required. In case of a new 

member joins the group, a new TEK is sent to all group 

members encrypted with their respective KEKs. The same 

process is triggered in case of one member leaves the 

group (A new TEK is sent to all members except the left 

one) to ensure forward secrecy. The following protocols 

are examples of this approach: Group Key Management 

Protocol (GKMP)[13], the protocols proposed by Dunigan 

and Cao [10],  and Poovendram et al protocol [18]. 

 This category requires a high number of update mes-

sages to transmit the new TEK after membership changes. 

(in the order of O(n) with n being the number of valid 

group members). Here both communication and computa-

tional complexity is linearly proportional to group size. 

This approach is not scalable. 

In the hierarchy of keys approach, the entire secure 

group is divided into sub-groups in a hierarchy structure, 

and the key server shares secret keys with sub-groups of 

the entire secure group. The intermediate keys shared with 

different combinations of sub-groups form a hierarchy 

(generally a binary tree) of keys. This structure reduces the 

required number of TEK update messages induced by re-

keying after membership changes. The number of update 

messages induced by this protocol is in the order of log (n) 

with n being the number of valid group members. 

When a member leaves the secure session, the key serv-

er uses the secret sub-group keys, that are unknown by the 

departing member to distribute the new TEK. Examples of 

this category protocols are: Logical Key Hierarchy (LKH) 

protocol [26], and its variants ELK protocol [17], OFT 

protocol [1], and One-way function chain tree protocol-

OFC [4]. 

  The CFKM protocol [25] is classified  within this class, 

but  the key hierarchy is replaced by a flat table and allows 

hence reducing the number of keys maintained by the Key 

Server. 

B.Decentralised schemes 

 In a decentralized architecture the management of a large 

group is divided among subgroup managers, trying to minim-
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ize the problem of concentrating the work in a single place to 

avoid bottlenecks and single point of failure, which are the 

main issues of the centralized architectures. The Scalable 

Multicast Key Distribution (SMKD) protocol [7], and the 

Intra-domain Group Key Management Protocol (IGKMP) 

are examples of this scheme. The IGKMP architecture 

divides the network into administratively scoped areas. 

Thus, there is a Domain-Key-Distributor (DKD), and 

many Area-Key-Distributors (AKD). Each AKD is re-

sponsible for one area. The group TEK is generated by the 

DKD and multicast to a group composed of the AKDs. 

Then, each AKD propagates the received TEK to its area 

members. Rafaela and Hutchison proposed Hydra protocol 

[19]. In Hydra, the group is organized into sub-groups, and 

each sub-group i is controlled by a server called the Hydra 

server (HSi). If a membership change occurs at sub-group 

i, the corresponding HSi generates the group TEK and 

sends it to the other HSjs involved in that session. In order 

to have the same group TEK distributed to all HSs a spe-

cial protocol is used to ensure that only a single valid HS is 

generating the new TEK whenever required. Setia et al. 

proposed the Kronos protocol [22], where the whole do-

main is divided into smaller areas managed by different 

Area Key Distributors (AKDs). After each specific period, 

each AKD generates a new TEK and distributes it to the 

members of its area. The AKDs share some secret parame-

ters that allow them to generate the same TEK after each 

time period. In MARKS [3], the slicing of the time length 

into small portions of time is suggested to be protected and 

using a different key for encrypting each slice. The en-

cryption keys are leaves in a binary function, such as MD5 

is used to create the tree nodes. Users willing to access the 

group communication receive the keys associated to the 

nodes needed to generate the required decryption keys. 

Dondeti et al. proposed the Dual Encryption Protocol 

(DEP) [8]. DEP considers the case where intermediaries 

may be not trusted, and thereby proposes to use a double 

encryption scheme in TEK distribution in order to prevent 

those intermediaries from having access to propagated 

TEKs. 

 

C. Distributed key schemes  

Distributed key management approaches are characte-

rized by having no group controller. The group key can be 

either generated in a contributory fashion, where all mem-

bers contribute their own share to computation of the 

group key, or generated by one member and distributed to 

group members. In most contributory protocols like group 

Diffie-Hellman key exchange [6], processing time and 

communication requirements increase linearly in term of 

the number of group members. In addition, contributory 

protocols require each user to be aware of the group mem-

bership list to make sure that the protocols are robust. 

Such frameworks suffer from the scalability problem so 

that they may be not suitable for large groups 

 We distinguish two main sub-categories: the ring-based 

cooperation and the hierarchy-based cooperation. In the 

ring-based cooperation, the group members collaborate 

through a virtual ring to agree on a secret group key. Ex-

ample of this schemes are the protocols proposed by  In-

gemarson et al.[14] and Steiner et al.[24], as  proposed to 

extend Diffie-Hellman key agreement protocol to group 

communication. In their schemes, group members perform 

intermediate DH exchanges, through the ring, and finally 

culminate into the common group key.  

In the hierarchy-based cooperation, the group members 

collaborate through a virtual hierarchy to establish the 

secret group key. Kim et al. [15] proposed a distributed 

Diffie-Hellman implementation of LKH through hierar-

chical collaboration. Similarly, Rodeh et al.[7], Dondeti et 

al. [9] and Waldvogel et al. [25] propose distributed ver-

sions of LKH (D-LKH), OFT (D-OFT) and CFKM (D-

CFKM)  protocols respectively following a hierarchical 

cooperation of group members. Reliability is an important 

issue in group key agreement protocols. Seba et al. [21] 

proposed to introduce reliability in Diffie-Hellman group 

key agreement using Failure Detectors. 

The common TEK approach has the drawback to require 

that all group members commit to a new TEK, whenever a 

membership change occurs in the group, in order to ensure 

perfect backward and forward secrecy.  In order to miti-

gate the 1-affects-n phenomenon, another approach con-

sists in organizing group members into sub-groups. Each 

sub-group uses its own independent TEK. Indeed, in this 

scheme when a membership change occurs in a subgroup, 

it affects only the members belonging to the same sub-

group. Iolus [16] is a framework of a hierarchy of multi-

cast sub-groups. Each sub-group is managed by a Group 

Security Agent (GSA) which is responsible for key man-

agement inside the sub-group. A main controller called the 

Group Security Controller (GSC) manages the GSAs. 

When a membership change occurs in a sub-group, only 

that sub-group is involved in a re-key process. This way, 

Iolus scales to large groups and mitigates 1-affects-n phe-

nomenon. However, Iolus has the drawback of affecting 

the data path. Indeed, there is a need for translating the 

data that goes from one sub-group, and thereby one key, to 

another. Shields and Garcia-Luna-Aceves [23] proposed 

another protocol that uses the same concept, called the 

Keyed HIerarchical multicast Protocol (KHIP). KHIP 

operates at the routing level where core routers ensure the 

translation of the packets. Instead of translating data itself, 

the protocol translates only the headers of the packets that 

contain a random key with which data is encrypted. In the 

case of the framework proposed by Molva and Pannetrat 

each time multicast messages pass through special nodes 

on the multicast tree, they are transformed using special 

functions called Cipher Sequences. Recipients are as-

signed reverse functions that allow recovering original 

messages from the received ones. In the architecture pro-
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posed by Yang et al. the multicast group is organized into 

a set of subgroups, where each subgroup is managed by a 

Key Server (KS). The role of a KS is to re-key the mem-

bers of its subgroup periodically. In other words, all the 

membership changes that occur during a specific period of 

time are batched, then, the KS makes a single re-key that 

takes into consideration those membership changes. The 

overall KSs share a common KS secret key. When a KS 

receives a multicast message encrypted with its local TEK 

(sent by one of its subgroup members), it decrypts it and 

re-encrypts it using the KS secret key. Then, it multicasts 

the  re-encrypted message to the other KSs. In turn, these 

KSs decrypt the message using the KS secret key and re-

encrypt it using their respective local TEKs. Then,  each 

KS multicasts the so re-encrypted message to its subgroup. 

The following Figure 2- shows Taxonomy of Group Key 

Management Protocol. 

 

 

Figure 2- Taxonomy of Group Key Management Protocols

IV. COMPARATIVE ANALYSIS OF MULTICAST GROUP MAN-

AGEMENT ALGORITHMS 

 

In The following table (Table 1), we compare the some 

centralized group key management protocols against the 

following criteria: 

The effect join/leave (I-effect-n),  the rekeying overhead 

and the storage overhead.  

Table 1 Comparison of centralized group key management 

 

Table 2 shows the comparison of some decentralized 

group key management protocols. In this table, we com-

pare some of the above protocols against the following 

criteria:  

Key independence,  1-affects-n,  Local re-keying: and 

Data transformation 

Table 2 Comparison of decentralized group key management 

 

In table 3, we compare some distributed key management 

protocols against the following criteria: 

1. Number of rounds: the number of rounds required be-

fore the members commit to a group key. 

2. Number of messages: the number of messages re-

quired to establish the group key. 

3. DH exchange: whether the protocol is based on Diffie- 

Hellman  key exchange. 

4. Leader required: whether the protocol requires the ex-

istence of a leader or leaders for the operation of the 

key agreement protocol.  

The protocols that do not rely on a group leader have an 

advantage over those with a group leader because, without 

a leader, all members are treated equally and if one or 

more members fail to complete the protocol, it will not 

affect the whole group. In the protocols with a group lead-

er, a leader failure is fatal for creating the group key and 

the operation has to be restarted from scratch. We did not 

consider the 1-affects-n phenomenon because in distri-

buted protocols all the members are contributors in the 

creation of the group key and hence all of them should 

commit to the new key whenever a membership change 

occurs in the group. 

Table 3 Comparison of distributed group key management 

 

 



 1st International Symposium on Computing in Science & Engineering 

June, 3-5, 2010, in Kusadasi, Aydin, Turkey,  http://iscse.gediz.edu.tr 

157  
 

V. CONCLUSION 

 

Multicast sessions can be secured through the applica-

tion of several fundamental security services. A complete 

solution to the multicast security problem addresses all 

aspects of the application of these security services. This 

paper has shown that many of these security concerns can 

be abstracted into a key management problem. The key 

material required to communicate successfully and secure-

ly within a session defines the secure group. Therefore, 

access to group key material must be restricted and tightly 

controlled. We investigate in this paper the security re-

quirement for multicast group key management algorithms 

and protocols, we find that protocols with common TEK 

suffers from the 1-affects-n phenomenon, where a single 

group membership change (join or leave) results in a re-

keying process that disturbs all group members to update 

the TEK. Moreover, centralized protocols are not scalable, 

and distributed ones. On the other hand, decentralized pro-

tocols with TEK per sub-group approach reduce the 1-

affects-n problem. This is advantageous for highly dynam-

ic multicast groups. However, this approach requires trans-

lation of sent messages whenever they pass from a sub-

group to another, and this may not be supported in applica-

tions which are sensitive in transmission time and do not 

tolerate delays in packet delivery. Besides, this approach 

would not be worthy with relatively static groups because 

the multiple translations would induce avoidable delays 

and useless computation overheads.  

A security solution should compliment rather than drive 

the implementation of a multicast application. The applica-

tion of security should be transparent to the user and work 

efficiently with other required protocols. Future work 

should focus on achieving a truly integrated security solu-

tion that functions together with other non-security func-

tions and existing multicast protocols. 
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