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Abstract —Cloud computing and Vehicular 

Communications are profoundly emerging fields towards 
realization of smart cities. While cloud computing is stage 
of development, vehicular cloud computing combines the 
benefits of Mobile Cloud Computing (MCC) and vehicular 
communications. Recent studies expect that vehicular 
cloud computing will be the gateway to the future of 
transportation systems. However, the development process 
still reveal on several issues and challenges that need to be 
carefully addressed in such environment. Privacy, service 
cost and provisioning delay are identified as the most 
crucial challenges to be addressed. State of the art includes 
several proposals to address these issues. In this position 
paper, we will gather and present a comprehensive study 
of vehicular cloud computing architecture, applications, 
and approaches. More importantly, we will discuss the 
current possible services provisioning solutions with their 
drawbacks, then, we will provide a thorough discussion on 
the benefits of using the concept of Quality of Experience 
(QoE) in such environment.   
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I. INTRODUCTION 
 
The Internet of Things (IoT) paradigm has introduced 

significant changes into the conventional computing and 
communication concepts. The vision of the IoT concept is to 
have billions of uniquely identifiable objects that are 
ubiquitously inter-connected accessible through the Internet 
backbone. Realization of the IoT paradigm requires 
computational and storage offloading. As a result of the need 
for offloading, cloud computing-based architectures and 
communication models have become emergent [1]. 

Cloud-based solutions have been attractive for individuals 
and enterprises due to several reasons as stated in [2]. With the 
advent of mobile computing and communications, market 
share of smartphones has increased significantly, and mobile 
applications for computing, processing and storage purposes 
have become an inseparable part of the mobile Internet [3].  

Researchers and developers agree on the fact that cloud 
transforms the way that runs the Information and 
Communication Technology (ICT) business rather than 
transforming the technology. However, it is worthwhile 
mentioning that transformation of the business empowers 
reformation of the existing ICT solutions [4]. The main 
benefits of CC idea that it’s provides rapid, flexible and 
scalable access to computing resources at all times based on 
the pay as you go fashion [38].  

The conceptual cloud model is inspired by the electricity 
distribution via power grid. Thus, customers do not carry 
electric generators with them but it is available through 
electrical power outlets, and usage is metered and charged 
accordingly. If this idea is projected onto the ICT business, 
ICT users do not have to carry (install) software on their local 
devices. Similarly, enterprise companies do not need to invest 
for their IT infrastructure as they can lease the infrastructure 
from infrastructure providers. This business model introduces 
consolidation of various computing services and storage 
resources on remote platforms, and the platforms to be 
consolidated on designated infrastructures. [39][40]. This 
broad definition also points out the need for specification of 
requirements, such as on-demand, metered delivery of the 
services in a secure and scalable manner over the Internet [5].  

Mobile cloud computing is an emerging field which attracts 
interest from both academia and industry. Advances of cloud 
computing have made it possible to provide software, platform 
and infrastructure as a service to mobile users. These advances 
services overcome lots of the mobile existing challenges, such 
as, storage and power consumption. 

With the advent of mobile networking and cloud computing; 
vehicular cloud computing arisen as a viable solution in such 
environment [6][7]. Vehicular cloud computing is an 
emerging descent of mobile cloud computing and vehicular 
networking concepts, vehicular clouds inherits the benefits of 
both concepts. Vehicle drivers can join mobile cloud via 
mobile devices or in-vehicle computers from anywhere to 
process any type of data on demand anytime [8]. 

Vehicular cloud computing has a wide set of available on-
demand applications and services, which make it a desirable 
area to be adopted in the future. Multimedia content delivery, 
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more communication, share more on board services, and 
provide storage. Thus, vehicular cloud can be defined as a 
group of vehicles that share computing and storage resources 
via wireless network backbone [8][9][30]. This section will 
focus on the taxonomy of vehicular and today’s issues and 
challenging. 

 
A. Taxonomy of Vehicular Cloud Computing 

 
Vehicular cloud computing taxonomy has several 

cooperating entities within its architectures such as: Vehicular 
Clouds (VC), Vehicles using Clouds (VuC), and Hybrid 
Clouds (HC) [30].  

Several applications and services can be useful in the 
vehicular cloud computing taxonomy (Figure 3) such as, 
managing parking lot, accident alerts, monitoring road safety, 
controlling evacuation plans of shopping mall, and managing 
traffic lights [9]. Network as a service of vehicular clouds is 
one of most useful services to share information and storage 
between vehicles.  Therefore, cars with Internet access can 
offer such service to cars on the road without Internet 
connection. 

 
B. Open issues and challenges in vehicular cloud computing 

 
Nowadays, vehicular cloud computing concept arises as a 

promising model to be deployed on vehicular networks. 
Several research issues and challenges need to be carefully 
addressed. Using virtual resources in cloud, storing personal 
information and data in cloud led to freeing control over such 
data [31][32]. Security and privacy aspects are of paramount 
importance as they still remain grand challenges. Furthermore, 
establishing trust relationships between drivers is a vital part 
of trustworthy communication. In addition, users should have 
more control to decide what information could be exposed to 
others (e.g. service providers) and what information should be 
kept private [8][33].  

In addition, limited storage on mobile devices, inadequate 
battery life, scalability and service availability are another set 
of research challenges in vehicular cloud computing. 
Furthermore, service delay and service metering are still 
unaddressed issues. Pricing is an important factor in 
determining cloud service providers. Besides, service delay is 
crucial for certain applications and users. Providing security 
and privacy in a vehicular cloud computing is more difficult 
than it is in other networks due to the high mobility and 
frequent topology changes in the network, the dynamicity of 
the environment, and the heterogeneity of vehicles [34]. 

In this section, we focus on the three main issues of privacy, 
service cost, and service delay (i.e., latency). 

The researchers in [32][33] and [34] present the existing 
challenges and solutions in cloud computing. These studies 
present promising solutions and their agendas are applicable to 
extensions and future directions. On the other hand, the scopes 
of those studies are limited to privacy and security only. These 
studies do not handle the price or the delay aspects. In addition, 
the abovementioned studies of privacy/security are broadly for 

cloud, without taking into consideration the special 
requirements of vehicular cloud computing. 

Provisioning delay and pricing are relatively less explored 
in vehicular cloud computing. Vehicle drivers can be 
concerned about service pricing and service delay. Currently, 
there is no standard method of service provisioning for the 
drivers in a liberalized cloud service market. Moreover, there 
is no available service-price matching for the users. In 
addition to the impact on time efficiency, provisioning delay 
also increases service usage time, leading to higher charges to 
the user [35]. 
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Figure 3: Taxonomy of application and services of 

vehicular cloud computing 
 

V. QUALITY OF EXPERIENCE (QOE) SERVICE 
PROVISIONING 

 
The vital need for service provisioning in vehicular cloud 

computing environments has been motivated and well 
explained. However, every new technology comes at certain 
expenses. Vehicle drivers can be concerned about service 
metrics. Service cost, service delay, and the driver privacy or 
the amount of the information revealed to the service 
providers can be among these concerns. To the best of our 
knowledge, we are the first who tried to tackle these issues all 
together.  Therefore, the motivation of the study in [36][37] is 
to provide a framework that addresses all of these concerns 
through a QoE-based methodology. 

Thus, the goal was to provide vehicle drivers with services 
at low cost, with minimum volume of information revealed to 
service providers, and minimal provisioning delay in one 
framework. 

QoE methodology was the most suitable solution due to the 
peculiarities and the difficulties of vehicular cloud computing 



in general. In addition, three different objectives are aiming to 
be met while each has its own unit (cost=money, delay=time, 
and privacy=data) [36]. 

The study in [36][37]  formulated the QoE as a weighted 
function of provisioning delay, service price and the amount 
of information revealed to the service provider. However, the 
experience was not enough to handle all of the objectives. 
Thus a more comprehensive solution was needed to satisfy all 
the objectives.  So, a framework where a Trusted Third Party 
(TTP) is in setup was proposed [36]. 

The framework uses a cluster based system to enable 
scalability. TTPs are in between the drivers and the service 
providers as shown in Figure 4. The TTP is the central control 
unit of the proposed framework, which handles all the 
communication with the service providers. The TTPs are well-
known, profitable commercial organizations that provide and 
sell service to users. 

 

SP TTP Driver
 

Figure 4: Proposed architecture general framework 
 

The studies in [36][37] present three different modes for 
testing and comparison. The proposed framework validates 
our concept and assumptions since the QoE-awareness mode 
is a compromise between the neutral and economy class 
modes. At Economy class, the drivers are interested in the 
price only without any worries about the privacy or the delay. 
On the other hand, Neutral mode does not consider any of the 
QoE aspects, so the user simply connects to the first available 
TTP around. The QoE in the information revealed experiments 
shows improvement in the amount of information that must be 
revealed. The privacy sensitive mode also indicates that users 
with serious concerns about their personal information/data 
should select this model, since it reveals the least information 
to the service provider. The delay performance also has been 
improved in [37] via delay sensitive mode. The Delay 
sensitive mode and the Neutral mode introduce the least delay 
at its early stage of experience. However, when the number of 
vehicles increases (e.g. ~20), there will be more experience to 
improve QoE-aware decision. This results in having very close 
delay compared to delay sensitive and the neutral modes. 

 

VI. CONCLUSION  
 

Cloud Computing and Vehicular Networks are profoundly 
emerging research fields. Cloud copmuting is still in its early 
stage of development while vehicular cloud computing 
consolidates the benefits of mobile cloud computing and 
vehicular communications. Recent studies expect that 
vehicular cloud computing will be the gateway to the future of 
transportation systems. This paper has provided an overview 
of cloud computing systems (Cloud, mobile clouds, and 
vehicular clouds) in which its definitions, architectures, 
advantages, and open issues, as well as directions along with 
the solutions available. A recently proposed Quality of 
Experience (QoE)-based service provisioning framework in a 
vehicular cloud system has also been presented as well.  
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