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Abstract: 
Wireless Communication is an application of science and technology that has come to be vital for modern 
existence. Wireless networks are common and are a part of every organization or an individual. In recent years, 
wireless local area network (WLAN) protocols or solutions have become much more affordable and user-
friendly. Wireless networks are inexpensive and provides mobility, but they are prone to a variety of threats like 
denial of service, replay attacks, eavesdropping and data modification. This paper briefly describes the most 
important security protocols for next generation wireless networks. 
Keywords: IEEE 802.11i; Wired Equivalent Privacy (WEP); Wi-Fi Protected Access (WPA); Wireless Communication; WEP2.  

1. Introduction 

 
Wireless technologies have reached ubiquity in both the commercial and residential spaces. The term wireless 
means transmission of information without requiring wires. The data is transmitted through the air, by using 
electromagnetic waves, such as light, magnetic or electric fields or the use of sound. Wireless Communication 
has enhanced to convey the information quickly to the consumers. Wireless technologies permits long range 
communication that is impossible to implement with the use of wires. Different types of wireless technology and 
networks allow devices to send data to each other and to the web without cables.  It has become an integral part 
of various types of communication devices as it allows users to communicate even from remote areas. 

A wireless LAN (local area network) is one in which a mobile user can connect to LAN through a wireless 
connection. It runs of the 802.11 standards set forth by the Institute of Electrical and  Electronics Engineers 
(IEEE) [1]. Wireless security is the prevention of unauthorized access or damage to computers 
using wireless networks. Various wireless security protocols were developed to protect home wireless networks. 
There are three major security techniques for IEEE 802.11 wireless networks [2]. 

 
• Wired Equivalent Privacy (WEP) 
• Wi-Fi Protected Access (WPA) 
• IEEE 802.11i/WPA2 

2. Standards of WLAN 

The 802.11 standards are defined through several specifications of WLANs. 802.11-1997 was the first wireless 
networking standard in the family, but 802.11b was the first that is widely accepted one, followed by 802.11a, 
802.11g, 802.11n, and 802.11ac. Other standards in the family (c–f, h, j) are service amendments that are used 
to extend the current scope of the existing standard, which may also include corrections to a previous 
specification [3]. The original version of the standard IEEE 802.11 was defined in 1997 and clarified in 1999. 
 
 
2.1 IEEE 802.11a  
The IEEE802.11a standard was released on September 1999. This standard provides 54 Mbps transmission  in 
the 5 or 3.7 GHz operating frequency and bandwidth of 20MHz.The 802.11a uses only  orthogonal frequency-
division multiplexing (OFDM) modulation technique that is a method of encoding digital data on multiple 
carrier frequencies.It employs the single input, single output (SISO) antenna technologies. 
 
2.2 IEEE 802.11b 
IEEE 802.11b standard was released on September 1999 as well. In 802.11b, data speeds as high as 11 Mbps are 
possible. It operates on radio frequency of 2.4GHz and a bandwidth of 22MHz. The specification uses a 
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modulation scheme known as DSSS (Direct Sequence Spread Spectrum) that is used to reduce overall 
signal interference. 
 
2.3 IEEE 802.11g 
The standard 802.11g was ratified in 2003. This supports maximum network bandwidth of 54 Mbps. It operates 
at 2.4GHz frequency and bandwidth of 20MHz. This standard uses the OFDM or DSSS modulation schemes. 
 
2.4 IEEE 802.11n 
The 802.11n standard was ratified in 2009 that improves upon the previous 802.11 standards by 
adding multiple-input multiple-output antennas (MIMO). The 802.11n standard support maximum  network 
bandwidth up to 300 Mbps. It involves increasing the channel bandwidth from 20MHz to 40MHz and operates 
on both the 2.4 GHz and the 5 GHz bands. 

3. Wi-Fi 

Wi-Fi stands for Wireless Fidelity and a type of wireless local area network technology. It is based on IEEE 
802.11 specification [4]. Wi-Fi compatible devices can connect to the Internet via a WLAN network and 
a wireless access point. This technology is most commonly used to connect internet routers to devices like 
computers, phones, tablets. Wi-Fi is less secure than wired networks. From a user’s perspective, most smart 
phone users have limits on the amount of data they can download on their phones, and to use it, they need to be 
within range of a tower. The wireless network is consisting of three essential elements that are radio signals, 
antenna and router. The radio waves are keys which make the Wi-Fi networking possible [5]. The range of the 
Wi-Fi  depends upon the environment, indoor or outdoor ranges. The Wi-Fi cards read the signals and create an 
internet connection between the user and the  network. The speed of the internet in the device using Wi-Fi 
connection increases as the computer gets closer to the main source and  decreases when the computer gets 
further away.  Communication across a wireless network is a two-way radio communication. 
 

• Wi-Fi receiver translates data into a radio signal and transmits it using an antenna. 
• Then the radio signal is received by the wireless router which decodes it. Once decoded, the 

information will be sent to the Internet using a physical, wired Ethernet connection. 

The process also works in reverse, with the router receiving information from the Internet, translating it into 
a radio signal and sending it to the computer's wireless adapter. 

 
Figure 1. Wireless Communication. 

 
Figure 1 depicts the simple wireless communication process and following are the terms used in this process: 

3.1. Radio Signals 

Radio signals are the key which makes the wifi networking possible. As radio signals are transmitted from Wi-
Fi antennas to the Wi-Fi receiver. Wi-Fi cards reads the signal and thus creates an internet connection between 
the user and the network without the use of the wire.  The Computer receives the signal within the range of  Wi-
Fi network, which is usually 300-500 feet from antenna.  
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3.2.  Wi-Fi Cards 

Wi-Fi cards are the invisible cords that connect the computer to the antenna for a direct connection to the 
internet. Wi-Fi cards may be external or internal. If the Wi-Fi card is not installed in the computer, then we can 
use the external Wi-Fi cards. 

3.3. Wi-Fi Hotspot 

It is a physical location where people can obtain Internet access using Wi-Fi technology. It is created by installing an access point 
to an internet connection. The safest mode when accessing the Internet over a Hotspot, with unknown security 
measures, is an end-to-end encryption. 

3.4. Access Point 

Access Points are used to help with Wi-Fi dead spots and extending a wireless network. It is a station that 
transmits and receives data and can serve as the point of interconnection between the WLAN and a wired 
network.  A small WLAN may only require a single access point. 

3.5. Router 

A router is a networking device that forwards data packets between computer networks. Whenever a data packet 
comes in on one of the lines, the router reads the address information in the packet to determine the destination. 
A wireless router is a device that performs the functions of a router and wireless access point. 

3.6. Modem 

A modem (modulator-demodulator) is a network hardware device that modulates one or more carrier 
wave signals to encode digital information for transmission and demodulates signals to decode the transmitted 
information [6].  

4. Wi-Fi Security 

To enable Wi-Fi, one merely needs to be within the range of the Wi-Fi network. Once you go wireless, you must 
encrypt the information you send over your wireless network, so that nearby attackers can’t eavesdrop on these 
communications. Encryption converts the information you send into a code so, that it is not accessible to 
unauthorized users. Encryption is the most effective way to secure the network from intruders. Three main types 
of encryption are available for this purpose: 
 
4.1 Wired Equivalent Privacy (WEP) 
WEP was an early attempt to secure wireless networks, and better security is now available such as WAP. WEP 
has three settings: Off (no security), 64-bit (weak security), 128-bit (a bit better security). Wired Equivalent 
Privacy (WEP) is a security algorithm for IEEE 802.11 wireless networks. If the network is being run by default 
security, where WEP is turned off, anyone can access the network. 
 
4.1.1 WEP Encryption 
WEP relies on a secret key that is shared between a mobile station and an access point. To encrypt the data, 
WEP try to use from four operations. Firstly initialization vector (IV) that is 24-bit long is concatenated with a 
40-bit secret key to form an encryption/decryption [7]. Secondly, the resultant key act as the seed for a Pseudo-
Random Number Generation (PRNG) that outputs the pseudorandom key sequence. Thirdly plaintext is thrown 
in a integrity algorithm to produce integrity check value which is then concatenated with the plaintext again. 
Fourthly, the key sequence and the IV will go to the RC4 algorithm [7,8]. RC4 outputs the final encrypted 
message is made by attaching IV in front of the cipher text [7,8]. Figure 2 explains the details of operations. 
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Figure 2. WEP Encryption Algorithm. 

 
4.1.2 WEP Decryption 
To decrypt the message WEP try to use from five operations. Firstly pre-shared key and IV is concatenated, then 
the resultant key act as the seed for a PRNG [9]. Secondly, the output of PRNG i.e. key sequence and cipher text 
go to into CR4 algorithm and a plaintext come as a result. Thirdly plaintext and ICV will be separated. Fourthly, 
the plaintext goes for Integrity Algorithm to make a new ICV’. Then the new ICV’ is compared with the 
original ICV. Below are some implementation of  WEP that are implemented by some companies. 
 

• WEP2: - Wireless Equivalent Privacy 2 was an enhancement to WEP, and present in earlier drafts of 
802.11i policies. It was a short-lived extension to WEP, a wireless network security protocol that was 
widely in use (and still is) but was found to be inherently flawed. It has been useful for a while for 
hardware that could not be upgraded via firmware to support WPA or WPA2 instead, but unfortunately 
the WEP flaws went deeper than expected.As WEP security algorithms used key values up to 64 bits 
but the key values of WEP2 could be up to 128 bits [9]. 

• WEP Plus: - WEPplus,  is a proprietary enhancement to WEP by Agere Systems  that enhances WEP 
security by avoiding "weak IVs" [10]. It is only effective when  WEP plus is used at both ends of the 
wireless connection. It does not prevent replay attacks .  

• Dynamic WEP: - It refers to the combination of 802.1x technology and the Extensible Authentication 
Protocol. It changes WEP keys dynamically and is a vendor-specific feature provided by several 
vendors such as 3Com [10]. 

 
4.1.3 WEP Weakness 
The implementation of IV mechanisms in WEP has made the protocol vulnerable as oppose to strengthen the 
encryption. As the RC4 cipher stream is XOR with the original packet to give the encrypted packet, which is 
transmitted, and the IV is sent in the clear with each packet. The problem is IV reuse [9]. 

• The Initialization Vector (IV) is Too Small and WEP reuses it. A variety of available cryptanalytic 
methods can decrypt data without knowing the encryption key. 

• The Integrity Check Value (ICV) algorithm is not appropriate. 
• RC4 algorithm is weak. 
• Key management and key size is not specified in WEP standard. 
• Authentication Messages can be easily forged. 
• WEP does not prevent replay attacks and forgery of packets. 

 
4.1.4 Strengthening WEP 

• Better key management using security handshake protocols. 
• The bigger size of the Initialization Vector (IV) can be chosen and the hashed value of IV can be 

prepended or appended to the ciphertext instead of the clear text. 
• A different method can be used for the data integrity verification i.e. Hash functions. 
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• By changing the secret key regularly. 

WPA improves upon and replaced the original Wi-Fi security standard, Wired Equivalent Privacy. 
 
4.2 Wi-Fi Protected Access (WPA)                                                                                                                                      
WPA provides more sophisticated data encryption  and authentication than WEP. It is designed to work with 
existing Wi-Fi products that have been enabled with WEP  but the technology includes two improvements over 
WEP. WPA's encryption method is the Temporal Key Integrity Protocol (TKIP) [8,9]. 

TKIP uses the same WEP’s RC4 Technique, but making a hash before going to the algorithm RC4. The 
duplication of the initialization vector is made. One copy is being sent to the next step and the second one is 
hashed with the base key. Then the resulting key is going to join the first copy of the initialization vector and 
passed to RC4 which outputs sequential key. Then the sequential key with an XOR from the text to generate 
cryptography text. Finally, the message is ready for sending. Decryption will be performed by inverting the 
process as in figure 3. 

 
Figure 3. WPA Encryption Algorithm. 

 
4.2.1 Personal WPA 

WPA-Personal is a common method to secure wireless networks, and it is suitable for most home networks. 
When a password is set for a wireless  router , it must be entered by users when connecting to the Wi-Fi 
network. As one password is applied to all the users. The Wi-Fi password is stored on the wireless clients So, 
anyone can connect to the network and can see the password. 
 
4.2.2 Enterprise WPA 
WPA-Enterprise provides the security needed for wireless networks in business environments where a 
Radius server is deployed. The WPA uses 802.1X+EAP for authentication [11]. No preshared key is used,but a 
Radius server is needed. Radius server is used for client authentication. This prevents people from getting the 
network key from computers. 

The improvement of WPA2 over WPA is the use of Counter Cipher Mode Protocol (CCMP), that uses 
Advanced Encryption Standard (AES) cipher. 
 
4.3 WPA2 
The WPA2 standard has two components, encryption and authentication, which are important to secure a 
wireless LAN. The encryption piece of WPA2 mandates the use of AES (Advanced Encryption Standard) [9]. It 
is based on 802.11i wireless security standards developed by Wi-Fi Alliance in 2004 [9]. WPA2 uses the AES 
encryption algorithm. Motorola is a key component of the WPA2 protocol standard [11]. Motorola is a key 
contributor and developed by Wi-Fi Alliance in 2004. It provides enterprise and consumer Wi-Fi users with a 
high level of assurance that only authorized users can access their wireless networks. AES is thought to be 
uncrackable by even the most skilled hacker. AES protocol creates a new encryption key for each session. 
WPA2 is more secure than WPA is because it uses a more advanced encryption key named “AES-CCMP”. The 
WPA2 standard supports two different authentication mechanisms. 
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4.3.1 WPA2-Personal 
WPA2-PSK is made for home and very small office networks. Each wireless device is authenticated by the 
same 256-bit key [12]. WPA2 uses pre-shared key. 
 
4.3.2 WPA2-Enterprise 
WPA2-ENT is made for the enterprise network. WPA2 enterprise uses IEEE 802.1X which provides enterprise-
grade authentication [12]. It provides security against more attacks than WPA2-PSK and separates users from 
the router’s passphrase to the network. 

5. Conclusion 

This paper describes how does each of the standards work improvements compared to previous standards, 
encryption process and decryption process At first, we explained the standards of WLAN. Secondly, we 
explained the working of Wi-Fi. Thirdly, we discuss the working of WEP protocol and describe its weakness 
and improvements. Fourthly, we explained about the second generation of wireless security protocol as WPA 
and define two types of this security as home and corporate. Finally, we explain WPA2 and its two type. WPA2 
is more secure than WPA is because it uses a more advanced encryption key. 
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