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Abstract

In a nutshell, UPnP aims to enable simple and robust
connectivity among consumer electronics, intelligent ap-
pliances and mobile devices from many different vendors.
Nowadays, it is getting an increasing popularity due to its
robust way of connecting devices and the massive number
of already developed applications, complementing the use-
ful new era of pervasive computing. Although UPnP is an
easy-to-use solution for discovery, which allows controlled
devices to share and access users contents, it does neither
provide user authentication nor authorization mechanisms,
requirements that would require user’s data on personal
profiles. As a consequence, we propose an extension of
the UPnP protocol called UPnP-UP, which allows user au-
thentication and authorization for UPnP devices and ap-
plications. The primary goal of our proposed extension is
to modify the current UPnP specification as less as possi-
ble, maintaining backwards compatibility with previous ver-
sions of the protocol. Furthermore, we present our efforts
on the development of a UPnP framework for publishing
and accessing multimedia contents in order to support this
extension as a case of study.

1. Introduction

With the advent of many personal mobile products like
PDAs, cell phones and Internet tablets, the concepts of mo-
bile and pervasive computing is becoming more and more
practical. In this context, the UPnP standard [4] is a good
candidate to provide pervasive services because it includes,
among other features, zero-effort configuration and auto-
discovering of devices. Similarly, due to the use of consol-
idated technology-based protocols for Internet applications
such as HTTP, XML [2] and SOAP [10], UPnP has become
the de-facto solution for personal devices and electronics
gadgets, which enables pervasive computing through the
sharing, access and interchange of user contents. As a mat-
ter of fact, it has been used in many open-source and pro-

prietary projects throughout the Internet. One worth-citing
is Canola [11], a mobile UPnP multimedia player for the
Maemo Platform [3] developed by Nokia Institute of Tech-
nology in Brazil.

Besides the strong popularity and growth of manufac-
tured UPnP-compatible devices, the UPnP standard doesn’t
provide user authentication or authorization mechanisms,
limiting the development of user customized solutions such
as music recommendation while using a media server or
saving the state of the home devices, features that would
follow certain form of user profile. In this way, this pa-
per presents UPnP-UP, an extension of the UPnP protocol
that enables user authentication and authorization for UPnP
devices and applications. Although UPnP-UP provides au-
thorization mechanisms, we will only present the authenti-
cation feature in this paper. Moreover, the goal of our ex-
tension is to modify the current UPnP specification as less
as possible, maintaining backwards compatibility with the
current UPnP implementations.

The remainder of this paper is organized as follows: Af-
ter presenting some characteristics of the UPnP standard
in Section 2, we detail the specification of the UPnP-UP
in Section 3. Similarly, in Section 4 we present a case
study where a UPnP multimedia system recommends songs
to users according to their profile, presenting the state of
UPnP-UP implementation. Finally we conclude with ex-
periments results in Section 5, future works and the conclu-
sions of this paper in Sections 6 and 7, respectively.

2. Overview and Background

The UPnP protocol first uses the control point [4], as the
first step to discover UPnP-enabled devices, which may be
filtered according to the user preference or the user’s wish
device type. The discovery process enables description,
where the control point learns about the devices capabili-
ties. In order to send commands to designated devices, the
control point uses the step of control. In the eventing step,
the control point keeps listening to the changes of state of
the ”hooked up devices”, updating the graphical user inter-



face accordingly, which is defined in the presentation step.
When it comes to the discovery process, the control point

sends a multicast message of type M-SEARCH [4], mak-
ing it able to discover which UPnP devices are online. The
remote devices running UPnP discovery protocol advertise
their status by sending a unicast NOTIFY message back to
the control point. An example of this message is shown in
Listening 1 . In that message, the device specifies essential
information about it and a pointer – a URL for an XML file
– that enable the control point to proceed with the following
UPnP steps described above.

1 NOTIFY ∗ HTTP/ 1 . 1
2 HOST : 2 3 9 . 2 5 5 . 2 5 5 . 2 5 0 : 1 9 0 0
3 CACHE−CONTROL: <max−age>
4 LOCATION: <u r l o f d e v i c e d e s c r i p t i o n>
5 NT: <s e a r c h t a r g e t>

Listening 1: The UPnP NOTIFY message.

Through the URL listed on the LOCATION field (line
4 ), the control point has more information about the devices
and pointer for services invocation through SOAP. The de-
vice description URL points to an XML instance, whose
XML default schema defines the device’s properties such
as name, version and model, URLs for the devices’ services
directory, URLs to sign in for device events, among other
information.

One of the most popular example that helps understand-
ing the UPnP device is the interaction between UPnP A/V
devices [9], shown in Figure 1. It is a schema of that de-
scribes the functionalities used by the a control point to
browse multimedia items from a media server and how to
present these items into the media renderer.
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Figure 1. A/V UPnP devices communication.
Basically, there are three main entities in the UPnP A/V

specification: the Media Server, Media Renderer and Con-
trol Point. The media server is responsible to share UPnP
multimedia items [4] such as audio, video and image files.
Similarly, the media renderer is capable of reproducing all
multimedia data shared by any UPnP media server. When

a control point is started up, it sends the discovery message
(step 1 of the Figure 1) to search for all UPnP media servers
and media renderers. Each of the available servers in the
network replies to the control point request which, at this
point, knows all of them. As a result, a user running the
control point in his/her device can render any multimedia
item shared by a media server by simply browsing a spe-
cific media server according to UPnP specification.

3. Enabling User Profile for UPnP standard

This section presents the UPnP-UP extension that en-
ables user authentication and authorization. To achieve
the UPnP-UP solution, we introduce to UPnP a new en-
tity named UPnP User Profile Server. It is similar to the
UPnP Media Server being responsible for storing user pro-
file information, such as fullname, username, password and
specific information regarding any UPnP specification such
as the UPnP A/V or Home Automation. As already men-
tioned, this information is not available in a UPnP network.
Also, the current UPnP specification just provides methods
to learn about UPnP devices, not to learn about who is ac-
cessing the UPnP services. Therefore, it is not possible to
provide a service based on the users preferences.

In order to solve this problem, the User Profile Server
stores the users profiles into a database and exposes them
through SOAP web services, just like the other UPnP ser-
vices are provided. In this way, adding a new type of
UPnP device does not impact in the UPnP current speci-
fication. Otherwise, it requires minor efforts to make the
UPnP-UP solution easy to be implemented. Therefore,
we reached one of our goals, which is making a solution
strongly compatible with technologies already being used
by the UPnP standard. In this case we avoid UPnP imple-
mentors learning and implementing one more technology,
such as REST [5] or XML-RPC.

By exposing the user profile through web services, the
User Profile Server can store the user profile by any back-
end a developer prefer. For the implementation described
in Section 4, an LDAP back-end was used to store the user
profile running on the real domain named http://www.
upnp-up.org/. Once the User Profile Server is defined,
Figure 1 should be modified to insert the new entity in the
basic UPnP A/V solution. This new configuration is shown
in Figure 2.

According to Figure 2, after discovering online UPnP
devices (steps 1 and 2 ), a control point invokes a SOAP
method named auth (step 3), which sends the user’s user-
name and password to the UPnP-UP Server. As a con-
sequence, it receives a user authentication ID (a random
UUID generated by the UPnP-UP Server). This identi-
fication will be used to identify the user after a success-
ful authentication (step 4). An important modification that
should be pointed out is related to the NOTIFY message
sent to the control point by the UPnP device (see Listening
1). If the UPnP device discovered by the control point sup-
ports UPnP-UP extension (UPnP Media Server and UPnP-
UP Server, for instance), it must send a modified version of
that NOTIFY message back to the control point. The new
version of the NOTIFY message must be one as shown in
Listening 2. Note that in line 6 , it contains a new field
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Figure 2. A/V UPnP devices communication
with User Profile Server.

named UP (User Profile), which indicates whether the re-
mote UPnP end-point supports the UPnP-UP extension.

Once the control point has been notified that the remote
UPnP end-point supports the UPnP-UP extension, it is able
to invoke the remote auth method to the UPnP-UP Server.
For the schema shown in the Figure 2, it’s clear to see that
the control point sends a successful user authentication mes-
sage to the UPnP Media Server, as well as its communica-
tion UUID and the URL of the User Profile Server where the
user has logged in (step 5). Next, the UPnP Media Server
requests the user profile (steps 6 and 7) to be locally cached.
Since the UPnP Media Server has the user profile, it can use
the user preferences to offer customized data based on ac-
tions performed by the user from his/her UPnP control point
(steps 8 and 9).

1 NOTIFY ∗ HTTP/ 1 . 1
2 HOST : 2 3 9 . 2 5 5 . 2 5 5 . 2 5 0 : 1 9 0 0
3 CACHE−CONTROL: <max−age>
4 LOCATION: <u r l o f d e v i c e d e s c r i p t i o n>
5 NT: <s e a r c h t a r g e t>
6 UP : yes

Listening 2: The New UPnP NOTIFY message.

The renewSession SOAP method is another service ex-
posed by the UPnP User Profile Server. The UUID sent
back from the UPnP-UP Server to the control points must
be valid for 300 seconds. In case of a timeout, the control
point must invoke the UPnP User Profile Server’s renewSes-
sion method to to renew their communication UUID. More-
over, this process adds a security level in the case of the user
UUID is obtained by a non-authorized user.

3.1. The New Model of UPnP Devices Dis-
covery

After the user authentication process is finished, UPnP
devices should interact between each other according to the
UPnP-UP extension. To achieve this process, the control
point must send the user identifier in every message trans-
mitted and the others UPnP end-points should use the user
identifier to adapt their responses according to the user pro-
file. For the example shown in Figure 2, steps 8 to 9 , the

current communication process for browsing into a media
server must be modified. Finally, parts of a python code im-
plemented in the media server according to the UPnP spec-
ification are shown in Listening 3. It handles a control point
browse request.

1 def s o a p b r o w s e r ( o b j e c t i d , b r o w s e f l a g ,
2 f i l t e r , s t a r t i n g i n d e x ,
3 r e q u e s t e d c o u n t ,
4 s o r t c r i t e r i a ) :
5 p l u g i n = r e t r i a v e p l u g i n ( o b j e c t i d )
6 i t e m s = p l u g i n . s e l e c t i t e m s ( o b j e c t i d )
7 return i t e m s . t o d i d l x m l ( )

Listening 3: The current soap browser of the media server.

With the addition of the UPnP-UP extension capabilities,
the soap browser function signature must be modified to
accept the user identifier. This modification is shown in
Listening 4. From this example, the idea behind the UPnP-
UP extension can be used for others UPnP end-points.

1 / / p r e v i o u s l i n e s o m i t t e d
2 i t e m s = p l u g i n . s e l e c t i t e m s ( o b j e c t i d ,
3 u s e r i d )

Listening 4: The UPnP soap browser using UPnP-UP extension.

3.2. The User Profile Device Description

As described in Section 2, all the UPnP devices (or end-
points) exposes an XML that describes them and the ser-
vices provided by the device. Listening 5 shows an example
of the UPnP User Profile Device description.

In lines 16 and 27 of Listening 5 , one can note the
new UPnP services named UPAuthentication and UPPro-
file. From these information, the control points can get ac-
cess to the service description from the single from a SOAP
message. (see the values of the tags <SCDPURL> and
<controlURL>, respectively).

<r o o t xmlns =” urn : s chemas−upnp−o r g : d e v i c e−1−0”>
2 <s p e c V e r s i o n>

<major>1</ major>
<minor>0</ minor>

</ s p e c V e r s i o n>
<URLBase>bas e u r l v a l u e</ URLBase>

7 <d e v i c e>
<dev iceT ype>

urn : s chemas−upnp−o r g : d e v i c e : U P S e r v e r : 1
</ dev iceT ype>
/ / some t a g s were o m i t t e d ! See UPnP R e f e r e n c e

12 f o r more d e t a i l
<s e r v i c e L i s t>

<s e r v i c e>
<s e r v i c e T y p e>

urn : s chemas−upnp−o r g : s e r v i c e : U P A u t h e n t i c a t i o n : 1
17 </ s e r v i c e T y p e>

<s e r v i c e I d>
urn :upnp−o r g : s e r v i c e I d : 1 1

</ s e r v i c e I d>
<SCPDURL>up−a u t h e n t i c a t i o n . wsdl</SCPDURL>

22 <controlURL>up−a u t h e n t i c a t i o n / c o n t r o l</ controlURL>
<eventURL>up−a u t h e n t i c a t i o n / e v e n t</ eventURL>

</ s e r v i c e>
<s e r v i c e>

<s e r v i c e T y p e>
27 u rn : s chemas−upnp−o r g : s e r v i c e : U P P r o f i l e : 1

</ s e r v i c e T y p e>
<s e r v i c e I d>

urn :upnp−o r g : s e r v i c e I d : 2 2
</ s e r v i c e I d>

32 <SCPDURL>up−p r o f i l e s . wsdl</SCPDURL>
<controlURL>up−p r o f i l e s / c o n t r o l</ controlURL>
<eventURL>up−p r o f i l e s / e v e n t</ eventURL>

</ s e r v i c e>
</ s e r v i c e L i s t>

37 <p r e s e n t a t i o n U R L>URL f o r p r e s e n t a t i o n</ p r e s e n t a t i o n U R L>



</ d e v i c e>
</ r o o t>

Listening 5: Example of the User Profile Server Device Description.

3.3. The User Profile Description

Considering the schema shown in Figure 2, an aspect
that should be pointed out is in the steps 6 and 7. When a
UPnP end-point requests a user profile, the UPnP-UP Server
returns a user profile in an XML format. This user profile
description is an XML file format similar to Listenings 6
and 7 – similar to the basic UPnP device description XML
file. There are two types of user profile descriptions:

1. UPnP-UP Personal User Profile: In this case, each
personal user profile contains at least an identification,
fullname and a username (see Listening 6); and

2. UPnP-UP User Profile by Specification: For each
UPnP specifications defined (UPnP A/V, UPnP Light-
ing Controls [12] and others), a user has its associated
related fields and values. For example, from Listen-
ing 7 , the tuple upnpCategoryList (called containers)
identifies the UPnP specification through id and name
attributes. For this example, the system stores user pro-
file information for the UPnP A/V specification. As a
consequence, information for this specification should
be regarding user preferences for audio genre, music
artist and album, the preferred video resolution, codi-
fication, or format, and so on.

The goal to split the user profile into different contain-
ers is to facilitate the process of filling out the profile form,
where the user can choose which fields he/she has interests
in. Another reason is to optimize the user profile access and
the transmission of useful profile information to the UPnP
end-point through SOAP messages. As it was discussed
earlier, the strategy allows UPnP end-points to filter specific
containers of the complete user profile according to the their
owner’s interest.

1<r o o t xmlns =” urn : s chemas−upnp−up−org :up −1−0”>
/ / Some t a g s were o m i t t e d . See UPnP R e f e r e n c e .

<U s e r I n f o>
<u s e r I d>User Id − UPnP−UP S e r v e r</ u s e r I d>
<userName>username@upnp−up . o rg</ userName>

6 <fu l lName>User f u l l name</ fu l lName>
<e m a i l>User e m a i l a d d r e s s s</ e m a i l>
<homepage>User home page</ homepage>
{ . . . }

</ U s e r I n f o>
11</ r o o t>

Listening 6: Example of the User Personal Profile Description.

<r o o t xmlns =” urn : s chemas−upnp−up−org :up −1−0”>
/ / Some t a g s were o m i t t e d . See UPnP R e f e r e n c e .

3 <u s e r P r o f i l e i d =” 7569 ”>
<u p n p C a t e g o r y L i s t>
<c a t e g o r y i d =”1 ” name=” AudioVideoImage”>
<g e n r e L i s t>
<g e n r e i d =” 17 ” t i t l e =”Rock ”>

8 < a r t i s t L i s t>
< a r t i s t we igh t =” 83 ”>Guns N Roses</ a r t i s t>
<i t e m L i s t>
<i t em c o n t e n t T y p e=”AUDIO” we igh t =” 82 ”>Welcome

To The J u n g l e</ i t em>
13 <i t em c o n t e n t T y p e=”PICTURE” we igh t =” 93 ”>November

Rain</ i t em>
<i t em c o n t e n t T y p e=”VIDEO” we igh t =” 75 ”>Don t

Cry</ i t em>
</ i t e m L i s t>

18 </ a r t i s t L i s t>
</ g e n r e>
/ / c l o s e d t a g s o m i t t e d .

Listening 7: Example of the User Audio/Video Profile Description.

4 Recommendation using the UPnP-UP

This section presents a multimedia recommendation sys-
tem based on both UPnP standard and UPnP-UP extension,
as described in previous sections. Recommendation sys-
tems are capable of recommending items based on user’s
profiles and by using specific information filtering tech-
niques, which are applied either against to the items content
or to a repository of data such as a database.

By enabling user profiles in UPnP standard, new types
of systems can be designed, which should make use of the
UPnP standard to search and discover devices in a net-
work. For instance, suppose a UPnP system capable of
sharing multimedia items such as music, movies and im-
ages. According to the user profile obtained by the UPnP-
UP extension, described in Section 3, the system can of-
fer songs based on the genre given by a user as the best
genre he/she likes. In this way, one can develop a more so-
phisticated system that can rate all the songs listened by the
user through the media renderer and then infer which genre
he/she prefers, such as rock, jazz, etc.

With the UPnP-UP extension, this idea may be extended
to other domains, such as home automation. In this case,
a UPnP based application that adapts the fuzzy light level
according to the user preference can be deployed in a living
room, acting when the user enters in his/her private room. In
this field of application, another example is to adapt the air-
conditioner temperature taking into account the user prefer-
ence obtained by the UPnP-UP extension.

4.1 Recommendation in BRisa Media
Server

The BRisa Media Server [6] is a UPnP end-point de-
vice developed in the Embedded System and Pervasive Lab-
oratory that implements the UPnP A/V specification. It
has been written in Python using a plug-in based architec-
ture. In order to compute the recommendation of multime-
dia items, the BRisa Media Server was modified to support
UPnP-UP following the steps described in Section 3. After,
the recommendation system was developed. It has a dy-
namic multi-thread plug-in loading scheme focusing on re-
source limited devices, mainly for the Nokia Maemo Plat-
form [3]. Additionally, it has a database scheme to avoid
loading many objects into the main memory. BRisa can
be freely downloaded from http://brisa.garage.
maemo.org/, since it is distributed as an open-source
software under the MIT license.

In face of this type of scenarios and to achieve the rec-
ommendation idea, the user profile is compared to some ref-
erence characteristics. These characteristics were collected
either through the information of the item – a content-based
approach [1] – or by the user social environment, a collab-
orative filtering approach [8].

When a new user wishes to have multimedia files rec-
ommendations, he/she needs to set up his/her multimedia
profile. As a result, this process consists of building his/her
user profile for music, videos or audios of his/her prefer-
ence. In our case-study, we collected the user profile from a
public website.

As it can been seen in Figure 3, the first step is the collab-
orative filtering approach. For each multimedia consumed



item – a listened song, a watched video clip and so on –
the user specifies a weight to the listened item considering
his/her own interest. The possible values for that can be
specified ranging from 0 to 10, where 0 means the worst
and 10 means the best.

Following the recommendation process, the content-
filtering approach can be done by selecting those items
which weights higher or equal to a previously given thresh-
old, say 5, and finding similar items with TF-IDF (Term
Frequency – Inverse Document Frequency) algorithm [1].
To achieve this last approach, the multimedia file metadata
was obtained through ID3 pattern.

Collaborative
Filtering

Content-Based
Filtering

Items Items` Items``

Figure 3. Recommendation flow

Another important feature of the BRisa media server
implementation is the plug-in based architecture, which is
shown in Figure 4.1. We developed an extensible and flexi-
ble architecture which enables third-party developers to im-
plement plug-ins. These plug-ins can share multimedia data
from a particular source. In the first step, a BRisa plug-in
developer creates a plug-in file and puts it into the plug-in
directory. Then, he/she creates a python class assigning a
plug-in name and implementing the methods load, unload,
execute and browse. In our case-study, we developed a set
of plug-ins that supports browsing of multimedia contents.

Basically, three plug-ins was developed: one to gather
multimedia content from the local file system, a second to
retrieve YouTube videos from a personal user account and a
third for retrieval of pictures from a personal FlickR user
account. Each plug-in has its own data source. For ex-
ample, the file system plug-in data source is the disk, and
for YouTube plug-in its data source is the list of available
videos from the youtube.com website. Regardless the
plug-in selected by the BRisa Media Server, As can be seen
in Figure 4.1, the browser method invokes the recommen-
dation subsystem in each of them, which in its turn, rec-
ommends multimedia items to the user. The whole process
adopted can be summarized as follows:

1. the BRisa Media Server receives a browsing request
from the control point, also provided in the BRisa Ap-
plication package;

2. the BRisa Media Server in its turn selects the proper
plug-in according to which plug-in is responsible to
handle the request;

3. a plug-in i is selected to invoke the recommendation
subsystem in order to determine which multimedia
content will be retrieved from its specific repository;

4. once the recommendation subsystem has access to the
User Profile Server, it gets necessary information to
execute the recommendation as described before, con-
sidering Figure 3;

5. the Recommendation Subsystem sends i the results of
the recommendation back to the plug-in; and

6. the plug-ins access their respectively data source and
collect the filtered items;

7. the selected items are sent back to the BRisa Media
Server; and

8. finally, the set of items is formatted into a Browsing
Response considering UPnP A/V specification and it
is returned to the user control point.

Database

Browsing Request

Plugin 1

Plugin i

Plugin n

Plugins

Content Directory
Subsystem

Items retriaved by the selected plugin

Browsing Response

Items formatted into DIDL-XML

1 2 6

7

8 Recommendation
Subsystem

53

User Profile
Server

4

Figure 4. The Browsing Process Using the
Recommendation Subsystem

5 Experiments and results

To evaluate our proposed UPnP-UP extension, we per-
formed a series of experiments with a total of 30 users.
The graph illustrated in Figure 5 shows the results of the
experiments considering the recommendation quality for
each user. Each of them gave a weight for his/her recom-
mendation process ranging from bad to excellent qualities,
where such qualities mean if the recommended items (mu-
sic, videos or audios) matched his/her multimedia prefer-
ences.

Based on the given results, 32 % percent of the users con-
sidered that the recommendation system works good. Fur-
thermore, 22 % of the users defined the recommendation ex-
cellent. On the other hand, just 6 % of the researched users
defined the recommendation system as bad. Note that a rec-
ommendation system bases its recommendations in a set of
assumptions specified by the user. As a consequence, these
assumptions may not be properly specified, which may im-
pact in the quality of the recommendation for certain users.
For instance, the Collaborative Filtering has the inability to
give recommendations for users with few ratings, and for
this reason, these users don’t have good neighborhood, be-
cause he/she is not similar to anybody else. Therefore, the
Content-based Filtering is harmed, making the quality of
the recommendation process to be low.

6 Current Works

As current works, a User Profile Internet Server is being
implemented to be hosted in http://www.upnp-up.
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Figure 5. Results of recommendation pro-
cess through UPnP-UP extension

org website. The UPnP users will be able to setup their
accounts and fill out their profile. At the time of writing,
the website is currently capable of sharing the user profile
through SOAP web service, implementing the UPnP ex-
tension described in Section 3. Moreover, the authoriza-
tion service is being developed, which will provide autho-
rization mechanisms for the UPnP services. For this topic,
we are considering the SAML (Security Assertion Markup
Language) [7], that can be used to describe user permission
in a system in an XML format. Similarly, an application of
this service is if two control points control a single UPnP
device.

Nowadays, there is no mechanism to specify which user,
through his/her control point, can control or have priority to
control a remote device. For example, a UPnP home au-
tomation system, using the authorization service, will be
able to solve conflicts of permission problems, including
when the user in a UPnP controlled house has higher per-
mission of turning room’s lights on or off considering the
fact that both of them are in the same room – in this case
the father should have more priority than his son.

7 Conclusions

This paper presented our efforts to enable user authenti-
cation for the UPnP standard. The UPnP-UP was proposed
and explained, which extends the UPnP standard and spec-
ifies a new UPnP device named User Profile Server and a
UPnP service, the UPAuthentication. As a proof of concept,
the BRisa Media Server was used to implement a recom-
mendation system based on the UPnP standard and on the
UPnP-UP extension. The UPnP-UP requires minor changes
to enable both user authentication and authorization in a
UPnP network. Furthermore, even through UPnP-UP pro-
vides these modifications to the UPnP standard, the UPnP-
UP devices still remain compatible with the current UPnP
devices and services specification.

Regarding to the recommendation results obtained in the

case-study defined in this work, regardless to the 6 % of
users that voted as a bad items recommendation, the system
performs like expected, considering the fact that the recom-
mendation mechanisms widely used in other well-known
recommendation systems were implemented. As discussed,
a recommendation system bases its recommendations in a
set of assumptions specified by the user, thus if these as-
sumptions are not properly specified, this may generate an
impact on the quality of the recomendation for certain users.

Finally, the UPnP-UP was possible thanks to the flexible
and extensible standard offered by the UPnP Forum, which
allows the addition of new devices and services through a
definition of artifacts such as XML file descriptions and
SOAP Web Services.
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