Forensics of Content Adaptive Steganography Techniques
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Digital images are versatile due to their universal acceptability. Sometimes image are used to send secret messages. Several
steganographic techniques exist to hide the messages in unnoticeable way. Out of several categories content adaptive steganographic
techniques are quite popular. Content adaptive techniques hide the message in edge and texture regions so that it cannot be traced
easily. However, steganalysis is performed to verify the robustness of steganographic techniques. In some case steganalysis is also
applied to find the secret message that is sent for wrong purpose. Traditional feature extraction and deep learning based techniques
are available. In feature extraction, co-occurrence matrix based steganalysis techniques are robust against content adaptive
steganographic techniques. Some techniques also exploited the texture operators with co-occurrence for steganalysis. Most of the
existing deep learning model requires high end computing resources due to large number of layers in network and preprocessing
requirements. Therefore, there is need of better feature extraction techniques and low computational deep network.
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1 INTRODUCTION
Steganography techniques are applied to hide the information in the image. Steganalysis is performed to decide
whether image is stego or cover. In many cases, blind steganalysis is performed as the steganography technique is
unknown. Blind or universal image steganalysis can be performed on any type of image steganography technique.
Universal image steganalysis can also be used to assess the robustness of steganography techniques. Numerous type
of steganography techniques exist based on different approaches. In Least Significant Bits (LSB) based methods,
message is hide in LSB’s. Presently, content adaptive techniques are more popular. In these techniques, message is
concealed in texture, edge or dense regions where detection of message is challenging. Some popular content adaptive
steganography techniques are Highly Undetectable steGO (HUGO) [1], Wavelet Obtained Weights (WOW) [2], SpatialUNIversal WAvelet Relative Distortion (S-UNIWARD) [3], (High-pass, Low-pass, and Low-pass (HILL) [4], and
Minimizing the Power of Optimal Detector (MiPOD) [5]. Techniques [1-4] follow syndrome trellis code (STC) for
information hiding. STC decreases the embedding distortion. HUGO [1] has large message embedding capacity around
seven times than LSB matching methods. HUGO technique is derived from co-occurrence of pixels as considered in
SPAM. WOW [2] technique can embed two times more information than HUGO. Multiple directional filters provide the
information of edges and texture regions. The embedding is performed on these detected regions. UNIWARD [3] is
suggested for spatial (S-UNIWARD) and JPEG (J-UNIWARD) domain. UNIWARD technique is based on residual of
wavelet filters. HILL [4] high-pass filter recognizes the unusual predictable regions in the image. Low cost embedding
is executed in textural areas by applying two low pass filters. HILL is faster than HUGO, UNIWARD and WOW. MiPOD
[5] tries to capture non-stationary properties of image to minimize the effect of message embedding. Gaussian
distribution is considered to reduce the difference between cover and stego image. A blank image (white) of size
256x256 pixels is considered to see the effect of HILL, HUGO and S-UNIWARD with different payloads. In first row of
Fig. 1 HILL steganography effect with payloads 0.4, 0.6, and 0.8 is shown (left to right). Similarly for HUGO and SUNIWARD, stego images are displayed in second and third rows, respectively. The stego grayscale image is converted
into binary image for better visibility. The changes in pixels are performed uniformly if the image region is smooth.
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Figure 1: HILL, HUGO and S-UNIWARD images with payload 0.4, 0.6, 0.8

The main attribute of steganography techniques is to hide information in noticeable way and in random order by
changing pixel value by +1 or -1. However, in other image operations like median filtering the structure of the image
can be visualized in median residual array. In Figure 2 (a) an image is taken from BOWS2 dataset. The residual of SUNIWARD (payload=0.4) image with Figure 2(a) is shown in Figure 2(b).The residual of median filtered image (3x3)
with Figure 2(a) is displayed in Figure 2(c).

(a) An image

(b) Residual of S-UNIWARD

(c) Residual of median filtering

Figure 2: Image and its residuals

2 STEGANOGRAPHY FORENSICS
Steganalysis techniques can be broadly divided into classical feature extraction based and deep learning based
techniques. Co-occurrence matrix based [6-9], co-occurrence matrix and texture operator hybrid [10-12] are popular
as feature extraction techniques. Convolutional neural network based steganalysis techniques [13-23] demand high
computational resources. The realization of results in CNN is difficult as multiple parameters need to be tuned. Since
the dimension of feature vector is very large in feature extraction based techniques [6-12], Some classifiers [24, 25] are
suggested to handle large size feature dimension especially for steganalysis. Kodovský and Fridrich [24] proposed the
ensemble classifier to reduce the training complexity. Multiple based learners work independently to classify. The base
learner randomly selects a subspace for the feature space. The final results are calculated by aggregating results of
each subspace. Cogranne et al. [25] suggested that Fisher Linear Discriminant can also provide good results with low
computation using optimization techniques and ridge regression regularization. In Penvy et al. [6]’s method, SPAM

steganalysis technique considered the difference array in multiple directions. The co-occurrence between difference
array elements is calculated. SPAM is also found suitable in other classification tasks. SRM [7] and its variants [8, 9]
are the backbone of steganalysis. Most of the existing feature extraction based techniques and deep learning based
techniques directly or indirectly utilizes the SRM. Multiple linear and non-linear high-pass filters are applied for better
statistical information. 106 sub-models are considered for extracting information in total. Feature extraction based
hybrid technique [11, 12] suggested the threshold local binary pattern (TLBP) and combined TLBP features with SRM
features for better results. TLBP considers the some sub-models of SRM while considering neighbors. Bernoulli
distribution is taken into consideration while deciding the threshold value. Rotation invariant uniform LBP is considered
for concise and better feature set. Generally, operators are applied on the whole image uniformly. However, the
steganography techniques hide the message irregularly in the image. In the first time, CNN model i.e., GaussianNeuron CNN [13, 14] was proposed for steganalysis by Qian et al. The effectiveness of the proposed model was verified
for HUGO, S-UNIWARD and WOW techniques. The images are preprocessed with one high pass kernel of size 5x5
before inserting to the CNN. However, the performance of the CNN method is inferior to SRM. Multiple types of layers
like as convolutional, pooling, and fully connected are utilized. In similar type of work [15], large dataset is considered
for experimental analysis. Method claims improvement in performance by using the one embedding key in network
training. Xu et al. [16] applied the 5x5 kernel [13, 14] for preprocessing. One new layer i.e., absolute activation (ABS)
layer is introduced to consider the symmetry of residuals. Despite conventional ReLU layer, tanh layer is utilized.
Detailed experimental analysis is given for S-UNIWARD and HILL [4]. Wu et al. [17, 18] proposed the deep network
with convolutional, max pooling, batch normalization, ReLU and fully connected layers. The images are preprocessed
by same filter as in [13, 14] and further residual arrays are considered as input to the network. The authors claim better
detection capability than SRM and previous CNN techniques. Yuan et al. [19] applied three high pass filters to improve
the detection accuracy. Ye et al. [20] technique proved the effectiveness on WOW, S-UNIWARD, and HILL techniques.
Image preprocessing is performed using SRM filters and their residuals are considered in CNN. In spite of the
conventional ReLU, the truncated linear unit is utilized in CNN. The accuracy is improved by measuring the probability
of each pixel embedding i.e., selection channel. A popular network Steganalysis Residual Network (SRNet) [21] is
proposed by Boroumand et al. for S-UNIWARD, WOW, HILL, J-UNIWARD, and UED-JC [26] steganography algorithm.
The network contains broadly three types of layers. First type (layer 1 & 2) of layers doesn’t have any pooling and
residual shortcut. Second type of layers (layers 3–7) has residual shortcuts with no pooling. In third type of layers
(layers 8–11), pooling and residual shortcuts both are considered. In last, statistical moments are calculated and passed
to the classifier. The performance is verified on both uncompressed and compressed images. Yedroudj et al. [22]
suggested a network similar to techniques [16, 20] for S-UNIWARD, and WOW. However, thirty SRM filters are used
for preprocessing to improve the performance significantly. Wu et al. [27] introduced the shared batch normalization
layer to extract better statistical information. Images are preprocessed using twenty SRM kernels. Kim et al. [23]
increased the stego weak signal strength by additional embedding. Images are preprocessed using Qian’s kernel and
followed by dual CNN. In deep networks, the requirement of preprocessing using SRM filters is compulsory in most of
the methods. Also multiple layers and residual connections increased the computational requirements exponentially.
In the next section, SPAM and SRM feature extraction techniques are applied for analyzing the content adaptive
steganographic techniques.
3 EXPERIMENTAL RESULTS
In this section, some experiments are shown for steganalysis using SPAM and SRM. SPAM and SRM generate the
feature vectors of size 686 and 34,671, respectively. Experiments are performed on BOWS2 database [28]. BOWS2 is
mostly used in steganalysis and contains 10,000 images of size 512x512 pixels. In experiments, 5,000 images are
taken form BOWS2 database randomly. Block of size 256x256 pixels are cropped from original images in random order.
Therefore, 5,000 cover images and 5,000 stego images are considered in each set. Four content adaptive algorithms
i.e., HUGO, WOW, S-UNIWARD and HILL are analyzed with payload 0.4, 0.6 and 0.8 bit per pixel (bpp). In training set,

3,500 cover and 3,500 stego images are taken. Testing set contain remaining 1,500 cover images and 1,500 stego
images. Two classifiers abbreviated as ENSE [24] and LCL [25] are used for classification. Results are shown in terms
of percentage detection accuracy. In Figure 3, results are shown for SPAM steganalysis technique. As the payload
decreases, the detection becomes more challenging. On HILL steganography with 0.6 bpp payload, the detection
accuracies are 66.40, and 66.75 with ENSE and LCL classifiers respectively. The detection of S-UNIWARD
steganography is less challenging when compared wtih other techniques. The detection of HILL steganography is
comparatively more difficult.
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Figure 3: SPAM steganalysis

As evident from Figure 4, SRM gives the better performance than SPAM. However, detection performance depends
upon the payload. Still there is significant improvement. For payload 0.4 bpp, the detection of HILL steganography is
most challenging than other steganography techniques. Detection performance SRM on HUGO, S-UNIWARD and
WOW steganography techniques is similar.
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Figure 4: SRM steganalysis

In Figure 3 and 4, it can be seen that there is significant difference between SPAM and SRM detection accuracies
for payload 0.4 bpp. More than 11% difference is occurred in the detection accuracies of both the techniques. For
payload 0.6 bpp, more than 10% difference is given in the detection accuracies of both techniques except in one case.
SRM gives 84.55% detection accuracy for S-UNIWARD using LCL classifier. For payload 0.8 bpp, there is 9%
difference in the detection accuracies of SPAM and SRM. SRM gives 86.90% detection accuracy for HILL using ENSE
classifier.
4 CONCLUSION
In this paper, some popular content adaptive steganography techniques have been analyzed. In comparison with other
steganography techniques, the content adaptive techniques were more robust. High dimensional feature vector or very
deep convolutional neural network was required to classify cover and content adaptive stego images. SRM steganalysis

technique gave satisfactory results. The size of feature vector of SRM was very large like as 34,671. In the most of the
deep learning methods, preprocessing requirement with SRM high pass filters was necessary. Some experiments have
been performed on four content adaptive steganography techniques. HILL steganography technique has been found
most challenging for forensics. It can be concluded that there is scope of developing more robust texture operators
based techniques for steganalysis and explainable deep learning need to be incorporated to understand complex deep
learning networks.
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