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Abstract—Recently vehicular Ad hoc Networks (VANET) has
attracted the attention of research communities, leading & man-
ufactures and governments due to its potential applicatios and
specific characteristics. Their research outcome was statl with
awareness between vehicles for collision avoidance to imtet
access and then expanded to vehicular multimedia communiea
tions. Moreover, vehicle’s high computation, communicatn and
storage resources are set a ground for vehicular networks to
deploy these applications in the near future. Neverthelesson-
board resources in vehicles are mostly underutilized. Veleular
Cloud Computing (VCC) is developed to utilize the VANET
resources efficiently and hence provide subscribers safe dn
infotainment services. In this article, we perform a survey of
state-of-the-art vehicular cloud computing as well as theasting
techniques that utilizes cloud computing for performance in-
provements in VANET. We then classified the VCC based on the
applications, services types and vehicular cloud organizen. We
present the detail for each VCC application and formation. Lastly,
we discussed the open issues and research directions relhte
VANET cloud computing.

Keywords—VANET, mobile cloud computing, VANET cloud,
traffic information management.

I. INTRODUCTION

in the vehicles. These advances are all for the sake of improv
ing traffic safety and efficiency [3], [4], [5], [6]. A long wht
this development, vehicles can also access internet ssraiud
thereby various benefits will be offered to the drivers ansl pa
sengers [7]. Thus, these advancements in vehicular teagyol
and communication will provide wide potential applicatao
meet safety and comfort requirements for driver. Howeves, t
phenomenal on-board resources is remaining under-wtibiye
the aforementioned applications [8].

In an attempt to address the problem of resource under-
utilizing, the authors in [9] have proposed the concept of
vehicular cloud. VCC is defined as paradigm shift from
conventional VANET to vehicular cloud in which vehicles use
their on-board resources and cloud resources as well [10], [
The motivation of merging mobile cloud computing with VCC
are the dynamic accessibility of resources. In other wdtds,
VCC follows the concept of pay as you go model instead
of buying resources and infrastructure. With this techgglo
vehicle’s communication, computing and storage cap#slit
can be combined with those of other drivers or rented to
the participated cars. This concept is similar to the tranél
cloud computing but sensing nodes in VANET are vehicles and
they travelling with high speed. VCC is still in it's infancy
stage of researching and need to be explored more [12].

Recently, the growth in the number of vehicles on the roadrigure 1 shows the number of articles published in the last
has put great stress on transportation systems. This abrupgars.

growth of vehicles has made driving unsafe and hazardous.

Thus, existing transportation infrastructure requirepriove-
ments in traffic safety and efficiency. To accomplish thiseln

In this paper, we surveyed the state-of-arts of vehicular
clouds, which is considered as a development of traditional

ligent Transportation Systems (ITS) have been considared €l0ud computing with novel features. More precisely, the

enable such diverse traffic applications as traffic safeiyper-
ative traffic monitoring and control of traffic flow. Theseffia

applications would become realities through the emergehce
VANET because it is considered as a network environment of
ITS. The increasing necessity of this network is an impedus f
vehicle manufacturers, research communities and governme
agencies to increase their efforts toward creating a stdima
platform for vehicular communications (for instance, \@di
Safety Communication Consortium, Network-on-Wheels and
Honda’s Advances Safety Vehicle Program [1]). In particula
the 5.9 GHz spectrum band has been allocated for licensed
Short Range Communication (DSRC) between vehicles. In ad-
dition, in the near future, more vehicles will be embeddetthwi
devices that facilitate communication between vehiclesh&s
Wireless Access in Vehicular Environment (WAVE) [2]. When
vehicles are equipped with WAVE, they can communicate with
nearby cars and access points within their coverage area.

In addition, car manufactures have advanced and hence fit-
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ted out better storage, computation and communicatiorcdevi Figure 1. Number of publications in the last years



aim of this paper are to introduce the concepts of vehicula

clouds and highlight the prospective applications for sake gg
improving the efficiency of vehicular networks. We explaine

the existing techniques that utilizes cloud computing fer-p

formance improvements in VANET. We then classified the
VCC based on the applications, services types and vehiculz
cloud organization. Moreover, we explained the communica
—
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this though study on VCC, we discussed the open issues ar

research directions related to VANET cloud computing. T® th -

best of our knowledge, this research paper is the first attemgls A/ |
in thoroughly reviewing state-of-arts of VCC and highligigt ~ roa YA |
its challenges. / r"‘il“.‘

tion paradigm and organization of vehicular clouds. Based o

The rest of the paper is organized as follows: Sectior [
2 provides an overview of the current state of the arts of f
VANET. The cloud computing taxonomy and its illustration ﬂ
are discussed in section 3, followed by the discussion ot @
vehicular cloud computing and its architecture, where vge al
highlight the applications of vehicular clouds and the taye Figure 2. Mobile cloud computing communication paradigm
of the vehicular clouds. Finally, section 4 concludes thpepa

and discusses future directions. ) _ )
manner. Some of the services are provided for free while

. VANET others are based on ‘pay as you go’ model from hardware
' and system software in remote datacenters [22], [23], [24].
The number of vehicles contending for space in existingThe cloud service providers manage a network infrastrectur
transportation systems is growing rapidly. This abrupwgho  of datacenters in order to combine the computing power of
of vehicles has made driving unsafe and hazardous. Thusgyassive number of servers. Moreover, the 'pay as you go’
existing transportation infrastructure requires improeats characteristics of cloud computing enable many advantages
in traffic safety and efficiency. To achieve this requirementsuch as non-front investment, lower operating cost, highly
Intelligent Transportation Systems (ITS) have been camsil  scalable and easy access. Example of cloud computing are
to enable diverse traffic applications such as traffic safetyAmazon S3, Google Drive and Microsoft SkyDrive and they
cooperative traffic monitoring and control of traffic flow. could provide virtualized infinite amount of resources.
Vehicular networks are considered as a network environment |, . : . .
With the existence of a pool of resources in mobile

for ITS. ) MR )
environment, a new computing field is emerged called Mobile

Over the past decade, the employing of vehicular comCloud Computing (MCC) [25]. In this environment, every
munications to support traffic safety and comfort relatedmobile device can act as mobile client or service provider.
services have earned much attention in both industry anli is witnessed that the popularity of mobile devices (e.g.,
academia. A divergent number of wireless technologies havtablet computer, i Pad, and smartphone) for internet access
been used such as Infrared (infrared) [13], Bluetooth [14fre increasing day-by-day as compared to stationary parson
and cellular [15]. However, IEEE 802.11 based solutions hasomputers. This is because significant improvements of i&obi
witnessed to be the popular and appropriate solution. Thigdevices have shown in terms of hardware, operating system an
advancement are continued as the IEEE 802.11p [16], [17ansmission capability. Recently many mobile appliaatike
amendment to the standard is attracting increasing iritekes real time services, instant email checking, social netimgrk
range of flourish applications are required to aim the uptakean be performed ubiquity through mobile device. These
of vehicular communications and massive number of solstionmobile devices effectively form mobile cloud to accessrimét
have already been proposed, with safety applications biing cloud ubiquity. For instance, a mobile device interested in
most prominent [18], [19]. These traffic safety application downloading an application from nearby mobile node. This
are relying on Inter-vehicle Communications (IVC) and theinformation is stored and propagated in the mobile cloud.[26
formation of VANET. In addition to the traffic safety servige Moreover, there are many services of MCC such as Googles
VANET offers prosperous services like internet on the wheelgmail, Maps and Navigation systems for mobile, Voice Search
high-speed tolling, information infotainment and video onand some applications on an Android platform, that offeesgr
demand [20], [21]. Due to high mobility of vehicles, however applications to the end users. The general architecture@EM
many research challenges still need to be addressed. is illustrated in Figure 2 below [25].

I1l. CLouD COMPUTING A. Vehicular Cloud Computing

Cloud computing is a style of a new computing paradigm A massive number of resource-rich vehicles that are trav-
that enables on-demand service to consumers through garioelling on the highways and urban areas posses internetsacces
cloud service providers. These cloud computing services caservices, on-board storage, high computation and sensing c
be accessed through internet from configured and shargshbilities. In our daily life, many vehicles spend a subttin
resources like computing storage and applications in aalirt time in malls, parking garages and drive ways. With these



features, vehicles can be utilized as a cloud node withir ’ Cloud Computing ‘
neighbourhood cars that are involved in the cloud formation
Indeed, the drivers may rent their vehicle’s on-board reses

to the cars that are demanding specific service for stipdilate
time period [9]. In such situations, vehicles have the cdipab

to cooperate for the sake of solving problems that woulc
happen in centralized system. For instance, a driver raise t
guestion to vehicular cloud regarding the cause of traffitija
the next road segment. In response to this query, the venicul
cloud create, maintain and propagate this information & th
relevant vehicles. Internet cloud also can be used to qhésy t Urban Traffic Disaster
type of information but at the expensed of inordinate amoun| Surveillance | | Management | | Management
of time for querying and searching information in the global
cloud. Thus, vehicular cloud computing has many advantage
as compared to the conventional cloud computing [26], [27].
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More significantly, vehicular clouds have various crucial Service
applications ranging from traffic safety, environment segs
information distribution to the commercial advertisemantl  Figure 3. Taxonomy of the literature on vehicular cloud catimy
traffic infotainment. For instance, vehicles will captuire i
formation like traffic condition, road condition, cars ineth
vicinity, environment condition and surveillance videog v condition, road condition or other parameters and these col
equipped sensors. This group of vehicles in a specific roatécted data will be shared with neighbourhood vehicles & th
segment can exchange and maintain this information rathericinity. Perhaps beacon frame is used to synchronize and
than uploading to the internet cloud. Among group of velsicle handshake among vehicles and hence sharing operational dat
participated cars can excess the cloud data in the VC. The second layer enables communication between vehicatkes an

) , vehicular clouds. As vehicles are equipped with IEEE 80R.11
Recently, car manufacturing companies and governmen{gansceivers, they can exchange information either vehis!

of several countries attempt to promote the cloud computingepicie (V2V) or vehicle-to-infrastructure (V21) by usirgi-
in the vehicular networking. For example, in the USA, theFed r; |\EgE 802.11p, WiMAX or 3G cellular communications.
eral Communications Commissions allocated DedicatedtShor ’

Range Communications (DSRC) with a range of 75 MHz of In V2V architecture, cars communicate with each other in
the spectrum (5.850 to 5.925 GHz) in support of vehicular netthe vicinity in order to enable traffic safety for the drivers
working [3], [28], [29]. Moreover, roadside infrastrucasrsuch  and passengers as well as comfort related applications. As
as inductive loop detectors, video cameras, acousticitrgck it was witnessed in the past decade, this communication has
systems, microwave radar sensors, and access points are aisportant role in reducing number of crashes, collisions in
helpful for VCC. As part of a project, Ford motor company vehicular scenarios. VCC also can be formed among V2V
combines social networks, GPS location awareness, and realommunication scenarios, in case of abnormal road comditio
time vehicle data in ways that help drivers go where they wanbr driver behaviour, a vehicle that observed this trafficaabn
efficiently by using the cloud(2012). Ford is equipped with mality will send an event-driven emergency message to the
cloud features called Ford SYNC, which connects customerformed vehicular cloud storage and hence all vehicles treat a
to real time traffic updates, information, turn-by-turnvilig  registered within this VC will receive the emergency messag
directions, business, sports, weather, and news througie vo Event-driven emergency message contains the positiofuat in
commands. Recently, Toyota and Microsoft announced a newnation of the location where abnormal situation occurs,[31]
12 million partnership to bring cloud computing to Toyota ve [32], [19], [33]. Moreover, VANET utilizes fixed gateways
hicles [30]. The partnership will equip Toyota vehiclesiwiite  such as WLAN access points, WIMAX base stations or 3G
latest technology to access telecommunications infoomati networks in order to exchange packets among vehicles and
streaming music, energy management, and GPS services, whihternet. The V2l is complementary to V2V architecture and
on the road. We also consider another motor company nameghn raise driver safety and reduce traffic deaths and irsjlnye
General Motors. The General Motor perception and vehiculaimplementing collision avoidance and warning systems.[34]
control groups are engaged in developing a vehicle to vehiclAs V2I requires high cost of infrastructure installation2W
communication system. This system relies on DSRC with as considered more feasible [35]. It is worth mentioningttha
range of about one-quarter mile (400 m) in all directions,traditional vehicular networks consists of the lower twpdles:
with radios connected to traffic lights or construction z@ane on-board and communication layers. Moreover, the cloud
The technology will provide viable solutions for essential computing layer provides communication at the cloud level
safety information for drivers. Figure 3 presents a taxomom through roadside unit or mobile gateways.

of vehicular cloud computing.

Network as a
Service

Storage as a
Service

The cloud computing layer of vehicular cloud consists of
1) Architecture of \Vehicular Clouds: The vehicular cloud three sub-layers i.e cloud as an infrastructure, cloud data p
computing composed of three layers of communication. As caform and cloud as service. Cloud as an infrastructure pesvid
be seen in Figure 4, the three communication layers are orGomputation and storage capabilities for vehicles. Theesdn
board layer, communication layer and cloud computing layerdata is classified based upon the type of information and then
In the on-board layer, a vehicle could sense the environmerstored in the storage unit of a vehicle. Then, vehicles usi th



Cloud as a Service

Cloud as a Platform Cloud computing
part
Cloud as an
Infrastructure

Static vehicular
cloud formation

Vehicle-to-Vehicle or Vehicle-to- Communication part
Infrastructure Communication Figure 5. Static Vehicular cloud formation
VC since all vehicles are static.
Road condition sensors, Navigation 2. Dynamic VC

On-board part

system, and other on-board sensors

Advances in vehicular networks in one hand and cloud
computing in the other motivates the necessity of dynamic
Figure 4. Vehicular cloud computing architecture formation of VC. As vehicles are travelling with high mobyli
and the network changes rapidly, the mobility parametey pla
.an important role in VC formation. Mobile vehicular cloud

computation capability to analyse the data that is stored igyq g pe formed among vehicles with similar mobility. The
the storage unit. Cloud as a platform consists of developmeneason is that among similar velocity vehicles the relative
tools that are hosted in the cloud and accessed via a groyRy|ocity will be reduced and the cloud will long lasted. Thus
of vehicles within the same cloud. Moreover, the cloud as gnqying vehicles can make a cloud of storage and computation
service offers network as service, cooperation as a seavide |o5ources autonomously. The process of dynamic VC forma-

storage as a service [9]. Some vehicles have internet acceggy, is mimic to the dynamic cluster formation in VANET.
while they are moving. Those vehicles can share this luxury

with neighbour vehicles within the same vehicular cloud. In Dynamic VC is formed by first electing a vehicle that has
the same way, some vehicles have sufficient amount of storagenallest value of relative mobility to the nearby cars. The
while others need extra storage. storage as a service aan ofelected vehicle is known as cloud head and will form the VC
storage to the vehicles which need extra storage. Cooperati by inviting the neighbour vehicles to join its VC. The inte
as a service also is used to provide various services to theeighbour vehicles should response back the request frem th
drivers via V2V communication. cloud head. If the number of vehicles are sufficient, the @¢lou
_ . . head will declares the cloud formation. Thus, VC enables a
. 2) Organization of Vehicular Cloud Computing: The ve- seamless integration and pooling of resources of the \ashicl
hicular cloud is formed as follow that are registered in the VC. With this capability, the VC
1. Static VC provides a large computer cluster and a huge distributeal dat
. ) ) storage facility [10]. In contrast to stationary formatiohVvC,
In our daily life we spend a substantial amount of time ONFigure 6 illustrates that the neighbour vehicles are inedlin
the street and parking lot. On the roads, the traffic sitnal80  formation of dynamic vehicular cloud. This is called dynami

dynamic and is varied from normal to abnormal scenarios sucyc since all vehicles within the VC are travelling on the read
as traffic congestion and accidents. In such abnormal traffic

conditions, VC is mimic to the traditional cloud computing  3) Applications of Vehicular Cloud Computing: In this
services. This similarity between VC and traditional cloudsection several possible implementation scenarios and the
computing is also true when vehicles remain static in malls oapplication outcome of VCC are discussed [10], [11], [26],
parking garages. Consider an information technology compa [36]:

that offers IT services and solutions to its customers. kchsu
company many vehicles of staff members remain idle in the
parking lot and their computational resources also remain u
utilized. The companies top management may request the
formation of static vehicular cloud by providing rewards to
those employees who want to rent the on-board resources of
their vehicles. As a result, the formed static VC will take
benefit from the cooperation of on-board resources of vesicl
that are participating in the cloud formation. Figure 5 shome
static formation of vehicular cloud. As can be seen in Fidgyre ’
vehicles are parked in front of the company and this company ’

offers incentive to the drivers who will rent on-board resms

of their vehicles. This kind of VC formation is called stateyry =~ Figure 6. Dynamic Vehicular cloud formation

Dynamic vehicular
cloud formation
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abnormal sound sensor, GPS ~ —Data is transferred— Vehicular Cloud
receiver, etc

Traffic accident

Participated vehicle in surveillance
cloud system

Figure 8. Urban surveillance system in VC

such as medicine, food and water. The authors in [36] prapose
Figure 7. Urban surveillance system in VC intelligent disaster management system for Ramadi citydq.|
The proposed work leverage vehicular networks and MCC for
the evacuation procedure in case of unpredicted disaster.

1. Datacenter Formation ]
o ] ) 3. Traffic Management
In our daily life, people are spending hours in malls for

shopping purpose in holidays or weekends. As illustrated in  Nowadays the on-board navigator can estimate the traffic
Figure 7, many cars are parked in the parking garage anfiuidity and patterns from MC and forwards the optimal
their owners spend substantial amount of time for shoppingoute to the vehicles. The navigator service enables traffic
During the time of shopping, these cars remain idle with aunde management through the communication between on-board
utilized computation resources. These on-borad resowares and server navigator. The on-board navigators send time,
shared/rented to the interested customers with permigsfion position and position of destination in a fixed rate to a serve
the cars owners. This process can be handled by the mall Iffiavigator in internet. The server responses back the betd ro
management department. For instance, each vehicle has Etiased on the estimated load and delay on the incremental
ernet interface and in each parking spot the mall managemerute to the destination. This cooperation is considerednas
should provide Ethernet cable. If a driver intends to rest th interaction between VC and internet cloud. More precigély,
resources of its car, he need to connect the Ethernet cable Y&C through on-board navigator senses the traffic congestion
vehicle’s Ethernet interface. In this case, The mall mansge  of road segments whereas the internet cloud through server
should reward drivers who rented the on-board resources ofavigator estimates the traffic flow on those roads. With the
their vehicles for the sake of static VC formation. help of such applications, vehicles can compute local ¢raffi

. of roads and determine the reasons of traffic jam in order to
Some people are travelling from a country to the other one

When they travel, they left their vehicles in the parking ddt address the traffic deadlock and react accordingly [26].
an airport. It is a great opportunity to exploit the resosrce 4 Urban Surveillance
of these vehicles in order to form a VC in a parking spot.
For instance, the airport management section can offer powe Vehicles in VANET are equipped with sensors and they
source, storage or Ethernet connection to the vehicles th@bmmunicate with each other for mobile surveillance and en-
are interested to rent those resources for a stipulated tim@ronment monitoring. Traditional urban surveillance teyss
period. The participated vehicles in a VC will reveal their for monitoring security attacks rely on the fixed roadside
arrival and departure times. This information helps theair infrastructure. This method is not efficient as comparedéo t
management to schedule the shared on-board resources. Thambile surveillance via vehicles. With cooperation of VCC
long-term parking lot and sharing travel plan by partiogght video surveillance can be done on-demand via vehicles that
cars will provide plentiful, stable and long-term resowfE0].  are travelling on the urban roads and highways. For urban
surveillance, self-organized vehicles participating urveil-
lance system will form a vehicular cloud and they can report
The reaction to emergency situations is very important asny suspected activity such as terrorist attack to a specific
it's consequences are very catastrophic. For instancdaih@n zone. Mobile surveillance can also be used in investigation
earthquake, 11 September in USA and other disasters. Tledter the event has occurred. For instance, after any elient t
total cost of Japan tsunami is approximately about 300obilli video file exist in the storage of a vehicle and it can be used
USD [36]. Certainly, communication technology has crucialin forensic investigation (investigation of a platoon oashes
role in responding emergency situations and hence reducirig the urban area) [26]. Figure 8 shows an example of urban
human death toll. VCC can be used to manage disaster evergarveillance system integrated with VC. As can be seen, the
by forming vehicular clouds that are participating in theblue vehicles are considered as self-organized cars awyd the
evacuation operation. The evacuation system should peovidformed vehicular cloud for surveillance activities. Fostence,
an safe area for the people when a disaster situation occutise on-board video surveillance that is stored in the VC can
in a city . For instance, evacuation zones should be chosdme used to investigation on the traffic accident between red
based on the low travelling time and availability of res@sc vehicles.

2. Disaster Management



IV. CONCLUSION [11]

Vehicles have powerful source of computing and sens-
ing on-board resources that are useful for traffic safety and
comfort-related applications. These underutilized resesican
be pooled among all vehicles in the vicinity. Vehicular adsu [12]
has emerged due to high vehicle’s computation and storage
resources, sensing capabilities and traditional cloudpzdimg.
The VCC is considered as a complementary of traditiona
cloud computing but with more services and applications.
Participated vehicles can share/rent their on-board ressu
such as computation, storage and internet access, to the VC
subscribers. When the VC is fully deployed, many applicetio [14]
would be realized such as urban surveillance, environment
monitoring, reducing traffic accidents, traffic and disastan-
agements. The outcome of these applications will impact thé.5]
drivers and the community.

13]

In this paper, We presented the classification of VCC based
on the applications, services types and vehicular clou@-org [16]
nization. We then highlighted the communication paradidm o
VCC that consists of three layers: car level, communication
layer and cloud layer. We also pointed out the crucial appli{}”]
cations of VCC such as urban surveillance and monitoring
traffic and disaster management, and datacenter formation F181
VC.

VCC is new and exciting topic and still need to be ex-
plored by the research community and academia. The resear8f{]
opportunities and directions are falls in the various argfas
study such as security issues in formation of VC and sharing
information in VC, geographical routing in VC, and algorith

. . [20]
for disaster management using VC.
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