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Abstract— Among the various industry sectors, the financial
industry in South Africa (SA) has been one of the early adopters
of cloud computing (CC) but they have not fully implemented it
because of barriers such as security and privacy, governance
issues, inadequate cloud service level agreements (SLAs), vendor
lock in, poor vendor transparency, inability to assess risks,
confidentiality, integrity and availability. Few guidelines exist to
help organizations improve their CC readiness level. This is
particularly risky for financial institutions that deal with
sensitive customer information as the safety of that information is
not guaranteed if a desired readiness level is not attained before
implementation. In order to assist financial institutions with this
hurdle, this paper proposes a framework that will serve as a tool
by which financial institutions can determine and improve their
CC readiness. The framework is called “Becoming Cloud
Computing Ready” (BCCR) and it would help financial
institutions to determine which stage they are with their CC
readiness. It will also provide guidelines that will assist financial
institutions to improve their level of readiness in order to ensure
successful CC adoption. The proposed framework is grounded in
both the literature as well as empirical data obtained from
interviews with the largest financial institutions in SA.

Keywords—cloud  computing;  framework; readiness;
organisational adoption; implementation; technology-organization-
environment; financial institutions; South Africa.

L INTRODUCTION

Cloud Computing (CC) provides convenient and
immediate network access to a shared pool of configurable
computing  resources including  servers, networks,
applications, storage, and services that can be set up quickly
and released with minimal service provider interaction or
management effort [1, 3]. CC is becoming popular among
organizations looking for cheaper ways to access needed
infrastructure, applications and/or service. As a result, CC has
changed organizations’ perception of software, infrastructures
and development platforms [2].

Although CC offers many benefits, there are some issues
with CC which affects the adoption rates of financial
institutions in SA. Some of these issues include uncertainty
about data availability, possibility of vendor/data lock in,
uncertainty about integrity, data privacy and confidentiality,
security issues, lack of clarity on the perceived risks of cloud
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services as well as poor band width. Because of these issues,
South African financial institutions have been slow to adopt
CC. In addition, many do not know what needs to be in place
in order to be ready for CC implementation, and no concrete
framework exists to let financial institutions assess their CC
readiness.

It is important for organizations to attain a high level of
readiness before adopting a technology as a lack of readiness
before adoption may lead to implementation failure. As a
result, it is important for organizations to attain a high level of
readiness before adopting CC. This paper proposes an
integrated framework that will serve as a tool by which
financial institutions can measure their CC readiness. The
framework is based on both theoretical insights from the
literature as well as empirical data which arose from a number
of interviews with key CC decision makers in the top South
African financial institutions.

The remainder of this paper sets out the key concepts and
insights from the literature, followed by the research
methodology. The bulk of this paper is devoted to discussion of
the proposed framework.

IIL.

CC is a model that provides access to resources such as
hardware, software and application to users on a pay as you go
basis over the internet. CC is characterized by virtualization,
automatic adaptation, user friendliness, internet centric,
resource optimization, variety of resources, service-level
agreements (SLAs) and infrastructure SLAs. Although CC
provides many benefits, it is not without limitations. It is
important for organizations to be aware of these limitations and
take necessary precautions to prevent problems which may
arise as a result of these limitations [4].

CLOUD COMPUTING DEFINITION AND ISSUES

The issues with CC include the possibility of users being
tied with one cloud provider due to lack of standardized
application programming interfaces (APIs). Other issues
include security issues, privacy issues, computing components
are tightly coupled, user interface is not flexible and inability to
support multiple tenants [5]

Because CC offers more benefits than disadvantages and
limitations, many organizations are adopting CC while others



are earnestly considering CC adoption. In the 2011 corporate
cloud survey, one hundred large corporations listed on the
Johannesburg Stock Exchange (JSE) in SA were interviewed.
Forty six percent (46%) had already adopted CC while six
percent (6%) planned to adopt it in 2012. Another four percent
(4%) planned to adopt in 2013 [6]. Thirteen percent (13%) of
the total sample said they didn’t see any benefit of CC for their
company and as a result, CC was not important for their
business. Others are not planning to adopt CC because of poor
infrastructure or security concerns but this is mostly because
they are inhibited by their lack of understanding of CC [6].

III. CLouD COMPUTING AND FINANCIAL INSTITUTIONS

CC adoption rate of financial institutions is low because of
issues such as security, loss of control over data, data privacy,
lack of standard SLA’s etc. that are documented in literature.
The fear that financial institution may be dependent on the
service provider is another reason why financial institutions
have been slow in the adoption of CC [7].

Although the adoption of CC by financial institutions has
been slow, CC is not new to financial institutions. Many
financial institutions have adopted some form of CC but they
have been selective in their choice of CC because of concerns
about CC. The earlier form of CC adopted by SA financial
institutions was Software as a Service (SaaS) which was used
for social media banking [8]. Other CC services used by
financial institutions include collaboration, CRM systems,
desktop and e-mail systems [7].

A. Benefits of cloud computing to financial institutions

CC offers facilities such as email, web hosting and fully
managed applications which enhances communication between
financial institutions and clients [8].

With CC, financial institutions can outsource their
information technology (IT) operations and infrastructure to a
service provider. This would allow them to concentrate on their
business and not IT. Availability of service level agreements
(SLAs) will ensure service delivery and availability by cloud
providers. Operational risk and risk management costs can also
be reduced by CC [9].

CC provides financial institutions with the opportunity to
scale up or down based on customer’s demand. This will
eliminate the need to acquire and maintain the resources that
are not needed thereby helping them to save on cost [8].

Furthermore, financial institutions can increase their
performance through CC in a number of ways. Firstly,
financial institutions can avoid large upfront cost of buying
their own in-house technology through the use of CC. They can
also select needed services and applications and pay per usage

[8].

CC will also help financial institutions to achieve a higher
level of data protection and fault tolerance. Disaster recovery
can also be achieved by financial institutions at no extra cost
because the responsibility of managing CC lies with the service
provider.

Product development cycle of financial institutions can also
be reduced by CC. This is because CC helps to save time by
eliminating the need for purchase and installation. CC also
helps to save the time necessary to maintain infrastructure. This
allows financial institutions to pay more attention to their
business and reduce their focus on IT. As a result, they are able
to attend to their customers’ needs in a timely manner [8].

B. Cloud computing risks for financial institutions

The dependence of CC on the internet is an important factor
that financial institutions need to consider. If there is a problem
with the internet, it would interrupt CC services. This could be
expensive for financial institutions especially in departments
that need real time information. For example, exchange rate
departments [8]. There might be difficulty in moving
applications across from one service provider to another as the
service provider is responsible for backup and recovery of data
[10].

Financial institutions also need to consider legal issues
relating to data ownership and access. For example, if there is a
court order or government officials request the service provider
to give them access data to conduct investigations, several legal
issues may arise. As a result, financial institutions need to
know how to handle such situations so as to protect their
customer’s right to privacy and be able to retain the trust their
customers have in them [11].

Finally, financial and customer information regarding
transactions are important to financial institutions. Data should
be protected from getting to unwanted parties. It should also be
protected from intentional or accidental loss as well as leakage
so that the reputation of the financial institution can be
protected and to increase the customer’s confidence [2].

IV.  CONSIDERATIONS FOR ORGANISATIONS BEFORE MOVING
INTO THE CLOUD

The key factors that organizations need to consider before
moving into the cloud include size of the IT resources and the
utilization pattern of the resources. They also need to determine
how sensitive their data is. For example, for data that is
confidential, they may prefer to adopt private cloud. This will
give them control over their data as they will have their own
data center and have total control over it. For less sensitive
data, they may prefer to use public cloud where the cloud
provider will own the data center and have more control of
data. The last factor is the criticality of work done by the
company [12].

Organizations should consider these factors thoroughly
before implementing CC as this will help them to determine
what type of cloud services to adopt. These characteristics have
been grouped based on the Technology, Organization, and
Environment (TOE) framework [13] which was the selected
framework for this research in order to add a profound
theoretical stance to this research.

A. Technology

Organizations should ensure the availability of the entire
necessary ICT infrastructure to support CC before deciding to
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adopt CC. This includes making sure that necessary
technologies and expertise to operate those technologies are in
place.

The knowledge and awareness of an organization about a
technology is important for the success of implementation. If
an organization is aware of a technology, they will be able to
make necessary preparations before adoption and this will
increase the success of their implementation.

B. Organisation

The size of organizations’ IT resources is an important
factor in determining whether an organization is ready for CC
or not. This will help the organization to determine which type
of CC to adopt. Private cloud may be better for organizations
that already have their own data center and necessary IT
infrastructure. This will improve security and privacy and
confidentiality of their data will also be ensured as the
organization will have total control of their data. The number
of servers the company owns, number of their customers,
annual IT revenue, and the number of branches and countries
where they are located should be considered in order to
determine the size of the IT resources of an organization [12].

The utilization pattern of resources should be considered
by looking at the peak and average usage as well as the amount
of data transactions done [12]. For example, organizations with
resources that are not fully utilized may need to move into
cloud so as to cut the cost of maintaining the unused resources.
This will allow them to only pay for the utilized resources. This
will help the organization to reduce waste by maximizing the
use of their resources and as a result, the organization can save
a lot on cost. Bandwidth consumption should also be
considered because organizations that handle a large amount of
data will require a large bandwidth to process and store data in
the cloud. This means that they will spend a lot of money on
bandwidth. It is therefore advisable for them to determine their
bandwidth usage before implementing CC as the cost of CC
may end up being more than the cost of their traditional
systems in the long run [12].

Organizations that deal with sensitive and confidential data
should carefully identify what to move into the cloud and what
should remain on their traditional systems. Sensitive data could
be moved into private cloud while less sensitive data could be
moved into public cloud. This will help them ensure the
security of their data [13].

Highly critical work needs stringent resources, platforms,
applications and security [12]. Highly critical work also
demands very rigorous SLA’s and since SLA’s are not yet
standardized for CC, organizations need to be careful when
performing their critical work on the cloud.

Support from top management is another important factor
to consider before implementing CC as the success of CC
implementation depends of top management’s willingness to
make necessary resources available for CC implementation
[14].

CC requires some special skills to be implemented
successfully. These include negotiation skills and management
skills. Organizations should ensure training for their employees

to ensure that the employees possess necessary skills to
implement CC successfully. These skills include SLA
negotiation skills, technical skills, training skills, server
provider management skills, security skills, knowledge of laws
and regulations, project and change management skills,
business and finance skills, enterprise architecture and business
analysis skills as well as data integration and analysis skills.

C. Environment

Legislation is an essential part of readiness. Organizations
need to have knowledge of existing laws and legislation about
CC. By doing this, they will know what to do whenever the
service provider is in breach of the SLA. It will provide them
with knowledge of their privacy and information protection. In
cases where the data center and the organization are located in
different countries, organizations need to know their rights and
obligations in case of a breach and their information is visible
to an unwanted party.

Every organization needs to conduct research and find out
how to differentiate themselves from their competitors using
CC. They also need to find out how to use CC to improve their
business processes in order to increase their return on
investment. They should not implement CC just because other
organizations are implementing it. Most organizations fail in
their CC implementation because they have little or no
technical knowledge about CC and are not ready for CC [11].
Organizations need to implement CC for the right reasons and
be motivated by the benefits it will offer them as this will
contribute to the success of their CC implementation.

National infrastructure like bandwidth, internet facilities
and other infrastructures that supports CC should be
investigated by organizations. This will ensure that they make
proper arrangements to guarantee continuous access to
services, infrastructure, and applications subscribed for without
any interruptions due to poor infrastructure [14]. Once
organizations are sure that necessary infrastructure is available,
they can then decide to move some or all of their data into the
cloud.

V. RESEARCH METHODOLOGY

The framework was developed using inputs from the
literature (partly summarized above) as well as an extensive
empirical database [15]. A qualitative research approach was
found to be the most appropriate for this research because of its
ability to provide a strong foundation for the analysis and
interpretation of data in the business environment. Semi-
structured interviews were used because they allow participants
to express themselves freely. This research adopted thematic
analysis method because it has been found to be efficient in
analyzing textual and qualitative data [19].

Participants were selected from banks and insurance
companies in SA based on their size, number of customers and
number of employees in order to obtain a sample that could be
representative of financial institutions in SA. Participants were
also selected from consulting firms that work for financial
institutions and insurance companies and are involved with
making most of their IT decisions for them. This was a very
useful form of triangulation as it allowed the researchers to
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verify the data obtained from the banks and insurance
companies from an external observer with good knowledge of
the industry and CC. Although, the sample size was relatively
small, it is important to note that the result of this research
should be representative because the sample consists of
majority of the industry players and accounts for most of the
market.

The duration of each interview was between 1 to 2 hours.
All the participants had knowledge of CC and are involved in
making IT decision in their respective organizations. The
number of employees in the participating organizations ranged
from 500 + to 40000+. The researchers were able to analyze all
the issues discussed using the TOE framework.

The data analysis identified the barriers and enablers of CC.
This is consistent with the findings of [16]. The factors used to
develop the proposed framework were also identified during
the data analysis. These are used below. The level of CC
readiness of SA financial institutions was also found to be low
and is still in the early stages as most of the financial
institutions have not made provisions for all the readiness
factors. Some of these are reported in [17].

VI.  THE PROPOSED “BECOMING CLOUD COMPUTING
READY” BCCR FRAMEWORK

This section presents the proposed framework called
“Becoming Cloud Computing Ready” (BCCR). The
framework was developed based on a combination of the TOE
framework, the change management framework [18] and the
data obtained during the interviews. The framework is aimed at
assisting financial institutions in SA to determine their level of
CC readiness and help them improve their CC readiness level
which will adversely improve their CC adoption success.

The first step towards readiness assessment is that
organizations should understand why they want to adopt CC.
They should ask themselves what values they want to derive
from cloud computing and what the risks and challenges are.

Then they should consider how the impact of CC adoption
on their organization compares with the suitability. For
example, if it’s low impact and it’s highly suitable for their
organization, then they are more ready than if its high impact
and low suitability. If the decision is that CC will have a low
impact and high suitability for the organization, they can
proceed with their CC readiness assessment. The BCCR
framework can then be applied to determine the organizations
readiness and improve it if necessary. Figure 1 shows the
BCCR framework and the relationship among all the factors
that affects CC readiness.

To summarize the framework, note that technology and
environment have a direct impact on the organization and
would affect the organizational CC readiness. It also shows that
the organizational factors have a direct impact on CC readiness
and the CC readiness of organizations also have a direct impact
on their CC adoption and implementation success. Change
management should be applied at every stage of CC
implementation right from the readiness assessment stage
through to the adoption and implementation stage.

A. Change Management

The three steps for managing change successfully by [18]
should be applied in all the stages as it will help to persuade
and motivate people to help implement change. It will also
make people feel more committed to making the change
happen thereby increasing the CC readiness level of the
organization and consequently increase their success of CC
adoption.

Steps 1 and 2 of [18]’s three steps for managing change
successfully should be applied during stage 1 (impact and
suitability analysis stage) of BCCR framework. The manager
or change agent should identify the expected type of resistance
and determine his relationship with people who are expected to
resist change. The manager or change agent should also
determine whether the change is urgent or not. The manager or
change agent also needs to determine whether the change will
be intensive or not. This will determine whether the change
should be carried out slowly or quickly. The organization can
now proceed to do an assessment based on technology,
organization and environment.

In stage 2 of BCCR framework, the manager or change
agent should apply steps 2 and 3 of [18]’s three steps for
managing change successfully. The optimal speed of change
should be determined and methods for managing change
should be considered. If the needed resources are available and
there is top management support, this could mean that the
change can be carried out quickly. If the staffs are satisfied
with the existing system, they should be allowed to participate
in designing and implementing the change as this will let them
see the reasons for change and increase their commitment to
change. Finally, participation, facilitation, negotiation and
coercion should be applied if there is a decrease in job
satisfaction. Participation will assist in reducing resistance to
change by staffs that might be affected by the change.
Facilitation will provide emotional support and training for
staffs and provide them with skills that will help them cope
with change. This will help increase job satisfaction.
Negotiation will also help increase job satisfaction because
staffs will be motivated if incentives are offered during
negotiation. Coercion can be applied if other methods prove
ineffective. Staffs that are still not satisfied could be threatened
with possible loss of jobs or promotion opportunities.

The arrow that links stage 1 and stage 2 of BCCR
framework indicates that CC would have low impact and high
suitability for the organization and the organization can
proceed to stage 2. The arrows that link the technological,
organizational and environmental factors show that the factors
influence one another. The arrows that link stage 2 and 3 shows
that the technological, organizational and environmental factors
impact CC readiness and vice versa.

B. Technology Factors

The technological factors include cost, ICT infrastructure,
CC architecture, security, SLA, customization, dependence on
internet, technology bottlenecks, data lock-in, lack of flexibility
of user interface, integration issues, implementation issues, risk
assessment and governance. They should first be considered in
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order to check the organization’s capabilities in terms of the
technological requirements of CC.

The cost of CC is the first factor that needs to be considered
as it will be a waste of time to continue analysis if the
organization cannot afford CC. The organization needs to make
provisions for all the necessary infrastructure and architecture
that will ensure there is continuous service availability in the
cloud and the service, data, and infrastructure are available to
authorized users immediately upon request [2]. The
organization also needs to make plans to configure strong
access control and API infrastructures that will improve
security, integrity and data confidentiality. This will ensure that
confidential and sensitive organizational data are not lost or
exposed to unauthorized third parties once in the cloud.

The organization should also determine if there would be
any need for customization of any of their applications or
software in the cloud to meet their specific business
requirements. This will help them in choosing a service
provider that offers such level of customization. Since CC
relies on the internet for its services, the quality of internet
service is a vital requirement for CC as poor quality of internet
service will result in poor quality of CC services. The
organization needs to investigate the kind of internet services
available to them and determine whether the quality of the
available internet service meets the requirements of their CC
service. All other known issues related to technology should be
considered at this stage and proper plans should be put in place
to provide solutions to them.

The issue of data lock-in should also be considered as it
will give the organization the chance to negotiate with service
provider from the start. This will also help resolve integration
issues. Another important factor is lack of flexibility of user
interface. The organization should include this in the criteria to
select service provider. Implementation issues should also be
dealt with so as to find ways to resolve them if and when they
arise. Risk assessment and governance are also important
because organization’s need to understand the perceived risks
involved with CC and how to mitigate them.

C. Organisational Factors

Organizational factors such as technology awareness,
satisfaction with existing system, top management support, size
of the IT resources, the utilization pattern of the resources,
sensitivity of the data they are handling, criticality of work
done by the company, skills, training, decrease in job
satisfaction, lack of supporting resources, strategy issues,
change management, malicious insider and risk management
should be considered at this stage.

The organization needs to know about CC and related
technologies so as to determine how it will fit into their
business processes. The organization also needs to look at the
existing systems in terms of cost, ease of use, efficiency and
effectiveness and compare this with CC to determine if CC
offers more benefit than the existing systems. The support of
the top management is another important organizational factor
as most organizations fail in their technology adoptions
because there is no support from the top management. The size
of the IT resources is also important at this stage because it will

assist in selecting the right type of cloud. If the organization is
a small organization, it may be cost effective to go for a public
cloud as the data center and all other infrastructure will be
provided by the service provider. If the organization is a large
organization with large data center, choosing a private cloud
may be the best option for them because they already have
their data center and this will also give them control over their
cloud infrastructure and ensure that security and privacy is
improved. The utilization pattern of resources is also important
because organizations that utilize a large amount of resources
should be able to use that to negotiate for lower price with the
service provider. This will assist them in cutting cost in the
long run.

The sensitivity of data is also an important consideration at
this stage. This will assist the organization to identify the more
sensitive data and separate them from the less sensitive data.
They will then be able to determine which ones to move into
the cloud and which ones should remain in-house. The less
sensitive data can be moved first into the cloud in order to test
the cloud to see if it meets the organizational requirements.
This will reduce the risks of data loss and other risks associated
with moving into the cloud. The criticality of work done by the
company should also be considered at this stage because
stringent SLAs, resources, platforms, applications and security
are needed for highly critical works while requirements of less
critical works may be flexible.

Another important consideration at this stage is skills.
There are some skills important for successful adoption of CC.
The organization should arrange training for their IT staffs in
order to equip them with the necessary skills for CC
implementation. This will ensure that the staffs are able to
tackle any issues that arise in a professional manner and avoid
any problems that could have occurred as a result of lack of
necessary skills. The possible impact of CC adoption on
employees’ job satisfaction should also be considered. It
should be identified and necessary plans should be put in place
to reduce such impact and improve employees job satisfaction
as the success of adoption will be affected if employees’ are
not satisfied with their jobs as a result of changes from CC
adoption.

Resources needed to support CC should be made available
as this will ensure that CC runs smoothly. The organization
also needs to develop CC strategies that will guide them during
and after implementation. Another important factor the
organization needs to consider is change management as CC
will bring about change in their business. Risk management
strategy should also be developed in order to reduce the risks
identified. The possibility of having a malicious insider should
also be considered and appropriate plans should be made to
reduce possible risks as a result of malicious insider.

D. Environment

The environmental issues include cost, service provider,
government support in terms of national infrastructure,
regulations, legislation and jurisdictional issues, lack of
standardized SLAs, competition from rivals and reputation fate
sharing should be considered at this stage.
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The cost of CC depends on environmental factors such as
availability of service providers and availability of national
infrastructure. The organization needs to investigate these
factors at this stage to determine their impact on cost as they
may drive cost high if their availability is low in the
environment in which the organization is located. For example,
if the availability of bandwidth is low, it will lead to an
increase in the cost of CC. If service providers are also few in
the environment, competition will be reduced and cost of CC
will also be high. As noted by one consultant, the government
support for CC in SA is inadequate and this will in one way or
the other affect the CC readiness of organizations in SA.

The organization also need to carefully select a service
provider by looking at the reputation of the service provider,
the types of cloud services offered, functionality, ease of
deployment, ease of upgrade and changes, SLA, costs,
reliability and security. It is also necessary to verify the
trustworthiness of a cloud provider by looking at the track
record of the cloud provider in the market, number of clients in
the financial industry or vertical, recommendations by research
organizations, transparency shown during the due diligence,
access to audit reports conducted by a third party and ability to
provide evidence of controls and procedures. The ease of
moving to another cloud provider and the ease of integration
with in-house application and infrastructures should also be
considered.

Regulations, legislations and jurisdictional issues should
also be considered at this stage because they will have an
impact on the success of CC adoption. For example, the cloud
provider may have their data center in another location with
different laws, regulations and legislations. The organization
need to know which laws will be applied in this case and how
that laws will affect them in terms of who owns the data, which
laws, regulations and legislations are applicable etc. In SA,
laws such as Protection of Personal Information (POPI) bill,
Electronics Communications Act (ECA), Promotion of Access
to Information Act (PIA), Financial Intelligence Centre Act
(FICA) and Regulation of Interception of Communications and
Provision of Communication-Related Information Act (RICA)
will help guide CC implementation.

VII. SUMMARY AND CONCLUSION

This paper proposes the BCCR framework which is a CC
readiness assessment framework for organizations. It was
developed for the financial sector but may, mutatis mutandis,
prove to be useful for other organizations as well. The
“Becoming Cloud Computing Ready” (BCCR) framework was
developed based on the outcomes of the literature review, the
TOE framework, the methods for managing change by [18]
and many in-depth interviews with decision makers and
consultants in the financial services industry in SA. Where the
country characteristics of SA resemble those of other countries,
particularly perhaps those of the Brazil, Russia, India, China,
and South Africa (BRICS) countries, the framework may also
be useful elsewhere.

The BCCR framework will assist (financial) institutions not
only in determining whether or not they are ready for CC
adoption, but to also identify how to improve their readiness

level. It will also assist them to manage all the changes as a
result of CC effectively. Overall, it is hoped that the BCCR will
not only increase the chances of success of CC adoption but
also help financial institutions reap the benefits of CC.

Limitations are the regional (South African) and industry
(Financial Sector) contexts. Thus generalization to other
contexts may not be possible. Future research should focus on
the validation and extension of the framework, both by
financial institutions and other organizations.
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