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Abstract—Smart cards are widely known for their tamper pirates, trying to break the privacy and motivated by various
resistance, but only contain a small amount of memory. Though intentions.
very small, this memory often contains highly valuable informa-
tion (identification data, cryptographic key, etc). This is why it With the passing years, the structure of a smart card
is often subject to many attacks, as the other parts of the smart jncluded more and more components aimed at achieving better
card, and thus requires appropriately chosen protections. performance in terms of capabilities and capacity. The number

The use of memories in smart cards induces security problems, and variety of its applications increased in the same time. The
but also other more particular ones. The main constraint is y PP ’

naturally the limited physical expansion and integration, but fault ~ integration of the first smart cards in the 1980s was not without

level, aging and power consumption are not to be discarded. ~ problems. At that time, there appeared to be big problems to
Indeed, Kuhn [3] has proved that it is possible to read make the regular (memory) and non regular (logical) part fit in

the content of a ROM by simply using a microscope. This on one single chip. Its security was tested. Problems revealed

is of course completely unacceptable because ROM containsthen to be of a different kind. namelv in the connection
sensitive information. The operating system and some particular : Ind, y ! :

applications, for example, are written in ROM. Skorobogatov Petween the two parts, which allowed attackers to damage
[15], in his turn, has explained how the interaction between the card.
light and silicon can be used to create memory faults, while
Quisquater et al. [12] have shown the utility of eddy current.
Nowadays, most customers refuse to go on using the once so
promising Flash memories. The reason therefore is the high risk
for attacks and software modifications, of which Pay TV cards
have already been victim in the past.
The question arising now is what memory manufacturers can
really do to solve these problems. They have indeed tried to
increase the complexity of the memory points by the addition of
more transistors. However, this technique increases the produc-
tion costs, and consequently does not offer a long term solution.
Efforts have also been made to reduce side channel leakage
through the coupling of transistors or the use of dual rail logic.
New technologies to counter these problems are appearing, as for
instance FeERAM, but these do not solve the particular problem
of intrinsic security.

This article gives a survey of all the existing techniques to Ffig 1. A very old smart card with two pieces of silicon with available
counter these attacks. connections

Index Terms— Secure memories, Smart cards, Tamper resis-

tance, Secure hardware, Side channels. It should be noticed that cards with two different silicon

pieces for the memory and the processor still exist. An
|. INTRODUCTION AND CONTEXT example thereof are the cards used by pay-TV pirates. A
HE HISTORY of smart cards begins in the 1970s. At itsimple PIC (© Microchip) processor is inserted into the card
origin the smart card was limited to a portable memonyith an 12C access memory (by the same manufacturers as
card (1974, Roland Moreno), permitting the decentralization @dr non pirate cards) in a way that respects the smart card’s
sensitive or personal information on a credit card sized cafdrm factor. This type of card has a lower level of security and
Later, the card gained in performance by the addition oftamper resistance, but that does not matter because the form
microprocessor (1979, Michel Ugon) intended to meet securig/the important factor in this case.
requirements by using cryptographic tools. Furthermore suc-Current smart cards may include many components as 32-
cessive physical security systems upgraded the smart card BitdPU core, memory (up to 224 kBytes of ROM, up to 66
transformed it into a high-security chip. Such security levelBytes of EEPROM, up to 8 kBytes of RAM, FeRAM,...),
are obviously needed to counter the always more efficiememory firewalls, cryptoprocessors (1088-bit modular arith-



Fig. 2. A depackaged pirate card with an non secure serial memory  Fig. 3. A burnt fuse on a memory card

metic processors, hardware Data Encryption Standard accel-
erator, Advanced Encryption Standard,...), a random number
generator (FIPS140-2 compliant), an internal clock generator
(or re-generator), a serial 1/0O interface and so on.

Widely used throughout Asia and Europe, the applications
of smart cards are manifold: from cell phones, payment
systems, getting access to restricted area, to driving licenses,
passports and ID cards. Overall, the leading advantage of smart
cards is their intrinsic flexibility, security (resistance against
tampering), and cost effectiveness. They constitute a simple
solution for many security issues (access, payment,...).

Because they are delivered to individuals, they may Ifé. 4. A kevlar© nprotection
threatened by many different deliberate (or not) manipulations.
An attacker can also exploit any physical leakage of such

device and try to find out the secret key stored in thg, a transient corrupted bit can appear introducing a fault
chip by analysis of these leakages. In 1996, Koceeml.  quring computation [3], [15]. But one must also be aware
adapted the notion afide-channel analysi® smart cards [9], of fault attacks which consist in generating a malfunction
[10] and showed the importance for an implementation {@.g. changing work frequency, or insert a glitch) during the
be resistant against side-channel analysis and leakages fmputaﬂon that causes some bits to adopt the wrong value.
power consumption. Resistance against fault analysis [$ne famous example of using an error generated during
[5] is another issue: sensitive information may leak WhetEbmputation is, again, on the implementation of RSA using
the cryptosystem operates under unexpected conditions. Mg CRT. A simple relation exists between the corrupted results
recently, in [6], [11] a new type of analysis has been presenteghg the secret key [3], [5], [8]. A transient fault can also
based on el_ectro_magnetic radiations of the processor WheBeaproduced by using a very high magnetic field [12]. Some
crypto-algorithm is processed, (see also [1]), calilectro- techniques, however, yield non-reversible faults. A technique

Magnetic AnalysiSEMA for short). In parallel, chips must given in [3] describes how to directly rewrite into the memory,
be designed to counter also intrusive attacks techniques sdgfayen how to destroy a transistor.

as visual inspection (Kevla©) coating), probing (fuse), RF

sniffing (inductive sensor),...In addition, to provide a secure In the first part of this paper, we will discuss different prob-
physical environment for the chip, the module is designd@8ms that we are likely to encounter while using smart cards.
to achieve a physical envelope that protects the chip fro the second part, we will give a short overview of memory

bending, scratching, mechanical stress, and static electrid@ghnologies. The third part will explain some possible attacks
encountered in normal operation. on memories. Another section will be dedicated to the possible

. . . countermeasures to such threats. And finally, we will give a
The problem of fault insertion has also to be taken intQ,, | sion

account. Fault insertion techniques manipulate the environ-
mental conditions of the system (voltage, clock, temperature,
radiation, light, eddy current, etc.) to generate faults and
observe the related behavior. Most of these attacks target th&he transmission with the card is public knowledge and

data during the computation of a sensitive algorithm, but sorttee physical signal is easily accessible to hackers and eaves-
of them allow direct data corruption in tmeemory llluminate droppers. A first problem comes from the physical interface.

a transistor €.g. with a laser beam) causes it to conducfThe physical access to the card can be achieved through a
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serial communication with contacts (ISO 7816 or Universalerform secure computations.

Serial Bus) or through wireless communication at a normalizedDue to their form factor that does not include any embedded

frequency. In the second case, the anticollision problem shoeldergy source (battery,...), these tiny cards are however easily

be carefully taken into account, which means that there sholddt or stolen. This implies that it is very important to make

not be any problem having two cards in the same field atire that they will not suffer from physical attacks.

the same time. Whatever the way data are accessed, th€hese "Personal Trusted Devices” will be components of to-

communication is always serial and therefore constitutesn@rrow’s environment (European Project INSPIRED), which

bottleneck. means that they need to have a low price and a considerable
A consequence thereof is that the data access time limits tteamputing and communication capacity.

use of the cards. We will probably have to wait for a change

of the standard before smart cards are able to receive a good I1l. M EMORY TECHNOLOGIES

quality video stream, compressing on the fly. The quantity of . . . L
embedded data in memories is however small compared tdAccordlng o the requirements of a given application, there

the one that is nowadays commonly used in Personal Devfé’%isiid'ﬁe:en:htyprﬁsn?f relec;tzron;(r:] mt(iarr::or;elf.nCItassmal chatrarc— d
Assistants (PDA) and in wireless telephones. enstics are the memary siz€, the ime taken 1o access store

Unlike desktop computers that operate in a physically seaﬂ‘%%a’ Fhe access pa.tterns, and so on. L )
environment (Orange book), smart cards operate in a hostile yplcal_classmcau_on sorts the memories in three clagses.
environment. Anyway, smart cards must maintain privacy a%fad erte Memories (RWM), Non Volatile Read Write
integrity of data, and authenticity of all parties involved in emories (N\VRWM) and Read Only Memory (ROM).
protocol. Confidentiality, user identification, secure software
execution, secure storage, secure external access, secure A0fROM

tent, secure data communications, and tamper resistance afomM are mass produced because it is the simplest semicon-
the basic properties of smart cards. ductor memory. It is mainly used for the operating system or
Power consumption of smart cards should of course Rgstore instructions or constants for smart cards. In a classical
reduced as much as possible. However, if the consumptiggy only one word line can be high at a time. We see that
is not sufficiently masked, it can constitute the source of vepy; going high causes the column C1, C3, and C5 to be pulled
dangerous side channel leakages. The same remark apphigs The transistor in the superior part of the figure are long
to the electromagnetic radiation of the card. Some concepty|l-ups. Columns lines C2 and C4 are pulled high through
should be embedded in the card in order to reach a befigg jong L mosfet. If the information that is to be stored in the
security than for a simple memory. This should however hgemory is unknown at the fabrication, each memory array is
done without a noticeable increase in power consumption. pyilt with an n-channel mosfet at every intersection of a row
There will be a new growth for smart cards thanks tgnq a column line. The memory is programmed by cutting the

the enforced standard in identity cards, and more specificallynnection between the drain of the mosfet and the column
because of the recent events in the world. The fact that identjitye

cards are administrative documents, linked to a particular state
reenforces the existing requirements. A card has a lifetime §
several years and this is reflected in the storage time and
the MTBF of the card. The more advanced cards will conta
biometric elements and a fingerprint. This information requir
a unitary memory size of 12Ko at least, which means that t§
demand for secure storage space will be higher than it is tod
In [13] we can read "Additionally, hardware component
such as secure RAM and secure ROM in conjunction wi
hardware based key storage and appropriate firmware &
enable an optimized 'secure execution’ environment w
only trusted code can be executed. A secure execution m
can be used for critical security operations such as kg
storage/management and run-time security to provide a strong
security foundation for applications and services.”. This fg9- 5 A Read Only Memory
particulary true.
So the issues with smart cards are completely different
from those of other mobile systems like wireless telephones
or personal device assistants (PDA). Indeed, as their nafe SRAM
indicates, these cards are intelligent and especially known forSRAM does not need to be refreshed and the presence of
their tamper resistance and their high cryptographic comptlre supply voltage is sufficient to retain its information. The
tation power. Smart cards are able to capture, record amgeheric Static RAM (SRAM) cell is introduced in Fig. 6 It
communicate with external readers. In other words the smegquires six transistors. Th&ord line enables the access to
card plays the role of a highly secure token that is able the cell by controlling the two pass-transistdis andM6. In
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contrast to the ROM cells, two bit lines transferring both thkeen tested but is not presently used in smart cards.The RAM
stored signal and its inverse are required. Although providirg smart cards is currently Static RAM (SRAM). The main
both polarities is not a necessity, doing so improves the noisEason is the possibility to use a power-saving mode when the

margins during both read and write operations . CPU stays in sleep mode, the clock is permanently fixed to
the high or the low level. Whereas a Dynamic RAM (DRAM)

s needs to be periodically refreshed [17].

Ly, ¥ ] |
M2 M4 D. EPROM
_ [ Q —,%fl—_. EPROMs make programming the ROM greatly easier. A
 Tass L ¢ modified n-channel mosfet is used at the intersection of the
| | | column and tow lines in the ROM memory array. A polysilicon
}_ _| layer is added directly above the original polysilicon layer
— (floating). The second layer is connected to the row lines.
The result is a polysilicon capacitor with the bottom plate
used in mosfet formation. Increasing the row line voltage turns
the mosfet on and pulls the column line low. When the row
line goes high, the mosfet turns on and pull the column line
low. A large voltage is applied to the row line to be sure
that the mosfet remains off when the line goes high. This
. . voltage causes a large current to flow in the mosfet and at
A close lookup of the transient behavior shows that the reﬁﬁe same time an avalanche occurs in the substrate. When
operation is the critical one. It requires (dis)charging the lar e large voltage is removed from a plate of the capacitor
bit-line capacitor by the small transistors of the selected cgﬁen the other plate will drop down to a negative voltage.
Thewrite time depenas on the propagation delay of the cro he column line can stay high as the mosfet does not turns
coupled inverter pair; the drivers that set the desired vaIue&R under normal operation. The cell can be reprogrammed by
BL and BL can be Ia_rge. . . flluminating the chip with ultraviolet light. A$70O, surrounds
. The area cons:.umptlon due 1o the_ SIix tranglstors, th_e two it gates, UV lights causes electron hole generation, and the
lines, the word line, both supply rails, the signal routing ar\'iﬁinmediate effect is to increase the insulator conductivity. Then

Fig. 6. A classical 6 transistors SRAM structure

connections are drawbacks of the SRAM. the charges trapped on the polysilicon can leak off.
C. DRAM %, 56
The concept ofDynamic RAM is charge storage on a e 8' @j',,_
capacitor. A three-transistor cell shown in Fig. 7 in enabled by g oribin, 8 .‘.,?,;z EH )
the write-word lineand theread-word line The cell is written 55 5-'13.‘; _5'
to by placing the appropriate data valueBh1 and on raising XL »’.‘.5.‘@,;5 ‘:5
the WWL When readingBL2 is precharged to a load device | 5 e i'@ R KT &3
to Vpp or Vpp — Vir. The series connection dff, and Ms i -‘,?_-‘. ,?,.‘, -lﬁ,j;. ¢ 26
pulls BL2 to low when a 1 is stored on the capacitance and S @.". X8 B RS ;@
remains high in the opposite case. -T,?,-‘_?_".-"-‘,ﬁ.’-"', 28 5.8
B3 B8 KR B ERFR EH FR
018 n s R 8 A 8
BL1 BL2 $2E050588 0065000
WWL
Fig. 8. An EPROM on a memory card
RWL J_
ot X : M3 E. EEPROM and FLASH
M1 _L | o= With a on chip voltage generator [17] it is possible to create
- a large voltage needed to program the EEPROM memory cell.
T The gate oxide of an EEPROM is thinner than the one used
1 in EPROM. The result is a tunnel effect (Fowler-Nordheim
- tunneling) between the substrate and polysilicon. This mech-

Fig. 7. A classical 3 transistors DRAM structure anism permits driving current in both directions. A FLASH
o memory is based on the two technologies. FLASH memory is
programmed as EEPROM. Electrons are used to accumulate
A one-transistor version of DRAM exists by the sacrificeharges on polysilicon. The structure of a FLASH and an
of some cell properties. Anyway, this kind of memory haEEPROM are very closed except for the oxide thickness. The
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main difference is that FLASH memory is programmed using 1) Semiconductor physics consideratidlodern semicon-
hot electrons and erased using Fowler-Nordheim tunnelingductor devices and integrated circuits (ICs) are based upon
the conduction band, carrier transport and optical properties
IV. SECURITY ANALYSIS of semiconductor materials. Attacks using optical features of
semiconductors are presented below. Most LSI (large-scale
A. Dallas attack integrated circuit) devices and memories use the MOSFET
Many applications require a big amount of RAM and bufnetal oxide semiconductor field-effect transistor). There are
encryption technigues are commonly used to protect the stobag types of MOSFET: n-channel and p-channel. In the first
data and prevent eavesdropping accesses. In fi@ptacol at- type, the current flow is dominated by electrons while holes
tackis described against the Dallas Semiconductor DS50028eminate in p-channel type. In most common circuits, they
microcontroller, which was widely used in numerous transagfe both usually combined in order to take advantage of
tion terminals and pay-TV access control systems. The sedieir different characteristics in the form of complementary
key is unique to each device and is protected by a self-destrit@S(CMOS).
alarm process. Pseudo-random dummy accesses are perform@)l Effects related to the functioning of semiconductéfith
when the CPU does not require external memory access. Magious memory types, it is possible to analyze and retrieve
chip uses two block ciphers : the first encrypts the addresskga a long time after it has vanished. This is feasible by

on 15-bit blocks while the last on 8-bit data blocks. The key @fnalyzing the circuit at the physical level.

the second cipher is salted with the address of the byte being;)
encrypted.

According to the IBM taxonomy, the attack is of class |
(clever outsiderssince it simply requires a computer, a logic
analyzer and a special read-out circuit. The basic idea of
the attack is the feeding of the CPU with chosen encrypted
instructions and the observation of their effectsg.the three-
byte instructionMOV 90h, #42h encoded75h 90h 42h
results in the output of thé2h value on the parallel port
(90h). Just before the CPU fetches, the read-out hardware
replaces it and the control software observes the reactions.
Through the2'¢ combinations, one eventually discovers the
ciphered instruction that sends the following byte to the
parallel port. This gives the data bus decryption function at
the address from which the third instruction byte was fetched.
By testing all2® values for this byte, one can tabulate the data
decryption for one address

Repeating the whole process, searching forNKEinstruc-
tion followed by the same instruction as befoiggreases by
one the address from which the thikéiOMnstruction byte will
be fetchedThis permits tabulating the encryption function for
a consecutive list of addresses. It is then possible to send to

Electromigration The high current densities >(
5E5A/cm?) that are used in aluminum-based intercon-
nection lines of integrated circuits induce a degradation
mechanism known as Electromigration (EM). EM is a
momentum exchange between moving electrons and the
metal ions of the crystalline matrix. Due to EM, voids,
whiskers and hillocks are formed in the metallization
(See Figure 9).
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the CPU core a sequence of machine instructions that dunfifgls 9- Veid and hillock due to electromigratia@ A.Scorzoni

the memory to the parallel port.
The presented attack was performed against one of the ‘top*
commercial systems of that time. This example demonstrates

Such effects can affect the operating characteristics
in noticeable ways €.g. wiring resistance, current

that even bus encryption based systems can present unexpected leakage,...).

flaws in their implementation and can be easily ruined.
ii)
B. Recovering data from semiconductors devices

Data remanence problems can occur in all semiconductor
devices. They are quite difficult to counteract because they
greatly depend on the intrinsic characteristics of semiconduc-
tors. Despite of all memory problems presented here, general
guidelines are given in order to help reducing remanence
issues. The danger of such attacks is that, if even part of
the key is retrieved, the number of combinations remainingii)
is dramatically decreased. This part is widely inspired from
the paper written by Peter Gutmann in 1996 [7] and we refer
the ready to this paper for further detailed information.

Hot Carriers Electrons with high an energy level can in
some cases cross the potential barrier of the gate oxide or
even of the passivation layer by tunnel effect. So, some
charges can be trapped in the insulator trench and the
reverse process can require nanoseconds or even days.
This excess of charge reduces the on-state current (n-
MOS) or the off-state current (p-MOS). Depending on
whether al bit is written after a bit or conversely, one
can detect a drop or an increase in the threshold voltage.
Radiation-induced Radiation can alter memory cell
parameters such as voltage, level thresholds, timings,
power supply and leakage current. This attack can allow
locking out tamper-responding circuitrg.@. erase-on-



tamper). That is the reason why high-end crypto devices
include sensors to detect ionizing radiation.

iv) EEPROM/Flash memory EEPROM technology uses
mainly the Fowler-Nordheim effect to tunnel electrons
in a floating gate, to program (newer technologies use
channel hot electron technic) and to erase. Some elec-
trons trapped into the thin oxide; can produce a shift
in threshold voltage or a change in program and erase
times.

Many techniques are available to detect such effects in semi-

conductor devices. The most common ones are: measuring the

power supply current, varying operating voltage and tempera-

ture to test for hot carrier effects, mechanical probing, focused

ion beam for deep sub micron testing, reverse engineering,.. .
3) Recommendations:

« Do not store cryptovariables for long periods in the same
location.

« Do not store cryptovariables in plaintext form in non-
volatile memory .

« Cycle EEPROM/flash cells 10-100 times before using
them.

« Do not assume that a key held in RAM has bee'gI 10
destroyed when the RAM is cleared. g

« Design devices to avoid repeatedly running the same
signals over dedicated data lines.

« Beware of too-intelligent non-volatile memory devicesf the processor. It is possible to induce faults in a smart card
that could leave copies of sensitive information imhrough the plastic. But, of course if you can see the chip,
mapped-out memory blocks after the active copy has begns easier to inject a fault in a regular structure (memory or

BLA BL

A classical 6 transistors SRAM layout

erased. other).
So, the idea was to use this method to induce faults into a
C. Tampering with data in memory chip we want to attack. With various current intensities flowing

. . through the coil, a fault can be transient or definitive, but it is
The two following attacks presented target more preuseéxso possible to destroy the silicon

SRAM memory but they could be applied to all memory

technologies using semiconductors. We describe here ;{hel)_tTheflpr'nC'plti of tuethattackli\/Vlth aITiaE)rt]ed curlrgnt ":-t
general method used to carry out the experiment. ensiies tlowing throug € col (usually the goal is not to
destroy the silicon), it is possible to change the energy level

The transistors M1 and M2 create the CMOS inverteP'f electrons flowing trough transistors in the chip. With this

together with the other similar pair, they create the fIip-ropAlcrease of energy they are able to cross the gate oxide of

which is controlled by the transistors M3 and M6. (Figure 14g/aﬂsll(stors. Ihls |?hcaIIIEeEdngl\l/:lowler-l;lor:jhelm ke;ffect anc:hl_s
If the transistor M1 could be opened for a very short tim eli-known trom the manuiacturers because this

té/pe of memory is programmed and erased by this tunnel

by an external stimulus, then it could cause the flip-flop t . . . .
change state. By exposing the transistor M4, the state of { féect. For a 6 or 7 nm oxide grid th|cknessn(), with a
g y eXposing ! V/cm electric field, the Fowler-Nordheim effect appears.

cell would be changed to the opposite. The main difficulties . - )
we might anticipate are focusing the ionizing P2 and choosir. S currgnt is linked to th.e surface connected to the grid. So
it"is possible to compare it to an antenna effect. In a regular

the proper intensity. . .
prop vy structure such as a memory, very long lines are present. It is

very easy to obtain a Fowler-Nordheim current, with important
D. Eddy Current for Magnetic Analysis with Active Sensor effects.

An alternating current in a coil near a conducting surface 2) Practical consideration: The main advantage of this
creates a magnetic field. This field induces eddy currerattack is that it does not require huge investments and facilities.
on the material surface. This effect was discovered by Ldndeed, the attack was implemented from a simple camera
Foucault and consequently call&burant de FoucaultThe flash gun and a needle. A wire was winded round the needle
magnitude and the phase of the eddy currents will affect tireorder to obtain a coil containing hundreds or even thousands
loading and the impedance of the coil. This could be used @ whorls. When a current flows through the wire, it creates
find some flaws and corrosion in metal items (propeller, vanesmagnetic field that is concentrated on the top of the needle.
fixing joint,...). The current injected into the coil can be obtained starting from
The attack presented here does not require any depackagirgimple camera flash gun. Once the bulb is withdrawn the coil



wires are connected across the contacts replacing the bib.Insertion of faults using light

During the release of the flash, an important spark can appeap well-known principle nowadays is thehotovoltaic effect

when the coil and the wire are connected. The test probeyjgich consists of the production, as a result of the absorption,
placed a few microns above the top of the processor or memey, yoltage difference across a pn junction.

to be attacked (SRAM Sony 256 K, or KM41256-12 709). The

field obtained at the end of the point creates an Eddy current

in the chip. If the current in the coil is strong enough and the

coil is very big, a permanent fault is inserted. But if the coil

is smaller, or if a resistor is used, the Eddy current is reduced

and the fault can be transient. ...
A patient attacker will be able to insert faults in memory ’Qgﬁ';?omm

and bind the geographical position of his sensor to the inserted

fault. We succeeded in the case of all kinds of memories: RAM

[16], EPROM, EEPROM, Flash to disturb entire columns afig. 12. Photovoltaic effect.

memory.

A memory is generally organized into rows and columns.

For a RAM, each column contains several memory points

and each of them is connected to its differential amplifier ti%

two transistors. Columns can be easily disturbed. Indeed t i th f edd ¢ tinat st
reading amplifiers are based on a differential structure. T geate, as In the case of eddy current, a current in a transistor.
milar experiments were carried out to prove the interest of

structure is very sensitive to external perturbations. WhenI 3 il 1064 lenath) i t of Int ted
whole column seems to be touched (results are shown er (unti nm wavelength) in assessment of Integrate

Figure 11), very often only the reading amplifier has beé ircuits. In the paper related here, the author carried out his
disturbed ' experiment using only a second-hand flash gun and a optical

microscope to target a particular transistor and focus the light.

1) Background:Only photons with a certain level of energy
are able to free electrons from their atomic bonds, to produce
electric current. This level of energy, known as the band-gap
energy, is defined as the amount of energy required to dislodge
an electron from its covalent bond and allow it to become
part of an electrical circuit. For example, crystalline silicon’s
band-gap energy is.1 eV. So the author decided to use a
simple visible light source (a flashgun) and focus the light
with appropriate magnification (it was set to the maximum:
1500x) of the microscope in order to reach the right level of
ionization.

2) Experimental protocolThe author targeted to attack the
SRAM memory of a microcontroller PIC16F84 (Microchip)
that contains 68 bytes of SRAM. He depackaged the chip in
order to get access to the layout and localize the SRAM. The
microcontroller was programmed to upload and download its
Fig. 11. Graphics of modified bits in a column of a memory. memory. By filling the whole memory with constant values,
exposing it to the flash light, and downloading the result, he
fpuld observe which cells changed their state. By shielding

On afaulty static RAM, the great majority of amplifiers answef€ light from the flash with an aperture made from aluminum
1. So these values are not random anymore. When the fif§}: he succeeded in changing the state of only one cell. So he
is relatively intense and brutal, the processor submitted to tiREOVed that it was possible to change the content of an SRAM
field can be put in alisruptedmode. We noted cases wherd!SiNg & low cost semi-invasive attack.

memories or microprocessors ceased functioning for several

hours following a severe fault insertion. In a few cases after a V. COUNTER-MEASURES

time varying between five hours and several tens of hours, theMemory cards that contain only a few bits are the simplest
processor or the memory turned back to a normal operatismart cards after contactless cards, which are limited to
mode. We also heated the attacked components in order to giwéng their identifier. Memory cards were patented by Roland
if the process was reversible. We showed that almost all stickloreno on March 17, 1975 and largely contributed to the
bits were maintained to their forced value [12]. These attackalgarization of smart card technology.

permit inserting a fault on a bus or just changing the value of These cards contained a small amount of memory which
one bit. Of course, it is also possible to activate hidden opcodgas used to store telephone units. The first attacks on memo-
or instructions, but we never managed to do that intentionallyes attempted to erase the used units and recharge the cards.

M75-B171303

Electrical
energy

altaic de

Smart card manufacturers know how to inject a fault into
chip using a flash and a microscope for a long time. Sergei
oborogatov proposed in [15] to use the photovoltaic effect to

When a RAM is switched on, the stored values are rando



Therefore, attackers used to use EPROM erasers with Whdeed, because the crystalline network of silicon is sensitive
light, having a wave length of 250nm. A first countermeasute ionizing radiations, it is possible that transistors switch state
against this attack consisted in the use of a burnt fuse duridge to parasite effects. One needed also to develop electronics
the personalization of the card, in order to refuse access to that were capable to function near active nuclear devices. The
protected zone of the card and thereby ensuring the uniqueneasplexity of memory points has also highly increased, to the
of the card. Packaging the card into resina or epoxy wadstriment of the cost price of the components. The presence of
another, rapidly introduced countermeasure that also aimsgleral transistors in the model for memory points or hardened
at countering these attacks and, in the mean time, servedptocessors were even at the origin of conferences (RADECS,
favor the mechanical resistance of the card against torsion.) and highly interests prestigious laboratories, like Sandia,
Researchers from the University of Cambridge (Andersdar applications in either the military or the civil nuclear
and Kuhn) showed, however, how easily this resina can Hemain. However, the present objective of growth for smart
removed, allowing so the access to the silicon chip withogtrd and silicon manufacturers resides more in the integration
altering it. of large quantities of memory having a low consumption,
Although card memories are small, both in storage capaciigther than in a sensible increase of the security of their
and in physical size, they can suffer from disruptions frotnemory points.
the outside or even from an inattentive user. The question is toThe work of Peter Gutman, in 1996, on the secure erasing
know what kind of disruptions and attacks the countermeasusesd memory remanence of semiconductor circuits, draws the
should be able to stop. It should indeed be noticed thiaterest back that allow maintaining information in certain
disruptions due to normal use of the card sometimes reveatypes of memory while the power supply is cut off. Skoroboga-
be very close to a deliberate attack. So, before being declated et al. reported in a technical report of remanence times
valid, the card is first submitted to a wide variety of testaf several days for RAM, requiring only a cheap and easily
One of these tests consists in applying a high discharge usfable equipment
static electricity. These discharges may damage the processadrhe first articles published in scientific literature and men-
or the memories of the card. Present smart cards are equippeding memory attacks on smart cards, often reported only on
in a way that prevents these troubles. Such a discharge nsayple visual inspection under microscope. In that way it was
come from contact with an electrically charged person or mg@pssible to read the ROM as easily as one would read a book.
be deliberately caused by an attacker in order to disrupt threorder to limit this, silicon manufactures decided to scramble
content of the memory. the memory location and to forbid two contiguous addresses
Michel Ugon’s idea of microprocessors on the one hand, affdm having a simple position link in the layout of the chip.
the massive use of smart cards on the other, incited industryRimm that time on, memories have voluntarily scrambled cell
push both the integration density of memories in cards and tleeations.
progressive use of different types of memories. This explainsSoon after this, the power consumption of the memory
the introduction of volatile memories like ROM, intendedhowed out to reveal sensitive information to external attack-
to hold the operating system and volatile memories (pile ers. Pirates used this observation and disrupted power supply
accumulator for a microprocessor) based on RAM memoifyom the moment they realized that the charge pump, which
into the world of smart cards. Erasable storage memories lilse necessary for writing into EEPROM, was triggered off.
EEPROM have also showed up in smart cards and are intendedda countermeasure against this attack one started to highly
to hold applications or patches of the operating system. reduce and smoothen out the characteristics of the memory’'s
The first attack by fault insertion, called Bellcore attackpower consumption and to apply software securities so that the
appeared in 1996. Based on this model, another type inferrupted memory could be writing anyway the next time the
cryptographic attack by fault insertion was introduced in 199%wer supply would be turned on. Nowadays, it is still possible
by Dan Bonehet al. Although the model assumed the fault tdo detect the moment the charge pump is turned on, but a
appear during the execution of mathematical computationspibre dangerous thing is that the transported data sometimes
was rapidly adopted to fit in a memory fault. The corruption ahodulate the local oscillator. This unexpected side channel
stored data can easily be detected by the use of error correcix@nother leakage source that should be seriously taken into
codes, which use a cyclic redundancy that is a number derivectount, as it has already been pointed out by IBM [1].
from a block of data in order to detect the corruption. By In order to limit leakages due to power consumption mea-
recalculation of the CRC and comparison with the block cfurements, silicon manufacturers have constructed cells that
data, the memory can detect some types of storage errei® able to conduct as many charges to the ground as to
Setting up error correcting codes is however not always a hetpe positive side and this both during reading and writing
Indeed, the knowledge that data are corrupted is useful, but éperations on the memory. As this countermeasure showed
cryptographic security reasons, it cannot always be acceptad to be insufficient, silicon manufacturers have implemented
that the error is also corrected. the idea of Ross Anderson and his team, that consists in
Fault tolerance and resistance to error apparition are pralsing two wires for every bit and to store the 0 and the 1
lems that have been known for a long time in the scientifgtate in an opposite and, from a consumption point of view,
world handling silicon based memories. The effect of iorbalanced way. As the transitions were still visible, one decided
izing radiations has, for instance, been taken into accountcall upon precharged logic, forcing an identical relaxation
by engineers since the beginning of the conquest of spastate between every transition. This makes the analysis of the



memory content during reading and writing far more difficult,
because the attack has now to be restricted to the moments
where a state transition occurs.

Although a priori the consumption of these transitions is
identical, this is not true for their radiation. In order to limit
leakage from radiation and to inhibit from visual inspection,
memory manufacturers have also placed metal layers on top of
the memories. A simple laboratory device, available in every
microelectronics laboratory should thus suffice to remove these
metal layers. Smart cards are provided with sensors to prevent
the use of these devices.

There are two types of sensors, namely active and passive
ones. These sensors serve a large variety of functions. Theyrg?éga1 4. A sensor
able to detect a temperature decrease, which makes them erase
the memory, and thus; preventing the effect of data remanence.

They can also set a flag due to light detection, a change in ) . .
the environmental capacity or in the environmental resistan&ghart cards will need to have new, on chip micro batteries,

in order to prevent an attacker from finding back and usif§icro Sensors, permanent attack detection, and active counter-
recorded data. measures. . . . -

A passive sensor may take the form of a randomly added” new solution to this security paradigm could bg Silicon
or methodically arranged transistor inside the memory circufgn Insulator or Low Power Technology. For a long time now,
supposed to be able to detect a fault insertion attempt. As R#PPIe have known asynchronous logic, and smart card man-
active sensor, there is, for instance, the possibility of addifgacturers are testing it. Maybe it will permit relaxing some
to wires, covering the entire card and connecting when an f#nstraints and improving memory management. Moore’s law
trusion with microprobes is detected. Another countermeas(f8s an important advantage: attacking smart cards will in the

is to use a face to face interconnection or to use wafer sciigure be more and more difficult as the size of the transistors
packaging. is going down and down. Nowadays it is very difficult to use

probes to defeat a card and within a few years time visual
inspection under a microscope will be even simply impossible.
At that time, attacks will cost more and will be more difficult

(1]

(2]

K]

Fig. 13. A wire mesh 4]

(5]

Smart card security is an important trade-off between usabil-
ity, cost, and electrical properties (power consumption, ...). A
secure smart card design should contain memories and a [8][
of sensors, actuators, ..., which constitutes its added value
compared to cheaper and larger memory. In the near future,
there will be Trusted Personal Devices built on the smart car,
technology to ensure a high security level. Challenging the
memory problem will not be trivial at all.

FeRAM and Magnetoresistive RAM are actually used b)Js]
smart card manufacturers, and Battery Backup RAM (BRAM)
will possibly take their place in the future. Anyway, the[®]
next generation of smart card will have an improved memory

VI. CONCLUSION

to apply.
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