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24.1 Introduction

A drone is a small flying device that can be moved independently by remote con-
trol and can fly autonomously. Among the various applications of drones are
disaster rescue, battlefield communication, photography, aerial delivery and device-
to-device communication. The essential elements of drones are batteries, propellers
and motors, flight controller, IMU and magnetometer. There are various type of
drones such as quadrotor, multirotor drones, fixed wing UAS, fixed wing hybrid
UAS (Figure 24.1).

The paper is organized as follows. Section 24.1 is an introduction to FANETs,
Section 24.2 describes various FANET protocols, Section 24.3 explores various
security attacks and Section 24.4 describes previous work. Section 24.5 provides a
table of security solutions and conclusions are provided in Section 24.6.
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Figure 24.1 A single UAV drone.

24.2 FANET and Communication Protocols

Flying adhoc networks are networks that build on the fly without infrastructure.
Their various advantages are [1]:

1. Expense. The expense of smaller UAVs is lower than larger UAVs.

2. Survivable. The failure of one node in FANETSs cannot affect the UAV system
as other nodes can play the same role as the failed one in an emergency.

3. Speed. The speed of a multi-UAV system is much faster as the number of
UAVs can accomplish the task in minimum time.

4. Expandability. The multi-UAV system has the power to expand in case of mis-
sion requirement.

5. Extended antenna range. The multi-UAV system has the capability to cover a
large area in reconnaissance and rescue operations.

Various kinds of communications are possible in FANETs:

Inter-plane communication
Intra-plane communication
Ground station communication
Ground sensor communication

FANET-VANET communication

Figure 24.2 represent the A2G (air-to-ground) and A2A (air-to-air) communication.
The following sub-sections discuss various communication protocols.

24.2.1 Based on Physical Layer

m FANET communication characterization. Propagation model based on radio
waves of FANET node-to-node links is identical to 2-ray ground schema.

m  Channel modeling. The 2-state Markov model based on Rician fading is used
to make the channel infrastructure-less among UAVs.
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Figure 24.2 A2G and A2A communication.

w  Nakagami-based FANET radio propagation model. In this model, the
Nakagami-m fading channel was derived and a mathematical theorem evolved
as output for link disconnection.

m  General link outage model. In this model, the FANET node-to-node and UAV
node-to-ground link disconnection over the defined fading channel was pro-
vided with the formula.

w Many transmitters and receivers. The packet transfer rate was improved in many
receivers and transmitters for a longer time.

24.2.2 Based on MAC Layer

m Adaptive MAC prorocol approach for FANET nodes (AMUAV). This approach
delivers the controlling frames, i.e., CTS, RTS and ACK frames with its
antennas propagating in every direction and DATA frame sent by antennas in
a straightforward direction. This approach enhances E2E delay and error rate
bit by bit in FANET UAVs.

m  Token-based MAC protocol. This relies on the tokenization approach so as to
modify link states and information on the link. The problem of code collision
is resolved by the token-based approach. This approach enhances the number
of bits per second using an MPR radio circuit and full duplex mode and also
reduces latency.
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24.2.3 Based on Network Layer/Routing Protocols

m Proactive type. For a limited time routing information is modified and kept in
a 2D format such as DOLSR, in which the directed antenna concept is used
so as to reduce latency and enhance packet delivery ratio.

W Reactive type. In this type of protocol, routing information is modified and
kept only when the point or device finds a change in the network, such as on-
demand routing based on a time slot which is used to eliminate collisions.

m Hybrid Protocols. In this type the functionality of two protocols — reactive and
proactive — is joined together to achieve routing, for example, zone routing
protocols.

m  Geographic type. It predicts the movement of UAVs with the Gauss—Markov
mobility model and uses this information to determine the next hop.

m Position-based protocol. This protocol determines the position of the particular
UAV in the network. They are divided into two strategies, single path and
multipath.

m  Swarm-based protocol. This protocol is based on the behavior of animals.

24.3 Security Attacks and Issues

Attacks on the multi-UAV system can affect the whole network and, in such case,
important information can be accessed by attackers while nodes are on the ground
as well as on fly. There are two types of attacks.

24.3.1 Active Attacks

An active attack is used to modify data which affect operations or falsify statements.
Active attacks include black hole and grey hole attacks [2], denial of service [3], and
wormbhole [4].

24.3.2 Passive Attacks

The purpose of a passive attack is to use the information without affecting resources,

for example, monitoring UAV traffic and eavesdropping [5].
24.3.3 Other Types of Attack

m Spoofing attack based on GPS. The adversary sends a dummy GPS signal to
the ground station which in turn forces navigation in a direction given by the
adversary.

m Malware software installation attacks.
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Message alteration attacks.
Distance-based attacks.
Algorithmic-based attacks.
Attacks based on integrity.
Attacks based on confidentiality.
Attacks based on privacy.
Attacks based on availability.

The various security challenges are routing, UAV mobility and placement, scalability

and reliability.

24.4 Literature Review and Related Works

Bekmezci et al. [1] cover various UAV design and protocol issues. They find security
issues in omnidirectional antennas, location estimations and sharing of information,
congestion avoidance, and flow control. The authors suggest various solutions but
these are not relevant.

Cabuk et al. [6] describe SkyNet with manipulation of UAVs to collect informa-
tion from individual nodes and desktops.

Khan et al. [7] describe threats between ground station and UAVs according to
needs and types of assaults. and conclude that security is a significant issue.

Yaacoub et al. [8] examine information about a person’s home, location, and
behavior that can be found by aerial UAVs.

According to Youssef and Riham [6], there are risks when hackers use UAVs to
make connection among internet of things (IoT) nodes. Adding FANET nodes to
restricted areas in a no-fly-zone database is one way to protect yourself from these
dangers.

Table 24.1 lists security requirements in the current scenario as represented by
[1, 6, 8-12]. The security principles that are included, not included or partially
included in these are labeled as covered, not covered and somewhat.

Existing security solutions proposed are the following.

In ref. [13], the OTP (one-time pad) technology was used to create secure com-
munication between UAVs. In this approach, before encrypting the message, a rep-
licated key is given and used with the message to obtain the cipher context with
EX-OR operation, then to obtain the plain text, the cipher text and the replicated
key were used with EX-OR. After successful decryption of the message the repli-
cated keys were smashed. The performance was the best compared to AES-128.

In ref. [14], the enhanced frequency hopping technique was used to control
UAVs. The authors of this paper have made the process complex by using passwords
longer than 6 bytes.

In ref. [15], FANETS systems are reviewed and their constraints analyzed. The
authors present ECDSA digital signature algorithms based on elliptic curves and
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Table 24.1 Requirements of Security
Ref. | Authentication | Authorization Confiden. Integrity Availability Non Repud.
[11 | Somewhat Not covered | Somewhat Not covered | Somewhat Not covered
[6] | Covered Somewhat Covered Covered Covered Somewhat
[8] | Covered Covered Covered Covered Covered Covered
[91 | Not covered Not covered | Not covered | Notcovered | Notcovered | Not covered
[10] | Covered Covered Covered Covered Covered Covered
[11] | Not covered Not covered | Not covered | Not covered | Somewhat Not covered
[12] | Covered Covered Covered Covered Covered Covered

RSA to protect the UAVs from adversaries. Both algorithms have two keys, a secret
key to keep communication strong and a public key. This method ensures the integ-
rity of messages from the ground station.

In ref. [16], blockchain technology to secure and maintain data privacy is
described. The blockchain system developed is so strong that it provides danger
alerts to prevent unauthorized and unreliable access.

In ref. [17], the author proposes a Caesar cipher technique to keep MAVs (micro
aerial vehicles) secure. This technique enciphers the data between MAV and ground
control station. It is best suited for authentication and system reliability.

In ref. [18], the author proposes MAVLink security in terms of MAV-Sec and
discusses various vulnerabilities. The four advanced encryption standard algorithms
described are AES-CBC, ChaCha20, RC4, and counter mode. For secure commu-
nication between UAVs and ground station, ChaCha20 is used.

In ref. [19], the authors describe an IoT-based solution using the naive Bayes
algorithm. The data captured from sensors on UAVs help detect threats with an
accuracy of 97%.

In ref. [20], the author describes an intelligent system preventing encroachment
activity on UAVs.

In ref. [21] proposes an eCLSC-TKEM communication security protocol tech-
nique that produces a unique key between UAVs and intelligent device by preserv-
ing the schedule.

In ref. [22], the author introduces cipher techniques and authentication to
encrypt useful data using ChaCha20 and HIGHT encryption algorithms.

In ref. [23] a Raspberry pi system for reverting to the previous state if any UAV
is attacked is described. For this purpose AES public keys are introduced before
the sending process and authenticated during sending, which in turn enables self-
destruction of UAVs in case of encroachment.

In ref. [24], the authors propose a hash function scheme for encryption. The
system is validated with the help of Automated Validation of Internet Security
Protocols and Application (AVISPA). Various security solutions are proposed.
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In ref. [25], an adaptive trust strategy is proposed in the form of a lightweight
mutual identity authentication scheme (ATSLIA). The proposed 2-way system
involves authentication and elliptic curve cryptography between the ground station
on the road and UAVs.

In ref. [26], physically unclonable functions (PUFs) and programmable packet-
processing data planes are described. Hardware-based PUFs are used to provide
authentication between UAVs and the ground control station which in turn pro-
vides ultra-low latency. [27] describes software-defined networking-based solutions
such as adaptive SDN-based routing, QoS-based multipath routing protocol, Fuzzy
C-means and GAP.

24.5 Security Solutions in Tabular Format

We present the various preventive measures to overcome vulnerabilities in the cur-
rent system in the form of a table (Table 24.2). The table describes various proposed
solutions, the year in which they were put forward, and comments.

Table 24.2 Proposed Solution in Survey

Proposed

S.No. References Duration Solution Remarks

1 [13] 2019 OTP technology | Better encryption
scheme and takes
two or three
milliseconds.

2 [14] 2018 eFHSS Less time taken to
detect attack.

3 [15] 2019 ECDSA and RSA Ensures integrity.

algorithm

4 [16] 2020 Blockchain Ensures security
with digital
signature.

5 [17] 2015 Caesar cipher This technique is
best suited for
authentication
and system
reliability.

(Continued)
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Table 24.2

(Continued)

S.No.

References

Duration

Proposed
Solution

Remarks

6

(18]

2019

MAVSec

For secure
communication
between UAVs
and ground
station, ChaCha20
algorithm is used.

[19]

2021

Naive Bayes
algorithm

The data captured
from sensors
on UAVs helps
in detection
of threats with
accuracy of 97%.

[20]

2020

K-nearest
neighbor
algorithm

Intelligent system to
prevent intrusion
and various
attacks on UAVs.

[21]

2015

eCLSC-TKEM

Saves time needed
to produce a key
between UAV and
intelligent device.

10

[22]

2021

ChaCha20
and HIGHT
encryption

Proper UAV
communication
with fast
execution of
cipher technique.

11

[23]

2017

AES, Raspberry
pi

To get back to the
previous state
if any UAV is
attacked by any
using Raspberry
pi.

12

[24]

Hash function

Encryption scheme
based on one-way
hash functionality.
AVISPA technique
provides
verification in this
context.
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(Continued)
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S.No.

References

Duration

Proposed
Solution

Remarks

13

[25]

2022

ATS-LIA

Two-way

system with
authentication
and elliptic curve
cryptography
approach between
ground station

on the road and
UAVs.

14

[26]

2022

PUF-based UAV
authentication

Provide

authentication
between UAVs
and ground
control station
which in turn
provides ultra-low
latency.

15

[27]

2022

SDN-FANET

Software-defined

networking-based
solutions such as
adaptive SDN-
based routing,
QoS-based
multipath routing
protocol, Fuzzy
C-means and GAP

24.6 Conclusion

This chapter has described various vulnerabilities in the current system and dis-
cussed security solutions. Various FANET communication protocols and attacks
have been defined. This paper can help researchers to identify techniques and solu-
tion to obtain secure communication between UAVs.
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