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Abstract
Due to the broadcast nature of wireless radio 

propagation channels, 5G wireless networks face 
serious security threats. Security mechanisms that 
leverage physical layer characteristics have been 
considered as potential complements to enhance 
5G wireless network security. This article propos-
es physical layer security enhancements to defend 
against security attacks from the three most sig-
nificant aspects: wireless secure communication, 
physical layer assisted authentication and secret 
key distribution. By integrating physical layer 
security with novel techniques and application 
scenarios in 5G communication, we elaborate 
several promising strategies, including massive 
MIMO beamforming with security code commu-
nication, self-adaptive mobile and cooperative 
secure communication with dynamic channel 
prediction, physical layer assisted authentication, 
malicious node detection and key generation of 
massive MIMO millimeter wave system. Research 
opportunities and future challenges are further 
discussed.

Introduction
Fifth generation (5G) networks [1] promise to 
meet the continuously increasing demands of 
wireless mobile applications. They intend to pro-
vide an ultra-high data rate with fast access, which 
is 10 times faster than 4G networks. Furthermore, 
a 5G network is a heterogeneous network that 
consists of various types of sub-networks and 
supports various applications, such as self-driv-
ing vehicles, smart cities, military and government 
applications, and so on. Thus in a 5G network, 
various types of sub-networks with various trans-
mit power levels, coverage areas, and access 
protocols are deployed to form a multi-tier hierar-
chical network architecture. Meanwhile, a massive 
amount of resource-constrained IoT (Internet-of-
Things) devices and sensors will be connected 
by 5G wireless networks [2]. Traditional security 
protocols based on conventional cryptograph-
ic techniques tend to introduce heavy compu-
tation or key management overhead, which are 
not optimal for securing communication among 
resource-constrained IoT devices.

Recently, there has been increasing interest in 
enhancing security for 5G wireless networks with 
various physical layer security strategies [3–11]. 
By intelligently leveraging the properties of the 
wireless physical medium, physical layer security 

has been identified as a promising strategy that 
can effectively provide security enhancement 
for 5G networks. Different from traditional cryp-
tographic approaches relying on computation-
al complexity, physical layer security relies on 
unique physical layer properties such as wireless 
channel state information (CSI), receive signal 
strength (RSS), hardware fingerprints and so on, 
which can provide lightweight security strategies 
with high scalability for 5G networks. By integrat-
ing novel techniques and application scenarios in 
5G [1] with physical layer security, we propose a 
few PHY-layer security complements to defend 
against security attacks on 5G wireless networks. 
In this article, we mainly focus on three signif-
icant aspects: wireless secure communication, 
physical layer assisted authentications, and secret 
key distribution. We point out several promising 
directions and discuss research opportunities 
and future challenges, including massive MIMO 
beamforming with security code communica-
tion, self-adaptive mobile and cooperative secure 
communication with dynamic channel prediction, 
physical layer assisted authentication, malicious 
node detection, and key generation of massive 
MIMO millimeter wave system.

The rest of this article is organized as follows. 
In the following section, 5G security require-
ments and physical layer key technologies are 
presented. Following that, we introduce a mas-
sive MIMO beamforming technique with security 
code framework for 5G wireless communication, 
which can directly provide confidential informa-
tion transmission without any pre-shared key. The 
self-adaptive mobile and cooperative secure com-
munication with dynamic channel prediction is 
then discussed. We further elaborate cross layer 
design by combining physical layer security with 
traditional cryptographic techniques, which can 
provide stronger secrecy. Then we present light-
weight physical layer assisted authentication and 
malicious node detection schemes. We highlight 
the opportunities and challenges of physical layer 
key generation in massive MIMO millimeter wave 
systems. The final section concludes the article.

5G Security Requirements and 
Physical Layer Key Technology
Security Requirements of 5G Systems

We list the key security requirements of 5G wire-
less network systems and the corresponding chal-
lenges below.
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Flexible Wireless Secure Communication: 
Conventional cryptographic mechanisms provide 
communication security based on pre-shared keys 
to encrypt/decrypt the confidential data. Howev-
er, given the large number of 5G users, devices, 
and their huge amount of data exchanged among 
resource-constrained devices, the traditional secu-
rity approach makes cryptographic key distribu-
tion and management highly challenging. For 5G 
networks, securing confidential data transmissions 
with flexible security levels can reduce overhead 
and improve overall network performance. To 
satisfy the security requirements, networks must 
adopt flexible, compatible and extensible security 
strategies to provide diverse security levels for var-
ious types of confidential data. Physical layer and 
cross-layer security approaches [1, 2] can provide 
secure communications with low computation 
overhead, less bandwidth occupation and low 
power consumption, which are the key features 
to be considered for 5G wireless secure commu-
nication.

User Authentication and Trust Management 
in Heterogeneous Networks: In 5G based large 
scale IoT (Internet of Things) [6], a large num-
ber of sensor nodes have limited energy resourc-
es in different locations and operate unattended 
by humans. The low computational capabilities 
and short battery life of IoT devices make them 
unable to run complex cryptographic authentica-
tion and encryption techniques. Moreover, the 
authentication of mobile nodes in 5G networks 
faces significant challenges. The huge number of 
high mobility nodes moving across small cells of 
different tiers will result in frequent handovers and 
authentication, which incurs high communication 
overhead. Thus, lightweight authentication proto-
cols based on various physical layer schemes [5, 
10] are in dire need to achieve lightweight user 
authentication without causing significant over-
heads. Physical layer authentication can also be 
used to detect clone and Sybil attacks [8]. As it is 
known, various attacks, for example, man-in-the-
middle attacks, session hijacking, denial of service 
(DoS), and data modification, can be launched 
based on clone and Sybil attacks. In 3G and 4G 
wireless networks, traditional cryptographic tech-
niques are ineffective and fall short from detect-
ing those malicious attacks. By combining lower/
physical layer schemes [5, 10] into detection pro-
tocols, the clone and Sybil attacks can be detect-
ed with relatively lower complexity.

Key Distribution and Management: Conven-
tional cryptography-based security mechanisms 
need complex key management to distribute, 
update, and revoke the keys. However, key man-
agement is difficult to implement in high-density 
networks, for example, IoT and D2D (Device to 
Device) networks [2, 6] where a large number 
of nodes join and leave the networks frequent-
ly. Also, the computation overhead of setting 
up shared secret keys using the Diffie-Hellman 
(D-H) protocol is high, which is undesirable for 
many 5G resource-constrained devices, such as 
embedded sensors, wearable devices, and so on. 
Furthermore, with the ever-increasing computing 
power of attackers, the encryption mechanism 
has to increase the key length in order to main-
tain a certain level of security strength, which in 
turn aggravates the computation overhead. To 

cope with these challenges, physical layer proper-
ties can be utilized to facilitate the distribution of 
cryptographic keys [4] with lower cost and higher 
speed in 5G networks.

Physical Layer Key Technologies for 5G
5G wireless networks integrate new potential 
transmission technologies [1–3], such as massive 
multiple-input multiple-output (MIMO), millimeter 
wave communication (mmWave), non-orthogonal 
multiple access (NOMA), and full-duplex technol-
ogy. Some new propagation characteristics and 
physical properties can be potentially exploited to 
enhance 5G physical layer security, which bring 
in great opportunities along with challenges [3]. 
We mainly discuss massive MIMO and mmWave 
techniques below, which are two key revolution-
ary enabling technologies for 5G wireless net-
works.

Massive MIMO: Massive MIMO [3] is regard-
ed as a revolutionary technology for 5G wireless 
networks. The benefits of massive MIMO tech-
niques are realized by using very large antenna 
arrays (typically hundreds) at the transmitter and/
or the receiver, which can provide high power 
and spectrum efficiencies. Massive MIMO also 
provides rich spatial freedom and channel resourc-
es to develop novel physical layer approaches to 
overcome the security threats of 5G networks. 
Recently, how to leverage the advantages of mas-
sive MIMO for physical layer security has become 
an important research topic [3]. However, many 
challenges still need to be resolved in massive 
MIMO physical layer security designs, such as 
channel reciprocity, pilot contamination and 
power allocation.

mmWave: mmWave communication can use 
a huge range of spectrum, from 30 GHz to 300 
GHz, which can alleviate the burden on the near-
ly fully occupied spectral band of current wireless 
networks. The mmWave antenna has very small 
size (half millimeter wavelength) and is used in 
massive MIMO. The unique propagation char-
acteristics of mmWave are quite different from 
those at lower frequency, which can be exploit-
ed to greatly enhance physical layer security. For 
example, the mmWave beamforming has a much 
narrower beam with higher directional property, 
which can accurately orientate toward legitimate 
users [12]. Oppositely, users outside of the beam 
can hardly receive the signal. mmWave is a com-
pletely new and promising research frontier with 
great potential for future physical layer security.

Physical Layer  
Secure Communication Enhancement for 5G

Massive MIMO Beamforming with  
Security Code Communication

Figure 1 illustrates the proposed massive MIMO 
beamforming with security code communication 
framework. Alice can be viewed as a BS equipped 

The mmWave antenna has very small size (half millimeter wavelength) and is used in massive MIMO. 
The unique propagation characteristics of mmWave are quite different from those at lower frequency, 

which can be exploited to greatly enhance physical layer security.
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with a massive MIMO antenna array attempt-
ing to utilize beamforming (use full or part of 
the antennas in the array) to send confidential 
data to Bob. Bob is a legitimate user in the cell 
who subscribes to the special service offered by 
Alice. Other users in the cell have not paid for 
this service. Alice only wants Bob to receive the 
information, but other users should not get any 
useful information from the signal. Without loss 
of generality, assume an eavesdropper Eve who 
attempts to intercept the signal from Alice to Bob 
and decode it to compromise the secure infor-
mation.

The unique channel superiorities in Alice and 
Bob can be created naturally by beamforming [3], 
which has been widely investigated for 5G mas-
sive MIMO as an essential transmit technique. For 
the high directional characteristic of the beams 
directed toward Bob [3], other users in the cell 
(including Eve) only receive extremely weak sig-
nal compared to Bob. The framework achieves 
secure communication through two steps, name-
ly, the first step is to build a superiority channel by 
massive MIMO beamforming, while the second 
step aims to ensure secure communication by 
enabling the eavesdropper to have about 0.5 bit 
error rate (BER) with an implementable security 
code. Security code is also called wiretap channel 
code [7, 8], which is a specific coding scheme 
based on the wiretap channel model. Under the 
degraded wiretap channel, the transmitter can 
satisfy both secure and reliable communication by 
security code and it does not need any pre-shared 
information at the transmitter and receiver.

In Fig. 1, Alice first encodes message bits 
b = (b1, b2, …, bm) by suitable secure coding as 
s = (s1, s2, …, sn). After practical modulation, for 
example, BPSK, the massive MIMO beamforming 
process is performed. The number of antennas 
for Alice, Bob and Eve are denoted by NT, NR, 
and NE, respectively. Assume that we have a rich 
scattering environment with Rayleigh fading, and 
Alice chooses transmit beamformer f correspond-

ing to the largest diversity gain at the direction of 
Alice to Bob’s channel matrix HA. For any other 
receivers (including Eve) with a separation from 
Bob by at least half a wavelength, the channel 
will almost suffer independent channel fading with 
channel gain HE. From the MIMO diversity, other 
users (including Eve) will benefit nothing from 
the massive multiple transmit antennas at Alice. 
Assume that Bob adopts an MRC combiner to get 
his optimal receiving SNR. As for Eve, she cannot 
adopt an MRC combiner for the unknown beam-
former f. After the communication between the 
legitimate partners, the sequence ~s = (~s1, ~s2, …, ~sn) 
received by Bob is the noisy version of sequence 
s. Meanwhile, the eavesdropper Eve can also 
observe the noisy sequence ŝ = (ŝ1, ŝ2, …, ŝn). We 
always have:

Pr( !si ≠ si ) < Pr(ŝi ≠ si )
i=1

n

∑
i=1

n

∑
 		

(1)

Eve’s channel is a degraded version of Bob’s 
channel. According to Wyner [8], secure commu-
nication can be realized.

Both Bob and Eve attempt to perform secure 
decoding, respectively. Bob and Eve can decode 
~b = (~b1, ~b2, …, ~bm) and b̂ = (b̂1, b̂2, …, b̂m) from 
their respectively received signal ~s and ŝ. The 
model’s final secrecy performance can be mea-
sured by conditions [8] which ensure that the 
legitimate parties can communicate reliably while 
the eavesdroppers are unable to receive any use-
ful information. In a binary transmission system, 
the reliability and security conditions can be char-
acterized by:

PBob =
1
m

Pr( !bi ≠ bi )→ 0,   m→+∞
i=1

m

∑
        

(2a)

PEve =
1
m

Pr(b̂i ≠ bi )→ 0.5.  m→+∞
i=1

m

∑
       

(2b)

The simulation results are shown in Table 1, 
where Pr( ŝ) and Pr(~s) denote the BER of Bob 
and Eve after massive MIMO beamforming (MB), 
respectively. In each SNR (–1 dB, 0 dB and 1 dB), 
PBob and PEve denote the BER of Bob and Eve 
after secure decoding, respectively. In the exper-
iment, a family of (n, m) linear security codes [7] 
constructed by BCH code and Hamming code is 
employed in our security system, where n is the 
block length, and m is the number of secret infor-
mation bits. The simulation results verify that the 
effectiveness of the proposed model approaches 
Eq. 2.

FIGURE 1. Massive MIMO beamforming with security code for secure communication.
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TABLE 1. The performance with NT = 8, NR = 2, and NE = 2.

SNR –1 dB 0 dB 1 dB

BER after MB
Pr( ŝ) = 0.0734  
Pr(~s ) = 1.194 10–4

Pr( ŝ) = 0.0509  
Pr(~s ) = 1.958  10–5

Pr( ŝ) = 0.048  
Pr(~s ) = 2.763  10–6

Security codes (255, 56) (511, 9) (2047, 22)

BER after  
SC decoding

PEve = 0.4603  
PBob < 7.9  10–3

PEve = 0.4795  
PBob < 4.8  10–3

PEve = 0.4753  
PBob < 2.8  10–3

Authorized licensed use limited to: University of Electronic Science and Tech of China. Downloaded on April 25,2022 at 03:15:03 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Network • September/October 2019 129

The proposed model forms a well-integrated 
security solution that efficiently secures confiden-
tial data, such as paid video and high-definition 
live broadcast. The network’s communication 
and computation overhead can be fully reduced. 
However, the performance of the proposed 
model operating in actual channel environments 
deserves further investigation, because the inter-
ference, channel estimation errors, and pilot 
contamination can all pose as performance lim-
iting factors. Moreover, most works on current 
MIMO physical-layer security [3–8] conclude 
that the secrecy rate can be achieved by secure 
code schemes with infinite block length [8]. In 
practice, long secure codes [7] are needed to 
approach the secrecy rate. However, for 5G low 
latency requirements, the achievable secrecy per-
formance with short length code [7] can be very 
low and a more effective design should be inves-
tigated. The widely discussed artificial noise (AN) 
[2, 9, 10] can be utilized in Alice’s transmit signal 
to decrease Eve’s receive SNR. However, it may 
interfere other nearby users, which should be fur-
ther addressed.

Cooperative Secure Communication Strategies in  
Mobile Networks

The widely discussed physical layer cooperative 
secure communication [9] offers huge benefits 
for 5G ultra-high density and multi-tier network 
security, especially for mobile terminals and IoT 
nodes. Consider a downlink communication sce-
nario as shown in Fig. 2. Alice is the macro base 
station intending to send secure information to 
Bob, in the presence of a possible eavesdropper 
Eve in the same macro cell. Assume in the pico 
cell, the access point (AP) Charlie has plenty of 
resources to act as a cooperator that assists Alice 
to enhance secure communication from Alice to 
Bob, while providing service to its own intended 
users in this cell. In 5G ultra dense multi-tier net-
works, the nearby BS, APs in the femto cell and 
even D2D [2] devices can act as cooperators. 
Proper cooperative communication strategies 
with lower complexity and power consumption 
[9] should be investigated well under 5G complex 
network structures. Moreover, because nodes are 
deployed in various locations, which may suffer 
from diverse channel propagation impairments, 
the physical layer secrecy performance [9–14] 
should be evaluated under more practical wireless 
propagation environments, for example, by com-
prehensively taking into consideration the impact 
of large scale path loss, shadow fading and small 
scale channel fading of different users and coop-
erators. 

Furthermore, most existing works only study 
the physical layer secrecy performance under 
static scenarios. However, in highly mobile 5G 
networks with dynamic nodes, for example, con-
nected cars, cellular users walking on the street 
or riding by a bus, the physical layer secrecy per-
formance under mobility is not well investigated. 
Most physical layer strategies are based on TDD, 
which needs CSI estimation (or CSI feedback 
from the terminal). For high mobility 5G networks, 
such as vehicular networks, the channel of the 
mobile nodes may change dramatically during 
the estimate/feedback delay, which brings seri-
ous challenges for secrecy performance analysis 

and protocol design. Thus, cooperative physical 
layer secrecy performance, relay strategies and 
power allocation should be carefully investigated 
for practical dynamic wireless networks.

Self-Adaptive Mobile User Secrecy with  
Dynamic Channel Prediction

Physical layer secure communication can provide 
enhanced and lightweight security schemes at the 
expense of transmission rate degradation. There-
fore, it is worth investigating when and where 
physical layer security is suitable in 5G systems. By 
combining channel prediction with QoS (Quality 
of Service), a self-adaptive decision can be made.

We address physical layer secrecy adaptation 
as follows. As a sender, Alice adapts channel 
prediction to a rapidly changing channel. Some 
intelligent learning algorithms [10, 15] such as 
artificial neural network (ANN) can be used to 
predict channel coefficients well within several 
coherence time periods. For example, mobile user 
Bob is assumed to move around in the cell at time 
t0 and feeds enough CSI and related information 
(e.g., speed, locations) back to Alice. Then Alice 
can track and predict Bob’s channel by an ANN 
within a time interval Dt. Utilizing the previously 
estimated channels as the training samples, the 
k-th channel can be tracked by using the pre-
vious k – 1estimated channel gains, as Hb(tk) = 
f(Hb(t1, t2, …, tk–1)), where f means the multi-lay-
er BP neural network. Similarly, the (k + 1)th 
channel is predicted by the k channels before as 
Hb(tk+1) = f(Hb(t2, t3, …, tk)). Thus for any time 
slot ti > t0, Alice can predict Bob’s future channel 
Hb(ti+1), Hb(ti+1), …, Hb(ti+Dt). Figure 3 compares 
the tracked and real channel at t30 by training 
the channels at timeslots t1, t2, …, t29. Based on 
the predicted channel, Alice can execute various 
kinds of security strategies, for example, to esti-
mate Bob’s secrecy rate RS,i+Dt at the time slot ti+Dt 
and adopt on-off QoS strategies to transmit sig-
nal only when RS,i+Dt ≥ t (t is the desired secre-
cy rate threshold), or adopt some adaptive code 
and modulation schemes. How to combine phys-
ical layer security with artificial intelligence and 
machine learning [10, 15] is highly interesting. 
However, such research is still in its infancy and it 
is worth further investigating.

FIGURE 2. Cooperative secure communication in 5G 
mobile and multi-tier wireless network.
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Cross Layer Design for  
Secure Communication Enhancement

In real world communications, current physi-
cal layer security techniques purely based on 
wireless channel property may not be able 
to guarantee the security with probability 1. 
Hence, current physical layer security can only 
ensure data secrecy from the information the-
ory perspective, but not guarantee that every 
data block is secure. This weakness makes it 
unsuitable to protect information of stronger 
secrecy requirement, such as financial data. In 
practice, a powerful eavesdropper can utilize 
more antennas to get higher receive SNR from 
legitimate partners and the secrecy capacity 
will degrade. Therefore, cross-layer design by 
combining physical-layer security with tradition-
al high layer cryptographic techniques is highly 
desirable. The work in [13] combines DFRFT 
(Discrete Fractional Fourier Transform) with 
stream cipher in a DFRFT modulation system. 
The work in [14] presents a cross-layer design 
by randomly replacing OFDM training symbols 
and inserting dummy data with a pre-shared 
sequence, which can prevent eavesdroppers 
from synchronizing and estimating the chan-
nel. Under the cross-layer secure system, the 
potential attackers have to attack the cipher 
key under noisy signal, which is much more dif-
ficult than that of finding the cipher key under 
error-free signal in the traditional cipher system. 
For a proper cross-layer design, the protocol 
complexity should not increase too much while 
a stronger security enhancement is achieved. 
Therefore, more efficient and lower complexity 
cross-layer secure communication design is a 
promising research direction.

Lightweight Authentication
Cross Layer Authentication

Due to high computation complexity, 4G net-
works adopt EAP/AKA (Extensible Authentica-
tion Protocol Method /Authentication and Key 
Agreement) authentication protocol. In 5G net-
works, cross-layer access authentication combin-
ing with various lower/physical layer schemes 
[5, 8, 10] can both enhance the security of user 
authentication and supplement data packet 
integrity protection. As shown in Fig. 4a, for user 

authentication, Alice and Bob implement upper 
layer authentication first based on the EAP/AKA 
protocol while the physical authentication infor-
mation is checked, which can defend against a 
man-in-the-middle attack. If EAP/AKA authen-
tications succeed, they continue to implement 
physical layer authentication for data packet 
integrity protection. The receiver can compare 
a measured channel response with a prior chan-
nel response to distinguish if the data frames 
are coming from the same authenticated sen-
sor nodes. For example, node Bob needs to 
authenticate the signal coming from a previous-
ly authorized node Alice. Assume the attackers 
in the cell are in different locations from Alice. 
Alice transmits data frames to Bob and Bob con-
sciously estimates channel Hk at k-th frame and 
compares Hk with its previous channel response 
Hk–1 (the interval between Hk and Hk–1 should 
be designed within the channel coherence time). 
If their correlation coefficients are higher than a 
specific threshold, Bob believes the data frames 
are sent from the same transmitter Alice. Other-
wise, Bob can conclude that some of the data 
frames are sent by attackers and discard those 
frames.

Malicious Node Detection
Physical layer properties can also assist in detect-
ing malicious nodes, such as clone and Sybil 
attacks [8]. As shown in Fig. 4b, the normal sensor 
nodes are organized into local clusters, with one 
node acting as the local cluster head. The clone 
attacker can capture a legitimate node and clone 
its security elements to masquerade it in the net-
work at different locations. The clone nodes have 
the same ID, key and other related information as 
the captured node, which causes the traditional 
up-layer authentication to fail. Then those clone 
nodes can conduct many types of attacks, such as 
a man-in-the-middle attack, session hijacking, DoS 
attack, and data modification. However, the node 
in different position has different channel respons-
es, by integrating the node’s physical channel 
response into the protocols, the clone nodes can 
be detected with relatively low complexity. For 
example, the head node of the cluster can period-
ically request all nodes in this cluster for authenti-
cation and record the channel responses and IDs 
feeding back from nodes. If the head node finds 
two different feedback channel responses com-
ing from the same ID, it can find and revoke the 
cloned nodes.

Similarly, physical layer authentication can also 
be adopted to detect Sybil attacks. As shown in 
Fig. 4b, in Sybil attacks, the malicious nodes can 
fabricate a fake node with different IDs in the 
network. The goal of detecting Sybil attacks is 
to validate that each node’s identity is the only 
identity presented by the corresponding physical 
node. On the contrary, these Sybil nodes gener-
ated from the same malicious node are located in 
the same position. The head node of the cluster 
can periodically request all nodes in its cluster for 
authentication and record the channel respons-
es and IDs fed back from those nodes. If two 
or more nodes have different IDs but have very 
“close” channel information, a conclusion can be 
drawn that these nodes are located at the same 
position and the Sybil attack is detected.

FIGURE 3. The ANN channel tracking.
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However, when utilizing the schemes in differ-
ent propagation environments, the specific pro-
tocols and key parameters, for example, decision 
thresholds, should be designed carefully and the 
corresponding challenges should be well investi-
gated. For example, if the cluster-head is captured, 
for example, in cluster 2, the cloned nodes in this 
cluster cannot be detected because the captured 
head node will not declare this attack. Also, the 
captured node in cluster 1 can deploy cloned 
nodes in cluster 2. In addition, how to design the 
protocol that can detect a Sybil and clone attack 
simultaneously is also an interesting topic.

Some intelligent learning algorithms, such as 
generative adversarial networks (GAN) [15], can 
be designed to detect malicious nodes. The dis-
criminator function of GAN can be trained to 
learn the characteristics and distribution of the 
input data. Meanwhile, the generator function 
can be designed to generate false data to confuse 
the discriminator. Therefore, we can train the dis-
criminator function by inputting legitimate nodes’ 
channel information. Meanwhile, when there exist 
malicious nodes, a well-designed generator func-
tion is needed to generate false data to confuse 
the discriminator. By designing the learning pro-
cess carefully, the discriminator function can learn 
to distinguish channel information of legitimate 
nodes from that of a malicious node intelligent-
ly. How to combine the detection of malicious 
nodes with artificial intelligence and machine 
learning [10, 15] is highly interesting. However, 
such research is still in its infancy and it is worth 
further studying.

Physical Layer Key Generation for  
5G mmWave Massive MIMO

For some specific circumstances, physical layer 
key generation mechanisms do not require 
expensive computation but can offer key gener-

ation at high rates. Therefore, they are expected 
to work well for certain 5G network scenarios, 
such as D2D and IoT networks [2, 6]. A typical 
physical layer secret key generation technique 
includes the following processes, such as mutu-
al channel probing, reconciliation, and priva-
cy amplifications [4]. For a 5G massive MIMO 
system with a large number of antennas, the 
key generation rate is expected to be signifi-
cantly increased with the increase of the num-
ber of antennas. Thus, to utilize physical layer 
key generation with 5G new techniques, such 
as massive MIMO and mmWave communica-
tions systems, is attractive. Figure 5a depicts the 
massive MIMO mmWave key generation sce-
narios. Assume BS Alice with multi-antennas Nt 
attempting to share a key with mmWave device 
Bob. Since millimeter antenna size is very small, 
it is possible that terminal Bob is integrated with 
a large number of antennas Nr. For traditional 
physical layer key generation in typical TDD 
systems, based on the channel reciprocity, Alice 
and Bob perform mutual channel probing with-
in a very short time interval to estimate channel 
matrix HA and HB, respectively. However, phys-
ical layer key generation in mmWave massive 
MIMO communications faces many challenges, 
although for a massive MIMO system with a 
large number of antennas, the key generation 
rate is expected to be significantly increased 
with the increase of the number of antennas. 
However, as dimensions of the channel matrix 
grow large, channel estimation becomes partic-
ularly challenging at the mutual channel prob-
ing stages [4]. 

The virtual channel representation [12] char-
acterizes the mmWave massive MIMO chan-
nel which can be written as H = Ur ~HUt

H, where 
Ur and Ut are dimension of Nr   Nr and Nt 
  Nt unitary discrete Fourier transform (DFT) 
matrices, respectively. The matrix  ~H denotes 

FIGURE 4. The physical layer authentication for 5G: a) the cross-layer authentication; b) malicious node 
detection.
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the virtual channel matrix, whose entries cap-
ture the gains of the corresponding paths. For a 
mmWave massive MIMO virtual channel, as the 
numbers of antennas Nt and Nr increase, the 
virtual channel becomes more and more sparse. 
It can be seen that it contains L non-zero peaks 
corresponding to L sparse paths. Figure 5b 
shows a mmWave virtual channel with Nt = Nr 
=128 and L = 5. For uniform scattering propaga-
tion environments, the positions of L impulses 
in  ~H are verified to be uniform, thus this unique 
property can be considered as a potential ran-
dom source to generate the secret keys. How-
ever, the virtual channel’s correlation property 
should be investigated in order to evaluate its 
performance when a possible attacker Eve is 
located very close to Alice or Bob.

As for real world applications, there are 
more challenges we should consider. First, the 
mmWave channel coherence time will be sig-
nificantly small (inversely proportional to the 
carrier frequency), which introduces challenges 
when ensuring reciprocity of the mutual channel 
probing process. The 5G full-duplex technology 
can be integrated with millimeter-wave commu-
nications to achieve high channel reciprocity. 
Second, the security strength of the proposed 
key generation scheme under particular attack 
should be investigated thoroughly, because an 
advanced attacker with full-duplex capability 
can jam and eavesdrop at the same time. Also, 
the research on 5G multi-user key generation is 
largely open. When considering key distribution 
for multi-user in real network applications, the 
end-to-end security key strength, energy con-
sumption, and delay on each link may be differ-
ent, and thus the flexible control protocol design 

and security performance evaluation are worth 
investigating.

Conclusions
In this article, we have discussed physical layer 
security enhancement mechanisms to fight 
against security threats in 5G wireless networks. 
By integrating physical layer security with 5G 
novel physical layer and up-layer techniques, we 
have developed a novel framework for massive 
MIMO beamforming with security code commu-
nication. We analyze the validities and benefits of 
the proposed framework and discuss self-adaptive 
cooperative security schemes and dynamic chan-
nel prediction for 5G mobile security. The poten-
tial of physical layer assisted authentication and 
malicious node detection for 5G networks are 
also demonstrated. Furthermore, physical layer 
key generation for 5G massive MIMO millimeter 
wave systems is discussed. We expect that this 
article can shed light on the physical layer security 
design for 5G wireless networks.
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