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Abstract—Physical (PHY) layer security approaches for wireless
communications can prevent eavesdropping without upper layer
data encryption. However, they are hampered by wireless channel
conditions: absent feedback, they are typically feasible only when
the source-destination channel is better than the source-eaves-
dropper channel. Node cooperation is a means to overcome
this challenge and improve the performance of secure wireless
communications. This paper addresses secure communications
of one source-destination pair with the help of multiple cooper-
ating relays in the presence of one or more eavesdroppers. Three
cooperative schemes are considered: decode-and-forward (DF),
amplify-and-forward (AF), and cooperative jamming (CJ). For
these schemes, the relays transmit a weighted version of a reen-
coded noise-free message signal (for DF), a received noisy source
signal (for AF), or a common jamming signal (for CJ). Novel
system designs are proposed, consisting of the determination of
relay weights and the allocation of transmit power, that max-
imize the achievable secrecy rate subject to a transmit power
constraint, or, minimize the transmit power subject to a secrecy
rate constraint. For DF in the presence of one eavesdropper,
closed-form optimal solutions are derived for the relay weights.
For other problems, since the optimal relay weights are difficult to
obtain, several criteria are considered leading to suboptimal but
simple solutions, i.e., the complete nulling of the message signals
at all eavesdroppers (for DF and AF), or the complete nulling of
jamming signal at the destination (for CJ). Based on the designed
relay weights, for DF in the presence of multiple eavesdroppers,
and for CJ in the presence of one eavesdropper, the optimal power
allocation is obtained in closed-form; in all other cases the optimal
power allocation is obtained via iterative algorithms. Numerical
evaluation of the obtained secrecy rate and transmit power results
show that the proposed design can significantly improve the
performance of secure wireless communications.

Index Terms—Cooperation, distributed wireless systems, phys-
ical layer security, relaying, secrecy rate.
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I. INTRODUCTION

D UE to the broadcast nature of wireless channels, the
issues of privacy and security have taken on an in-

creasingly important role in wireless networks, especially in
military and homeland security applications. The purpose of
secure communications is to enable the legitimate destination
to successfully obtain source information, while the eavesdrop-
pers (wire-tappers) are not able to interpret this information.
Physical (PHY) layer security using an information-theoretic
point of view has attracted considerable recent attention in
this context. The basic idea of PHY layer security is to exploit
the physical characteristics of the wireless channel in order to
transmit messages securely. This line of work was pioneered
by Wyner, who introduced the wire-tap channel and established
the possibility of creating perfectly secure communication links
without relying on private (secret) keys [1]. Wyner showed that
when an eavesdropper’s channel is a degraded version of the
main source-destination channel, the source and destination can
exchange perfectly secure messages at a non-zero rate, while
the eavesdropper can learn almost nothing about the messages
from its observations. A rate at which information can be trans-
mitted secretly from the source to its intended destination is
termed an achievable secrecy rate, and the maximal achievable
secrecy rate is named the secrecy capacity. In [2], the secrecy
capacity of the scalar Gaussian wire-tap channel was analyzed.
In [3] Wyner’s approach was generalized to the transmission of
confidential messages over broadcast channels. For the basic
wire-tap channel, suppose that the source input is , and the
channel outputs at the intended destination and eavesdropper
are and , respectively. Then, the secrecy capacity is given
by , where the maximum is taken
over possible input distributions, denotes the mutual
information between and , and is defined simi-
larly. Recently, there have been considerable efforts devoted to
generalizing this result to the wireless fading channel and to
multi-user scenarios (see, e.g., in [4, ch. 6–8] for an overview).

The feasibility of traditional PHY layer security approaches
based on single antenna systems is hampered by channel condi-
tions: absent feedback, if the channel between source and des-
tination is worse than the channel between source and eaves-
dropper, the secrecy rate is typically zero [1], [2]. Some re-
cent work has been proposed to overcome this limitation by
taking advantage of multiple antenna systems, e.g., multiple-
input multiple-output (MIMO) [5]–[9], single-input multiple-
output (SIMO) [10], and multiple-input single-output (MISO)
[11], [12] systems. However, due to cost and size limitations,
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multiple antennas may not be available at network nodes. Under
such scenarios, node cooperation is an effective way to enable
single-antenna nodes to enjoy the benefits of multiple-antenna
systems.

In this paper, we consider a scenario in which a source com-
municates with a destination with the help of multiple relays
in the presence of one or more eavesdroppers. We assume that
each node carries a single omnidirectional antenna, and that
global channel state information (CSI) is available. We study
three cooperative schemes that improve the achievable secrecy
rate, or the total transmit power (preliminary versions of this
work have appeared in [13]–[16]). In particular, we consider de-
code-and-forward (DF), amplify-and-forward (AF) and cooper-
ative jamming (CJ). For DF and AF, in Stage 1, a source broad-
casts its encoded signal to trusted relay nodes. In Stage 2, in DF,
each relay first decodes the message and then re-encodes it and
transmits a weighted version of the re-encoded signal, while in
AF, each relay forwards a weighted version of the noisy signal
that it received in Stage 1. For CJ, while the source transmits the
encoded signal, relays transmit a weighted jamming signal with
the purpose of confounding the eavesdroppers.

In the context of the aforementioned schemes, we propose
novel system designs, i.e., designs of relay weights and allo-
cation of transmit power, that meet the following objectives:
1) maximize the achievable secrecy rate subject to a total
transmit power constraint, or 2) minimize the total transmit
power subject to a secrecy rate constraint. We should note
that codeword design for meeting the achievable secrecy rates
is not considered in this work. To facilitate the analysis, we
first obtain the relay weights for a fixed source power, and
then find the optimal value of the source power. For DF in
the presence of one eavesdropper, we derive the closed-form
optimal solutions for the relay weights. For other problems,
optimal relay weights are difficult to obtain, so we consider
several criteria for suboptimal weight design. More specifically,
assuming that the number of relays is greater than the number
of eavesdroppers, for DF and AF in the presence of multiple
eavesdroppers, the total signal sent from relays is completely
nulled out at the eavesdroppers; for CJ, the total jamming signal
sent from relays is completely nulled out at the destination. The
nulling constraint can be viewed as a null-steering beamformer
in array signal processing. Based on the designed relay weights,
for DF in the presence of multiple eavesdroppers, and for CJ in
the presence of one eavesdropper, the optimal power allocation
is obtained in closed-form. In all other cases the optimal power
allocation is obtained via iterative “hill-climbing” and random
search algorithms. Based on numerical evaluation of the ob-
tained results, we investigate the effectiveness of the proposed
cooperative schemes under various node locations, and show
that cooperation can significantly improve system performance
(i.e., secrecy rate or transmit power) as compared to direct
transmission without cooperation.

This paper is organized as follows. In Section II, the
system model and three cooperative schemes are described. In
Section III, we analyze the achievable secrecy rate of the coop-
erative schemes and formulate the system design problems. In
Section IV, single and multiple eavesdropper cases are investi-

gated for the secrecy rate maximization problem. The transmit
power minimization problem is studied in Section V. Numerical
results are described in Section VI, and conclusions and topics
of interest for future work are discussed in Section VII.

A. Related Work

DF and AF cooperative schemes for improving transmis-
sion rate in the absence of an eavesdropper were studied in
[17]–[21]. Cooperative schemes for improving communica-
tions in the presence of an eavesdropper can be grouped into
three categories. In the first category, a relay plays a dual role,
i.e., it acts as both a helper and an eavesdropper [22], [23]; in
the second one, a relay helps the eavesdropper [24], [25]; in
the third one, a relay or a helper helps the source-destination
transmission. Since our work falls under the third category, we
next describe the corresponding literature in some more details.

In [26], the scenario where multiple users communicate with
a common receiver (i.e., multiple access) in the presence of
an eavesdropper is considered, and the optimal transmit power
allocation policy is chosen to maximize the secrecy sum-rate.
A user that is prevented from transmitting based on the ob-
tained power allocation can help increase the secrecy rate for
other users by transmitting artificial noise to the eavesdropper.
In [27], a four-node system model is considered, (i.e., source,
destination, eavesdropper and relay) in which the relay trans-
mits a noise signal that is independent of the source signals in
order to jam the eavesdropper. The rate-equivocation region is
derived to show gains and applicable scenarios for cooperation
(the equivocation denotes the uncertainty of the eavesdropper
about the source message). A generalization of [26] and [27] is
proposed in [28], in which the helper transmits signals from an-
other source encoder (not necessarily Gaussian noise), and the
helper’s codewords do not have to be decoded by the receiver.
In [29], inner and outer bounds on the rate-equivocation region
are derived for the four-node model for both discrete memory-
less and Gaussian channels. In [30], the secrecy rate of orthog-
onal relay eavesdropper channels is studied. In that scenario,
relay and destination receive the source signals on two orthog-
onal channels, the destination also receives transmissions from
the relay on its channel, and the eavesdropper overhears either
one or both of the orthogonal channels.

Our work in this paper is different from the aforementioned
works in the following aspects: i) The system models are dif-
ferent. Existing work has focused primarily on the case of one
relay and one eavesdropper, while in this work the more general
case of multiple relays and multiple eavesdroppers is consid-
ered and ii) The problems to be addressed are different. Existing
work has focused primarily on the analysis of secrecy rate and
the rate-achieving relaying strategy. In this paper, for each pre-
defined cooperative scheme, we consider system design (relay
weight design and power allocation) for secrecy rate maximiza-
tion subject to a power constraint or power minimization subject
to a secrecy rate constraint, and the obtained results are novel.

B. Notation

We adopt the following notation. Bold uppercase letters de-
note matrices and bold lowercase letters denote column vectors.
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Fig. 1. Illustration of system model.

Conjugate, transpose, and conjugate transpose are represented
by , and respectively; is the identity matrix of
size ; denotes a diagonal matrix with the ele-
ments of the vector along its diagonal; denotes the 2-norm
of the vector ; denotes an all-zero matrix of size ;

denotes the circularly symmetric, complex Gaussian
distribution with mean and variance ; denotes expec-
tation; denotes the base-2 logarithm.

II. SYSTEM MODEL AND COOPERATIVE SCHEMES

We consider a wireless network model consisting of one
source node, trusted relay nodes, one destination node, and

eavesdroppers (see Fig. 1). The eavesdroppers
are passive and the goal is to interpret the source information
without trying to modify it. The source message is uniformly
distributed over the message set , which
is transmitted in channel uses. Here, denotes the source
rate (unit: bits per channel use) and the message has entropy

bits. A stochastic encoder at the source maps each message
to a codeword , where is an input alphabet of

length- . For the purpose of evaluating the achievable secrecy
rate, we assume that the codewords used at the source are
Gaussian inputs. We consider a time division multiple access
system, in which there are time units in each transmission
slot. In a time unit, the average power of an encoded source
symbol is normalized to unity. is the total power budget for
transmitting one source symbol. Thermal noise at any node is
assumed to be zero-mean white complex Gaussian with vari-
ance , i.e., . Each node is equipped with a single
omni-directional antenna and operates in a half-duplex mode.

All channels are assumed to undergo flat fading and are quasi-
static. We denote by the baseband complex channel gain
between the source and the destination, by the channel
vector between the source and the eavesdroppers, by

the channel vector between the source and the
relays, by the channel vector between the relays
and the destination, and by the channel matrix
between the relays and the eavesdroppers. For the case of
one eavesdropper, the vector reduces to a scalar and
the matrix reduces to a vector .

We assume that global CSI is available (a common assump-
tion in the PHY security literature), and even the eavesdrop-
pers’ channels are known. Information on the eavesdroppers’
channels can be obtained in cases in which the eavesdroppers
are active in the network and their transmissions can be moni-
tored [31]. This is applicable particularly in networks combining
multicast and unicast transmissions, in which terminals play

dual roles as legitimate receivers for some signals and eaves-
droppers for others. Note that there have been some recent works
focusing on secrecy rates based on partial CSI or channel statis-
tics (e.g., in [4, ch. 5] and [32]). System design of cooperative
schemes that uses partial CSI or channel statistics will be con-
sidered in future work.

Similarly as in [24], we here assume that the source, destina-
tion and eavesdropper(s) know the existence of the relays who
intend to help the destination, and also know which cooperative
scheme will be used. In other words, encoding schemes at the
source, the cooperative protocol, and decoding methods at the
destination and at eavesdroppers are all public information; only
the source message is confidential.

Next, we describe a benchmark scheme without cooperation
(i.e., direct transmission) and three cooperative schemes (i.e.,
DF, AF and CJ). We should recall at this point that the ideas of
DF and AF schemes were discussed in [17]–[19], and the idea of
CJ can be found, e.g., in [7] and [26]–[28]. However, our system
model and the problems to be addressed are different from those
of existing works.

A. Direct Transmission (DT)

For DT, within a transmission slot, the source transmits its
encoded symbols directly to the destination using all the avail-
able transmit power. Without loss of generality, in the rest of
the paper we focus on a specific symbol occupying a specific
time unit (out of time units) within a transmission slot. The
symbol has unit power, i.e, . Also for notational
convenience, the time index has been omitted.

When transmitting the symbol in a time unit, the received
signal at the destination is given by

(1)

where represents complex Gaussian noise at the destination
(which is assumed to be white over time units) and is the total
transmit power for transmitting one symbol.

The received signals at the eavesdroppers, stacked in vector
, equal

(2)

where is a complex Gaussian vector repre-
senting white noise at the eavesdroppers.

B. Decode-and-Forward

There are two stages in DF. In Stage 1, the source broadcasts
its encoded symbols to its trusted relays using the first trans-
mission slot. When transmitting the symbol , the received sig-
nals at the relays, stacked in vector , equal

(3)

where is the transmit power of the source and
is the noise vector at the relays. Recalling that

is the overall power for transmitting the symbol, it holds that
.

In Stage 2, all the trusted relays that successfully decode the
message, re-encode the message and cooperatively transmit the
re-encoded symbols to the destination, using the second trans-
mission slot. For notational convenience, we here assume that
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all the relays successfully decode the source message. The
case in which not all the relays successfully decode the source
message will be discussed in Section IV-A-2. Specifically, each
relay transmits a weighted version of the re-encoded symbol.
Let the weights of all relays be stacked in vector and
let be the re-encoded symbol at relays. When transmitting the
symbol , the received signal at the destination is

(4)

while at the eavesdroppers, the vector containing the received
signals is

(5)

The transmit power budget for Stage 2 is . The destination
or eavesdroppers can exploit the received signals in both stages
for interpreting the source information.

C. Amplify-and-Forward

Like DF, AF is also a two-stage scheme. Stage 1 is the same
as in the DF scheme, except that the transmit power can be
different. In Stage 2, the trusted relays forward to the des-
tination the signals that they received during Stage 1, using the
second transmission slot. More specifically, each relay transmits
a weighted version of the noisy signal that they received during
Stage 1. Let the transmitted signals of all relays be denoted by
the product , where is the weight vector and is
given by (3). The transmit power budget for Stage 2 is .

The received signal at the destination is

(6)

where .
The received signals at the eavesdroppers, in a vector form,

are

(7)

where .

D. Cooperative Jamming

In CJ, while the source transmits, the relays transmit a
weighted jamming signal that is independent of the source
message, with the purpose of confounding the eavesdropper(s).
In particular, while the source transmits the encoded signal

, the relays transmit a weighted version of a common
jamming signal . The total transmit power budget for trans-
mitting the jamming signal is thus .

The received signal at the destination is

(8)

and the received signals at the eavesdroppers equal

(9)

III. ACHIEVABLE SECRECY RATES OF THE

COOPERATIVE SCHEMES

There have been several works that analyzed the MIMO
wire-tap channels, in which source, destination and eaves-
droppers are equipped with multiple antennas. Certainly, these
results also cover the special case in which some or all nodes
are equipped with one antenna only. In particular, for the case
of one eavesdropper, an achievable secrecy rate is [6], [8], [9]

(10)

where the maximum is taken over possible input covariance
matrices, is the achievable rate of the source-destination
link and is the achievable rate of the source-eavesdropper
link. The achievability of (10) was shown in [11] via the use of
Gaussian inputs. In [6], [8], and [9], it was further shown that
(10) is actually the secrecy capacity. For the case of multiple
eavesdroppers, an achievable secrecy rate is given by [33]

(11)

in which the maximum is again taken over possible input co-
variance matrices, is the achievable rate of the source-desti-
nation link and is the achievable rate of the link between the
source and the th eavesdropper. The achievability of (11) was
shown in [33] by the use of Gaussian inputs. The achievable se-
crecy rate in (11) can be interpreted as a worst-case result, i.e.,
the eavesdropper with the best channel dominates the secrecy
rate. We should mention that the above works considered mem-
oryless MIMO channels, i.e., channels in which the outputs at
time depend only on the inputs at time . Also, for the afore-
mentioned results there is no relay involved in transmissions,
i.e., the source directly transmits messages to the destination.

Our proposed CJ scheme is a one-stage scheme, in which the
source directly transmits messages to the destination and the re-
lays transmit jamming signals at the same time. Thus, assuming
that Gaussian codewords are used at the source input, the achiev-
able secrecy rate of (10) and (11) can be directly applied to
CJ. Also, our proposed two-stage AF scheme is mathematically
equivalent to a 1 2 SIMO system (one-stage), so the achiev-
able secrecy rates of (10) and (11) can be applied to AF as well.
The feasibility of (10) on the AF scheme was also shown in [24].

For the DF scheme, after decoding the source information, the
relays may re-encode the information by using a different code-
word and forward this re-encoded message to the destination.
We should note that the received signal at destination/eaves-
dropper at time depends only on the relays’ transmitted en-
coded signals at time (though a relay’s transmitted signal at
time depends on its received signal before time ). This is usu-
ally referred to as the “memoryless relay channel” in literature
[27], [29]. For convenience, we focus on two specific cases for
which the rates of source-destination and source-eavesdropper
links admit simple closed-form expressions. In the first case, the
relays still use the same codewords as the source, while in the
second case, the relays use different codewords independent of
source codewords. It was shown in [24] that the expression for
the achievable secrecy rate of (10) is valid for the two cases of
DF in the presence of one eavesdropper. Following the proof in
[33] leading to (11), it can be further shown that the expression
of (11) is also valid for the case of multiple eavesdroppers.
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Since global CSI is available, the achievable rate and the total
transmit power of the cooperative schemes are functions of the
relay weights and the source power . Thus, our first design
objective is to determine and in order to maximize the
achievable secrecy rate, , subject to a total transmit
power constraint , i.e.,

(12)

where denotes the total transmit power.
The second design objective is to determine and to min-

imize the total transmit power subject to an achievable secrecy
rate constraint , i.e.,

(13)

Intuitively, to maximize the secrecy rate, we need to deliver
high signal power to the destination, and low signal power to the
eavesdroppers. This is somewhat similar to the idea of transmit
beamforming in array signal processing: in traditional transmit
beamforming, the multi-antenna transmitter intends to maxi-
mize the signal power on a desired direction and suppress/elimi-
nate signals at undesired directions [34]. Therefore, our analysis
is based on a signal processing framework.

IV. DESIGN FOR ACHIEVABLE SECRECY RATE MAXIMIZATION

In this section, we provide a system design that maximizes the
secrecy rate subject to a transmit power constraint

, for the case of one or multiple eavesdroppers. In particular,
the design refers to relay weights and power allocation on source
and relays. We first fix to obtain the weights for secrecy rate
maximization, and then find the optimal value of . As we will
show in Section IV-D, the inequality constraint yields
the same solutions as the equality power constraint .
Thus, for convenience, we next propose a design based on the
equality power constraint .

A. Decode-and-Forward

Recall that we here assume that all the relays successfully
decode the message signal, and the case in which not all the
relay successfully decode the message signal will be discussed
in Section IV-A-2.

For the first case considered in the DF scheme, the relays use
the same codewords as the source, so the DF scheme is mathe-
matically equivalent to a 1 2 SIMO system. Based on (3) and
(4), the rate at the destination is

(14)

where and . It is
well-known that the strategy to achieve the capacity in (14) is
maximal ratio combining (MRC) [35]. Note that
is the received signal-to-noise ratio (SNR) in Stage 1 at the des-
tination, and the scalar factor 1/2 is due to the fact that two time

units are required in two stages. The rate at the eavesdroppers is
obtained in a similar way.

For the second case in DF, the relays use different codewords
independent of the source codewords to transmit the same in-
formation. The rate at the destination is

(15)

It can be shown that the analyses for the above two cases are
similar. Thus, in the rest of the paper, we focus on the analysis
for the first case only. The analysis for the second case can be
conducted in a similar fashion.

1) Relay Weight Optimization:
• One eavesdropper: We here discuss the simple scenario

of one eavesdropper (for the case in which the relays use
the same codewords as the source). From (3) and (5), the
rate at the eavesdropper is

(16)

where and . From
(14) and (16), the achievable secrecy rate in (10) can be
written as

(17)

where and are functions of .
The problem of maximizing the achievable secrecy rate
for a fixed source power can be formulated as

(18)

Substituting the constraint into the objective function in
(18), the optimization problem of (18) can be rewritten as

(19)

where

(20)

and

(21)

The problem in (19) is a generalized eigenvector problem.
The maximal value of (18) corresponds to the maximal
eigenvalue of the matrix , and the corresponding
eigenvector is the optimal weight vector [36]. Therefore,
the optimal weight is where is the unit-
norm eigenvector of the matrix corresponding
to its largest eigenvalue.

• Multiple eavesdroppers: From (11), the achievable se-
crecy rate in the presence of multiple eavesdroppers is re-
lated to the rates at all eavesdroppers . Deter-
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mining the weights for the problem of secrecy rate maxi-
mization might be difficult. In the following, we consider a
relatively easier problem, that maximizes a lower bound of
the secrecy rate in (11) and leads to a simple closed-form
solution.
Let us introduce an additional constraint to completely null
out signals at all eavesdroppers in Stage 2, i.e.,

. Note that the condition is needed here. In
case of , we cannot null out signals at all eaves-
droppers; appropriate system design for the case of
would be an interesting future research direction. For ex-
ample, we may replace the nulling constraint with a con-
straint that the received power at eavesdroppers does not
exceed a predefined threshold.
By nulling the signals at eavesdroppers, the Shannon ca-
pacity to the eavesdroppers in Stage 2 becomes zero, so the
secrecy rate could be enhanced. Nulling signals at unde-
sired nodes is sometimes referred to as null-steering beam-
forming in array signal processing [37], or zero-forcing
in MIMO broadcast channels [38]. On the other hand, if
the relays transmit signals without careful weight design, a
positive secrecy rate may not be achieved when the relay-
destination channels are worse than the relay-eavesdropper
channels.
Under this nulling constraint the achievable secrecy rate to
be maximized is

(22)

where and denotes the
th element of the vector . It can be easily seen that the

secrecy rate in (22) under both the power constraint and the
additional constraint cannot be greater
than the secrecy rate in (11) under the power constraint
only.
The optimization problem of maximizing the achievable
secrecy rate in (22) can be formulated as

(23)

As noted above, the problem in (23) is referred to as the
null-steering beamformer in the array signal processing lit-
erature, and its optimal solution is given by [37]

(24)

where is the orthog-
onal projection matrix onto the subspace spanned by the
columns of .

2) Selection of Source Power: A relay can correctly decode
the source message if the rate at the relay (in Stage 1) is no less

than the rate at the destination. Let us first consider the case of
multiple eavesdroppers in which the weights are designed by
(24). For the th relay, it holds that

(25)

where and
represents the th element of the vector . The above in-
equality further yields

(26)

When the source-relay channel is better than the source-destina-
tion channel (i.e., ), the minimal source power
required to enable successful decoding at the th relay is .

We first determine the optimal number of relays. Without loss
of generality, let us sort the relays such that

. Assuming that the first relays1

are used, we compute the achievable secrecy rate based on the
designed weights and the minimal power . Then, we can
find the value of that yields the maximal achievable secrecy
rate, i.e., . It can be shown that the sign of the

derivative of does not change with . Considering that
, the optimal value of is thus .

For the case of one eavesdropper, the secrecy rate is not an
elementary function of since the largest eigenvalue of the
matrix depends on . It is in general difficult to ob-
tain a closed-form solution for the optimal . In the following
we use a “hill-climbing” algorithm to iteratively reach the so-
lution for . Step 0) Choose an initial value of , e.g., the
solution of for the case of multiple eavesdroppers. Compute
the corresponding unit-norm weight vector based on
the solution of the problem of (19). Step 1) Fix , and com-
pute the corresponding and secrecy rate. It can be shown that
an inequality similar to (26) needs to be satisfied, and a similar
procedure leading to the solution for the case of multiple eaves-
droppers can be used to compute under a fixed . Update

if the computed yields a higher secrecy rate. Step 2) Fix
, and compute by using the solution for the problem in

(19). Update if the computed yields higher secrecy rate.
Step 3) Repeat steps 1)–2) until the secrecy rate cannot be im-
proved further, or a predefined number of iterations has been
reached.

In our numerical experiments, the iterative algorithm always
converges to a globally optimal solution under the initial value
suggested above. In theory, however, the iterative algorithm
might lead to a local optimum. In that case, the random search
algorithm that will be presented in Section IV-B-2 could be
used to overcome this problem.

1� � � corresponds to the case of direct transmission and � � � .
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B. Amplify-and-Forward

The AF scheme is equivalent to a 1 2 SIMO system. Let us
define the matrices and

. From (3) and (6), the rate at the destination is

(27)

1) Relay Weight Optimization:
• One eavesdropper: In case of one eavesdropper, the ma-

trix in (7) becomes a vector, which we denote by .
Let us define the matrices and

. The rate at the eavesdropper is

(28)

The secrecy rate is

(29)

One can show that the transmit power of Stage
2 is where

. The optimiza-
tion problem of the secrecy rate maximization can be
readily formulated as

(30)

where , ,
and . Note that and

are diagonal. The objective function in (30) is a product
of two correlated generalized eigenvector problems, and
this problem is thus in general a difficult one. To simplify
the analysis, in the following we derive the (suboptimal)
weights that maximize the upper and lower bounds of the
objective function in (30) instead.
Note that the maximum and minimum of
correspond to the maximal eigenvalue and the min-
imal eigenvalue of the matrix , respectively
[36]. As the matrix is diagonal, we can readily show
that

(31)
and

(32)
Then, the objective function in (30) is lower and upper
bounded as

(33)

Finally, the weight vector that maximizes the lower or
upper bound in (33) is where is the unit-norm
eigenvector of the matrix corresponding to its
largest eigenvalue, and is a scalar chosen to satisfy the
power constraint, and equals

(34)

Remark: The above suboptimal solution works well in the
case of . The possible scenarios include i) the
channel amplitudes between the eavesdropper and relays are
approximately the same as those between the destination and
relays, i.e., for ; ii) the
signal power at the relay is much greater than the signal power
at the destination, i.e., and

for . In these
cases, the bounds in (33) are tight and the above solution that
maximizes the bounds of the secrecy rate is near-optimal. For
other cases, the above suboptimal solution may not perform well
and the solution proposed in the following could be used instead.

• Multiple eavesdroppers: For multiple eavesdroppers, we
propose to completely null out signals at all eavesdroppers
in Stage 2 (similarly as in the DF scheme). To null the
signals at all eavesdroppers, we need and
also the condition .
The problem of secrecy rate maximization can then be for-
mulated as

(35)

Let us define the matrix to contain the orthogonal vec-
tors that form the basis of the null space of , i.e., the
right singular vectors corresponding to zero singular values
of . To satisfy the first constraint in (35), should be
a linear combination of the basis of the null space of ,
i.e., , where is a column vector. Then, the opti-
mization problem in (35) is equivalent to

(36)

which is also a generalized eigenvector problem.
The solution of (36) is then where

is the unit-norm eigenvector of the matrix
corresponding to

its largest eigenvalue. Finally, the solution of (35) is
where

(37)

2) Selection of Source Power: The secrecy rate based on the
designed weights is in general not a simple function of , and a
closed-form expression for the optimal is difficult to obtain.

For the case of multiple eavesdroppers, an iterative algorithm
similar to that in Section IV-A-2 can be used to reach the solu-
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tion. In the step of computing under a fixed weight vector,
the secrecy rate can be written as

(38)

where and are coefficients independent of . Taking the
derivative of and setting it to zero, the optimal value of

is the solution within of the quadratic equation

(39)
In case no solution for (39) exists within , which
corresponds to the case of direct transmission.

For the case of one eavesdropper, we can use the solution for
multiple eavesdroppers as the initial value and use a conven-
tional local random search algorithm [39] to improve it. The pro-
cedure is summarized as follows. Step 0) Initialize the algorithm
by setting an initial value of , e.g., the solution for the case
of multiple eavesdroppers. Step 1) In the th iteration, generate
a random perturbation (e.g., a zero-mean Gaussian random
variable). Update the power , if the secrecy
rate under is greater than the secrecy rate under

. Otherwise, keep the same power, i.e., .
Step 2) Repeat Step 1) until a predefined number of iterations is
reached or the secrecy rate cannot be improved further.

C. Cooperative Jamming

From (8), the rate at the destination is

(40)

1) Relay Weight Optimization:
• One eavesdropper: From (9) the rate at the eavesdropper

is

(41)

From (40) and (41), the secrecy rate is

(42)

which is a product of two correlated generalized eigen-
vector problems and in general is quite difficult. To sim-
plify the analysis, we will add one more constraint to com-
pletely null out the jamming signal at the destination, i.e.,

.
Then, the problem of secrecy rate maximization can be
formulated as

(43)

which is of the same form as (23). Based on (24), it can be
readily shown that the solution of (43) is given by

(44)

where the scalar is given by

(45)

Notice that a similar problem was discussed in [7], while
a different scenario was considered in [7], i.e., the relay-
eavesdropper channel is unavailable.

• Multiple eavesdroppers: We still propose to completely
null the jamming signal at the destination, i.e., .
Then, the secrecy rate becomes

(46)

where denotes the th column of the matrix
.

The problem of achievable secrecy rate maximization can
be formulated as

(47)

A closed-form solution of the max-min problem in (47) is
in general difficult to obtain. A suboptimal solution can
be chosen as the one that yields the highest secrecy rate
among the following solutions: use (44) to find the
solutions in the presence of the th eavesdropper only,
for , respectively (i.e., assume one single
eavesdropper and ignore the other eavesdroppers).
The local random search algorithm (as mentioned in
Section IV-B-2) could be used to further improve the
corresponding weights.

2) Selection of Source Power: For the cases of one eaves-
dropper, it can be shown that the secrecy rate is of the following
form:

(48)

Thus, the optimal value of is the solution within of
the quadratic equation

(49)

In case no solution exists within , it holds that .
For the case of multiple eavesdroppers, an iterative algorithm

similar to that in Section IV-A-2 can be used to reach the solu-
tion. When computing under a fixed unit-norm weight vector,
the secrecy rate is of the same form as in (49).

D. Inequality Constraint

Thus far our focus is on optimization problems subject
to equality constraints. In the following, we show that the
inequality constraint, i.e., the total transmit power is no greater
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than , is actually equivalent to the equality constraint in term
of the resulting solutions.

Let us first consider the DF scheme in which the relays use
the same codewords as the source. We first consider the case
of multiple eavesdroppers which is easier to deal with. From
(24), it is easy to see that the secrecy rate is a monotonically
increasing function of the transmit power . Thus, the equality
power constraint is equivalent to the inequality constraint.

For the case of one eavesdropper we discuss two cases and
prove by contradiction that inequality and equality constraints
are equivalent. Let us assume that is the optimal power
of the source in Stage 1, is the optimal power of
relays in Stage 2, and is the corresponding weight vector.
Case 1) . Here, it holds that . Recalling

that , we can always find a scalar
such that the higher power in Stage 2,
(corresponding to the weight vector ), yields
higher secrecy rate, because one can easily show that

(50)

where is given by (17). This contradicts our as-
sumption on the optimality of .

Case 2) . Here, it holds that . We can
always find a scalar such that the higher
transmit power in Stage 1, , yields a
higher secrecy rate. This contradicts our assumption
on the optimality of .

Therefore, the equality and inequality constraints are equiva-
lent for DF.

A similar procedure can be used to show that the inequality
constraint is equivalent to the equality constraint in AF as well.
We can also prove the same for CJ: if for CJ the equality and
inequality constraints were not equivalent, the optimal weights
could be scaled up to satisfy the constraint with equality, thereby
increasing the secrecy rate and contradicting the optimality.

V. DESIGN FOR TRANSMIT POWER MINIMIZATION

In this section, we consider the objective of designing the
system for the cooperative schemes to minimize the total
transmit power for an achievable secrecy rate con-
straint . Again, we first fix the source power , obtain the
weight vector to minimize the total power of relays, and then
find the optimal value of . As will be seen, a higher transmit
power always yields a higher achievable secrecy rate, so the
equality and inequality secrecy rate constraints are equivalent.

A. Decode-and-Forward

1) Relay Weight Optimization:
• One eavesdropper: For one eavesdropper, the optimiza-

tion problem of minimizing the transmit power in Stage 2
can be formulated as

(51)

Then, (51) can be further rewritten as

(52)

where

(53)

and

(54)

Note that if is chosen such that but is
negative (positive) definite, then the optimization problem
in (52) will be infeasible, and the transmit power in Stage 2
is zero. A similar optimization problem was analyzed in
[40]. Without loss of generality, let us first assume that

and is positive definite. By using the method of
Lagrange multipliers, we obtain

(55)

where is the Lagrange multiplier. One can see that the op-
timal weights should be chosen as one of the eigenvectors
of the matrix and is the corresponding eigenvalue.
Multiplying both sides of (55) with yields

(56)

Then, minimizing is equivalent to minimizing , so
corresponds to the largest eigenvalue of , and thus

should be the largest eigenvector of . Finally, the so-
lution of (51) is given by where is the unit-norm
eigenvector corresponding to the largest eigenvalue of
and the scalar here is

(57)

Similarly, if and is negative definite, the solution
would correspond to the unit-norm eigenvector associated
with the smallest eigenvalue of .

• Multiple eavesdroppers: Recall that for multiple eaves-
droppers we propose to completely null out signals at all
eavesdroppers in Stage 2. The optimization problem of
transmit power minimization can be formulated as

(58)

where .
In the above, without loss of generality we have assumed
that is a positive real number. This is because the
transmit power remains the same when the weight vector
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is rotated by an arbitrary phase. In case that ,
the transmit power in Stage 2 is zero.
Defining the matrix and
the vector , we can rewrite the
constraints in (58) as . To guarantee a
non-zero solution for , the condition is needed.
The optimal solution that minimizes the transmit power
corresponds to the least-squares solution produced by the
pseudo-inverse of [41], i.e.,

(59)

2) Selection of Source Power: Recall that the th relay can
correctly decode the source message if the rate at the th relay
is no less than the rate at the destination. Let us first consider
the case of multiple eavesdroppers in which the weights are de-
signed by (59). For the th relay, it holds that

(60)

The above inequality further yields

(61)

If , the minimum source power to enable successful
decoding at the th relay is ; otherwise, there does not exist
a feasible solution to satisfy the secrecy rate requirement .

Without loss of generality, let us sort the relays such that
. Assuming that the first

relays are used, we compute the total transmit power
based on the designed weights. Then, we can

find the value of that yields the minimal total transmit power,
i.e., . Also, it is easy to show that the total

transmit power is a linear function of , so the sign of the
derivative of does not change with . Considering that

, the optimal value of is thus .
For the case of one eavesdropper, an iterative algorithm sim-

ilar to that described in Section IV-A-2 can be used to reach the
solution of .

B. Amplify-and-Forward

• One eavesdropper: As discussed in Section IV-B-1, here
we consider the case of which yields a tight
upper/lower bound on the secrecy rate. The problem of
minimizing the transmit power in Stage 2 can be formu-
lated as

(62)

Defining , the optimization problem in (62)
is equivalent to

(63)

• Multiple eavesdroppers: The problem of minimizing the
transmit power in Stage 2 can be formulated as

(64)

Recall that denotes the matrix containing all of the right
singular vectors corresponding to zero singular values of

, and should be , where is a column
vector. Defining , it holds that

, and the optimization problem in (64) is
equivalent to

(65)

Notice that (63) and (65) are of the same form as (52), so they
can be solved based on the method presented in Section V-A-1.
The total transmit power depends on ,
but is not an elementary function of . A closed-form expres-
sion for optimal is in general difficult to find, so this quantity
could be determined by the local random search algorithm as in
Section IV-B-2.

C. Cooperative Jamming

We first fix , and find the weights that minimize transmit
power of the jamming signal. Then, we find the value of that
minimizes the overall transmit power.

• One eavesdropper: The problem of minimizing the
transmit power of the jamming signal can be formulated as

(66)

The problem in (66) is of the same form as (58). Based on
(59), the solution of (66) is given by

(67)

where

(68)



DONG et al.: IMPROVING WIRELESS PHY LAYER SECURITY VIA COOPERATING RELAYS 1885

• Multiple eavesdroppers: The problem of minimizing the
transmit power of the jamming signal is

(69)

Similarly as in Section IV-C-1, a suboptimal solution can
be chosen as the one that yields the smallest power among
the following solutions: find the solutions in the pres-
ence of the th single eavesdropper only, for ,
respectively. Then, the random search algorithm could be
used to further improve this suboptimal solution.

Now we discuss the selection of source power . Similarly as
in Section IV-C-2, for the case of one eavesdropper, the total
transmit power can be represented as a
function of :

(70)

Then, the optimal value of is obtained by solving a quadratic
equation of the same form as (49). For the case of mul-
tiple eavesdroppers, an iterative algorithm similar to that in
Section IV-A-2 can be used to reach the solution of .

VI. NUMERICAL RESULTS

In this section, we investigate the performance of the pro-
posed design algorithms numerically. For simplicity, we con-
sider a simple one-dimensional system model, as illustrated in
Fig. 2, in which the source, relays, destination and eavesdrop-
pers are placed along a horizontal line. The source-relay dis-
tances are always smaller than the source-destination distance
or the source-eavesdropper distance. To highlight the effects of
distances, channels between any two nodes are modeled by a
simple line-of-sight channel model including the path loss effect
and a random phase. For example, where
is the distance between the source and the destination,
is the path loss exponent, is the random phase uniformly dis-
tributed within . The distances between relays are as-
sumed to be much smaller than the distances between relays and
source/destination, so the path losses between different relays
and source/destination are approximately the same. Similarly,
the path losses between different eavesdroppers and source/des-
tination/relay are approximately the same as well. The source
and destination are located at fixed two-dimensional coordinates
(0,0) and (50,0), respectively (unit: meters). The noise power is

60 dBm. We perform Monte Carlo experiments con-
sisting of 1000 independent trials to obtain the average results.

We first fix the relay location at (25, 0) (i.e., the middle point
of source and destination), and move the position of eavesdrop-
pers from (30,0) to (90,0). The achievable secrecy rate is shown
Fig. 3 in which the total transmit power constraint is fixed at

0 dBm. The number of relays is and the number
of eavesdroppers is . As expected, the secrecy rate for DT
becomes zero when the destination is at a farther position (to the
source) than the eavesdroppers. As observed, when the eaves-
droppers move away from the source, the secrecy rate increases

Fig. 2. Model used for numerical experiments.

Fig. 3. Secrecy rate versus source-eavesdropper distance. The power constraint
is� � ����. The position of eavesdroppers varies from (30,0) to (90,0). The
relay location is fixed at (25,0). The number of relays is � � �. The number
of eavesdroppers is � � �.

for DF and AF, since the received signal power at the eaves-
droppers decreases. Also, one can see that DF does not neces-
sarily perform better than AF, since the optimal source power
could be different for DF and AF. For CJ, it is interesting to see
that the secrecy rate at first decreases, then increases, and even-
tually becomes equal to the secrecy rate of DT. The decrease
of secrecy rate is because more jamming power is needed for
creating larger interference and less power is available for the
source to transmit the message signal, when the eavesdroppers
move away from the relays. However, when the eavesdroppers
are very far from the relays and also the source, we should spend
most of the power on transmitting the message signal. In this
situation it is not worthy spending a large amount of power on
transmitting the jamming signal, since the received power of the
message signal at the eavesdropper is always small (regardless
of jamming) due to the large path loss. This explains why the
secrecy rate could increase. Since DT is a special case of CJ for

, the performance of CJ is no worse than that of DT.
In Fig. 4, we fix the eavesdropper location at (60, 0), and move

the position of the relays from (5,0) to (45,0). All other param-
eters are the same as those used in Fig. 3. As expected, the se-
crecy rate of DT is independent of the relay location. When the
relays move away from the source, the secrecy rate for DF or AF
first increases and then decreases, and there is an optimal relay
location somewhere between source and destination. When the
relays are close to the source, DF performs better than AF; oth-
erwise, AF performs better. The secrecy rate of CJ, on the other
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Fig. 4. Secrecy rate versus source-relay distance. The power constraint is� �

� ���. The position of relays varies from (5,0) to (45,0). The eavesdropper
location is fixed at (60,0). The number of relays is � � �. The number of
eavesdroppers is � � �.

Fig. 5. Secrecy rate versus number of relays. The power constraint is � �

0 dBm. The relay location is fixed at (25,0). The eavesdropper location is fixed
at (40,0). The number of eavesdropper is � � �.

hand, monotonically increases as the relays move close to the
eavesdroppers, since the received jamming power at eavesdrop-
pers is higher for a smaller relay-eavesdropper distance.

Figs. 5 shows the secrecy rate for different numbers of relays.
The relay location is fixed at (25,0), the eavesdropper location
is fixed at (40,0), and the number of eavesdroppers is .
Increasing the number of relays improves the secrecy rate. The
curve for DT is not shown, as the destination is at a farther po-
sition than the eavesdropper and the secrecy rate is always zero.
Fig. 6 shows the secrecy rate performance for different numbers
of eavesdroppers. As expected, the secrecy rate becomes smaller
as the number of eavesdroppers increases.

Fig. 7 shows the performance of transmit power for different
source-eavesdropper distances, in which the secrecy rate con-
straint is fixed at 1 bits/s/Hz and the relay location is

Fig. 6. Secrecy rate versus number of eavesdroppers. The power constraint is
� � 0 dBm. The relay location is fixed at (25,0). The eavesdropper location
is fixed at (40,0). The number of relays is � � ��.

Fig. 7. Transmit power versus source-eavesdropper distance. The secrecy rate
constraint is � � � 	
�����
�. The position of eavesdroppers varies from
(30,0) to (90,0). The relay location is fixed at (25,0). The number of relays is
� � ��. The number of eavesdroppers is � � �.

fixed at (25,0). The number of relays is . The number
of eavesdroppers is . The curve for DT is shown only for
the feasible ranges. For DF, when the source-eavesdropper dis-
tance is small, the condition in (61) may not be satisfied, so the
curve is not drawn for such situations. Fig. 8 shows the transmit
power versus source-relay distances, in which the eavesdropper
location is fixed at (60,0). For DT in this configuration, the re-
quired secrecy rate cannot be achieved no matter how large the
transmit power is, so the curve for DT is not drawn. The curves
in Figs. 7 and 8 exhibit similar characteristics to Figs. 3 and 4,
therefore detailed discussions are omitted.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we have proposed to use cooperating relays to
improve the performance of secure wireless communications
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Fig. 8. Transmit power versus source-relay distance. The secrecy rate con-
straint is� � � ���������. The position of relays varies from (5,0) to (45,0).
The eavesdropper location is fixed at (60,0). The number of relays is � � �	.
The number of eavesdroppers is � � 
.

in the presence of one or more eavesdroppers. Three cooper-
ative schemes have been considered: decode-and-forward, am-
plify-and-forward and cooperative jamming. We have consid-
ered two practical design problems, i.e., allocate transmit power
at source and relays and determine the relay weights, to max-
imize the achievable secrecy rate subject to a transmit power
constraint, or minimize the total transmit power subject to a se-
crecy rate constraint. We have proposed designs for one and
more eavesdroppers. We have shown via analyses and numer-
ical evaluations that cooperation can overcome the traditional
limitation on channel conditions and significantly improve the
system performance, as compared to direct transmission without
cooperation.

Areas that warrant further research include performance
degradation in the presence of imperfect channel estimates, and
optimization based on partial channel knowledge only, e.g.,
only statistical information about the eavesdropper’s channels
is available, or each relay knows its own channel only. In those
cases, other metrics such as ergodic secrecy rate, or outage
probability could be employed. Also, design under alternative
network scenarios would be of interest, such as scenarios
where there is only one relay equipped with multiple antennas,
or there is a single eavesdropper equipped with multiple an-
tennas. These cases do not constitute a trivial extension of the
work in this paper, as the optimization problems involved are
significantly different. Moreover, recall that for the DF and
AF schemes in the case of multiple eavesdroppers we have
assumed that the number of relays is greater than the number
of eavesdroppers, so that the relays’ transmitted signals can be
nulled at all eavesdroppers. Further study is needed for the case
in which the number of relays is no greater than the number of
eavesdroppers.
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