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or technology. New investments are function-oriented: as
long as there is no advanced function that the user needs –
even if a new technology emerges –, they will not buy new
assets, nor will vendors and operators invest in it. The idea
of industrial Campus Networks and 5G itself appeared years
ago, but now we have reached the point where each group
has the motivation and the technical background to
implement these types of networks cost-effectively. Taking
advantage of these changes, there will be much more
communication and feedback between participants in
Industry 4.0.
In the case of industrial Campus Networks, we can identify
the groups of contributors.
The first stakeholders are the Vendors – suppliers who
manufacture the devices directly to the factory or for the
MNOs. Examples include Ericsson, Cisco, Nokia, Huawei
and so on. They need continuous technological innovations
because otherwise, they would not have enough revenue
from operation only. Their goal is constant innovation and
constant generational change. For them, 5G becomes a
”matter of existence”. In the case of vendors, the issue of
greenfield or replacement investment also arises. In the case
of a greenfield investment, a new industrial competitor jumps
into the development of the latest technology much more
efficiently because this is the only way for them. Start-ups
would not be able to compete with the prominent vendors in
the existing markets anyway. It is easier for a new
competitor to start investing in new technology as they do
not have any existing infrastructure or network from which
they would expect any Return of Investment (ROI). On the
other hand, existing prominent vendors find it harder to
invest in new technologies too early because they do not
want to cannibalize their existing solutions. However, over
time, they will have to, as potential competitors’ pressure
continues to grow. If they do not start investing in new
technologies and succeed, they will definitely lose their
market position in the future.
The second significant group is the Telecommunication
Service Providers (TSP) or MNOs. With the rise of 2G, telco
companies had not yet reached the customer limit; there was
still a great potential user market that had not been
exploited. With 3G, they were still able to grow in terms of
revenue, due to the spread of the internet, and the spread of
multimedia content. However, the market for 4G has not
evolved and grown. Despite that, operators were forced to
invest in it to avoid the reduction of their market share.
However, they could not significantly increase their user
base. It was just a matter of protecting existing markets and
retaining revenue at 4G. For MNOs, sales may be stagnant at
the moment, but the margin is melting, which results in
downsizing and austerity – thus, they definitely need to find
a new market. The greenfield and replacement investment
phenomena mentioned at the vendors are also notable here.
Finally, in the case of industrial customers, there is a
competitive situation. Industrial players can only produce
cost-effectively and efficiently if they find a long term
network solution that satisfies their needs.
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IV. FACTORS INFLUENCING THE PRICING AND DESIGNING
INDUSTRIAL CAMPUS NETWORKS

A. Network scaling
Telco equipment suppliers are interested in creating a kind
of oligopoly market for the MNOs. They often use a flexible
interpretation of standards and apply proprietary solutions
and protocols. Operators can design and build a network
infrastructure more efficiently with a single-supplier solution,
where spare parts management, troubleshooting and backup
logistics are also much simpler. However, at the same time,
vendors can abuse their monopoly position, which can result
in price inflexibility and dependence. A multi-vendor
environment makes operators less dependent, forces suppliers
to compete on price, but in most cases raises interoperability
issues and requires a more well-trained team of
professionals. As a consequence, a continually increasing
product portfolio will be available to the enterprise sector,
where they can use separate, private mobile network
solutions. Separation may also cover the exclusive use of the
radio transmission medium or – similarly to edge-computing
– the Core network can be located at the industrial site [26].
The benefits can come from the availability of dedicated
resources such as pre-determined bandwidth, reduced
latency, higher availability, and complete isolation of
sensitive information even from the Telco operator.
Of course, such complex solutions cannot be designed,
deployed, and operated without MNO’s nearly 30 years of
experience. The introduction of new features, implementation
of software upgrades, possible troubleshooting, or capacity
expansion cannot be solved without the know-how of MNOs.
NPN or Campus Network solution is offered to business
customers with higher service level requirements than what
is possible on the public access cellular network service. As
the operator cannot provide personalized service quality on
public mobile data networks, there is no guaranteed
bandwidth and availability. With NPN solutions, dedicated
radio resources, customizable availability, and bandwidth can
be provided to business customers for specific user groups at
a given geographical location, according to the required
services. The operator offers a solution that is separated from
the regular Public network service according to the particular
business needs using dedicated and redundant network
elements to ensure the highest possible availability. It is only
possible to access the customer’s own internal Local Area
Network (LAN) or even access the customer’s private
cloud-based data centers either via an Internet Virtual Private
Network (VPN) or via leased line.
In response to different customer needs, several different
NPN solutions can be defined, primarily in terms of the
order of magnitude of the required customer terminal
equipment and bandwidth. Besides, different architectures
determine availability, the degree of on-site redundancy, the
number of connection points between the operator and the
customer, the number of hardware components that must be
installed at the customer’s site, and influence the technical
solution and so on.
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B. Pricing parameters
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µO receive a long-term dedicated frequency band from the
state, but for a limited area. This way, new types of
customers who take advantage of their use-cases will be able
to connect directly to the µOs, eliminating the MNOs from
the process. As this is an unknown area for all key players,
the regulatory state has not defined any other frequency
usage criteria. µOs are experienced typically in generating
new ideas and Industry 4.0 use-cases for MNOs. This new
type of operation/connection is also unique for the µOs and
for the Industry 4.0 use-case customers. They have neither
3GPP-based
network
development
nor
operational
experience. The operation of a 3GPP based cellular network
can be a challenging task. Therefore MNOs cannot be
eliminated entirely from the Industry 4.0 ecosystem. Even if
the µO can provide dedicated frequency and some
off-the-shelf NPN solution to the customer, MNOs still have
the advantage that they can offer much more flexible NPN
solutions customized to the customer unique needs. µOs
opportunities will be limited by the manufacturer of their
off-the-shelf NPN solution. Furthermore, in some countries,
µOs cannot buy frequency directly nor from the MNO as
national authorities can limit frequency purchase and usage
conditions. For instance, in Hungary, these kinds of µO
activities are not possible with the current regulation
environment; only the big MNOs can buy frequencies. To
increase complexity, the network-slicing feature that emerges
with the development and integration of 5G standards will
allow the MNOs to sell a time or frequency slice to a µO in
the network, or vice versa, to offer a slice used by a µO to
the MNOs. This will allow further transactions between each
other and can threaten the existing relations among the MNO
market.
V. B USINESS DEVELOPEMENT FOR 5G
A. Defining the potential customers and network types
In Table II, different types of networks are presented,
differentiated by architectural and Service Level Agreement
(SLA) features. The four different types of network solutions
are not created arbitrarily; they are determined based on the
customer needs, our system integrator observations, and TSP
experience. However, to understand each type of network
and service feature, we still need to specify a few concepts,
as the significant part of our target audience has more of the
business approach. In explaining these concepts, we try to
provide simple comprehensibility and an interpretation that is
relevant in the present situation, rather than an entirely
correct and standardized technological explanation.
Firstly SLA agreement is required, which is a commitment
between a service provider and a client. Particular aspects of
the service – Quality of Service (QoS), availability,
responsibilities – are agreed between the TSP and the service
user. The QoS is the description or measurement of the
overall performance of a service or network. Perhaps one of
the most crucial QoS features is that certain types of
network traffic can be prioritized over other network traffic
types. On public networks, voice traffic is treated that way.
This feature will be vital in industrial cases, where industrial
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partners want to prioritize the network traffic of certain types
of machines over the others. Still, there are several additional
QoS parameters, such as delay, coverage, bandwidth, etc.
Another critical concept is network availability, which
defines the amount of time period – in percentage – when
the network is fully operational. It is a crucial parameter for
industrial scenarios. By network control, we mean resource
management and customization, network separation from the
public network, network security management, and
dependency on the public network, and the TSP.
The four network types can be interpreted quickly based on
the previously overviewed concepts. In the Type I network, the
network still completely depends on the TSP and the public
network. There are very limited customization options, but
a private Access Point Name (APN) can be provided to the
customer. A private APN can be used to create a logically
independent network for the client’s devices and users. In this
case, unique authentication mechanisms and arbitrary firewall
rules can be applied. A typical scenario is the private network
of banks, where only authenticated users can connect to the
network, such as bank employees, ATMs, store terminals.
Network Type II provides a dedicated radio resource in
the form of radio repeaters in addition to the logical network
separation. This can be useful in cases where the particular
customer does not need a special QoS or high data rate, but
the radio conditions are not satisfying in the given
geographical area.
Network Type III provides some dedicated RAN and Core
services, which means the network still depends on the
public network, but it offers a high level of control and QoS
customization. It can be suitable for private office networks.
The main advantage here is the RAN and Core separation
from the public network, thus the network parameters can be
fully customizable, and a different SLA can be designed.
Finally, network Type IV is entirely independent of the
public network. It is able to operate without any problems in
case of failure or degradation of certain public network
services. It offers full QoS customization and complete
control of the network services. For industrial applications
and factory sites, such networks will be deployed where very
low latency, high bandwidth, dedicated resources will be
crucial. A minor disadvantage is that there is no standard
agreed-upon 5G stand-alone NPN according to 3GPP yet,
and even the solutions of large mobile network vendors are
not uniform.
The presented four options are similar to the NPN
deployment scenarios of [5], primarily Type II and IV, but it
is not equivalent to these cases. [5] examines the topic from
the MNO point of view where the NPN RAN can be shared
with the public network RAN or the whole network
completely isolated. However, there are use-cases where
complete network isolation is not possible or would be too
expensive, but in contrast, simple RAN sharing would not
provide the QoS requirements of the customer. Therefore, as
we suggest, there are several use-cases where extended RAN
solution would be the optimal choice, which means
additional radio equipment e.g., Radio Dot, or Distributed
Antenna System besides the public network’s RAN. Our
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TABLE II
C AMPUS NETWORK MAIN TYPES OF SOLUTIONS
Network architecture
Type I

Type II

Potential customer use cases

Main features

Requiring advanced user management

Private APN

and logically separated network with

No QoS customization

possible closed network connection

Very limited control

Sites with poor radio coverage, or

Extended RAN

Some resources as on public network

special use-cases requiring

Partial QoS customization

except the advanced radio coverage but

more bandwidth, redundancy or less latency

Limited control

it can not be considered as dedicated resources

Dedicated RAN +
Type III

Advanced user management

Shared Core services

and advanced radio coverage

High QoS customization
High level of control

Industrial use-cases with
Type IV

strict SLA requirements
low-latency, high availability

Completely dependent on public network
SLA can be similar to the public network’s SLA

Still depends on public network
Extra resources and features can be used
on the dedicated radio interface

Stand-alone network,
Dedicated RAN + Core services
Full QoS customization

Standardization is still in progress

Full control

network differentiation does not specify all options.
Individual cases may vary according to individual customer
needs, as they can be expanded with certain services or even
simplified. An additional aspect of network design can be
the degree of redundancy, which is typically determined by
the particular SLA. Similar features are network monitoring
and support by the TSP, which also affects the network
design and implementation. Currently, there are no real
guarantees for the network services in contractual form for
public networks. In the case of corporate networks, there are
more strict guarantees and penalties, but mostly it only
covers data consumption. In the future, this will change
drastically for Campus Networks, where additional
parameters, such as latency, throughput, jitter, and other key
features will be included in SLAs.
B. Infrastructural investment
The range of potential customers can be divided into three
groups from an infrastructure point of view, which
significantly determines the possible development guidelines.
In the case of a greenfield investment, the industrial
customer has not yet implemented the production processes.
They have the opportunity to adapt them to meet the
expectations of the desired industrial network. Unfortunately,
in some cases, the industrial customer is unwilling to adapt
its production workflows to the needs of the industrial
network or is more expensive to redesign the workflows
rather than the telecommunication network. In most cases,
the TSP has to design the network according to their
concepts and workflow. If there is no other way, and the TSP
can not implement the appropriate telecommunication
network for the workflow, then the industrial customer is
willing to adapt. Still, the role of adaptation is usually the
task of the TSP.
Another essential feature of greenfield investments is that
all assets are bought at the same time. At that time – at the
beginning of the investment – the industrial players react
differently to the expenses of the telecommunication
network. It is much easier for companies to spend more
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Capex than later when services are already in operation, and
the infrastructure is ready. The telecommunication network is
a relatively small expenditure, in contrast to other elements
of industrial investment. When the installation is already
done and the network is not fulfilling the requirements, the
rebuild of the network or the replacement of certain elements
could lead to a substantial expenditure compared to the
initial situation. It can significantly affect the ROI, one of the
most fundamental performance measures (also Key
Performance Indicator) of an investment.
When there is some existing network solutions already
built, most of the time, the industrial player does not want to
replace their network infrastructure, as the costs of
construction are high and have not yet returned. Therefore,
the customer is more inclined to complementary solutions
than to replace the entire network. This is a significant
difference between TSPs and green-field investments. Thus,
it is necessary to adapt to the needs of the existing network
architecture and equipment. In general, these additional
installments represent a significantly more substantial
investment than if the same telecommunications network
were to be implemented as a green-field investment. The
TSP can not offer and install the optimal, cheapest, and most
efficient implementation due to the existing network
dependencies. Furthermore, it is not possible to finish these
network installations quickly, as in many cases, production
processes can not be interrupted at any time. There will be
predefined time windows for these kinds of tasks.
Finally, there are cases where the industrial player has an
existing network solution, but it is obsolete and needs to be
replaced. So it can now be considered as an almost green-field
investment in terms of the telecommunications network. But
it differs from a green-field investment as it can be considered
what might be worth keeping and using from the previous
network infrastructure.
C. Business and technological risks
When planning a new investment, in addition to revenue,
it is worth paying attention to the risks that threaten income.
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These can be natural disasters or unforeseen events such as
war, rebellion, or the fall of governments or pandemics.
These events are usually associated with a risk when a
network or service failure is not caused by the TSP nor by
the equipment. In such cases, the TSP can not influence the
events, and they are also a passive endurer. It is necessary to
consider the dependencies of a new service and network, and
those activities that can make the industrial network
vulnerable.
1) Service failure or degradation: As none of the
networks operate without errors and service degradation, it is
worth considering the various external and internal risks
when determining the price of the service during business
negotiation and planning. The given service must be
examined from the following aspects:
• What is the size of the system and what type of services it
provides. Further, the expected damage in case of failure
must be examined;
• What type of alternative solutions can be provided in case
of failures? Is it enough to offer some modest-quality
solution, a fully redundant option, or nothing at all?
From these two concepts above, it is possible to calculate the
amount of damage in the event of a certain period of network
failure.
2) The importance of redundancy and backup solutions:
The cost of built-in backup systems is always extremely high,
and hopefully, it will never be in use. Also, the clear return of
its investment is quite unlikely. On the other hand, installing
a backup system is still recommended in the case of critical
services. If human life depends directly on the system, it is
absolutely obligatory to design a backup system, to minimize
the possible damage. However, this raises several additional
questions, which are sometimes philosophical:
• What happens if the machine loses communication with
the server? Does it have a default program/state to return
to? Or does it execute the last instruction?
• How does the machine/executable program notice the
incorrect instruction? Simple counter, logic, or security
algorithms can be used, but how do we detect an
instruction that the controller issues incorrectly? There
may be an instruction that the controller knows about
and will be harmful to either a human or to another
unit.
• If a robot does not receive instructions for a given time,
how to react? Does the executing robot need a
self-defense function, i.e., do you notice that it executes
the same command indefinitely and has gone into an
infinite loop? Does the robot need a self-stop or
self-defense function then?
• Should a machine have an emergency mode where
self-defense limits can be overridden? Will the
executing device know whether the execution of the
operation will significantly reduce its own life cycle, or
even in reaching its operating limit, should the machine
execute this instruction?
These questions are quite crucial as in the first phase of
Industry 4.0 mixed environment will be typical. It means that

SEPTEMBER 2020 •

VOLUME XII

• NUMBER 3

Business opportunities and evaluation of
non-public 5G cellular networks – a survey

machines and the human workforce will be operating in the
same industrial area, where machines can not threaten
human life in any circumstances. Another simple example is
automated driving, which includes road accident liability as
one of the most fundamental aspects of technological
integration.
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VI. C ONCLUSION
In this paper, after a brief historical overview, we
summarized existing studies on the business effects of 5G. In
addition to the short technology analysis, our focus has
shifted mainly to changes in Industry 4.0 business
opportunities. We identified the major players involved in
Industry 4.0 and presented their function and possible future
role in Section III. An important finding is that, with the
arrival of 5G, µOperator and industrial manufacturers will
also have a crucial role in the mobile network ecosystem. On
the other hand, MNO will enter the industry as an operator
expanding their market. We highlighted the advantages and
drawbacks of a green-field investment in terms of business
development and presented what factors and parameters need
to be considered during the pricing of Campus Networks,
including the key players of trading frequencies for NPN.
Four different types of network solutions are distinguished,
focusing on the key features, potential customer use-cases,
and limitations of these networks. The main contribution of
Section IV is not an architectural definition of the different
NPN deployments, rather, we are highlighting these network
options, limitations and motivations; moreover, the paper
presents some typical use-cases for every scenario. Finally,
we analyzed the business and technological risks of
industrial 5G networks, presented research questions and
concepts, and mentioned some ethical issues.
This paper analyzed the state of 5G NPN, primarily the
business opportunities and key players was presented, while
from the technical side only high-level evaluation was
performed. In the future, we prefer to make further
examinations in both domains. From a business point of
view, MNOs and µOs benefits would be examined, including
the business motivations of cloud solutions, frequency
allocation issues, network slicing potentials and
energy-efficient networks. Furthermore, it would be
interesting to describe how these new features change the
network architecture of MNOs, highlighting the main effects
on the Core and Radio elements from the business- and also
the technical-side.
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