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DeepMal: Deep Convolutional and Recurrent
Neural Networks for Malware Classification
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Abstract—Malware classification tasks have traditionally been
solved using hand-crafted features obtained through heuristic
processes by experts and machine learning methods. It requires
much more domain knowledge of malware domain and feature
design. To address this problem, we proposed DeepMal, an automatic malware classification based on deep hybrid convolutional
and recurrent neural network over raw assembly code inputs. In
particular, DeepMal models complicated relationships between
executable code blocks of malware disassembly, which perform
individual functionalities, therefore perform efficiently mapping
the inputs and predicted outputs. In each code block, it also
captures temporal information about assembly instructions that
are fundamental for discovering malware functionalities. Using
a dataset of 3000 malicious and 3000 benign executables, we
achieved the F1 score of 0.98.
Index Terms—IEEE, IEEEtran, journal, LATEX, paper, template.

I. I NTRODUCTION
Malicious software or malware is any software that causes
harm to a user, computer, or network. Currently, millions of
malicious programs exist in the wild, and more are encountered every day. In the second quarter of 2015 alone, a Spanish
security firm observed an average of 230,000 malware samples
created each day [39]. Another security firm put this figure
closer to one million [33]. The primary reason behind this
phenomenon is that these new types of malware were mainly
variants of previously developed malware. Malware authors
tend to employ various evasion techniques on these variants
to thwart detection by signature-based security systems, which
are based on hand crafted rules constructed by analysts.
They create new variants of existing malware that can bypass
Antivirus vendors. To keep pace with the variety of malware
emerging without manually writing detection rules by various
machine learning approaches (e.g. [1], [2], [3], [5], [17], [28],
[29], [34], [38], [39], [41], [44], [46], [47], [49], [50], [55],
[61]). In particular, Machine learning algorithms like Association Rule, Support Vector Machine, Decision Tree, Random
Forest, Naive Bayes and Clustering have been proposed for
detecting unseen malware samples. These approaches rely
on hand-drafted features such as portable executable (PE)
headers, strings, byte sequences in [49], n-gram of byte
sequences [28], function call graphs [29], and function length
frequency [55] to automatically differentiate malware from
benign executable.
Although machine learning is a very successful technology,
it is limited in its ability to process natural data, for example
raw hexadecimal bytes. For decades, constructing machinelearning systems have required careful engineering and considerable domain expertise to design a feature extractor that

transformed the raw data into a suitable internal representation
or feature vector from which the learning subsystem, often a
classifier, could detect or classify patterns in the input. Humans
do not know what feature representations are best for a given
task. As a result, we might want to automatically find and
represent optimal features and handle indirect relationships
between features and goals. In other words, we tackle program
representation problem.
Representation learning is a set of methods that allows a
machine to be fed with raw data and to automatically discover
the representations needed for detection or classification.In
particular, deep learning methods ([31]) are making major
advances in solving this problem, as they contain neural networks that take advantage of non-linear information processing
in various layers for feature extraction and classification. The
network is organized hierarchically, with each layer processing
the outputs of the previous layer. The key aspect of deep
learning is that these layers of features are not designed by
human engineers. Rather they are learned from data using a
general-purpose learning procedure. As a result, deep learning
techniques have recently outperformed many conventional
methods in image recognition ([16], [30], [53], [56]) and
natural language processing ([8], [12], [52]).
Convolutional neural networks (ConvNets or CNNs) ([32],
[33]) are essential tools for deep learning. They are designed
as feature extractors for spatial features while RNNs are an
essential tool for learning sequences. CNN can be used to learn
spatial features while RNN is an essential tool for learning
sequences. By stacking several convolutional operators into
a network, we can create a hierarchy of progressively more
abstract features. Such models are able to learn multiple layers
of feature hierarchies automatically or perform representation
learning. On the other hand, recurrent neural networks (RNNs)
([15], [24]) are such neural networks for modeling the dependencies in time sequences. They are inherently deep in time
and able to retain all past inputs. As such, the network can
discover correlations between input data at different states of
the sequence.
Particularly, there are two important reasons for incorporating CNNs and RNNs into malware detection. First, when
treating the disassembly of an executable (malicious or benign)
as a kind of raw signal at a character level we can stack
several convolutional operators to create a hierarchy of more
abstract features based on their spatial structure. Second, if
considering the disassembly as code blocks or sequences, we
can utilize RNNs to identify spatial dependencies, thereby
improving detection accuracy.
Applying deep learning to malware detection at first in-
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volves selecting raw features that the model can interact
with. Example features such as header, tags, bytecode, API
calls ([25]), and control flow graphs ([40]) are not close to
raw forms of an executable. Using raw features is not only
useful for deep learning processing, but also hard to obfuscate.
Instead, we choose to represent an executable as sequences of
code blocks. Each block has individual functionalities.
Our proposed method consists of the following steps in a
supervised training phase. First, given an executable (benign
or malicious), we disassemble it into sequences of assembly
codes by using a recursive traversal disassembly algorithm
and control flow analysis. Next, these sequences are fed into
several CNN layers which pick out invariant features of an
one-dimensional spatial structure. Then, the output of the
CNN layer is fed through the RNN layers to reduce temporal
variation. Finally, the output of the last RNN layer is input into
the fully connected DNN layers, which transform the features
into a space that allows the output to be classified as benign
or malicious.
The contributions of this paper are as follows:
• We present DeepMal: a deep learning framework composed of convolutional and recurrent layers, capable of
automatically learning feature representation and modeling temporal dependencies between their activations.
• We show that the system works directly on raw assembly
data with minimal preprocessing overhead, thereby making it particularly general and minimizing engineering
bias.
• We show that the proposed architecture outperforms
the state-of-the-art alternative malware detection domains
including n-gram and API call frequency approaches.
The rest of this paper is organized into several major
sections. In Section V, we present relevant neural network
layers that made up our model. In Section VI, we explain
our motivation in applying deep neural networks, as well as
the particular specifications we chose to use in each network
layer. We give the results of our empirical evaluation and
comparisons in Section VIII. In Section IX, we describe some
related work in the areas of malware classification and neural
networks. In Section X, we draw our conclusion.
II. R EDUCING DATA P REPROCESSING
We disassemble the file and analyze assembly code instructions that make up the program. Examining the instructions
requires more specialized knowledge, we therefore propose
splitting an instruction into characters. For example, the instruction ”mov eax, ebx” is spitted into three characters ’m’,
’o’ and ’v’, ’a’, ’b’, ’x’. This implication of engineering
could be crucial for a single system can work for different
instruction set, since characters always constitute a necessary
construct regardless of whether segmentation into words is
possible. Working on only characters also has the advantage
that the feature set is fixed even though our aim to capture both
mnemonic and arguments of an instruction. Most approaches
in this field always remove arguments of instructions or
normalizing them, and capture only information of mnemonic.
As a result, their approach is not sufficient for characterizing
malware behavior as ours.
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III. AUTOMATE F EATURE E NGINEERING
In this section, we address the problem of representing
feature by designing an multi layer model that are able to yield
conceptual abstractions by each layer in a hierarchical way.
Working with high dimension input data as malicious code
results in a large feature space. Researchers always reduce
the number of input dimension and smoothen out some nonconvexity through space. We therefore provides a technique
for reduction of input space dimension, retaining important
features to be learned automatically. Specifically, each network layer in convolutional neural networks (CNN) acts as a
detection filter for the presence of specific features or pattern
in the original data. In addition to capture spatial features
in input data, we tend to exploit relationship between these
features or temporal features. Instead of representing them
as a linear vector of individual and not correlated features,
we add each feature to a cell state. Each cell state is able to
connect previous information to the present task, such as using
previous instruction might inform the understanding of the
present instruction. For example, the recent instruction ”push
ebp, esp” (stores the previous base pointer (ebp)) suggests that
the next instruction is probably the instruction ”mov ebp, esp”
(set the base pointer as it was the top of the stack). The two
instructions are know as prolog assembly function. Clarifying
relationship between instructions is crucial. The dependency
between instruction can be represented as a graph but it is
expensive. To fully capture the relationship of instructions
in the entire binary, we design two recurrent operations, one
which operates from the beginning of the binary to the end,
and another which operates in the other direction.
IV. O PTIMIZING MODEL HYPERPARAMETER
Hyperparameter optimization helps choosing a set of optimal hyperparameters. Current approaches always ignore optimizing hyperparameter of machine learning algorithms. To
get best hyperparameters for model, we apply Grid search
technique.
We try experimenting with various hyper parameters to get
the best ones. In particular, for selecting the number of epochs
that we need to run, we try with a small number of epoch and
increase the epoch if the performance is getting better. In case
the performance is not increasing, we stop the increment.
A. Optimizing Batch size and Number of Epochs
We will evaluate a suite of different mini batch sizes from
10 to 100 in steps of 10. From Table I we can see that the
TABLE I
E XPERIMENTS WITH A VARIETY NUMBER OF EPOCHS
Number of epochs
F-measure

10
0.9813

20
0.9816

30
0.9866

40
0.9813

accuracy is increasing until stop point number 40.
B. Optimizing Batch size and Number of hidden layers
We will evaluate a suite of different number of layers from 1
to 6 . Table II shows that with only 1 hidden layer we achieved
the best performance.
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TABLE II
E XPERIMENTS WITH A VARIETY NUMBER OF HIDDEN LAYERS
Number of hidden layers
F-measure

1
0.9813

2
0.98

3
0.9783

4
0.5192

C. Tuning the optimization algorithm
We tune the optimization algorithm used to train the network, each with default parameters. A list of optimizers incude
: SGD, RMSprop, Gdagrad, Adadelta, Adam, Adamax, Nadam
TABLE III
E XPERIMENTS WITH A VARIETY NUMBER OF O PTIMIZERS
Optimizer
F-measure

Adam
0.9813

Adadelta
0.66

SGD
0.8961

RMSprop
0.9701

Adamax
0.9799

Among many optimizations, Adam achieved the best performance as shown in Table III
D. Tuning Network Weight Initialization
A list of network weight initialization methods consist of :
Uniform, lecun uniform, normal, zero, glorot normal, glorot
uniform, he normal, he uniform.
TABLE IV
E XPERIMENTS WITH A VARIETY NUMBER OF INITIALIZATION METHODS
Initialization method
F-measure

he uniform
0.9793

glorot uniform
0.9746

glorot normal
0.9813

Table IV shows that the Glorot normal initialization method
performs the best.
E. Tuning the Neuron activation function
A list of activations: softmax, softplus, softsign, relu, tanh,
sigmoid, hard sigmoid, linear
F. Tuning Dropout Regularization
We will try dropout percentages between 0.0 and 0.9 and
maxnorm weight constraint values between 0 and 1.
TABLE V
E XPERIMENTS WITH A VARIETY NUMBER OF DROPOUT VALUES
Dropout value
Validation Fmeasure

0
0.9694

0.25
0.9813

0.5
0.9810

0.75
0.9745

1
0.9713

From Table V we choose dropout value of 0.5.
G. Tuning the number of training samples
We try increasing the number of training samples and
monitor the change of the model’s behavior.
As shown in Table VI we can see that performance of the
system can improve as more samples have been adding.
V. B UILDING N EURAL N ETWORK L AYERS
In this part, we provide background for four types of layers
in a neural network that will be used later to construct a single
network for malware classification.

A. Embedding Layer
Neural networks process their inputs by multiplying them
with weight parameters, which only makes sense when the
input values represent intensities. We convert each code block
in an executable disassembly of a malware to a concatenated
form of one-hot vectors. The one-hot vector of the i-th symbol
in a vocabulary is simply a binary vector whose elements are
all zeros except for the i-th element which is set to one. In our
case, each assembly code block is a sequence of T one-hot
vectors (x1 , x2 , ..., xT ).
The embedding layer maps each of the one hot vectors
into a d-dimensional continuous vector space Rd . This can
be achieved by merely multiplying the one-hot vector starting
from the left with a weight matrix W ∈ Rd×|V | , where |V | is
the number of unique symbols in a vocabulary:
et = W xt
After the embedding layer, the input sequence of one-hot
vectors becomes a sequence of dense, real valued vectors
(e1 , e2 , ..., eT ) with the precise representation learned during
the training of the neural network.
B. Convolutional Layer (CNN)
A CNN with a single layer extracts features from the input
signal through a convolution operation of the signal with a set
of d0 filters (or kernels) of receptive filed size r. In the context
of CNN, a kernel or filter is capable of filtering input data and
removing outliers, or acting as a feature detector. It is defined
to respond maximally to specific temporal sequences with the
timespan of the kernel. On the other hand, the activation θ of
a unit represents the result of the convolution of the kernel
with the input signal. By computing the activation of a unit
on different regions of the same input (using a convolutional
operation), it is possible to detect patterns captured by the
kernels, regardless of where the pattern occurs. Formally, given
0
r, where F ∈ Rd ×r is applied to the input sequence, a typical
sequence is calculated by:
ft = θ(F [et−(r/2)+1 ; ...; et ; ...; et+(r/2) ])
, where θ is a nonlinear activation function such as the hyperbolic tangent function tanh or rectifier linear unit (ReLu)
([37]). However, ReLu can train six times faster than tanh
to reach the same training error ([37]) and has the following
formulation:
(
0
if x < 0
RELU (x) =
−(n + 1)/2
if x >= 0
The activation function is applied to every time step of
the input sequence, which generates a sequence F =
(f1 , f2 , ..., fT ). For each convolutional layer, we also insert
a global max-pooling layer. In this way, the sequence F is
max-pooled with a max pooling layer of size r0 :
ft0 = max(f(t−1)×r0 +1 , ..., ft×r0 )
, where max function is applied for each item of the vectors,
which result in the below sequence:
F 0 = (f10 , f20 , ..., fT0 /r0 )
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TABLE VI
E XPERIMENTS WITH A VARIETY NUMBER OF TRAINING SAMPLES
Number of training sample
Validation Fmeasure

100
0.8875

500
0.9378

Additional layers of convolution and max-pooling make the
neural network ‘deeper’ and enable the model to extract
abstract features.
C. Recurrent Layer (RNN)
A recurrent layer maps sequences to sequences using a
recursive function f which takes one input vector and the
previous hidden state as inputs, and outputs the new hidden
state:
ht = f (xt , ht−1 )
, where xt ∈ Rd is one time step from the input sequence
0
x1 , x2 , ..., xT . h0 ∈ Rd is the weight matrix. This naive
recursive function, however, is known to suffer from the
problem of vanishing gradient ([6], [21]).
In research literature, it is more common to use a complicated function which learns to control the flow of information
for preventing the vanishing gradient and allows the recurrent
layer to more easily capture long-term dependencies. Long
short-term memory (LSTM) unit from ([22], [18]) and Gated
Recurrent Unit (GRU) ([10]) are representative examples. The
LSTM unit typically consists of four child-units: input, output,
forget gates and a candidate memory cell. They are formalized
by:
it = σ(Wi xt + Ui ht−1 )
ft = σ(Wf xt + Uf ht−1 )
ot = σ(Wo xt + Uo ht−1 )

1000
0.9566

2000
0.9683

3000
0.9759

4000
0.9786

4800
0.9813

Unlike LSTM, there exists no separate memory state ct from
the hidden state. The network exposes the entire hidden state
at each time step ht as follows:
ht = f

ht−1 + (1 − f )

i

D. Classification Layer
The final layer of connections in the netwok is a fullyconnected layer. That is, this layer connects every neuron
form the previous layer to each one of the 2 outputs. More
specifically, given a fixed-dimensional input from the previous
layer, the classification layer essentially transforms it, followed
by a sigmoid activation function. The output of a sigmoid
neuron with inputs x1 , x2 , ..., weights w1 , w2 , ..., and bias b
is:
1 + exp(−

1
P

j

wj xj − b)

This classification layer takes a fixed-dimensional vector as
input, while the recurrent layer or convolutional layer returns
a variable-length sequence of vectors which is determined by
the input sequence. This can be addressed by either simply
max-pooling the vectors ([26]) over the time dimension (for
both convolutional and recurrent layers), taking the last hidden
state (for recurrent layers) or taking the last hidden states
of forward and reverse recurrent networks (for bidirectional
recurrent layers).

c̃t = tanh(Wc xt + Uc ht−1 )
Based on the above formulas, the LSTM unit first computes
the memory cell as:
ct = it

c̃t + ft

ct−1

and then computes the output, or activation as:
ht = ot

tanh(ct )

The sequence from the recurrent layer is then defined as:
(h1 , h2 , ..., hT ),
where T is the length of the input sequence to the layer.
GRU is a slightly more dramatic variation on the LSTM.
While sharing the same goals of avoiding the long-range
dependency problems that have plagued RNN, it combines the
forget and input gates into a single update gate. It also merges
the cell state and hidden state. The GRU model is therefore
simpler than the standard LSTM model:
ct = tanh(Wc xt + Uc ht−1 )
it = tanh(Wi xt + Ui (ct
ft = σ(Wf xt + Uf ht−1 )

ht−1 )

E. Bidirectional Recurrent Layer
A bidirectional recurrent layer comes into play when there
is an imbalance in the amount of information seen by the
hidden states at different time steps in the recurrent layer. The
previous hidden states only capture a few vectors from the
low layer, while the later ones are mainly computed based
on the lower-layer vectors. This can be easily reduced by
constructing a bidirectional recurrent layer which is composed
of two recurrent layers working in opposite directions. The
composed layer will return two sequences of hidden states
from the forward and reverse recurrent layers, respectively.
The vector formula should thus be adjusted as follows:
hft = H(Wxhf xt + Whf hf hft−1 + bhf )
hbt = H(Wxhb xt + Whb hb hbt−1 + bhb )
, where hf ∈ Rd and hb ∈ Rd denote the output
vector of the forward layer and backward layer, respectively.
Different from former research, the final output in our study
yt = [hft , hbt ] is the concatenation of these parts, which means
yt ∈ R2d .
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TABLE VII
N EURAL NETWORK LAYERS USED IN OUR EXPERIMENTS

Model

CNN-RNN
CNN-BiRNN

Embedding
Layer
ۀܸڿ
݀
41
10

݀Ԣ
ܦ

Convolutional
Layer
ݎ
ݎԢ

5,3,3
2
relu

Recurrent
Layer
݀Ԣ
ܦ

Classification
Layer
݀

300,300,1
relu,relu,sigmoid

VI. H YBRID C HARACTER -L EVEL
C ONVOLUTIONAL -R ECURRENT N ETWORK FOR M ALWARE
D ETECTION

input:

In this section, we propose a hybrid of convolutional and
recurrent networks for character-level malware detection.

This input sequence is turned into a sequence of dense, realvalued vectors:

A. Motivation
One of the main motivations for using a convolutional layer
is that it specializes in learning to extract high level global and
invariant features for local translation. By stacking multiple
convolutional layers to form a full ConvNet architecture, the
network can extract higher-level, abstract (local) translation
invariant features from the input code sequences. In spite of
this advantage, we observed that it usually requires many
layers of convolution to capture long-term dependencies, due
to the locality of the convolution and pooling ([20]) (Section
V-B). This becomes more severe as the length of the input
sequence grows. In the case of character-level modeling, it
is usual for an assembly code block to be a sequence of
hundreds or thousands of characters. Ultimately, this leads to
the need for a very deep network having a large number of
convolutonal layers. In contrast, the recurrent layer presented
in Section V-C is able to capture long-term dependencies
even when there is only a single layer. This is especially
true in the case of the bidirectional recurrent layer (Section
V-E) which allows access to both the past and the future in
making a prediction for the present. In this layer, one operates
from the beginning of the sequence to the end, and another
operates in the order direction. As a result, each hidden state
relates to the hidden states of both the previous and next time
steps covering the whole input sequence. The recurrent layer,
however, has the side effect of complexity. Normally it grows
linearly with respect to the length of the input sequence and
most of the computations need to be done sequentially. This
is in contrast to the convolutional layer where computations
can be efficiently done in parallel.
Based on these observations, we propose a method of
combining the convolutional and recurrent layers into a single
model. This network can capture the long term dependencies
in code sequences of the disassembly more efficiently for the
task of malware detection.
B. Model Description
The proposed model, which we refer to as a convolutionrecurrent network (CRNN), starts with a one-hot sequence

X = (x1 , x2 , ..., xT )

E = (e1 , e2 , ..., eT )
using the embedding layer from Section V-A . We apply
multiple convolutonal layers (Section V-B) to E to obtain a
shorter sequence of feature vectors:
F = (f1 , f2 , ..., fT 0 )
This feature vector is then fed into a bidirectional recurrent
layer (Section V-E), resulting in two sequences:
−
→ −
→
−→
Hft = (h1 , h2 , ..., hT 0 )
←
− ←
−
←−
Hbt = (h1 , h2 , ..., hT 0 )
We take the last hidden states of both directions and
concatenate them to form a fixed-dimensional vector:
−→ ←
−
h = hT 0 ; h1
The vector h is then fed to a fully-connected time distributed
dense layer to constrain the same function for all outputs at
consecutive time steps.
F = T imeDistributed(h)(E)
The second bidirectional recurrent layer decodes h0 to form
the final vector h0 :
−
→ −−−→
−
→
Hf0 t = (h0T , h0T −1 , ..., h01 )
←
− ←
−
←−
Hb0 t = (h01 , h02 , ..., hT 0 )
−
→ ←
−
h0 = h01 ; h0T
Finally, the fixed-dimensional vector h0 is fed into the
classification layer (Section V-D) to compute the predictive
probabilities of the categories being malicious or benign given
the input sequence X.
Figure 1 depicts the high-level overview of training and
evaluating for DeepMal. The top left row provides the steps
required for extracting code blocks from an executable. On the
right, DeepMal accepts a varying length code block sequence
to predict whether the executable is malicious or benign.
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block
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where ft0 is the t-th output from the last convolutional layer
defined in Section V-B. After adding dropout, we have
Stacked
Convolution and
Max Pooling layers

rti ∼ Bernoulli(p)
xt = rt

Code
block

Malicious

Forward RNN
Backward RNN

TimeDistributed

Benign
Forward RNN
Backward RNN

StackedDense
Neural Network
Layers

ft0

, where p is the dropout probability which we set to 0.25 and
0
rti is the i-th component of the binary vector rt ∈ Rd . We
insert 2 dropout modules in between the 3 fully-connected
layers to regularize.

Malicious

C. Environment
Fig. 1. Graphical illustration of the convoluton-recurrent network for malware
classification.

VII. S YSTEM M ODEL AND E XPERIMENTATIONS

We base our model on open source tools. To extract code
sequences of an executable, we use the Capstone disassembler
([43]). We build deep neural networks from the Keras deep
learning library ([11]). These open source frameworks run on
Ubuntu 16.04.2 LTS (Xenial Xerus) 128GB RAM.

A. Dataset
Before discussing implementation, we briefly describe the
dataset that we used for malware detection experimentations.
We collected malware samples from Virusshare [58] and
Windows executable software as benign files. We relied on the
Microsoft Software Removal Tool [35] to label the samples.
In total, our dataset contains 3000 malicious and 3000 benign
selected samples. We published the dataset at [59] so that other
researchers could conduct their own research.

B. Model Settings

D. Performance Metrics
To evaluate the performance of the proposed model, we use
the precision, recall, and F1 metrics. They have the following
definitions:
TP
P recision =
TP + FP
Recall =

TP
TP + FN

2 · P recision · Recall
P recision + Recall
T P represents the number of true positive predictions. F P
is the number of false negative predictions. The F 1 score is
the harmonic mean of precision and recall, which allows us
to conveniently compare them using one number.
F1 =

Referring to Section V-A, the alphabet vocabulary V used
in all of our models consists of 41 characters, including 24
English characters, 10 digits, and 7 other characters. The
41 non-space characters could already capture all possible
assembly instructions of interest :
abcdef ghijklmnoprstuwxyzv0123456789 + −∗, : []
Character embedding size d is set to 200. As described in
Section VI-A, we believe by adding recurrent layers, one
can effectively reduce the number of convolutional layers
needed in order to capture long-term dependencies. Thus for
the data set, we consider models with three convolutional
layers. Following notations in Section V-B, each of three
layers has d0 = 196, 196, 256 filters and a receptive field
size r = 5, 3, 3 in order. Max pooling size r0 is set to 2.
Rectified linear units (ReLUs, [19]) are used as activation
functions in the convolutional layers. The recurrent layer
(Section V-C) is either a single layer of RNN, LSTM, GRU or
their bidirectional variant for comparison. The hidden state of
dimension d0 is set to 128. More detailed setups are described
in Table VII.
Dropout ([51]) is a regularization technique for reducing
overfitting in neural networks. In this study, we apply dropout
after the last convolutional layer and the recurrent layer. In the
absence of dropout, the inputs to the recurrent layer xt ’s are:
xt = ft0

E. Training and Validation
We partition the dataset into three parts: the training set
(60%), the validation set (20%) and the test set (20%). Details
of using these sets are depicted in Figure 2.
The models are trained by minimizing the following regularized log-likelihood or cross entropy loss. Given a list of
correct input-output pairs (x1 , y1 ), ..., (xn , yn ) for the purpose
of training the network, the loss is defined as
n

1X
d(yi , f (xi )).
n i=1
We train our models using an Adam optimizer with ([27])
with a learning rate ρ = 1,  = 1e−8 and a batch size of 16.
Examples are padded to the longest sequence in each batch and
masks are generated to help identify the padded region. The
corresponding masks of the outputs from the convolutional
layers can be analytically computed layers and are used by
the recurrent layer to properly ignore padded inputs. At each
epoch, we calculate and record the validation loss. We report
the test error rate using the model with the lowest validation
error.
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Data: A dataset: d
Result: a trained model, and its performance metrics
Initialization: train, validation, test set
Validation error threshold: t
// Training and Validation phase
foreach epoch do
foreach training data instance do
propagate error through the network
adjust the weights
calculate the accuracy over the training data

1
2
3

4
5

end
foreach validation data instance do
calculate the accuracy over the validation data
tune model parameters
calculate the accuracy over validation data

6
7
8

if the threshold validation t is met then
return the model
exit validating
else
continue validating
end if

11

12
13

TABLE VIII
R EPORTED F1 SCORES FOR ALL ARCHITECTURES .
Validation loss

Train

Validation

Test

CNN-RNN

0.69

0.46

0.67

0.64

CNN-LSTM

0.66

0.22

0.18

0.20

CNN-GRU

0.67

0.27

0.14

0.16

CNN-BiRNN

0.69

0.49

0.67

0.64

CNN-BiLSTM

0.07

0.97

0.98

0.97

CNN-BiGRU

0.08

0.99

0.98

0.97

We ran these models on the test set and achieved the results
shown in Table VIII. The results show that it is more efficient
to use a bidirectional recurrent network than a single network.
As such, BiGRU and BiLSTM are very competitive.
B. Comparisons between Deep Learning and Other Shallow
Learning based Classification Methods

end
end
// Testing phase
foreach test data instance do
calculate the accuracy over the test data
end

9
10

by the single RNN. However, their bidirectional variants beat
RNNs on the same set.

Fig. 2. Details of using training, validation and test sets in our models

In this section, using the same dataset described in Section
VII-A, we conduct a comparison between our proposed deep
learning framework (DeepMal) and other shallow learning
based classification methods (i.e., Support Vector Machine,
Instance Base Learning, and Decision Tree).
Kolter et al [28] used n-gram (instead of non-overlapping
byte sequences) and a data mining method to detect malicious
executables. They used different classifiers including NaiveBayes, Support Vector Machine, Decision Tree and their
boosted versions.
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Fig. 3. Observed validation loss over model building

VIII. S UMMARY OF R ESULTS
A. Evaluations of Different Deep Networks
Table VIII and Figure 3 summarize our main experimental
results. Table VIII compares how GRU and LSTM fare against
conventional RNNs. As we might expect, GRU and LSTM
perform better than RNN in both single and bidirectional
versions. It turns out that stacking a number of bidirectional
RNN layers provides a slightly greater benefit. At first glance,
BiGRU and BiLSTM achieve the same F1 validation score
on test benchmarks while single LSTM or GRU are defeated

The n-gram has a smaller F1 score at 0.35. This result shows
that our work can achieve higher performance without feature
engineering.
In the next comparison, we challenge the behavioral approach which requires more effort to conduct feature extraction
but is able to capture a real executable’s behavior. Rieck
et al. [44] proposed a framework for automatic analysis of
malware behavior using machine learning. Given a trace x in
all possible call traces X and a feature s in a predefined set of
features F , they obtained the frequency f (x, s) by recording
the number of occurrences of s. Then, they defined a threshold
value T to measure the importance of strings. If a string
frequency f (x, s) exceeds the threshold T , it is considered
to be dominant; otherwise, it is not important.
We constructed the API call frequency approach by counting
the number of API calls in the system call trace. There are 274
API calls captured in total. Table X shows the performance of
the API call frequency approach.
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TABLE X
P ERFORMANCE OF THE API CALL FREQUENCY APPROACH
Classifier

Precision

Recall

F1

SMO

0.769

0.764

0.765

IBk

0.931

0.931

0.931

RF

0.946

0.945

0.945

J48

0.950

0.950

0.950

We can see the proposed approach has a 0.2 greater F1 score
compared to [44] which involves running the malware and
observing its behaviors (system calls) which resut in feature
extraction overhead. By contrast, our approach does not.
IX. R ELATED W ORK
Security researchers has been take advantage of machine
learning for detect unseen malware samples with numerous
approaches in static and dynamic [14] approaches. Machine
learning for malware detection and classification consist of
two steps, the feature sets obtained from binary inputs by static
or dynamic analysis, and a learning algorithm, which builds
a classifier using these features. This research broadly falls
into two main areas machine learning and deep learning for
malware classification.
A. Machine Learning Methods for Malware Detection
In despite of static analysis is vulnerable to obfuscation
[36], it does not require expensive setup for feature collection,
and very large datasets with accurate labels can be created by
simply aggregating the binaries files on public site anti-virus
aggregator like VirusTotal [57].
Several approaches have been proposed for extracting static
features from Portable Executable (PE) binaries. Schultz et al.
[49] extracted strings, byte sequence and header information
files such as a list of Dynamically Linked Libraries (DLLs),
function calls from DLL and the number of different systems
calls from within each DLL. Weber et al. [60] considered import tables, informational entropy and entropy of opcodes. The
opcodes are also examined in term of frequency distribution
[7] and a sequence [45] since they specify the operation of
machine to be performed.
Machine learning method from text classification also employed in this domain such as n-gram method. Kolter et al.
[28] encoded n-gram of consecutive byte sequences as features
to detect malicious executables. There was an issue of high
computational overhead since an enormous number of n-grams
were present. They required an expensive feature selection to
reduce the feature space.
Some authors have looked into information flow features
in static, dynamic and hybrid approaches. Anderson et al.
[1] presented a data representation from assembly level. They
dynamically traced instructions and transformed it to a Markov
chain graphs, then fed it to classifiers. They also extended with
static features in a hybrid approach [2] to get a better performance. Cesare et al. [9] proposed a malware classification
system using approximate matching of control flow graphs.
They used a technique to extract q-grams and k-subgraphs of
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sets of control flow graphs and created feature vectors. Overall,
those approaches require a lot of efforts in features extraction
and feature selection to avoid the overhead of classifiers.
B. Neural Networks for Malware Detection and Classification
Neural network approaches have been developed over the
last decade by IBM research for detecting the virus on boot
sector in floppy devices [54]. These days, numerous malware
research proposed various neural network model since it tends
to perform better since data size increases [4].
The most recent summary of the field of malware classification takes advantage of the conventional neural network
such as a feed-forward network (FNN). It also requires an
appropriate architecture to avoid the potential of over-fitting
and reduce computation. That is related to selecting a number
of independent input, hidden layer and output since the complexity of model can tend to over-fit data. Building neural
network model for malware classification usually combine
the FNN with a feature extraction method such as random
projection to reduce the dimension of input layers. Static Dahl
et al. [13] modified detection engine to extract API calls while
Saxe et al. [48] extracted PE import features (hash of DLL
name, import function), metadata features in which come from
static analysis process. Huang et al. [23], on the other hand,
achieved dynamic feature from a light-weight Instrumented
Anti-Malware Engine with null-terminated tokens, API event
plus parameter value, and API trigrams contain millions of
potential features. Those approaches deal with the sparse input
matrix by random projection method in order to select appropriate and smaller features space. Compare to our method,
the model automatically extracts static feature at raw level of
binary as assembly code and reduce spatial feature dimension
without any feature selection or extraction method.
Another approach considered input variables as a sequence
instead of independent variables like FNN network. Pascanu
et al. [42] constructed a model of malware through sequences
of executed instructions with recurrent neural networks. They
represented a sequence by a bag of events and max-pooled
in a temporal to extract relevant features. Our deep model
represented the input at character-level in which it extracts
character in a spatially and temporally.
X. CONCLUSIONS
There have been some previous work which apply machine
learning techniques to problems of malware detection with
high feature engineering overhead. To address this feature
engineering issue, we proposed a deep neural network architecture for malware detection. By combining convolutional
and recurrent layers, it is capable of automatically learning
feature representation and modeling temporal dependencies
between their activations. We also showed that the proposed architecture outperforms the state-of-the-art alternative malware
detection approaches such as n-gram and API call frequency.
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