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ABSTRACT 
At present IoT is immensely a descriptive term of a vision that 
everything should be connected to the internet. IoT 
applications have been widely used in several fields of social 
living such as healthcare and social products, industrial 
automation and energy. In this scenario, there are more than 
14 billion interconnected digital and electronic devices in 
operation worldwide, the equivalent of almost two devices for 
every human being on earth. The IoT connects different non-
living objects through the internet and enables them to share 
information with their community network to automate 
processes for human beings and makes their lives convenient. 
Subsequently, objects are being amalgamated with internet 
connectivity and powerful data analysis capabilities that 
promise to change the way we work and live. The Internet is a 
worldwide system of interconnected computer networks that 
use the standard Internet protocol suite (TCP/IP) to serve 
billions of users globally. The most vital characteristics of IoT 
include     connectivity,     active     engagement,     connectivity, 
sensors, artificial intelligence, and small device use. This 
paper provides an overview of existing Internet of Things 
(IoT), technical details, and applications in this new emerging 
area as well as we are thoroughly analyzing the layer about 
the IoT. However, this manuscript will give a better 
understanding for the new researchers, who want to do 
research in this field of Internet of Things. 
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1. INTRODUCTION 
Today the Internet has become ubiquitously, has touched 
almost every corner of the globe, and is affecting human life 
in implausible ways. We are now entering an era of even more 
comprehensive connectivity where a very wide variety of 
appliances will be connected to the web [1]. In general, the 
“Internet of Things” is the networking of physical objects 
connecting via the Internet. The Internet of Things is not a 
recently developed     idea,     as the devices have been 
communicating with each other for a number of years. The 
Internet of Things is an emerging topic of social, economic, 
and technical importance. The customer products, cars, 
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durable goods and trucks, industrial and utility components, 
sensors, and other daily objects are being combined with 
Internet connectivity and powerful data analytic proficiency 
that assurance to transform the way we work, live, and play 
[2]. This is becoming a famous concept across many vertical 
and horizontal markets, including a common man’s everyday 
life in the community, as it has several applications. The 
development of the Internet of Things [IoT] has been in the 
first instance driven by the needs of large corporations that 
stand to benefit greatly from the foresight and predictability 
afforded by the ability to follow all objects via the commodity 
chains in which they are embedded. For this intelligence and 
interconnection, [3] IoT devices are equipped with embedded 
actuators, processors, sensors, and transceivers. IoT is not a 
single technology; rather it is a heap of several technologies 
that work together in tandem. In the IoT actuators and sensors 
are devices, which help in interacting with the physical 
environment [4]. The data collected by the sensors have to be 
stored and processed intelligently in order to derive 
advantageous inferences from it. Presently, there are more 
than billions of interconnected digital and electronic devices 
in operation worldwide, the equivalent of nearly 2 devices 
for every human on earth. The Internet of Things finds 
several applications in entertainment, social life, 
health care, environment monitoring, home automation, 
fitness, education, transport systems, and energy conservation. 
 

2. INTERNET OF THINGS (IoT) 
The term “Internet of Things,” also known as “cyber–physical 
systems,” at the macro level, was first coined by Kevin 
Ashton in his presentation made to Procter & Gamble (P&G) 
in 1999 [3]. Kevin was working in MIT’s AutoID Lab to 
improved P&G business by linking its supply chain with 
Radio‐Frequency Identification (RFID) information to the 
Internet. IEEE has defined it as follows [5] extensively 
speaking, the Internet of Things is a system consisting of 
networks of actuators, sensors, and smart objects whose 
purpose is to interconnect ‘all’ things, including day-to-day 
and industrial objects, in such a way as to make them 
intelligent, programmable, and more competent of interacting 
with humans and each other shown in figure 1. The number 
of connected things in the world will have a thirty fold 
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increase between 2009 and 2020, thus by 2020 there will be 
28 billion things that are connected to the Internet [6]. A 
generic way of describing the IoT process was implied in 
Mark Weiser’s ubiquitous computing, and it is well 
exemplified in the National Institute of Standards and 
Technology (NIST) big data reference architecture [7]. The 
architecture is organized around two axes representing the two 
Big data value chains firstly the information (horizontal axis) 
and secondly the Information Technology (IT) (vertical axis). 
Along the information axis, the value is created by data 
collection, preparation and curation, analytics, visualization, 
and access [8]. The concept of IoT is not new. Because 
programmable Logic Controller (PLC) in 1970s is a 
micro‐model of the IoT system that was widely used to 
control machines and processes within a factory. A PLC 
consists of output (example for digital or analog data), inputs 
(example for sensors, actuator, and off & on switches), CPU, 
and communication between components. The PLC systems 
were within a factory, not connected to the Internet and cloud. 
The IoT and big data store and retrieve data and programs 
over the Internet, or cloud computing, as an alternative your 
computer’s hard drive or a dedicated Network‐Attached 
Storage (NAS). There is no unique definition available for IoT 
that is admissible by the world community of users. The 
optimal definition for the IoT would be “An open and 
comprehensive network of intelligent objects that have the 
capacity to auto organize, share information, data and 
resources, reacting and acting in the face of circumstance and 
transformation in the environment”. The Internet of Things 
has components that range in complexity, from simple 
identification tags to complex machine-to-machine 
communication, cameras and radio-frequency identification 
tagging of shipments in the supply chain are well-established 
examples [9]. 

The objects are becoming increasing with computing and 
communication powers competent of reproducing and 
supersede human contemplation and senses in the virtual 
world [10]. The IoT involves sensors in order to collect 
information. Sensors are already being used in daily life 
activities; however, most people may not realize it. In this 
context, smartphones contain different kind of sensors, such 
as accelerometers, cameras, and GPS receivers. Built-in 
sensors are nothing new in today’s society [11]. The Kevin 
Ashton said that IoT is beforehand happening, but we might 
not see it differentiate to smartphones which can both be seen 
and touched. There are various technologies involved in the 
Internet of Things, namely as near-field communications 
(NFC), machine-to-machine communication (M2M) radio-
frequency identification (RFID), as well as actuator networks 
and wireless sensor [12] etc. 
 

3. THE INTERNET OF THINGS (IoT) 
ARCHITECTURE 

In this section, we briefly describe the overview of the IoT 
architecture. It can be classified as a collection of devices 
equipped with sensors, actuators, and processors that 
communicate with each other to serve a meaningful aim. The 
Internet of Things (IoT) at the beginning utilized current 
Internet infrastructure and existing technologies to transform 
stand-alone objects [13] into interconnected smart objects. IoT 
has the power to transform the way we interact with our 
belongings, and in an industry or enterprise, it can transform 
the way the businesses run. IoT architecture can also be called 
as a phenomenon driven model. In the IoT architecture 
diagram which shows the building blocks of an IoT system 
and how they are connected to collect, process and store data 
shown in figure 2 [14]. 
 

3.1. Things 
A thing, in the reference of the Internet of things (IoT), is an 
entity or physical object that has a unique identifier, an 
embedded system and the capability to transfer data over a 
network and actuators that permit things to act (for instance, 
to open or close a door, to switch on or off the light, to 
increase or decrease engine rotation speed and more) [13]. 
This concept     includes buildings,    vehicles,    production 
machinery, fridges, street lamps, rehabilitation equipment and 
everything else imaginable. The sensors are not in all cases 
physically attached to the things, sensors may necessitate 
monitoring,     for instance,     what     happens in     the 
closest environment to a thing. 

 
 
 
 
 
 
 
 
 
 

Fig 1: The Internet of Things (IoT) 
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Fig 2: The Internet of Things (IoT) Architecture 

3.2. Gateways 
An Internet of Things (IoT) gateway is a software program or 
physical device that serves as the connection point between 
the cloud and controllers, sensors and intelligent devices 
shown in figure 3. Gateway is a translator, which permit two 
dissimilar protocols to communicate and routing the data to 
Cloud platform. Whole data motile to the cloud, or vice versa, 
go via the gateway, which can be either a dedicated hardware 
appliance or software program. An IoT gateway may also be 
referred to as an intelligent gateway or a handle tier. But when 
this network rise to hundreds & thousands of connected things 
or nodes, [15] preserve quality & reliability of the system is 
elementary task, in that scenario protocol requirement 
modification. These are low profile protocols in terms of 
bandwidth, battery powered, speed, having limited or 
zero ability to transfer the data to Cloud platform, 
since the network of connected objects is enormous, data 
generated by them are also enormous. Cloud gateway 
facilitates data compression and secure data transmission 
between field gateways and cloud IoT servers and also 
ensures compatibility with several protocols and 
communicates with field gateways using dissimilar 
protocols depending on what protocol is supported by 
gateways. 

Fig 3: The Internet of Things (IoT) Gateways 
 

3.3. Streaming Data Processor 
When we add streaming capabilities to a piece of information 
infrastructures, we add the capability to automate real-time 
data flows. That is, we add the flexibility to ingest and process 
the increasing availability of IoT, social media, and other 
streaming data sources, and manage them alongside a 
conventional batch-based data. No data can be occasionally 
lost or useless. 
 

3.4. Big Data Warehouse 
A data warehouse is a database improves to analyze 
relational data coming from transactional systems and line 
of business applications. The data structure and schema are 
defined in advance to improve for fast SQL queries, where 
the outcome is typically used for operational reporting and 
analysis. Data is cleaned, enhance, and transformed so it can 
act as the single source of truth that users can faith. A big 
data warehouse holds only cleaned, matched and structured 
data. Also, data warehouse stores context knowledge about 
things and sensors and the commands, control applications 
send to things. 
 

3.5. Data Lake 
A data lake is a centralized repository that assent you to store 
all your structured and unstructured data at any scale shown in 
figure 4. You can store your data as is, without having to first 
structure the data, and run various types of analytics from 
dashboards and visualizations to big data processing, real-time 
analytics, and machine learning to guide superior decisions. 
Whereas the data is being expected for meaningful insights 
it’s extracted from a data lake and loaded into a big data 
warehouse. A data lake is dissimilar, in view of the fact that it 
stores, relational data from line of business applications, and 
non-relational data from mobile apps, IoT devices, and social 
media [16]. The structure of the data or schema is not 
illuminated when data is apprehended. This means you can 
store all of your data without careful design or the 
requirement to know what questions you might need answers 
for in the future. The data lakes assent you to store relational 
data like operational databases and data from line of business 
applications, and non-relational data like mobile apps, social 
media, and IoT devices. 
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Fig 4: The Internet of Things (IoT) Data Lake 

3.6. Data Analytics 
The Internet of Things (IoT) is an interconnection of many 
devices, networks, technologies, and human resources to 
obtain a common goal. There are a diversified of IoT-based 
applications being used in various sectors and have succeeded 
in providing enormous benefits to the users. The data 
originate from IoT devices turns out to be of value only if it 
gets subjected to investigation, which brings data analytics 
into the picture. Data Analytics is defined as a process, which 
is used to check-up small and big data sets [1] with varying 
data properties to extract meaningful conclusions and 
actionable insights. These conclusions are usually in the form 
of patterns,     trends,     and     statistics     that     aid     business 
organizations in proactively engaging with data to implement 
effective decision-making processes [8] and also, the 
correlations and patterns found manually can further 
contribute to creating algorithms for control applications. 
 

3.7. User Applications 
The user applications are a software component of an IoT 
system which enables the connection of users to an IoT 
system and gives the options to monitor and control their 
smart things. Accompanied by a mobile or web app, users can 
monitor the state 
 
of their things, set the options of automatic behavior, send 
commands to control applications. 
 

3.8. Security Monitoring 
The security is one of the most significant aspects of IoT. The 
IoT devices are often collecting highly personal data, and by 
their nature are bringing the real world onto the Internet. 
Connected things produce large volumes of data, which need 
to be securely transmitted and protected from cyber-criminals. 
The cyber-criminals can get the access to the “brain” of the 
whole IoT system and take control of it [17]. To stop such 
issue, it makes sense to log and analyze the commands sent by 
control applications to things, monitor the actions of users and 
store all these data in the cloud and it’s possible to cognize the 
patterns of suspicious behavior, store these samples and 
compare them with the logs generated by an IoT systems to 

stop potential penetrations and reduce their influence on an 
IoT system. 
 

3.9. Machine Learning 
The machine learning, there is a chance to create more precise 
and more efficient models for control applications. Models are 
frequently updated based on the historical data accumulated in 
a big data warehouse. When the applicability and dexterity of 
new models are tested and approved by data analysts, new 
models are used by control applications. The commands sent 
by control apps to actuators can be also besides stored in a big 
data warehouse. This may help inquire into problematic cases. 
On the other aspect, storing commands from control apps may 
contribute to security, as an IoT system can identify that some 
commands are too comical or come in too big amounts which 
may evidence security breaches. The control applications can 
be either machine-learning based or rule-based. In the first, 
control apps are using models which are regularly updated 
with the historical data stored in a big data warehouse. In the 
second, control apps work as stated by to the rules stated by 
specialists. In spite of the fact that, control apps ensure 
superior automation of an IoT system, there should always be 
an option for users to impact the behavior of such 
applications. 
 

3.10. User Management 
User management is a contrivance which involves defining 
and handle users, roles and their access levels in a system. A 
typical user management implementation involves a wide 
range of functionality such as adding and removes 
users, controlling user activity via permissions, handle user 
roles, defining authentication policies, resetting user 
passwords etc. 
 

3.11. Device Management 
As many IoT deployments be composed of hundreds of 
thousands to millions of devices, it is necessary to track, 
monitor, and handle connected device fleets. In device 
management need to make sure your IoT devices work 
properly and securely after they have been deployed. In 
device management need to secure access to your devices, 
monitor health, detect and remotely troubleshoot issue, and 
manage     software     and     firmware     updates.     IoT     device 
management makes it convenient to securely on board, 
monitor, organize, and remotely handle IoT devices at scale. 
IoT device management, you can register your connected 
devices individually or in immensity, and effortlessly handle 
permissions so that devices remain secure. You can also 
organize your devices, query the state of any IoT device in 
your fleet, and send firmware updates over-the-air (OTA). 
 

4. THE LAYER OF INTERNET OF 
THINGS (IoT) 

In this section, we are discussing the IoT layer. IoT is 
managing millions of miscellaneous connected devices via the 
internet requires a flexible, layered architecture [18]. The IoT 
enabling technologies based on an extensive, common, and 
simple architecture, namely, the IoT five-layer model as 
depicted in figure 5 [19]. This model captures many of the 
essences of other models [20]. 
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Fig 5: The Internet of Things (IoT) Layer 
 

4.1. Perception Layer Technologies 
The perception layer (also known as the objects layer) is the 
first layer (from the bottom, as shown in figure 5) in the IoT 
model. It contains several types of physical devices that are 
responsible for collecting data and acting in that manner, 
namely, temperatures, locations, object identifiers and, 
humidity measurements. The power consumption and 
communication ability like unidirectional or bidirectional are 
significant aspects of this layer. The classification of the 
perception layer technologies is as follows. 
 

4.1.1. Passive 
Passive devices have the short radio coverage therefore they 
do not have on-board power supplies and rely on readers in 
close proximity for their energy supply. The restriction of 
passive enabling technologies is that communication with 
them is unidirectional. In this situation data can be read from 
nodes, but cannot be written back to the nodes. However, for 
many applications, unidirectional communication is enough. 

4.1.2. Semipassive 
In the semipassive devices have batteries that power tags 
while receiving signals from a reader. Dissimilar passive 
technologies, the extra obtainable power enable them to write 
and read data. 

4.1.3. Active 
In the active devices often have the extended range because 
they have larger batteries or are attached to power supplies 
that enable them to transmit and receive the data. 
 

4.2. Network Layer Technologies 
The network layer is the second layer. It is considered the 
infrastructure layer because its technologies transform the 
traditional sensors referred in the perception layer into smart 
and connected nodes. Network layer technologies enable 
nodes to be recognizable over the Internet or any local area 
network, which permits them to securely communicate with 
each other. The several technologies in this layer are also 
found in the first three layers in the IP suite (TCP/IP). Due to 
the conditioned capabilities of most IoT nodes, scalable and 
efficient routing techniques are needed to ensure 

interoperability among IoT devices. Pay attention that many 
of IoT technologies are actually utilized in WSNs or machine 
to machine (M2M) communications but were ameliorate to 
meet IoT requirements. The several modern devices use more 
than one technology; as in smart watches, which often have 
Wi-Fi, Bluetooth, Li-Fi, and NFC [21] [22]. In this section, 
we classify the enabling technologies based on their 
functionality in the network layer. 

4.2.1. Identification 
When a node connects to the network, it is allocated a 
recognizer that enables it to communicate with other nodes. 
The identification is vital to control the excessive use of 
bandwidth in large by ensuring that only identified nodes 
communicate. To effortlessly locate devices in the massive 
network, names and addresses are allocated to the devices. 
The naming conventions allocate structured names to nodes, 
these names permit the nodes to be readily identified and may 
even specifically recognizer the functions. 

4.2.2. Communication 
Subsequently a node has been identified (for example named 
and addressed), it can start communicating with other nodes 
or with backend servers. In spite of that, this communication 
needs the selection of an appropriate communication 
medium, which depends on the capabilities of the node. Pay 
attention that can communicate horizontally or vertically. 
 

4.2.3. Security 
Due to a huge number of nodes with finite capabilities, 
security is an important and challenging task because a 
victorious attack is likely to cause excessive damage (for 
example Distributed Denial-of-Service attacks) [23]. The 
security may not be built into the different communication 
technologies. Consequently, additional security mechanisms 
must be provided by different layers to minimize the 
likelihood of attacks. Attacks can occur in this layer due to 
unsafe communication among nodes. Consequently, 
lightweight security mechanisms are needed for secure 
communication. 
 

4.2.4. Routing 
If a node knows a destination address, it must have an adept 
method for routing data to that destination node. The adept 
routing is critical in IoT environments because of the huge 
number of nodes that can be connected in an ad hoc manner. 
Due to the finite capabilities of IoT nodes, each node must 
efficiently learn about the best route. For that reason, a special 
routing protocol was introduced for these environments. 
Routing protocol for inferior power and lossy networks is an 
IPv6 routing standard protocol for resource finite devices 
[21]. This protocol was proposed to support dissimilar types 
of links, such as IEEE 802.15.4, and common traffic types, 
including many-to-one, one-to-many and one-to-one. The 
protocol can be dexterously represented as a set of graphs in 
which each graph is a Destination-Oriented Directed Acyclic 
Graph (DODAG). In this type of graph, each node is aware at 
least one path to its root node and each node is aware of its 
parent. The nodes exchange RPL particular messages to 
maintain the graph and make sure that a valid route to the root 
is always available. 
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4.3. Middleware Technologies 
The middleware layer is the core of the IoT environment. It 
can be mapped to the application layer in the IP suite 
(TCP/IP). Technologies in this layer are frequently supported 
by IoT platforms. This layer enables services to be identified 
and requested based on names and addresses and enables 
programmers to communicate with miscellaneous objects, 
regardless of the specific hardware setup. This layer also 
processes received data, makes judgments, and delivers 
required services. The middleware layer execution those 
actions using the following technologies, which are divided 
into three groups based on their functionality. 

4.3.1. Service Finding 
In the IoT applications and user requirement to be able to use 
names or addresses to request services without knowledge the 
underlying infrastructure details. For that reason, services 
need to be registered and discoverable. Scalable and 
miscellaneous environments, service registration, and the 
quest should be autonomous, efficient, and dynamic. 

4.3.2. Data Exchange 
To handle the massive amount of data created by the huge 
number of nodes, a manager must transmit data to receivers in 
a secure and efficient manner. This management occurs on the 
TCP/IP application layer. Thus, the technologies that live in 
here are known as application protocols. In IoT environments, 
every node can capture data, analyze data, and control other 
nodes. In spite of, before a node can begin communicating 
and exchanging data in the IoT network, it must be identified 
and registered as a part of the service network [24]. This 
operation is designated to as node subscription. A subscribing 
node must make a request to join a service network prior to it 
can acquire or publish service-related data from or to the 
network. If the node is subscribed to publishers, it will receive 
service-related data when they are published. This model is 
known as the publish & subscribe model. Another possible 
approach is called request & response in which a joined node 
always requests a service-related data explicitly and receives a 
response that contains the requested data. The publish & 
subscribe model is commonly superior for IoT scenarios that 
require the huge deployment of nodes that continuously 
exchange data. 

4.3.3. Computation 
The computation is needed to process the collected data and 
manage sensors. Computations in IoT environments can range 
from convenient to complicated operations. The convenient 
computations are concerned with handling the platform, such 
as service access lists that involve decryption & encryption. 
The complicated computations address the genuine data. 
 

4.4. Application Layer Technologies 
This layer is accountable for providing requested services to 
IoT users through a simple interface without knowing how 
service requests are processed in the underlying layers. The 
IoT users can access a service (for example, tracking and 
managing vehicles or reading or setting temperature 
conditions remotely) using many platforms (for example 
smart watches, laptops, and smartphones) through web 
portals or applications. This service varies based on the 
IoT scenario, but can be categorized into four main classes 
as described in the below. 

4.4.1. Identity Concerned Services 
The identity concerned services require an identifier that is 
embedded in a node and a reader device, namely an RFID 
device. Identity concerned services can be active or passive. 
These services are extremely essential in IoT applications 
because they keep track of devices in huge deployments. A 
package-tracking application is an instance of this type of 
service. 

4.4.2. Information Concentricity Services 
The concentricity services summarize the collected raw 
sensory measurements from several types of sensors and 
networks that must be processed and reported to the IoT 
application. Load distribution among smart grids is an 
instance of this type of service. 

4.4.3. Collaborative Cognizant Services 
The collaborative cognizant services are built on top of 
information concentricity services and are used to make 
decisions about the obtained data. This type of service can be 
found in smart manufacturing, smart homes, smart agriculture, 
and among other applications. For instance, in a security 
system, a smart home, and smart thermostats are employed 
together to ameliorate security and energy efficiency based on 
sharing data between them. 

4.4.4. Universal Services 
These are the most profitable services of the IoT because they 
advance collaborative aware services to the next level by 
offering complete access to everything at any time and from 
ubiquitously. Access and control can be instating using 
a smartphone, computer, or any smart device. Smart cities 
are instances of these types of services. 
 

4.5. Business Layer Technologies 
In this layer, disparate the application layer, service data and 
IoT environmental data, namely business models, graphs, and 
flowcharts, can be accessed. This access helps administrators 
in the     design,     monitoring,     analysis,     implementation, 
evaluation, and development of IoT systems because the 
output of each of the already mentioned layers is analyzed in 
this layer to make services better and protect user privacy. 
The technologies in this layer can be divided into two 
categories based on their functions example for Big Data 
analytics and semantics, as described in the below sections. 
 

4.5.1. Big Data Analytics 
In the IoT environments involve an immense number of 
sensors that collect massive amounts of data, resulting in 
extremely huge datasets like big data that may be 
computationally analyzed to extract knowledge, such as 
trends, associations, and patterns [1]. The generated big data 
continues to increase as the IoT collects extra data. In 
consequence, need special technologies that can address 
the ever increasing amount of data are required. The 
most efficient action plan for addressing continuously 
increasing data is to process them in actual time streaming 
[8]. Actual time processing enables up-to-date analytics 
that reflect recent modifications of the data and conserves 
storage. In this context, machine learning can also utilize 
Big data to make accurate predictions. Besides, parallel 
computing can be employed using some IoT nodes to process 
data in parallel with backend servers for superior performance 
and load balancing. This technologies aid in the generation of 
actual -time analytics from big data. 
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4.5.2. Semantics 
Afterward data are captured by sensors; they can be analyzed 
to extract information. Information is crucial for enhancing 
services and obtaining useful outcome that cannot be 
discovered without examining all IoT environment data. In 
order to analyze data efficiently, it has to be well-formed 
using some semantics technologies. The numerous semantic 
XML-based technologies can be used for information 
extraction, resource finding and usage, and modeling. 
 

4.5.3. Apache Flink 
Apache Flink is a tool for supporting Hadoop project 
structures and processing actual time data. As a type of batch 
processor, Flink contends with the conventional MapReduce 
and new Spark options. An open-source platform that is 
conceptually very homogeneous to Apex. Despite that, it is 
older than the Apex, it has not been used often in real-life, IoT 
projects due to its lack of auto scaling and finite 
message delivery guarantees (QoS) [25]. Apache Flink 
is also compatible with Apache YARN and other Hadoop 
respective tools. 

4.5.4. Apache Spark 
It is a well-known open-source distributed processing 
technology that utilizes in-memory caching and features 
enhanced execution of preferable performance. Apache Spark 
supports batch processing, streaming analytics, graph 
databases, ad hoc queries, and machine learning [26]. Apache 
Spark points out that it can be many times quicker than 
MapReduce, in some circumstances. Although Spark has been 
employed in numerous IoT systems, it needs some extra effort 
to overcome some barrier, such as time delays in the actual 
time process. Spark is a very flexible technology since it 
supports streaming data and static and several programming 
languages. 
 

5. THE INTERNET OF THINGS (IoT) 
ECOSYSTEM 

The Internet of Things ecosystem contains all the components 
that enable governments, businesses, and consumers to 
connect to their IoT devices. The ecosystem contains 
gateways, analytics, data storage, remotes, dashboards, 
networks, and security. At present, the IoT ecosystem, all 
physical things is digitized with digital services and cyber 
connected, interacted, and functioned to one another and to 
their physical surroundings [27]. Applying IoT technology 
will make terrific economic and environmental impacts that 
affect universal citizens. The following subsections list what 
potential IoT applications in various sectors that contains 
consumer, government, and enterprise shown in figure 6 fit 
simultaneously in the IoT ecosystem. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 6: The Internet of Things (IoT) Ecosystem 

Each subsection provides some examples that could be used 
to facilitate your thoughts to inspire and accelerate the pace of 
creativity, invention, and innovation. During the coming year 
over 25 billion devices expected to be installed by 2020 
according to [28] Business Insider, the IoT ecosystem will 
touch almost every industry, including insurance, utilities, 
telecom, healthcare, smart homes, transportation, gas and oil 
and more. At first the consumer facing IoT applications 
contain smart home (example for home and chore automation, 
home robots, energy management, water management, safety 
and security, air quality), connected vehicles (example for 
logistics     routing,     operations     management,     autonomous 
vehicle, navigation, [27] condition‐based maintenance), 
Healthcare contain (personal fitness illness monitoring and 
management, and wellness), and life and entertainment 
(example for gardening, hobby, water, music, and smart pet). 
Secondly the government facing IoT applications contain 
Smart city (example of parking meter, surveillance, power and 
lighting, adaptive traffic management, events control, natural 
or [28] human‐made disaster management, emergency 
response system, resource management), smart transportation 
(example for connected car, roadway, fleet management, rail, 
aviation, port). In the smart grid (example of power line 
efficiency, demand response), smart water (example for 
domestic waterworks and waste water management), and 
environment (example for environmental monitoring, air 
quality, landfill and waste management). Thirdly the 
enterprise facing IoT applications contains energy (example 
for spill accident management, rigs and wells predictive 
maintenance, operating management), smart retails (example 
for self‐checkout, in‐store offers, digital signage, loss 
prevention, layout optimization, beacon routing, inventory 
control, [27] customer relationship management). In the smart 
banking (example for e‐statement, online car, ATM machine, 
or home mortgage), smart building (example for education 
campus, stadium, office, hotel, airport, amusement park, fab 
and cleanroom, industrial building, data center), smart 
insurance (example for accident claims, natural disaster 
claims). In the smart logistics (example for shipment tracking, 
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real‐time routing, connected navigation, flight navigation), 
and smart manufacturing(example for industrial automation, 
IIoTs, smart factory, robotics, asset management, energy 
management, operations management, predictive 
maintenance, and equipment optimization). 
 

6. THE INTERNET OF THINGS (IoT) 
CLASSIFICATION 

The Internet of Things (IoT) is an umbrella term which 
covering different distinctive base advances that went for 
connecting physical items and their virtual representation with 
the objective to use this connection for improve services and 
communication ideas [29]. The classification framework is 
based on an analysis of the produced scenarios. It manifest the 
specific features shared by the IoT scenarios which are needed 
to be considered to understand the scenarios superior, or one 
step ahead, to implement a scenario [30]. In the first and 
foremost architectural component of IoT is the perception 
layer. It collects data using sensors, which are the most 
essential drivers of the Internet of Things [31]. There are 
different types of sensors used in diverse IoT applications. 
The most common sensor available at present is the 
smartphone. The smartphone itself has several types of 
sensors embedded in it such as the camera, light sensor, 
microphone, proximity sensor, location sensor (GPS), 
movement     sensors     (accelerometer,     gyroscope),     and     a 
magnetometer. These are being heavily used in various IoT 
applications. The numerous types of other sensors are 
beginning to be used such as sensors for pressure, humidity, 
measuring temperature, medical parameters of the body, 
chemical and neural signals, and biochemical substances. A 
class of sensors that stand out is infrared sensors that precede 
smartphones. In data preprocessing principally filter and 
summarize data before sending it on the network. This type of 
units typically has a small processing unit, a little amount of 
temporary storage, and some security features. The several 
communication technologies used for the Internet of Things. 
Several entities communicate over the network [30] using a 
diverse set of protocols and standards. The most general 
communication technologies for short range, low power 
communication protocols are NFC (Near Field 
Communication) and RFID (Radio Frequency Identification) 
[32]. For the medium range, they are Bluetooth [21], Zigbee, 
and WiFi, Li Fi [22]. Communication in the IoT world needed 
special networking protocols and mechanisms. Consequently, 
new mechanisms and protocols have been proposed and 
implemented for each layer of the networking stack, 
according to the necessity imposed by IoT devices. The 
middleware creates an abstraction for the programmer namely 
that the details of the hardware can be hidden. This 
renovates interoperability of smart things and makes it 
easy to offer various kinds of services [33]. In the 
applications of IoT focus on health and fitness, smart 
vehicular systems, home automation, ambient assisted 
living, smart cities, smart environments, smart grids, 
entertainment, and social life. 
 

7.  THE REFERENCE MODEL OF 
INTERNET OF THINGS (IoT) 

The Internet of Things (IoT) is a worldwide industry 
movement that brings together process, data, people and 
things to make networked connections more pertinent and 
valuable than ever before. Nowadays, more than 99 percent of 
things in the world are not connected [34] and by 2020, it is 
estimated that 4.5 billion new people and 37 billion new 

things will have joined the Internet. In the near the time to 
come, the growth and convergence of information, people, 
and things on the Internet will create unprecedented 
opportunity for countries, individuals, and industries. The IoT 
reference model does not conditioned the scope or locality of 
its components. The present IoT models confer levels of 
abstraction that are not aligned with the physical and logical 
network structure, nor do they capture the necessary details of 
diverse network architectures and protocols in use [35]. In our 
model, devices and physical links are at the lowest stage. His 
bottom layer consists of the physical topologies of a number 
of miscellaneous network technologies gateways to one-
another directly, or to the Internet directly or via edge clouds 
[36]. In Figure 7 illustrates the IoT reference model and its 
stages. It is essential to note that in the IoT, data flows in both 
directions. In a control pattern, control information flows from 
the top of the model (stage7) to the bottom (stage1). In a 
monitoring pattern, the flow of information is the back up. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 7: The Internet of Things (IoT) Reference Model 

7.1. The Physical Devices and Controllers 
The IoT reference model starts with physical devices and 
controllers that might control various devices. These are the 
“things” in the IoT, and they contain a wide range of endpoint 
devices that send and receive information. The devices are 
diverse, and there is no regulation about location, size, form 
factor, or beginning. Fewer devices will be the size of a 
silicon chip and few will be as huge as vehicles. The IoT must 
support the whole range. 
 

7.2. The Connectivity 
The connectivity is the most essential function of next stage is 
reliable, timely information transmission. The IoT reference 
model is for communications and processing to be carried out 
by existing networks. The IoT reference model does not need 
or indicate the creation of a various network it relies on 
existing networks. As first stage devices proliferate, the ways 
in which they interact with second stage connectivity 
equipment may modification. Unconcern of the details, first 
stage devices communicates through the IoT system by 
interacting with second stage connectivity equipment. 
 

7.3. The Edge Computing 
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The miniature stage data processing at the gateway and sensor 
nodes is known as edge computing. The functions of third 
stage are driven by the need to convert network data flows 
into information that is appropriate for storage and higher 
stage processing at the fourth stage [37]. This means that 
third stage activities focus on high-volume data analysis and 
transformation. Given that data is generally submitted to the 
connectivity second stage networking equipment by devices 
in miniature units, third stage processing is performed on a 
packet-by-packet basis. This processing is finite, in view of 
the fact that, there is only understanding of data units not 
sessions or transactions. 
 

7.4. The Data Accumulation 
The data that is sent over the internet via gateways by the 
sensor nodes are obtained and stored in a database on the 
Cloud and the networking systems are built to dependably 
move data. Before to the fourth stage, data is moved via the 
network at the rate and organization determined by the 
devices produce the data. The event model is driven. As 
defined supra, first stage devices do not contain computing 
capabilities themselves [38]. Although, few computational 
activities could occur at the second stage, namely as protocol 
translation or application of network security policy. 
Additional compute tasks can be performed on the third stage, 
namely as packet inspection. The driving computational tasks 
as close to the edge of the IoT as possible, with miscellaneous 
systems, distributed across various management domains 
represents an example of fog computing. In the fourth stage 
converts event-based data to query-based processing. This is a 
deciding stage in bridging the differences between the world 
non-real-time application world and the real-time networking 
world. 
 

7.5. The Data Abstraction 
The primary purpose is to get the compulsory and significant 
data out of all the data that is collected. IoT systems will 
necessitate to scale to a corporate or even global level and will 
need several storage systems to accommodate IoT device data 
and data from conventional enterprise HRMS, CRM, ERP and 
other systems [39]. The data abstraction functions of fifth 
stage are focused on rendering data and its storage in ways 
that enable developing easy, performance-enhanced 
applications. 
 

7.6. The Application 
The analytics over the data and responding pursuant to the 
data to control the actuators at the sensor nodes is one of the 
primary applications of the IoT Architecture. The sixth stage 
is the application level, where information interpretation 
occurs. Software at this level interacts with fifth stage and 
data at rest, so it does not have to operate at network speeds. 
The IoT reference model does not rigidly define an 
application. The applications vary based on vertical markets, 
the nature of device data, and business requirement. Few 
applications will focus on monitoring device data. Few will 
focus on controlling devices and few combine device and 
non-device data. The monitoring and control applications 
delineate numerous various application models, application 
servers, hypervisors, multi-threading, multi-tenancy, 
programming patterns, and software stacks, leading to 
discussions of operating systems, mobility, etc. 

 

7.7. The Collaboration and Processes 
This is the seven stage of the IoT reference model. The human 
interaction and involvement in the IoT scenario are seen as the 
most neglected parts [40]. Not only the device should be 
smart sufficient to perform certain tasks, but they should also 
have some intuitive interactions with the human. One of the 
primary dissimilarity between the Internet of Things (IoT) and 
IoT is that IoT contain people and processes. This 
dissimilarity becomes particularly clear at seven stages. The 
IoT system, and the information it creates, is of little value 
unless it yields action, which frequently needs processes and 
people. Applications to perform business logic to empower 
people. People use applications and associated data for their 
specific necessity. Frequently, several people use the same 
application for a range of various purposes. So the objective is 
not the application it is to empower people to do their work 
superior. The people must be able to communicate and 
collaborate, sometimes using the conventional Internet, to 
make the IoT advantageous. 
 

8. THE INTERNET OF THINGS (IoT) 
TECHNOLOGIES 

The IoT primarily exploits networking technologies and 
standard protocols. However, the most important enabling 
technologies and protocols of IoT     [41] are RFID, NFC, 
ZigBee, Bluetooth, Electronic Product Code (EPC),     low-
energy wireless, Barcode, LTE-A, Artificial Intelligence (AI), 
Wireless Sensor Networks (WSN), and WiFi-Direct [42]. 
These technologies support the particular networking 
functionality needed in an IoT system, in contrast to a 
standard uniform network of common systems [41]. The IoT 
enabled users to bring physical objects into the sphere of 
cyber world. This was made possible by various tagging 
technologies like RFID, NFC, and 2D barcode which permits 
physical objects to be identified and referred over the internet 
[43]. The IoT, which is integrated with radio frequency 
technology and sensor technology, is the omnipresent network 
based on the ubiquitously hardware resources on the internet, 
is the internet content objects together. It include, in addition 
to intricate technologies of computer and communication 
network outside [44], still contain many new auxiliary 
technologies of Internet of Things, namely collecting 
information technology, controlling technology, remote 
communication technology, remote information transmission 
technology, sea measures information intelligence 
analyzes and remote information transmission technology etc. 
 

8.1. Radio Frequency Identification (RFID) 
The RFID is a form of wireless communication that 
incorporates the use of electromagnetic or electrostatic 
coupling in the radio frequency portion of the electromagnetic 
spectrum to uniquely identify an object, person. A tag can be 
read from up to many feet away and does not require to be 
within direct line-of-sight of the reader to be tracked [45]. 
RFID technology plays an essential role in IoT find a solution 
to the identification dispute of objects around us in a cost 
effective manner [28]. The technology is classified into three 
categories based on the technique of power supply provision 
in Tags Active RFID, Semi Passive RFID and Passive RFID. 
The primary components of RFID are tagged, antenna, access 
controller, reader, software and server. It is more authentic, 
efficient, secured, cheap and accurate. This device can be 
sophisticated or simple, but it’s not the device that matters it is 
the chip. The chip is so powerful that it can carry about 2,000 
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bytes of data that we can use to preferable our work, 
productivity, and lives. 
 

8.2. Electronic Product Code (EPC) 
The Electronic Product Code (EPC) is a distinctive number 
that identifies a specific item in the supply chain. The EPC 
can be allied with dynamic data, namely the origination point 
of an item or the date of its production [46]. Much like a 
Vehicle Identification Number (VIN) or Global Trade Item 
Number (GTIN), the EPC is key to unravel the power of the 
information systems that are part of the EPC global Network. 
The Electronic Product Code (EPC) is a 64 bit or 98 bit code 
electronically recorded on an RFID tag and plans to design 
a reformation in the EPC barcode system. EPC code can 
store information about the type of EPC, a distinctive serial 
number of products, its specifications, manufacturer 
information etc. 
 

8.3. Low-Energy Wireless 
This technology substitutes the most power hungry aspect 
of an IoT system. However, sensors and other elements 
can power down over long periods, communication links 
must stay in listening mode [47]. In the Low-energy 
wireless not only decrease consumption, but also extends 
the life of the device via lower use. 
 

8.4. Barcode 
A barcode, be made up of bars and spaces, is a machine-
readable representation of numerals and characters. Today, 
packages of products sold at supermarkets, convenience stores 
and other stores are all over the place. These are barcodes 
[48]. There are 3 types of barcodes of 2 dimensional, Numeric 
and Alpha Numeric. The barcodes are designed to be machine 
readable and that can be read with an optical barcode scanner, 
they can also be read using a camera. 
 

8.5. Wireless Fidelity (Wi-Fi) 
Wi-Fi is a type of wireless network technology used for 
connecting to the Internet. The frequencies Wi-Fi works at are 
2.4Ghz or 5GHz, make sure no interference with TV antenna, 
broadcast     radio,     cellphones and     two-way radios     are 
encountered during transmission [49]. Wi-Fi is mainly just 
radio waves broadcast from a Wi-Fi router, a device detecting 
and deciphering the waves, and then sending back data to the 
router. It works very likewise for an FM & AM radio, but it is 
a two-way communication channel. Wi-Fi works over 
extended distances than Bluetooth or infrared and is also a 
low power unobtrusive technology, making it appropriate for 
portable devices such as laptops and palmtops. This 
technology include any type of WLAN product support any of 
the IEEE 802.11 together with dual-band, 802.11a, 802.11b, 
802.11g and 802.11n. 
 

8.6. LTE-A 
LTE-A stands for LTE-advanced incorporated a number of 
new techniques that enabled the system to confer very much 
higher data rates, and also much excellent performance, 
especially at cell edges and other areas where performance 
would not normally have been so healthy [50]. LTE-A, 
delivers an essential upgrade to LTE technology by elongate, 
not only its coverage, but also deficiency its latency and 
raising its throughput. It gives IoT a terrific power via 
expanding its range, with its most valued applications being 
vehicle, UAV, and identical communication. The OFDM and 
MIMO are two of the fundamental technologies that will be 
enablers. LTE D2D is a provision that has been requested by a 

number of users, in special the emergency services. It enables 
fast, intense access via direct communication. Accordingly 
LTE-advanced has provided refinement to both users and 
operators, as well as those endue additional services. 
 

8.7. Bluetooth 
Bluetooth is a short-range wireless communication 
technology that permits devices, namely computers, mobile 
phones, and peripherals to transmit data or voice wirelessly 
over a short distance. The aim of Bluetooth is to substitute the 
cables that normally connect devices, while still keeping the 
communications between them secure [21]. The "Bluetooth" 
name is taken from a 10th-century Danish king named Harald 
Bluetooth, who was said to unite disparate, warring regional 
factions. Bluetooth technology brings together a broad range 
of devices across many various industries via a unifying 
communication standard. A set of Bluetooth device sharing 
a common channel for communication is called Piconet. 
This Piconet is capable of 2 - 8 devices at a time for data 
sharing, and that data may be pictures, video, text, and 
sound [21]. The Bluetooth Special Interest Group comprises 
more than 1000 companies with HP, Aruba, Intel, Intel, 
Cisco, Ericson, IBM, Motorola and Toshiba. Bluetooth 
v3.0 + HS. Bluetooth high-speed technology devices 
can deliver up to 24 Mbps of data, which is faster than the 
802.11b WiFi standard, but slower than wireless-a or 
wireless-g standards [47]. 
 

8.8. ZigBee 
The Zigbee is a standards-based wireless technology 
developed to enable low-cost, low-power wireless machine-
to-machine and internet of things networks. ZigBee operates 
on the IEEE 802.15.4 specification and is used to create 
networks that need a low data transfer rate, secure networking 
and energy efficiency [51]. It is employed in a number of 
applications such as heating and cooling control, building 
automation systems, heating and cooling control and in 
medical devices. ZigBee has range of around 100 meters and 
a bandwidth of 250 kbps and the topologies that its works are 
star, cluster tree and mesh. ZigBee is designed to be easier 
and less costly than the other person is networked 
technologies like as Bluetooth. 
 

8.9. Near Filed Communication (NFC) 
Near Field Communication (NFC) is a set of short-range 
wireless technology at 13.56 MHz, typically be in need of a 
distance of 4 cm [52]. Near-field communication is a wireless 
technology that permits users to make payments by placing a 
compatible device like a smartphone or payment card within a 
few centimeters of another compatible device like a terminal, 
tablet or another smartphone. NFC tags are passive devices. 
They store data that can be repossessed by active NFC 
devices. Near-field communication transmits data via 
electromagnetic radio fields and is the technology behind 
payment services like Apple Pay and Google Wallet. This 
device must include NFC chips for an NFC transaction to take 
place. It also works in a dirty environment, does not need line 
of sight, easy and unpretentious connection method. 
 

8.10. Wireless Sensor Networks (WSN) A 
wireless sensor network can be defined as a network of 
devices that can communicate the information gathered from a 
monitored field through wireless links. The normally 
monitored parameters are illumination intensity, vibration 
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intensity, sound intensity, temperature, humidity, pressure, 
wind direction and speed, power-line voltage, chemical 
concentrations, pollutant levels and vital body functions [53]. 
A wireless sensor network is an essential element in IoT 
paradigm. Sensor nodes may not have a global ID owing to 
the fact that of the huge amount of overhead and huge number 
of sensors. The WSN based on IoT has received noticeable 
attention in many areas, like as precision agriculture 
monitoring, manufacturing, homeland security, healthcare, 
habitat monitoring, forest fire, flood detection, and military 
etc [54]. 
 

8.11. Artificial Intelligence (AI) 
Artificial Intelligence refers to electronic environments that 
are sensitive and responsible for the presence of people. In a 
comprehensive, intelligence world, devices work in concert to 
support people in carrying out their everyday life activities in 
convenient [55], natural     way using information     and 
intelligence that is hidden in the network connected devices 
[56]. It is distinguished by the following systems of 
characteristics first many networked devices are integrated 
into the environment, second devices can be aware you and 
your situational context, third they can be tailored to your 
necessity, fourth they can transform in response to you, 
fifth they can be prepared for your desires without conscious 
mediation. 
 

8.12. WiFi-Direct 
Wi-Fi, Direct permission two devices establish a direct, peer-
to-peer Wi-Fi connection without need a wireless router. The 
Wi-Fi becomes a way of communicating wirelessly like 
Bluetooth, but with less latency [57]. WiFi-Direct removes an 
element of a network that frequently bogs it down, and it does 
not reconciliation on speed or throughput. The Wi-Fi, Direct 
is analogous in concept to “ad-hoc” Wi-Fi mode. However, 
unlike an ad-hoc Wi-Fi connection, Wi-Fi, Direct contain an 
effortless way to automatically explore nearby devices and 
connect to them. Wi-Fi, Direct is based on the IEEE 802.11 
family of standards for wireless local area network (WLAN) 
operation. Wi-Fi, Direct devices uses WPA2 encryption, 
which is the most secure way of encrypting Wi-Fi. 
 

9.  APPLICATIONS OF INTERNET OF 
THINGS (IoT) 

The Yarn schedulers are the proficient algorithms written to 
manage cluster resources. The Yarn resource manager service 
has a pluggable and authentic scheduler component, it does 
not observe or track the applications running in the cluster. It 
is answerable only for allocation of resources to executing 
applications. The scheduling in [17] Yarn is a pluggable 
framework to allocate cluster resources in a lot of the user 
environment. Be conditional on the use case and user 
requirement, administrators may prefer either a simple FIFO 
scheduler, capacity scheduler, or fair scheduler [16]. Now, we 
are discussing about the all three scheduler. 
 

9.1. IoT in Smart Home 
The smart home distinctly stands out, ranking as a highest IoT 
application on all measured channels. More than 70,000 
people are presently searching for the term “Smart Home” 
each month. The cost of owning a house is the primus 
expenditure in a home owner’s life. Smart Home products are 
assurance to save time, energy and money. This is not a 
surprise. The IoT Analytics company database for Smart 

Home includes more than 200 companies and startups. 
Several companies are active in smart home than any other 
application in the field of IoT. The total amount of funding for 
Smart Home startups nowadays exceeds $2.5bn. This list 
contains prominent startup names such as Nest or AlertMe as 
well as a number of multinational corporations like Belkin, 
Haier, or Philips. 
 

9.2. IoT in Tier Air Pressure Detection 
This is one of the most special applications of IoT, where in 
the technology can enucleate the air pressure in your car tiers 
and give you information on under-inflation. In this 
technology, the sensors are embedded on the tiers which 
detect drops in air pressures and instantly send out signals to 
take suitable actions. This technology is built with an 
intention to foster safer driving conditions, where most people 
can be cautioned of under-inflated tiers. 
 

9.3. IoT in Wearable’s 
The Wearable’s continue to exist a hot topic too 
among potential IoT applications and devices are 
installed with sensors and software’s which collect data 
and information about the users. This data is later pre-
processed to extract necessary insights about user. The pre-
requisite from internet of things technology for wearable 
applications is to be highly energy efficient or ultra-low 
power and small sized. As customer awaits the release of 
Apple’s new smart watch in April 2015, there are plenty of 
other wearable innovations to be thrilled about like the 
Sony Smart B Trainer, the Myo gesture control, or LookSee 
bracelet. 
 

9.4. IoT in Smart City 
The smart city extends a wide miscellaneousness of use cases, 
from traffic management to water distribution, to waste 
management, urban security and environmental monitoring. 
Its prominence is fueled by the fact that many smart city 
solutions promise to decrease real pains of people living in 
cities these days. IoT will find a solution major issue faced by 
the people living in cities like pollution, traffic overcrowding 
and shortage of energy supplies etc. The products like cellular 
communication enabled Smart Belly junk will send alerts to 
municipal services when a bin needs to be evacuated. By 
installing sensors and using web applications, citizens can 
explore free available parking slots across the city. Also, the 
sensors can detect meter tampering problem, general 
malfunctions and any installation problem in the electricity 
system. 
 

9.5. IoT in Smart Eye 
Next, a device straight from the Iron Man movies! The smart 
eye technology is very homogeneous to Google’s most 
ambitious project the Glass. This technology is equipped with 
sensors and connectivity options from Wi-Fi to Bluetooth to 
provide promiscuous options and accessibility features right 
in front of your eye but without causing a distraction. You can 
open maps, surf the internet, read emails or messages, capture 
moments and do more with these futuristic glasses. 
 

9.6. IoT in Smart Grids 
The power grids of the future will not only be smart adequate, 
but also highly credible. The Smart grid concept is becoming 
very famous all over the world. A future smart grid assurance 
to use information about the behaviors of electricity suppliers 
and consumers in an automated fashion to ameliorate the 
efficiency, reliability, and economics of electricity. 42,000 
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monthly Google discovery highlights the concept’s 
popularity. Smart Grids will also be able to detect sources of 
power outages more swiftly and at personal household levels 
like near by solar panel, making possible distributed energy 
system. 
 

9.7. IoT in Industrial Internet 
The industrial internet is the new buzz in the industrial sector, 
also termed as Industrial Internet of Things (IIoT). It is entitle 
industrial engineering with sensors, software and big data 
analytics to create brilliant machines. The many market 
researches like as Cisco or Gartner see the industrial internet 
as the IoT concept with the highest overall potential, its 
prominence currently doesn’t reach the masses like smart 
home or wearable’s do. The industrial internet however has 
a lot going for it. IIoT holds a great capacity for quality 
control and sustainability. Applications for tracking 
goods, actual time information exchange about inventory 
among suppliers and retailers and automated delivery will 
increase the supply chain efficiency. 
 

9.8. IoT in the Car 
A connected car is a vehicle which is able to improve its own 
operation, maintenance as well as convenience of passengers 
using on-board sensors and internet connectivity. The 
development cycles in the automotive industry typically take 
two to four years, we haven’t seen much buzz around the 
connected car yet. But it seems we are getting there. Most big 
auto makers as well as some brave startups are working on 
connected car solutions. 
 

9.9. IoT in Lighting Control 
Although a partial version of the technology has been already 
in the market, this disassemble itself in the fact that it 
integrates lighting control with mesh networking to develop 
huge scale, credible, wireless lighting solutions for homes. 
The sensors embedded can also detect the presence of people 
and turn off the lights in their absence. The lighting system is 
designed to save on energy consumption in both commercial 
and residential establishments. 
 

9.10. IoT in Healthcare 
IoT has different applications in healthcare, which are from 
remote monitoring equipment to advance & smart sensors to 
equipment integration. It has the capability to rejuvenate how 
physicians deliver care and also keep patients safe and 
healthy. The concept of a connected health care system and 
smart medical devices bears huge capability, not just for 
companies also for the well-being of people in general. IoT in 
healthcare will be massive in imminent years. IoT in 
healthcare is the intention of empowering people to live 
healthier life by wearing connected devices. The collected 
data will help with personalized analysis of an individual’s 
health and provide tailor made action plan to combat the 
disease. 
 

9.11. IoT in Retail 
The capability of IoT in the retail sector is huge. IoT endows 
an eventuality to retailers to connect with the customers to 
improve the in store experience. Smartphones will be the way 
for retailers to stay connected with their consumers even out 
of the store. Interacting via smartphones and using Beacon 
technology can help retailers serve their consumers preferable. 
They can also track the consumer’s path via a store and 

ameliorate store layout and place premium products in high 
traffic areas. 
 

9.12. IoT in Supply Chain 
The supply chains have already been getting dexterous for a 
couple of years. The solutions for tracking, goods while they 
are on the road, or getting suppliers to commutation inventory 
information have been on the market for years. So while it is 
completely logic that the topic will get a new push with the 
IoT, it seems that so far its prominence remains limited. The 
IoT system can also process workflow and transform 
equipment settings to improve performance. 
 

9.13. IoT in Agriculture 
The smart farming is an often overlooked business case for 
the IoT because it does not really fit into the well-known 
categories like as industrial, health, mobility. However, due to 
the remoteness of farming operations and the huge number of 
lives tock that could be monitored the IoT could 
metamorphose the way farmers work. But this opinion has not 
yet reached large-scale consideration. Farmers are using 
meaningful intuition from the data to yield preferable 
return on investment. The sensing for soil nutrients and 
moisture, controlling water usage for plant growth and 
determining custom fertilizer are some easy uses of IoT. 
 
Finally, in this section we are discussing various areas of IoT 
applications and uses in real life. I expect you had fun reading 
about all these powerful and potential applications of the 
Internet of things. There are many more areas where IoT is 
making an influence. 
 

 
10. CONCLUSION 
At the present time moment, every day the big world 
of internet is originate 2.9 quintillion bytes of data on a 
regular basis according to the statistics the percentage of data 
that has been originated from last two years is 92%. The 
Internet of Things (IoT) promises to have a big effect by 
adding a new dimension in the way people will 
interact with the surrounding things. The IoT can connect 
devices embedded in different systems to the internet. When 
objects and devices can represent themselves digitally, 
they can be controlled from ubiquitously. The 
connectivity, then helps us capture more data from more 
places; make sure that the more ways of increasing 
efficiency and improving safety and the IoT security. 
The Internet of Things is a system of interrelated 
computing devices, mechanical and digital machines, objects, 
animals or people that are endued with unique identifiers and 
the efficiency to transfer data over a network without essential 
human-to-computer or human-to-human interaction. IoT 
platforms can help organizations decrease cost via make better 
process efficiency, asset utilization and productivity. To make 
a better tracking of devices and objects using sensors and 
connectivity, they can advantage from real-time insights and 
analytics, which would help them, make smarter decisions. 
In this paper, we survey state-of-the-art methods, architecture 
of IoT, classification, ecosystem, reference model of the 
Internet of Things (IoT) and applications in this new 
emerging area, also highlights some of the most important 
technologies. This paper's purpose to endue a substantial 
overview and big-picture to readers of this emerging area. 
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11. FUTURE WORK 
For future work, we are planning to analyze Internet of Things 
(IoT) security and technological perspective and review the 
existing Internet of Things (IoT) environments. 
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