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Abstract. To mitigate privacy concerns, scrambling can be used to conceal face 
regions present in surveillance video content. Given that lightweight scrambling 
tools may not protect chroma information in order to limit bit rate overhead in 
heterogeneous usage environments, this paper investigates how the presence of 
non-scrambled chroma information in face regions influences the effectiveness 
of automatic and human face recognition (FR). To that end, we apply three au-
tomatic FR techniques to face images that have been privacy-protected by 
means of a layered scrambling technique developed for Motion JPEG XR,  
testing the effectiveness of automatic FR and layered scrambling using various 
experimental conditions. In addition, we investigate whether agreement exists 
between the judgments of 32 human observers and the output of automatic FR. 
Our experimental results demonstrate that human observers are not able to suc-
cessfully recognize face images when simultaneously visualizing scrambled 
luma and non-scrambled chroma information. However, when an adversary has 
access to the coded bit stream structure, the presence of non-scrambled chroma 
information may significantly contribute to privacy leakage. By additionally 
applying layered scrambling to chroma information, our experimental results 
show that the amount of privacy leakage can be substantially decreased at the 
cost of an increase in bit rate overhead, and with the increase in bit rate over-
head dependent on the number of scalability layers used. 

Keywords: Chroma information, face recognition, Motion JPEG XR, privacy 
protection, scalability, scrambling, video surveillance. 

1 Introduction 

Present-day video surveillance systems often come with high-quality video capture 
capabilities and plenty of computational resources, making it possible to detect and 
recognize human faces with increasing rates of success. This ability has recently 
raised privacy concerns [1]. To mitigate these privacy concerns, scrambling can be 
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leveraged to conceal the identity of face images in video content originating from 
surveillance cameras. 

The past few years have witnessed the development of a wide range of content-
based tools for protecting privacy in video surveillance systems. The authors of [2] 
propose two scrambling techniques to conceal regions-of-interest (ROIs) in video 
sequences compliant with MPEG-4 Visual: a transform-domain technique that pseu-
do-randomly flips the sign of selected transform coefficients and a codestream-
domain technique that inverts selected bits of codewords in a compressed bit stream. 
Descrambling privacy-protected ROIs can only be done by authorized users (i.e., 
users in possession of a secret key), thus ensuring privacy preservation. To hide iden-
tity revealing features (e.g., faces or vehicle tags), the authors of [3] propose and eva-
luate a format-independent encryption scheme that randomly permutes pixel values in 
each macroblock before compression. The permutation-based encryption scheme 
tolerates lossy compression and is also robust to transcoding (without requiring access 
to secret keys). In [4], we introduce a layered scrambling technique that aims at con-
cealing the identity of face images in video sequences scalably encoded with Motion 
JPEG XR. To that end, we make use of Random Sign Inversion (RSI), Random Per-
mutation (RP), and Random Level Shift (RLS) to scramble the different types of luma 
subbands that make up face regions. Also, in [5], we present a video surveillance 
system that makes use of the Scalable Video Coding (SVC) extension of H.264/AVC. 
To ensure privacy protection, we detect face regions and scramble these regions by 
means of RSI, making use of a different secret key for each layer in the SVC bit 
stream. Finally, it is worth mentioning that the authors of [6] introduce a framework 
for joint encryption and compression for the purpose of content access control. To 
that end, video data are modified in the frequency domain by means of selective bit 
scrambling, block shuffling, and block rotation of the transform coefficients and  
motion vectors. 

In general, content-based tools for privacy protection alter the visual information 
present in privacy-sensitive regions. However, altering visual information typically 
breaks the effectiveness of coding tools such as entropy coding, thus leading to bit 
rate overhead. Consequently, content-based tools for privacy protection need to find a 
proper balance between the level of security offered on the one hand and the amount 
of bit rate overhead on the other hand. As a result, to limit bit rate overhead, content-
based tools for privacy protection may only scramble luma information, leaving 
chroma information unprotected [4, 7-11]. 

In this paper, we study and quantify the influence of the presence of non-scrambled 
chroma information on the effectiveness of automatic and human FR. To that end, 
following the objective evaluation methodology of [12], we apply three automatic FR 
techniques to face images that have been privacy-protected in the luma domain by 
means of a layered scrambling technique developed for Motion JPEG XR [4], testing 
the effectiveness of automatic FR and layered scrambling using various experimental 
conditions. In addition, we extend the objective evaluation methodology of [12] in 
order to investigate whether agreement exists between the judgments of 32 human 
observers and the output of automatic FR. Note that the objective evaluation  
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methodology of [12] was not available yet at the time of designing and testing the 
layered scrambling technique for Motion JPEG XR presented in [4]. 

Note that, besides FR, perception-based security metrics such as Luminance Simi-
larity Score (LSS) and Edge Similarity Score (ESS) can be used to assess the level of 
privacy protection offered by scrambling [13], as well as more advanced visual secu-
rity metrics (e.g., the metric outlined in [7], making use of local features). However, 
these metrics are general in nature and are thus not able to take advantage of domain-
specific information (e.g., face information). As a result, these general security me-
trics may overestimate the level of protection offered by privacy-preserving tools. 
Therefore, when a privacy-threatening tool such as (automatic) FR can be applied, we 
believe it is better to make use of face recognition rates in order to assess the level of 
protection offered by a particular tool for privacy protection. 

Our experiments demonstrate that human observers are not able to successfully 
recognize face images when simultaneously visualizing scrambled luma and non-
scrambled chroma information. However, when an adversary has access to the coded 
bit stream structure, the presence of non-scrambled chroma information may signifi-
cantly contribute to privacy leakage. By additionally applying layered scrambling to 
chroma information, our experiments show that the amount of privacy leakage can be 
substantially decreased at the cost of an increase in bit rate overhead, and with the 
increase in bit rate overhead dependent on the number of scalability layers used. 

This paper is organized as follows. In Section 2, we briefly review layered scram-
bling for Motion JPEG XR. In Section 3, we describe our experimental setup. We 
subsequently present and discuss experimental results in Section 4. In Section 5, we 
detail the costs and benefits of layered scrambling of chroma information. Finally,  
we provide concluding remarks and directions for future research in Section 6. 

2 Layered Scrambling for Motion JPEG XR 

The video surveillance system studied in this paper makes use of Motion JPEG XR to 
encode video content captured by surveillance cameras. Motion JPEG XR offers a 
low-complexity solution for the intra coding of high-resolution video content, while at 
the same time offering quality and scalability provisions that are similar to the quality 
and scalability provisions of Motion JPEG 2000 and the Scalable High Intra Profile of 
H.264/AVC SVC [14-15]. The aforementioned features allow designing video sur-
veillance systems that are able to facilitate real-time monitoring in diverse usage envi-
ronments, ranging from desktop PCs connected to a wired network to mobile devices 
connected to a wireless network. 

In [4], to facilitate privacy protection, we apply a layered scrambling technique to 
the luma subbands that make up face regions [4]. Specifically, we apply RLS, RP, and 
RSI to the DC, LP, and HP luma subbands of face regions, respectively. That way, it 
is possible to trade-off the visual importance of subbands against the amount of coded 
data in the subbands, the level of security offered by a particular scrambling tool, the 
impact of a particular scrambling tool on the coding efficiency, and the computational 
complexity of a particular scrambling tool. For more details regarding layered  
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scrambling for Motion JPEG XR, we would like to refer the reader to [4]. Note that 
the layered scrambling technique under consideration can be applied to any coding 
format that allows organizing its transform coefficients in subbands (layered scram-
bling in H.264/AVC could for instance be realized by taking advantage of data parti-
tioning). 

3 Experimental Setup 

To construct sets of training, gallery, and probe face images, we collected 3070 fron-
tal face images of 68 subjects from the ‘talking’ image set of CMU PIE [16]. This 
resulted in the use of 68 gallery, 340 training, and 2662 probe face images. Further, 
assuming that an adversary does not have access to an implementation of layered 
scrambling for Motion JPEG XR, we only scrambled the probe face images. Conse-
quently, the probe face images represent privacy-protected face images that appear in 
video content originating from surveillance cameras. 

To encode face images, we inherited the settings previously used in [4] for the 
“ATM” video sequence [17]. This implies that we encoded face images with a spatial 
resolution of 192×192 and with a quantization parameter (QP) value set to 20. 

To investigate the privacy-preserving nature of layered scrambling for Motion 
JPEG XR, we made use of the following automatic FR techniques: Principal Compo-
nent Analysis (PCA) [18] and Fisher’s Linear Discriminant Analysis (FLDA) [19], 
which both make use of global features, and Local Binary Patterns (LBP) [20], which 
makes use of local features. When using PCA- and FLDA-based FR, we followed the 
recommendations made by the FERET protocol to normalize face images [21]. When 
using LBP-based FR, we followed the preprocessing method of [20]. Also, when 
using LBP-based FR, we sampled eight binary patterns on a circle of radius two for 
each 16×16 region. Further, we applied layered scrambling after geometrical align-
ment, assuming that face detection is accurate and that eye coordinates are known. 

We plotted FR results on a Cumulative Match Characteristic (CMC) curve [21]. To 
facilitate a fair comparison, we adopted the best found correct recognition rate 
(BstCRR) for PCA- and FLDA-based FR [22]. BstCRR reports the highest true posi-
tive recognition rate by means of an exhaustive search, varying the dimension of the 
feature vectors. On the other hand, we obtained the recognition rate for LBP-based FR 
for feature vectors with a maximum dimensionality of 8496 (the 144 blocks are 
represented by 59 features each). 

Besides objective assessments, we also conducted subjective assessments with 32 
human observers. For each of the experimental settings used, we presented three 
scrambled probe face images of different subjects to the human observers. Given a 
probe face image and a set of twelve gallery face images, we subsequently asked the 
human observers to select the gallery face image that is most similar to the given 
probe face image. The human observers were also able to indicate that a suitable 
match could not be found. Further, we allowed the human observers to study the 
probe face images at different zoom levels. In addition, we enhanced the contrast of 
the probe face images. This reflects a real-world scenario in which an attacker has 
complete control over the scrambled probe face images. 
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4 Assessment of Chroma-Induced Privacy Leakage 

In this section, we present our objective and subjective assessments, studying and 
quantifying privacy leakage induced by the presence of non-scrambled chroma infor-
mation in face images. 

4.1 Notations 

Table 1 introduces a number of notations used throughout the remainder of this paper. 
DC, LP, and HP denote a DC, LP, and HP subband, respectively. A first subscript is 
used to denote the incremental use of several subbands. Specifically, S1, S2, and S3 
represent the use of DC, DC+LP, and DC+LP+HP, respectively. A second subscript 
is used to denote the presence of luma and/or chroma channels. Finally, a prime is 
used to indicate the use of scrambling. As an overall example, 

YS ,3
′ indicates that the 

DC, LP, and HP subbands of the luma channel have been scrambled: 

YYYY PHPLCDS ′+′+′=′
,3

. 

Table 1. Summary of notations used 

Notation Explanation 
DC, LP, and HP DC, LP, and HP subband 
S3, S2, and S1 DC+LP+HP, DC+LP, and DC 
Subscripts (Y, Co, and Cg) Luma and chroma channels (Y, Co, and Cg) 
Prime (′) Scrambled image data 

4.2 Objective Assessments 

Our objective assessments consist of four experiments: 1) distance measurement for 
automatic FR applied to privacy-protected probe face images; 2) automatic FR ap-
plied to scrambled luma information; 3) automatic FR applied to scrambled luma and 
non-scrambled chroma information; and 4) automatic FR applied to non-scrambled 
chroma information. 

Distance Measurement – The effectiveness of automatic FR depends on the metric 
used for measuring the distance between the feature vector of a probe face image and 
the feature vectors of the gallery face images. In this experiment, we investigate the 
influence of the following distance metrics on the effectiveness of automatic FR: 
Euclidean distance, Mahalanobis distance, Cosine distance, and Chi-square distance 
(denoted as DE, DM, DC, and DH, respectively). 

When making use of non-scrambled probe face images, Fig. 1 shows that PCA-, 
FLDA-, and LBP-based FR are most effective when the Mahalanobis, Euclidean, and 
Chi-square distance metric are used, respectively (PCA-, FLDA-, and LBP-based FR 
achieve a rank 1 recognition rate of 84%, 96%, and 95%, respectively). These obser-
vations independently confirm results previously presented in the scientific literature 
[19],[20],[24]. However, when making use of scrambled probe face images, our  
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visual clues such as skin color information, the shape of a face, the presence of four 
corners in the face images, and even slight differences in face orientation. In addition, 
we can observe that PCA-based FR is able to achieve perfect objective recognition 
rates, regardless of the different types of subbands used. 

Scrambled Luma and Non-scrambled Chroma Information – Again assuming that 
an adversary has access to the compressed bit stream structure, Fig. 6 shows the sub-
jective recognition rates obtained for probe face images with scrambled luma and 
non-scrambled chroma information. From both the subjective recognition rates and 
the example face images shown, we can observe that scrambled luma information 
significantly hampers the identification of probe face images when simultaneously 
visualizing scrambled luma and non-scrambled chroma information. On the other 
hand, we can observe that PCA-based FR is able to achieve perfect recognition rates 
(see ORR in Fig. 6). The latter can be attributed to the presence of non-scrambled 
chroma information and the use of a limited number of gallery face images. 

To summarize, the experimental results presented in Fig. 5 and Fig. 6 indicate that, 
when an adversary has access to the compressed bit stream structure, non-scrambled 
chroma information can be successfully used to identify probe face images that have 
only been privacy-protected in the luma domain. 
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than 4.1%, demonstrating that a high level of privacy protection can be achieved by 
scrambling both the luma and the chroma channels.  

Fig. 8 shows that scrambling both the luma and chroma channels results in a total 
bit rate overhead of 7.0%, 18.1%, and 46.4% for S3, S2, and S1, respectively, using a 
value of 8 for the RLS parameter L (see [4]). Compared to the case in which only 
luma information is scrambled, the increase in bit rate overhead is 5.4%, 14.1%, and 
36.9% for S3, S2, and S1, respectively. Note that we measured the overhead relative to 
the size of the face image (and not to the size of the whole image, which includes both 
the face image and background information), thus assuming a worst case scenario 
(dependent on the scenario, face regions may make up a large part of the video con-
tent). Further, Fig. 8 also presents bit rate overhead numbers when using 4:2:0 sub-
sampling. Note that sub-sampling decreases the level of privacy protection, given the 
lesser amount of data available for scrambling. For instance, in the ideal case where 
all transform coefficients are non-zero and where the RLS parameter L is set to 8, the 
use of chroma sub-sampling reduces the total number of combinations required to break 
the protection of 10 MBs from 3.6×10722 to 1.7×10360. 

The results above show that, although scrambling chroma information increases 
the level of privacy protection, it comes with a higher bit rate overhead. The latter 
may be of concern when multiple video streams need to be simultaneously delivered 
in diverse usage environments. 

 

 

Fig. 8. Bit rate overhead when making use of scrambled luma and chroma information: (a) 
4:4:4 color format and (b) 4:2:0 color format 

6 Conclusions and Directions for Future Research 

This paper studied and quantified the influence of non-scrambled chroma information 
on the effectiveness of automatic and human FR. To that end, we made use of three 
automatic FR techniques to test the effectiveness of a layered scrambling technique 
developed for Motion JPEG XR, taking into account the following four experimental 
conditions: 1) distance measurement for automatic FR applied to privacy-protected 
probe face images; 2) automatic FR applied to scrambled luma information; 3) auto-
matic FR applied to scrambled luma and non-scrambled chroma information; and 4) 
automatic FR applied to non-scrambled chroma information. In addition, we investi-
gated whether agreement exists between the judgments of 32 human observers and 
the output of automatic FR for the following two experimental conditions: 1) human 
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FR applied to non-scrambled chroma information and 2) human FR applied to scram-
bled luma and non-scrambled chroma information. 

Our results show that human observers were not able to successfully recognize face 
images when simultaneously visualizing scrambled luma and non-scrambled chroma 
information. However, when an adversary has access to the coded bit stream struc-
ture, the presence of non-scrambled chroma information may significantly contribute 
to privacy leakage (rank 1 recognition rates > 88% when applying automatic FR to 
non-scrambled chroma information). Consequently, for video surveillance applica-
tions requiring a high level of privacy protection, our results indicate that both luma 
and chroma information needs to be scrambled. We therefore applied layered scram-
bling to both luma and chroma information, showing that a higher level of privacy 
protection can be achieved (rank 1 recognition rates < 4.1%) at the cost of an increase 
in bit rate overhead of 36.9% (DC), 14.1% (DC+LP), and 5.4% (DC+LP+HP), mea-
suring overhead relative to the case where only luma information is scrambled. 

In order to compile a benchmark for tools for privacy protection, future research 
will focus on identifying additional worst case scenarios. This benchmark could for 
instance be used to design a more effective evaluation framework for privacy preser-
vation. This benchmark could also be used to design more effective tools for privacy 
protection. Finally, we plan to evaluate the use of layered scrambling in coding for-
mats other than Motion JPEG XR. 
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