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This article examines the general nature, history, and language features of one
type of fraudulent e-mail spam, the ubiquitous Nigerian fraud (4-1-9) letter.
Patterns in content include similar narratives involving vast sums of money to
be transferred from the scammer’s home country with outside help and common
persuasive strategies frequently involving apologies, flattery, attempts to intrigue
recipients, and appeals to greed, altruism, trust, and religious feelings, while pat-
terns in writing features include use of attention-inducing buzz words like
“urgent” and “secret” in subject headings as well as in the letters themselves, and
obvious nonnative English grammar, mechanics, and vocabulary errors. In spite
of the cruder elements of these letters and worldwide efforts to fight the con
artists sending them, recipients are still drawn in to these scams in large numbers,
losing millions of dollars every year. The best defense against them must still
entail comprehensive public education about the nature of this scam (and others)
and about the telltale characteristics of these letters that signal a con at work.
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Introduction

Just as junk mail appears to be the price of an effective postal service, so
unsolicited commercial e-mails (UCEs for short; see Holt and Berg, 2002)
or “unsolicited bulk e-mails” (Gleick, 2003, p. 16)—more popularly known
as spam—seem to be the price of an open electronic communications system.
According to James Gleick (2003, p. 16), the first spam has been identified as
a product blurb sent by a Digital Equipment Corporation employee in 1978
to hundreds of participants on the Arpanet—all of whose addresses were
typed by hand. The real spam boom, Gleick says, didn’t start until 1993 or
1994 (2003, p. 16), but since then, as we all know, the increase in spamming
has been astronomical. By June 2003, it was estimated to make up “49% of
network traffic” (Woellert, 2003, p. 54), amounting to 15 billion e-mails a
day in December 2003 (Baker, 2003, p. 78), and by 2008, according to David
Pye, spam added up to “anywhere from 75% to 90% of all global e-mail traf-
fic” (2008, p. 20), or “close to 100 billion spam messages ... transmitted
worldwide daily” (2008, p. 20). Along with advertising spams, even more
unfortunately, have come outright fraudulent e-mails. Alan Goldstein reports
that in June 2002, scam e-mails comprised 6% of total spam mailings (2002,
p. D10), with such frauds already bilking individuals and companies out of
seven to eight billion dollars a year in 2001 (York, 2001, p. 8), while Mitch
Lipka claims that complaints to the Internet Crime Complaint Center
increased by 33% from 2007 to 2008, citing losses for the latter year at
265 million dollars (2009, p. 2).

A more recent wrinkle (first seen in March 2003, according to “SurfControl
Reminds Companies,” 2002) involves “brand spoofing” (aka “phishing”; see,
for example, Emling [2003, p. C1] and “Gone Phishing” [2004, p. 91}), where
e-mails designed to look like legitimate mailings from reputable businesses con
recipients into disclosing to a Web site personal financial information, like
bank-account numbers, passwords, and social-security numbers, that is then
used to steal victims’ money or even identities (“SurfControl Reminds Compa-
nies,” 2002). And now “pharming,” “a far less detectable form of phishing”
(Pye, 2008, p. 20), actually corrupts users’ computers through the surreptitious
installation of malware that hijacks the unsuspecting typer of true site
addresses to fake but legitimate-looking sites where personal information can
also be stolen from the unwary.

But long before these scams, and in addition to the Internet-based ver-
sions of the usual nonelectronic forms of fraud involving nonexistent or non-
performing products, there have appeared in countless in-boxes various
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fraudulent spams offering a chance at big rewards for minimal effort. This
category may involve variations on the pyramid scheme or chain letter;
announcements that the recipient has won a lottery or other prize, which
turns out to cost some money to claim; and some version of what is variously
known as “Nigerian spam” (Gleick, 2003, p. 16), “‘Nigerian letter’ fraud”
(Goldstein, 2003), “advance-fee fraud” (Cruickshank, 2001, p. 1; Mikkelson,
2003; Schronen, 2004; United States Secret Service, 2002), or Nigerian “4-1-9
fraud” or “419 scam,” after the section in Nigeria’s penal code that deals
with fraud, according to Norr (2002, p. A6) (see also Brady [2003, p. 1],
Dupin [2003, p. 24], and Schiesel {2004, p. G1]). Many other sources also discuss
this category of fraud, including two books on the subject, one by Harold Baines
(1996) and one by Charles Tive (2002), and several law-enforcement and other
Web sites, including those of the Bureau of International Narcotics and Law
Enforcement Affairs of the United States Department of State, the Federal
Trade Commission, The 419 Coalition, The Freeman Institute, and the United
States Secret Service.

Brendan Koerner (2002) and Barbara Mikkelson (2003) both trace this
scam’s roots back to the 1920s “Spanish Prisoner” con in which victims are
duped into sending more and more money to help obtain the release of a
wealthy family’s relative imprisoned in Spain (who, of course, does not exist)
in hopes of being well rewarded (which, of course, they never are). The current
Nigerian version, according to Koerner (2002), first took the form of mailed
photocopies in the late 1970s, continuing, as Gavin McCormick (2002) says
(see also Brady [2003, p. 1] and Norr [2002, p. A6]), as print letters in the
1980s and faxes in part of the 1990s, but popularized even more by the Inter-
net’s ability to reach millions of targets all over the world very cheaply. In
2001, it was the “fastest growing online scam,” according to Henry Norr’s
source, Internet Fraud Watch (2002, p. A6), increasing 900% from 2000 to
2001 alone (Denes, 2002, p. 8; Koerner, 2002) and comprising 15.5% of all
complaints sent to the Internet Fraud Complaint Center in 2001 (Goldstein,
2002, p. D10) and 4% of total Internet-based fraud in 2002 (Brady, 2003, p. 1),
but down to 2.8% of reported electronic fraud in 2008 (“Nigeria,” 2009).

The typical e-version of this letter (see many accounts, including
Blommaert and Omoniyi’s genre analysis [2006, pp. 581-83+], Brady [2003,
p. 1], Cruickshank [2001, p. 1-2], Dupin {2003, p. 24], Ellis [2003, p. 6],
Husted [2002, p. 3F], Lambeth [2002, p. 29], McCormick [2002], Mikkelson
{2003], Norr [2002, p. A6], and United States Secret Service [2002]) is sent by
someone claiming to be a Nigerian official or other important public figure.
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He or she claims to have access to millions of dollars, often obtained illegally,
and offers to give the recipient cf the letter some percentage of the loot for
helping move the money to an account in another country. Should curious
recipients reply to the initial e-mail, they receive further urgent messages
containing more persuasive rhetoric reinforcing the lure of supposedly easy
wealth and with short deadlines meant to deny them thinking time, plus
confidentiality conditions meant to prevent them from hearing skeptical
second opinions. They are also pressured to phone the scammers (where
saying no can be even harder, and the victim ends up paying exorbitant
phone bills, according to The Freeman Institute, 2005), may receive impress-
ively authentic-looking government or financial documents (The Freeman
Institute, 2005; United States Secret Service, 2002), and so in many cases get
persuaded by greed and reassurances of legitimacy into signing on to the deal.

However, to participate, the recipients must at the least send to the
“official” some personal contaci information (like phone or fax numbers,
e-mail address, etc.), plus bank-account and other financial data and possi-
bly even business cards (Norr, 2002, p. A6) and blank business letterhead
on which scam-supporting letters will be forged and sent to other possible vic-
tims (United States Secret Service, 2002), often along with initial payments
supposedly for transfer fees, taxes, or other bogus expenses. Besides keeping
whatever money is actually sent, the scammers may also empty any financial
holdings the recipients have made vulnerable through disclosure of their per-
sonal information, but more often, the goal is rather to confirm that the tar-
gets are fully sucked in so that they will keep sending money voluntarily to
help the scheme overcome the obstacles, like extra fees, unexpected bribes,
etc., which, of course, keep coming up (Cruickshank, 2001, p. 2; United
States Secret Service, 2002). Frequently, too, the victims are lured abroad,
where “there are language problems ... and they feel less comfortable and are
more at risk” from the scammers and other criminals (Ellis, 2003, p. 6), who
may have brought them in illegally so as to have more control over them and
who may turn their encounters into straight kidnappings for ransom or even
murder (see The Freeman Institute [2005], ““Nigerian’ Scam” [2003], Riga
[2003, p. B1], United States Secret Service [2002], and others).

Koerner (2002) claims that the United States Secret Service estimated the
yearly take from this scam as of 2002 at $100 million, while Norr (2002,
p. A6) says that the average cost per victim for 2001 was $5,957, almost
twice that for 2000 and much more than for other forms of fraud (e.g.,
auction fraud), but also much more than the $1,650 per complainant
reported to the Internet Crime Complaint Center in 2008 (Lipka, 2009, p. 2).
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Regardless of the variability of these statistics, this particular scam clearly
remains popular with cyber criminals and continues to be a danger for the
unwary.

The first Nigerian scam letter I received came to my inbox in March
2002; since then, dozens more have appeared, sometimes in spates of two to
four a day, and one (from an ostensible Libyan general) as recently as July
2011, though the rate slowed after 2004. I eventually collected enough of
these e-mails to realize that interesting linguistic similarities could be recog-
nized among the samples I had amassed, suggesting that a thorough examina-
tion of the language used in these letters could shed light on the scammers’
linguistic background, strategies, and goals and perhaps, given their ubiquity
and success rate, also reveal broader cultural implications both for senders,
many of whom are Nigerian or live in various developing countries with both
economic problems and opportunities, and for recipients, most of whom live
in the United States and other rich, developed countries in the West.

Some features of Nigerian fraud letters, including language characteris-
tics, have already been pointed out in published articles. The largest study
is Blommaert and Omoniyi’s (2006) analysis of types of competence—
technological, cultural, and linguistic—demonstrated in these e-mails. They
identify a number of common language features, mostly narrative strategies
and other content (e.g., introductory apologies and reassurances of confi-
dentiality) but also including grammar and mechanics features, some of
which have also been remarked on briefly by other researchers (including
Riga [2003, p. B1], Koerner [2002], and Norr [2002, p. A6)).

A number of other print and online publications have also summarized
and discussed the narratives and persuasive strategies found in typical 419
e-mails (see many sources cited earlier, especially The Freeman Institute
[2005] and United States Secret Service [2002]). Douglas Cruickshank (2001,
p. 1), in particular, laments that “the literary merit of the letters themselves
is rarely discussed” and proceeds to wax lyrical about the dramatic story-
lines (the “earnest, alluring evocations of dark deeds and urgent needs”)
and the “lavishly stilted prose excavated from an eighteenth century proto-
col handbook” that he argues “is as awkward and archaic as it is enchant-
ing.” He also praises the “poetic sweetness” (p. 1) of the openings; the
persuasiveness of details provided about the senders, money sources, and
other elements of the plots (pp. 2-3); and the use of impressive vocabulary,
e.g., “modalities” (p. 3). In addition, Norr cites typical subject headings
such as “Confidential — mutual benefit” and “Very urgent business proposal”
(2002, p. A6).
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On the grammar side, Chris Dupin characterizes many of these fraudulent
e-mails as “written in broken English” (2003, p. 24), Norr labels the letters’
writing style as “simultaneously pompous, ingratiating and ungrammatical”
(2002, p. A6), and Blommaert and Omoniyi point out that “many of the
authors of the messages struggle with basic literacy skills and have an incom-
plete control over standard varieties of English” (2006, pp. 598-99).

All these characteristics can also be observed in my sample, but addi-
tional features are also quite common, as a more detailed analysis of the
specific language used in these e-mails reveals.

Procedure

My database consists of 30 e-mailed letters received between March 28,
2002, and July 29, 2003. While I also received other obvious scam letters
during and after this time, I included in this study only those which fol-
lowed the basic outlines of the Nigerian letter fraud, as described earlier,
and restricted the sample size to make detailed analysis of the e-mails’ lan-
guage and content manageable.

I then read through each letter; noted background information on sen-
der and plan details; and analyzed the language used, including narrative
content and structure, vocabulary, persuasive techniques, and errors in writ-
ten English. The highlights of this analysis are presented in Table I.

Analysis

Country of Origin

First, I found that 50% of senders claimed to be located in Nigeria; nine other
purported countries of origin included the Ivory Coast (13.3%), South Africa
(6.7%), the United Arab Emirates (6.7%), Benin (6.7%), and five others respon-
sible for one e-mail apiece (3.3%)—Zimbabwe, Sierra Leone, Kuwait, Togo
(typed as “Lome-Togo”), and Guinea-Bissau (typed as “Guinee Bissau”).
Thus, only half of the e-mails in my corpus were true Nigerian fraud letters
(assuming senders’ country identifications were accurate), while the rest came
predominantly but not exclusively from other countries in Africa; this was still,
however, a greater proportion than the roughly 20% Blommaert and Omoniyi
found in their corpus (2006, p. 584).

Senders and Addressees

Only 40% of the letters came actually addressed to the recipient; 53.3% were
addressed to the sender’s own e-mail (or in one case, the sender’s name),
while 6.7% were sent to e-mails different from the senders’, and one (3.3%)
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was addressed to a totally different (and unknown) name. And scam spams
appear to be a man’s game (as The Freeman Institute {2005] also points
out): only 16.7% were putatively sent by women (among them, one “Lady,”
a “Miss,” and two “Mrs.”), leaving 83.3% sent by men. Thirty percent were
sent by self-designated doctors (all men), with four others sent by one
“Auditor,” one “Barrister”, one “Brigadier-General,” and one “ENGR”.
The rest (female or male) offered no titles.

Subject Headings

The subject headings varied considerably, but certain key words occurred
fairly frequently (some together in the same heading):

* “urgent” (in 33.3%),

* “business” (16.7%);

» “please” (16.7%),

* “assist,” “assistance,” or “help” (16.7%);
* “reply” or “response” (16.7%); and

* “proposal” or “proposition” (10%).

Norr’s (2002, p. A6) heading findings are thus at least partly duplicated in my
sample, “urgent” and “business” appearing frequently in both heading sam-
ples, while Norr’s additional key words “confidential” and “benefit” are also
actually common in the bodies of my e-mails, though not in the subject head-
ings. Likewise, Blommaert and Omoniyi’s characterization of the majority of
their e-mails’ subject headings as “seek[ing] personal rapport and involvement
in style” (2006, p. 589; italics original) can be argued to apply to my sample,
as well.

Salutations

The salutations also frequently employed the same words (and these words
also appear in Blommaert and Omoniyi’s (2006) samples, along with addi-
tional openings; see page 590):

* “Dear” was used in 60% of the e-mails: “dear sir” headed 30%; “dear
friend” headed 13.3%, “dear madam” headed one (3.3%); and “dear,”
“my dear,” or “dearest,” with no title or other form of address,
headed 13.3%;

« “ATTN,” “Attention,” or “your attention” headed 23.3% of e-mails;
and

* “Good day” headed 10%.
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Closings

The closings also showed considerable variety but again offered some pat-
terns, often in combination (see also the example cited in Blommaert and
Omoniyi [2006, p. 589]):

* 53.3% requested or urged a response in some form (as in “Your
immediate response will be highly appreciated”);

* “Best regards” or “regards” ended half of the e-mails;

* “Yours,” either alone or in combination with “Sincerely,” “Truly,”
“Faithfully,” or—in one case—“Yours in Christ,” ended 33.3%;

* 30% stressed the urgency or immediacy of the proposal or hoped-for
reply (as in “I waiting [sic] to hear from you soon”);

+ 23.3% closed with some form of thanks;

* 13.3% indicated expectations of cooperation or collaboration (as in
“Thank you in advance for your anticipated co-operation™); and

* 10% closed with references to God or Christ (“Yours in Christ”;
“Cheers and God bless you”; “God be with you™).

Narratives

As for narrative content, first, there was some variety in the stories told, but
within the same general narrative frame described earlier, and of the
type referred to by Erving Goffman (1974, p. 103) and others as “exploitive
fabrication[s]”: individuals of different backgrounds claimed to have access to
millions of dollars and offered to give the recipient of the letter some percen-
tage of the wealth for helping dispose of the money in some advantageous
way. However, of the seven plot outlines noted by the United States Secret
Service (2002), only two appeared in my corpus: “contract fraud,” and
“transfer of funds from over invoiced [sic] contracts” (leaving the “beneficiary
of a will,” “recipient of an award,” “purchase of real estate,” “conversion of
hard currency,” and “sale of crude oil at below market prices” plots unrepre-
sented). Likewise, of the five scam categories described by The Freeman
Institute (2005), only the “Contract Repurchase 419” (buying another firm’s
contract earnings) and “Charity Scam 419” (helping persecuted people get
their wealth out of the country) seem to apply (with greater or lesser fidelity) to
the letters I examined, while “Oil 419” (a Nigerian oil deal), “Black Currency
419” (buying chemicals to clean money), and “Will Scam 419” (obtaining
money left to the scam victim in a will, rather than helping to carry out the
deceased’s wishes) do not. Finally, of Blommaert and Omoniyi’s four
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categories of stories, “dormant accounts” (2006, p. 581), “lottery rewards”
(2006, p. 581), “rescue operations” (2006, p. 582), and “charity” (2006, p. 583),
all but the lottery plot are represented in my corpus, as well (like Blommaert
and Omoniyi, I see lottery offers as belonging to a different genre of fraud let-
ters from the others and so chose to omit them from this analysis).

In my collected e-mails, specifically,

* 30% claimed to come from government officials who had illegally
diverted money to invest abroad;

* 30% were sent by a dead millionaire’s relative, representative or lawyer
to request help in transferring the deceased’s estate out of the country;

* 16.7% were pleas from bank officials wishing to divert the contents of
a dead customer’s account to the e-mail recipients’;

* 6.7% were from a business executive who had illegally diverted money
to invest abroad (so a variation on the first story line);

* 6.7% were sent by dying millionaires needing outside help to dispose
of their wealth in some socially beneficial way;

* 6.7% came from supposedly legitimate business people seeking a busi-
ness partner abroad who could facilitate safe foreign investments; and -

* One (3.3%) sought a partner outside the sender’s country to kelp
access a foreign account.

In general, all the writers but one introduced themselves early in the let-
ter, providing their backgrounds and how they came to have access to the
money, and all but one explained the crisis or other development that led to
the need for outside help before explaining to at least some extent the reci-
pient’s hoped-for role in the transaction and what his/her reward would
be (mentioned in 90% of the e-mails in greater or lesser detail), sometimes
(in 46.7% of all e-mails) within a larger breakdown of percentages for every-
one involved (e.g., “17% for your assistance ... 80% for myself & my
Colleagues ... 3% for contingency expenses”). Most then ended with a request
for a response, often to be accompanied by some contact information. No
letter asked for money at any point or indicated that future expenses might be
involved.

Persuasive Strategies

There were also some recurring themes within the individual persuasive stra-
tegies used by the scammers. First, and hardly surprisingly, all 30 e-mailers
(100%) used both first and second person in providing their own personal
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stories and appealing directly to the recipient. But in addition, about half
tried to ingratiate themselves with the recipient in different ways:

46.7% opened their letters with conciliatory or apologetic comments,
as also noted by Blommaert and Omoniyi (2006, pp. 590-91) (e.g.,
“Compliments of the season, and I pray that this mail meet you in
good Health.” and “Pardon the abruptness of this letter; it is due to
its exigency.”), clear examples of negative politeness used to signal the
senders’ desire not to impose on the recipient (see Brown and Levinson
[1987, p. 70));

23.3% specifically acknowiedged the unexpected nature of the e-mail
(e.g., “I know this proposal letter may come to you as a surprise con-
sidering the fact that we have not had any formal acquaintance
before.”);

36.7% offered information on how the recipient came to their atten-
tion, with or without some flattery—also mentioned by The Freeman
Institute (2005)—attached {e.g., “You have been recommended by an
associate who assured me in confidence of your ability and reliability
in prosecuting a business transaction of high net value requiring maxi-
mum confidentiality.”); and

23.3% tried religious appeals, also reported by The Freeman Institute
(2005) (either invoking God, as in “Thanks and God bless” in one
closing, or otherwise displaying the sender’s religious faith, as in one
letter’s quoting a passage from Exodus—14:14: “the lord will fight my
case and I shall hold my peace [sic]”).

Another tack scammers took involved attempts to intrigue recipients (per-
haps invoking Jib Fowles’ advertising appeal to the basic need to satisfy
curiosity [1982, p. 286]) or spur them into action:

83.3% proclaimed the confidentiality or secrecy of their business, as
Blommaert and Omoniyi (2006, pp. 596-97), The Freeman Institute
(2005) and the United States Secret Service (2002) also point out (as in
“First, I must solicit your strictest confidence in this transaction; this is
by virtue of its nature as being utterly confidential and top secret.”); and
73.3% of e-mails stressed the urgency or immediacy of their message, also
reported by The Freeman Institute (2005), the United States Secret
Service (2002), and others (as in “As I expect your urgent reply.” in the
closing of one e-mail, and “Get Back To Me Urgently!” in another’s
subject heading).



THE LANGUAGE OF SCAM SPAMS 169

And, of course, a large number of scammers tried different sorts of
appeals to various needs or desires of the recipients:

60% clearly tried to legitimize their scams by referring to them as
business proposals, propositions, relationships, and transactions (as in
“My primary reason for writing to you is to seek your partnership/
assistance in a business transaction.”);

50% promised that their dealings would be safe, as also reported by
The Freeman Institute (2005) and fitting Fowles’ appeal to the need
to feel safe (1982, p. 285) (as in “This transaction is 100% risk free.”
and “This project is not risky.”); and

33.3% touted the benefit, profit, or value to accrue to the e-mail recipi-
ent if s/he agreed to participate, in keeping with Fowles’ appeal to the
need to achieve (1982, p. 282) (e.g., “The reason for this letter is that
your help is being sought in order to ... successfully complete a profit-
able venture that is of immense benefit to you ... .”).

Grammar

Unsurprisingly, and in keeping with Blommaert and Omoniyi’s (2006,
pp. 599-603), Dupin’s (2003, p. 24), and Riga’s (2003, p. B1) characterizations,
the majority of these scam mailings were easily identifiable as having been
written by nonnative speakers of English (ESL speakers). In fact, only 20%
demonstrated real fluency, while the rest offered a variety of grammatical and
mechanical infelicities (some also frequently found in native English writings,
but many clearly the product of incomplete mastery of the language), as well
as malapropisms and garbled syntax:

93.3% of the letters contained comma errors (either missing or
unneeded commas);

a slightly different 93.3% contained other punctuation errors (everything
from missing or misused apostrophes to period, quotation-mark,
and colon problems);

86.7% were clearly missing words in at least one sentence (as in “I
have all necessary formation [sic] and legal documents needed to back
you up for claim.”);

83.3% had capitalization problems (either misused or missing capitals),
although only 10% were typed exclusively in capitals (counter to
Norr’s [2002, p. A6] observation of greater frequency but in keeping
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with Blommaert and Omoniyi’s finding of “unwarranted use of capitals”
[2006, p. 599]);

¢ another 83.3% had word-choice problems (that is, clearly wrong words
were used, as in “I meant ... to pass a very urgent and profitable
Business proposal and well approaching matter across to you.”);

* 80% contained at least one sentence-structure error: 50% contained
comma splices, 46.7% contained fragments, and 30% contained run-ons;

* another 80% had incorrect uses of singular or plural word forms (as in
“my Lawyer will make preparation for my family to come over to
your country.”);

* 70% had word-form problems (as in “I wait your urgent respond
immediately.”);

* 56.7% contained misspelled words (even with spell check);

* 43.3% had subject-verb andior pronoun-antecedent agreement problems;

* 40% had awkward phrasing not involving misused words (as in
“Please send to me your ... fax number where the Certificate of
Deposit ... will be fax to you for the claiming of the consignment.”);

and
* 33.3% had tense problems (as in “Sir my message to you was based
on...”).
Diction

Looking more closely at the kinds of word-choice problems evident in these
e-mails, one finds not only low-level mistakes like incorrect prepositions (as
in “and he died, since 1993”) and articles (as in “I seek the consent to pre-
sent you as the next of kin to the deceased”) that clearly mark ESL speak-
ers, but also a number of bona fide malapropisms (e.g., “I pray that this
mail meet you in good Health” for finds; and “the will to personify the
fagade to its practical conclusion” for pursue the charade) which are still,
however, mostly markers of nonnative competence.

But in addition, 93.3% of these letters also made use of learned or spe-
cialized vocabulary, quite clearly for effect—i.e., to make their senders
sound educated (certainly the Latin terms used on rare occasions, like
“bonafide [sic]” and “modus operandi,” attest to this) or at least knowledge-
able in the military, financial, or other arenas they claim to be involved in.
These words were mostly used correctly, if not comfortably—as in “the
remittance of the funds” and “for your perusal”-—although some were odd
enough (at least, perhaps, to American English speakers) to suggest
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someone’s hopeful idea of what formal English should sound like: consider
“so that I can furnish you with further details on the modalities of the transfer
of the fund into your bank account” (note the use of Cruickshank’s [2001]
prized word here) and “government officials ... awarded themselves contracts
that were grossly over-invoiced in various ministries and parastatals.” And
yet the most fluent letters were in fact quite well written, even confidence-
inspiring, for example, “However, if you do [reply], and the conditions are
right, you will be amply compensated. It is also pertinent to add that I am
using an assumed name”; and “An important client of mine whose details I
cannot release at this point has implored me to contact a reliable and trust-
worthy partner overseas”).

Conclusion

Given the writing characteristics just overviewed, most of these letters
appear likely to have been written by minimally competent English speakers
who nevertheless are clearly trying to use language that will impress, entice,
reassure, and/or evoke sympathy in their readers—hence, the impressive
titles and vocabulary used by some senders; the ties to important figures
claimed by most of them; the frequent appeals to politeness, safety, legiti-
macy, secrecy, and urgency; and the tales of injustice, crises, and/or golden
opportunities and the promises of great fortunes presented in all these
e-mails. If they are aware of their limitations in English—and Blommaert
and Omoniyi suggest otherwise, claiming that at least some of these writers
“appear to assume that their English is ‘good’ enough to pass as native
speakers [sic]” (2006, p. 602; italics original)—I suspect they count on
the content of their mailings to prove irresistible to recipients, with greed
winning out over skepticism.

Is it surprising that so many amateurishly written e-mails are being sent
to so many native English speakers, given that we might well assume that
any such adult with enough education to be able to use a computer should
also be able to see how badly composed and undoubtedly fraudulent these
e-mails are? Not when one considers the economics of the situation, specifi-
cally, how cheap it is to scatter thousands of spams worldwide and how
profitable even a miniscule reply rate will be, especially when in West
Africa, for example, as small a score as $250 can pay the bills for close to a
year (The Freeman Institute, 2005). These scammers set up free, anonymous
e-mail accounts accessed through cheap cybercafé computers (Koerner,
2002), probably invest minimal time in writing and sending the mailings,
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and have very little to lose and potentially a great deal to gain by casting
their nets as widely as possible.

Furthermore, where high unemployment means that Nigeria (or any-
where else, for that matter) “teems with bright, underemployed youths”
(Koerner, 2002) who are computer literate and have access to both the 419
scheme and the technology to implement it, it seems inevitable that the con
would proliferate. In fact, Koerner (2002) claims that “the wiring of Nigeria
1s being propelled by 419” and predicts that this fraud will decline when
“young, educated Nigerians have better economic prospects,” leaving “a
thriving Internet culture for Nigerians to use for more legitimate purposes.”
In the meantime, however, “mass unemployment, extended family systems,
a get rich quick syndrome, and, especially, the greed of foreigners” have
encouraged 419 fraudsters and will continue to do so (United States Secret
Service, 2002), keeping 419 fraud among the top five industries in Nigeria
(Koerner, 2002).

Perhaps, then, on the other side of the con, it should seem more surpris-
ing that any literate, computer-competent, native-English-speaking recipient
would actually be taken in by these e-mails, a sentiment also expressed by
the Federal Trade Commission (“The ‘Nigerian’ Scam” [2003]), The Free-
man Institute (2005), Koerner (2002), and others, especially given that “the
nonnativeness of their English ... exposes their messages as cases of fraud”
(Blommaert and Omoniyi, 2006, p. 602). Of course, as Blommaert and
Omoniyi point out, many recipients are themselves not native speakers of
English and so might not recognize the senders’ lack of English competence
(2006, p. 604). But even for fully competent English users, in a country
where millions of people buy daily Power Ball tickets, play online lotteries,
and make casino owners millionaires, the belief in suddenly striking it rich
or otherwise getting something for nothing still obviously holds the Ameri-
can imagination captive. I suspect that most people who take these scam
letters seriously are not put off by the poor writing and are quite willing to
believe in the various scenarios the scammers set up (especially the ones
dependent on all-too-common government or other bureaucratic malfea-
sance which many Americans probably take to be endemic in Nigeria and
many other developing countries). No doubt, they assume that nonnative
speakers of English could still have access to riches in their home countries,
and perhaps they even take the ESL characteristics of these e-mails as a
sign of authenticity, supporting the senders’ claims that they are indeed not
American, but citizens of those foreign countries they name. In such a case,
a sender’s limited English proficiency would certainly not stand in the way
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of making the deal of a lifetime, especially if the recipient’s role in the trans-
action sounds easy, safe, and plausible.

What clearly remains the case is that even today, after all the publicity
these e-mails have received, enough scammers must be succeeding at enough
of their schemes to keep them sending new pitches out onto the e-waves, as
my own inbox can attest. And I suspect that the key to their success lies
not in the credibility of their sob stories, and certainly not in the eloquence
of their language, but in their promise of a reward too large and too easily
earned to be turned down without the recipients’ at least learning more
about what strings might be attached. And once the marks respond to the
e-mail, some of them clearly can be manipulated into actions, from further
e-mail correspondence to trips to Nigeria, which cost them big sums (and
sometimes put them in grave danger) instead of bringing them easy millions,
perhaps due to the same psychological factors at work in “low-balling” tac-
tics used by car dealers and others. In this case, Nigerian fraud letters pro-
vide similar opportunities for recipients to become invested (financially and
emotionally) in their schemes. Then, as expenses mount (but still add up to
only a fraction of the promised reward, as Cruickshank [2001, p. 2] points
out) and the payoff recedes, many victims still feel they have too much at
stake to cut their losses and walk away.

A number of suggestions have been offered to avoid or reduce spam
and protect consumers from fraudulent e-mail schemes, including never
responding to spam, refraining from sharing personal information electroni-
cally, checking antiscam Web sites, and reporting suspicious e-mails to the
Federal Trade Commission or other watchdog groups (see, for example,
Bernstein [2009, p. B13], Buechner [2003, pp. 52-3], Dupin [2003, p. 24],
Emling [2003, p. Cl1], Rosenberg [2005, p. A-7], Tive {2002], Valetk [2002,
p. s6], Woellert [2003, pp. 54-5], and others). Pye also mentions the growth
of security software and defines several computer-based strategies for block-
ing or screening suspicious e-mails, including “traffic throttling” and “signa-
turing” (2008, p. 20).

In addition, a few sources have focused specifically on advice for dealing
with the Nigerian fraud letter. Among them, The Freeman Institute (2005),
Mikkelson (2003), Norr (2002, p. A6), Riga (2003, p. B1) and Schiesel
(2004, p. G1) all identify Web sites that variously report news about this
type of fraud, provide sample e-mails for viewing, and/or allow people to
report cases of fraud to authorities; Dupin (2003, p. 24) and the United
States Secret Service (2002) describe several 419 fraud tip-offs and provide
Secret Service contact information; Tive (2002) provides a whole chapter on
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educating the public and fighting the scam in other ways; and Dudley (2002,
p. 1) summarizes explanations and advice available on the nigerianfraud-
watch.org site.

But a fairly new course of antifraud action involves “scam baiting” (Riga,
2003, p. B1) or “fraud baiting” (Schiesel, 2004, p. G1). According to Crampton
(2007, p. 7), Riga (2003, p. B1), Schiesel (2004, p. G1), Shaw (2007, p. AS8),
and others, in this approach to fighting e-scams, recipients of Nigerian fraud
e-mails respond to the scammers and involve them in various humiliating,
time-consuming and hopefully expensive wild-goose chases (e.g., requiring
photos of the scammers with ludicrous signs, sending them to far-off cities to
collect nonexistent payments, etc.) in an attempt to divert the fraudsters from
more gullible marks and, ideally, waste the con artists’ resources. Many also
publicize their activities and post correspondence from the scammers on their
Web sites (see Crampton [2007, p. 7], Riga [2003, p. B1], and Schiesel [2004,
p. G1] for several site addresses, including those for such antifraud groups as
Phonebusters, the Anti-419 Coalition, and Artists Against 419).

The spammers, however, are fighting back with a vengeance. On the
low-tech side, senders manipulate the content of headers, subject lines, and
the letters themselves to make it less obvious that their mailings are spam
(Gleick, 2003, p. 16), while higher-tech schemes, as Stephen Baker (2003,
p. 82) points out, involve overloading the servers of antispam organizations
with mail in order to shut them down, employing hackers to foil antispam
defenses, and using computer power and viruses to trick spam filters.

Steven Johnson argues that ultimately, the single most effective way to
reduce spam will be to make it more expensive to send it. One proposal
requires the originating computers to spend more time sending each e-mail
by forcing them to perform more calculations as they contact servers to dis-
tribute those e-mails, thus reducing the number of messages a computer can
send in a day and increasing the time and therefore financial cost. This
delaying tactic could make spam much less attractive to senders who cannot
expect enough of a response to make their mailing costs worthwhile (2004,
p. 25). Such a system might well work as a deterrent for many spammers,
including some con artists, but would no doubt require global cooperation
that could be very tricky to design and enforce.

So for now, it still seems likely that for every antispam measure someone
develops, spammers will devise a countermeasure. Perhaps, then, preventing
spam from reaching personal computers might better be treated as a second-
ary concern; the primary goal should in fact be the education of Netizens to
recognize deceptive content, specious persuasive strategies, inaccurate and
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unfair stereotypes of developing countries, and typical language features of a
scam when they see them, ensuring that they will avoid becoming its next vic-
tim. And given the numbers of supposedly well-educated Americans who still
fall prey to cons in other forms (phone and mail scams, for example), evi-
dently still convinced that there is a way to beat the system and get rich with-
out having to earn their success, it’s neither surprising nor a black eye for the
Internet that computer users are also susceptible. The bottom line, regardless
of the medium, still has to be that oldest of financial clichés: if it sounds too
good to be true, it most certainly is.
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