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Abstract—An increasing number of Cyber Physical Systems is 

used in different areas of applications like smart grid, smart 

factory or smart home. This paper demonstrates a first approach 

for an integrated consideration of safety and security for Cyber 

Physical Systems in a System of Systems by a use case based 

model for smart home applications. To realize a safe and secure 

operation of Cyber Physical Systems in System of Systems a high 

number of elements, relations and functions have to be taken into 

account. A Systems Engineering based approach will be 

introduced in this paper to deal with this complexity. The 

approach consists of a SysML based model which is associated 

with a procedure to ensure the safe and secure design of Cyber 

Physical Systems. Defined safety use cases will be used in a 

following security analysis and assessment. By harmonizing 

security assessment and safety use cases the integrated 

consideration is accomplished. The results can be used for an 

early technically solution neutral design planning. 

Keywords—System of Systems; Cyber-Physical Systems; 

Smart Home; Use Case Models; Safety; Security 

I. INTRODUCTION  

Cyber Physical Systems (CPS) have recently become more 
and more important. CPS are mechatronic systems and consist 
of sensors, actuators, an embedded intelligence and the ability 
to communicate with other CPS [1]. Obviously, the focus on 
research in CPS areas like development and applications is 
rising [2]. Applications of CPS are diverse, e.g. advanced 
automotive systems, environmental control or smart structures 
[3], like e-health, smart home, smart factories, micro grids etc. 
[2]. In this article smart home applications like smart 
infrastructures are focused on, since smart home applications 
are a growing market [4, 5]. Furthermore, smart home can be 
defined as an intelligent environment. This environment is able 
to apply and acquire knowledge about the inhabitants, their 
surroundings and other parameters in order to adapt and meet 
predefined goals [6,7]. Thereby different CPS can work 
together in such smart home applications. As a result these 
applications can be described by systems thinking as a System 
of Systems (SoS) of CPS. To provide a successful and accepted 
performance it is a primary challenge to maintain safe and 
secure operation of these CPS in SoS for smart home 
applications [2], since safety and security requirements are 
most important [8]. To construct a single system adequately 

safe and secure is a difficult task, because of inherent goal 
conflicts [9]. For example a secure locking of a door lock in a 
smart home to protect against intrusion and a safe unlocking in 
case of an accident to allow access for rescuers. If several CPS 
are considered simultaneously, this task is getting even more 
difficult, because of the high number of resulting CPS 
combinations and accompanied use cases. Frequently, 
interfaces or technical standardization approaches for 
communication are focused on in CPS research. Yet these 
approaches are not harmonized as the interoperability of 
billions of connected devices has to be realized [5, 10, 11]. The 
detailed level and discipline specific focus of these approaches 
do not allow a sufficient adaption of the design of the SoS. 
Hence there is a need for a first overview regarding an 
integrated consideration of CPS in SoS in context of safety and 
security features. [12] demands such a model for single CPS. 

Many different and divergent aspects have to be considered 
for an integrated approach. For example the following aspects 
can be named [13]: 

 Hazards (fire, electrical shock) through electronic 
devices or unauthorized access. 

 Malfunctions of safety-relevant systems (e.g. smoke 
detectors, locking systems, e-health etc.). 

Therefore, a new use case specific model will be presented 
in this article. With the help of use cases different aspects will 
be investigated and integrated into a SysML based model. First 
the state of the art is described to illustrate the safety and 
security challenges, since an integrated consideration of safety 
and security factors is missing yet. Afterwards a first simplified 
model focusing on the CPS in the SoS based on use cases is 
build up. Overlapping use cases (by time and location) are 
investigated in the procedure and supported by the model for a 
safe and secure design. Finally, results are summarized and 
discussed.  

II. STATE OF THE ART 

In the scientific context, safety and security are often 
defined as a deliberate threat (security) and an unwanted 
hazard (safety) [14]. Safety functions are designed to protect 
users from hazards, e.g. an accident. Security functions protect 



the system and its contents against attacks like an intentional 
misuse. The variety of components and their IT-based 
networking lead to a growing number of safety and security 
requirements, which have to be fulfilled by functions.  

Focusing on CPS the variety and diversity of requirements, 
components and functions is more and more growing [3]. 
Often these functions are in a fundamental goal conflict. For 
reasons of safety, redundancies are designed to ensure safety in 
dangerous situations. Simultaneously these redundancies 
should not be implemented for reasons of security, because 
they result in additional attack vectors. Consequently, safety 
and security functions affect each other. 

Additionally, system complexity is increasing. Complexity 
is defined by the number and diversity of elements, relations as 
well as dynamics [15], e.g. due to networked systems. This 
results for example in additional required security functions to 
avoid an intrusion into the SoS. Complexity is described, 
beside the diversity of elements, by the high number of 
participating systems. In turn systems, which carry out tasks 
independent of each other, as well as together for a limited 
period of time, can be considered as a System of Systems or 
SoS [16]. According to [16] the SoS of CPS will be defined in 
this article as a virtual SoS. The characteristics of a virtual SoS 
are [16, S.405]: 

 No central management and no overarching agreed-
upon purpose. 

 No consistent configuration or maintenance of the SoS 
as a whole system. 

 Individual constituent system will be configured and 
managed. 

These systems themselves consist of a variety of 
components for example authentication, locking and control, 
which implement various safety- and security-related 
functions. As there is no central management or consistent 
configuration of such a virtual SoS an integrated safety and 
security considering model is needed.  

The single use cases of the CPS allow an extensive 
description of the safety-related behavior of the CPS 
themselves. These use cases do not describe the behavior of the 
SoS consisting of different collaborating CPS. To focus on a 
comprehensive description of safety and security aspects and 
resulting goal conflicts, intersection points between the CPS 
have to be investigated. These intersection points have to be 
defined by CPS specific use cases, which can be postulated 
[17]. Certainly, these do not contain the needed information. 

In order to reach a defined level of safety and security, 
different methods and concepts can be used, e.g. TSM or 
GlobalPlatform for security architectures or risk analysis to 
estimate a safety level. Although specific methods for safety or 
security exist, an integrated, simultaneous consideration of 
both aspects is not possible yet [18, 9] or only for software 
related aspects [13]. 

Safety and security aspects need an interdisciplinary 
understanding for CPS as well as CPS in SoS. Many existing 
approaches lack a common understanding [9]. Focusing on 

complexity Systems Engineering (SE) can handle these 
challenges [19] as it is about “creating effective solutions to 
problems and managing the technical complexity of the 
resulting developments” [20]. SE includes a system model for 
handling complexity with an interdisciplinary procedure. 
However many different SE-based approaches were developed. 
In [21] a first common model for SoS was developed and 
combined with a procedure. This new Generic Systems 
Engineering (GSE) based procedure consists of a standardized 
procedure using the modules “analysis” (problem identification 
and system analysis), “target definition” (problem localization) 
and “design” (recommendations) [22]. These modules have to 
be arranged problem-specific. Different GSE based approaches 
are used, e.g. for requirements engineering [23] or for the 
design support for autonomous robots [21, 19]. However, the 
existing system model, which was introduced in [21] does not 
support the specific combination of CPS in SoS which is 
needed for an integrated safety and security consideration as 
well as a standardized notation. Therefore, a SysML-based 
approach will be used. Based on its diagrams and standardized 
notations, an integration in the existing common GSE model of 
thinking can be realized. 

In summary, the following challenges were identified:  

 No standardized model for SoS (of CPS) for safety and 
security aspects. 

 Missing description of the virtual SoS and its behavior 
by the CPS specific use cases. 

 Difficulties in handling diverging high level use cases 
caused by inherent complexity.  

To deal with these challenges, the approach for an 
integrated consideration of safety and security aspects for 
smart home applications will be developed and introduced in 
the following section. 

III. APPROACH 

In order to fulfil complex tasks of system analysis and 
further development, a Systems Engineering based approach is 
introduced [24]. This new GSE based approach is shown in 
Fig. 1. The proposed procedure is combined with a safety and 
security integrated system model for smart home applications. 
In step A the SoS and its scope has to be focused upon by 
using the GSE-module “analysis”. This analysis is initially 
realized by the CPS use cases. Certainly hazardous behavior of 
the SoS can only be identified via a combination of use cases, 
e.g. by time and location intersection points. Step B is used for 
the safety use case definition based on SysML notation and 
diagrams. This is combined with the GSE target definition 
module. Through the support of the GSE based analysis 
module the safety use cases and related attack scenarios are 
identified in step C to secure a safe operation of the SoS. The 
security analysis based on the derived safety use cases is 
necessary, as every safety use case possibly creates new attack 
vectors. This ensures the extensive analysis of goal conflicts 
between safety and security. Finally, the harmonization of 
safety and security is carried out in step D. As a result, design 
recommendations can be derived based on the GSE-module 
“design”. 



 

Following, the four step based approach will be explained 
in detail. 

A. SoS definition 

In a first step, which is based on systems thinking, the 
system scope has to be limited. This limitation of a complex 
sociotechnical system like the proposed SoS into its 
subsystems and users is needed to handling the systems’ 
complexity [25]. With this limitation, systems and interacting 
users are focused on. In this article an example based on four 
different systems will be used: 

 Autonomous vacuum cleaner (AVC), 

 Smart wristband (SWB), 

 Intelligent door lock (IDL) and 

 Communication hub (CH). 

In addition, the communication hub is understood as a part 
of the SoS and not as a central management as it only enables 
the communication between the systems. With the help of 
these systems the identified challenges and use cases have to 
be derived. A typical use case description includes pre-
conditions, post-conditions, primary flow and an alternative or 
exception flow [26]. Therefore, a predefined template, like 
shown in [19] is suitable. Different possible use cases are 
shown in Fig. 2. 

These use cases have to be analyzed regarding safety risks. 
The challenge is to identify every hazard resulting from an 
interaction of two or more CPS. This interaction is depicted by 
the intersection points with regard to time and location. For 

example, the use case analysis determines that the use cases 
“IDL1-locking” and “IDL2-unlocking” (see Fig. 2) cannot 
overlap.  

 

In addition, “AVC1-autonomous cleaning” and “AVC2-
autonomous charging” will not be focused on, as the 
autonomous vacuum cleaner has to be charged by a charging 
station. These use cases cannot overlap either. In the following 
exemplary application these four use cases will be used: 

 Use case “AVC1-autonomous cleaning” 

 Use case “SW1-health status monitoring” 

 Use case “SW2-position tracking” 

 Use case “CH2-ensuring communication” 

By the combination of the use cases the virtual SoS is 
formed out of the autonomous vacuum cleaner, the smart 
wristband and the communication hub. 

For the identified intersecting use cases, respectively the 
new CPS in SoS, a risk analysis has to be performed. This risk 
analysis is state of the art and therefore not focused on below. 
Here, the risk is defined in a quantitative or qualitative way as 
a function of the severity, the exposure, the occurrence and the 
controllability [27].  

By this procedure the risk is assessed for the corresponding 
use case (Step B). As a result potential risks were identified for 
the following steps (Step B-D) to achieve a sufficient safe and 
secure SoS. 

B. Safety use case definition 

With the result of step B safety use cases are defined. The 
goal of the safety use cases is derived from the risk analysis in 
step B. In the example of the combined use cases “AVC1” and 
“SW2” the collision between the user and the AVC should be 
avoided. Therefore, a new use case “AC” (avoid collision) is 
defined. The following Fig. 3 shows the storyline of this use 
case.  

use case (AVC1): autonomous

cleaning

use case (AVC2): autonomous

charging

…

use case (AVCx):  …

use case (SW1): health status

monitoring

use case (SW2): positioning

…

use case (SWx):  …

use case (IDL1): locking

use case (IDL2): unlocking

…

use case (IDLx): …

use case (CH1): data relaying

use case (CH2): ensuring

communication

…

use case (CHx): …

location

use cases

IDL1

name: lock the door

actor: user

trigger event: user leaves home

short description: locking the door by door lock

pre-condition: network communication available, 

valid authorisation, lock operational

primary flow: 1) user walk through the door

2) door snaps

3) user leaves lock-radio-range

4) door locks

post-condition: network communication available, 

lock operational

UC: IDL1

UC:IDL1

 

Fig. 2. Use cases and combination 

 
Fig. 1. Approach 



 

Unlike the use case “IDL1-locking” (see Fig. 2) the safety 
use case “AC” has an alternative flow, that includes a possible 
collision. Therefore it is necessary to consider another safety 
use case which focuses on the resulting hazard of the collision. 
In consequence the safety use case “emergency” is equally 
defined and documented.  

To describe the interaction of the safety use cases a 
sequence diagram is used. Sequence diagrams are based on the 
predefined use cases [17]. The use cases will be depicted and 
considered in the safety sequence diagram. Here, the needed 
message exchange to describe the functionality of the safety 
scenario is shown [28].  

In the example the alternative flow from safety use case 
“AC” is represented by the first two sequence steps of the 
diagram. The other part illustrates the steps of the subsequent 
safety use case “emergency”. A rescue alert will be triggered 
and “IDL” will open if the health status of the user is critical 
(see Fig. 4). 

 

The technical safety relevant information flow of the 
involved CPS “AVC”, “SWC”, “CH” and “IDL” is determined 
by an internal block diagram (see Fig.5). In addition to the 
logical task-orientated sequence the internal block diagram 
allows the description of information flow. Therefore, a design 
support of the specific CPS and further security analysis is 
prepared. The specific use case based communication scheme 

can be depicted by the flow of information. Fig. 5 presents the 
information flow through the radio communication port “RC”. 
The direction of the information flow becomes apparent. 
Likewise, redundancies can be defined.  

 

Based on the internal block diagram a security analysis and 
assessment is prepared in step C.  

C. Security analysis and assessment 

In step C the needed security measures for preventing the 
intended occurrence of threats as results of the safety use case 
by an outside attacker are defined. The goal is to describe 
barriers between components, that show necessary limitations 
of information flow and encryption of communication between 
the components of the SoS. Both information can be used to 
extend the structure of the solution of the safety use case by 
adding security barriers and hierarchic structures.  

Therefore, the SoS is analyzed via a security assessment 
based on attack scenarios. The most important results of these 
scenarios are goals and methods of the attack. The safety use 
case derived in step B is used to define the goal of the attack. 
The attack goal that results from the exemplary safety use case 
is gaining access to the home. Feasible attack paths and 
methods are deduced by the diagrams of the SoS defined in 
step B, which show involved CPS and information flows 
between them. The description of use cases and attack paths 
can make the integration of further SoS components necessary. 
The resulting simplified attack scenarios are summarized in 
attack trees, which were introduced by [29]. 

Fig. 6 shows five resulting scenarios defined by the SoS 
information flow of the use cases. Following, a qualitative 
assessment is conducted on the SoS considering the developed 
security scenarios. The assessment includes a ranking 
regarding the probability of occurrence (PO) and goal 
achievement (PG) based on the attack trees shown in Fig. 6. As 
scenario S5 is very unlikely in terms of PO and PG, it is 
excluded from further analysis. 

AVC

: RC

SWB

:RC

CH

:RC

IDL

:RC

ibd SoS

 
Fig. 5. Internal block diagram 
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Fig. 4. Sequence diagram for “collision” from safety UC: AC and safety 

UC: emergency 

name: avoid collision

actor: user

trigger event: falling below safety distance

short description: avoid collision between user and „AVC“

pre-condition: user wearing „SWB“, „AVC“ operational,

network-communication available

primary flow: 1) recognize direction of user

2) adapt direction of „AVC“ to regain

safety distance

Alternative flow: 1) recognize direction of user

2) adapt direction

3) collision

post-condition: user wearing „SWB“, „AVC“ operational, 

network-communication available

Saftey UC: AC

 
Fig. 3  Safety use case "AC" 



 

As a result of the security analysis the attack vectors of the 
probable scenarios (S1-S4) have to be investigated. This shows 
where barriers are needed to secure the considered SoS for the 
specific use case. The simplified block diagram in Fig 7 depicts 
this.  

 

These barriers describe the limitation of flowing 
information or needed encryption. Additionally, a hierarchic 
diagram can be established by analyzing the proposed 
limitation of the direction of commands and information flow 
between the components of the SoS. 

D. Harmonization of safety use cases and security scenarios 

In the last step, the results of B and C will be matched to 
expose and solve the safety-security goal conflicts related to 
the analyzed safety use case. As a result, Fig. 8 shows a 
harmonized sequence diagram to achieve an adequate safety 
and security level. The analysis of information and command 
flow leads to changed connections in the sequence diagram. In 
the explained example, the connection of “SWB” and “AVC” 
is identified as security critical. Therefore, the check tasks 
“check health status” and “check send emergency” have to be 
executed by the “CH”. The activity “send rescue alert” is 

additionally realized by the “CH”. As a result, the sequence 
diagram “sd collison vers. B” is recursively adjusted. 

 

As a result an integrated safety and security consideration 
for the SoS based on the use cases is derived. On the one hand 
possible goal conflicts between safety and security functions 
are revealed. On the other hand the method enables a designing 
process that solves these conflicts. Due to the high degree of 
abstraction, early and technically solution neutral design can be 
planned.  

IV. CONCLUSION AND OUTLOOK 

In this article a first use case based approach was 
developed, which integrates safety use cases and resulting 
security scenarios for a widespread overview. First the problem 
was considered and the state of the art regarding smart home 
and SoS was outlined. Obviously, existing models and 
approaches do not focus on an integrated safety and security 
view. Simultaneously the security of smart home systems has 
to be considered in a more detailed way with regard to users 
and experts. Hence this article proposes an approach based on 
Systems Engineering to analyze and harmonize safety and 
security at the same time. The four steps of the approach 
include use case definition, safety use case definition, security 
scenario analysis and harmonization. Additionally, an example 
illustrates, how the concurrent single steps can contribute to a 
safe and secure model of the SoS, which is enhanced in every 
step of the procedure. In the first step, use cases were defined 
and combined by time and location for the identified systems 
of the SoS. These combinations were analyzed. Step B 

 

Fig. 8. Harmonization of safety use case and security analysis 
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Fig. 7. security ibd and communication flow 
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E5
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AND

E8

E9OR

E7

AND

E10
E6

S1 S2

S4S3

S5

Event Description

E1 unlock door

E2 emergency unlock door

E3 send unlock command

E4 overtake RC between CH & IDL

E5 gain control over CH via ext. Port (e.g. web)

E6 overtake RC between AVC & SWB

E7 manipulate SWB position

E8 manipulate AVC position

E9 overtake RC between SWB & CH

E10 send SWB message "status n.ok" 

Scenario Description

S1 send unlock command via RC between CH & IDL

S2 send unlock command via controlled CH

S3

reach emergency unlock by collision

caused by manipulating SWB position

S4

reach emergency unlock by collision

caused by manipulating AVC position

S5

reach emergency unlock by sending

fake "status n.ok." message from SWB  

Fig. 6.  Attack tree 



comprised the definition of the resulting safety use cases to 
avoid risks. They were described by storyline, internal block 
diagram and sequence diagram in SysML based diagram types 
[30]. The security analysis in step C identified attack goals as a 
result of the safety use cases and establishes attack scenarios 
based on attack trees. The probabilities of occurrence and goal 
achievement of the attack scenarios are qualitatively assessed 
and security structures containing the limitation of 
communication and encryption were derived. The resulting 
security structure was compared to the safety use case in the 
last step D. Occurring goal conflicts were solved by adapting 
the sequence diagram of the safety use cases.  

Thus, a first viewpoint for an integrated safety and security 
based model was introduced. A generalization of the developed 
approach has to be investigated by further research. For the 
virtual SoS additional CPS combinations have to be examined. 
It is of particular interest to investigate the safety and security 
implementation for other SoS classifications, e.g. directed SoS 
[16]. It has to be tested if the developed safety and security 
integrated model can be used for other SoS applications, e.g. 
smart factories. Furthermore, a quantification of the inherent 
safety and security goal conflicts has to be realized. By the 
interdisciplinary character of the different application types, a 
common model of thinking seems to the useful [22]. In 
consequence the SysML based diagrams have to be used for an 
integration into a common model of thinking like proposed in 
[21].  
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