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ABSTRACT

The vehicular ad hoc network (VANET) has
been widely used as an application of mobile
ad hoc networking in the automotive industry.
However, in the 5G/B5G era, the Internet of
Things as a cutting-edge technology is gradual-
ly transforming the current Internet into a fully
integrated future Internet. At the same time, it
will promote the existing research fields to devel-
op in new directions, such as smart home, smart
community, smart health, and intelligent transpor-
tation. The VANET needs to accelerate the pace
of technological transformation when it has to
meet the application requirements of intelligent
transportation systems, vehicle automatic control,
and intelligent road information service. Based
on this context, the Internet of Vehicles (loV)
has come into being, which aims to realize the
information exchange between the vehicle and all
entities that may be related to it. loV’s goals are
to reduce accidents, ease traffic congestion, and
provide other information services. At present,
loV has attracted much attention from academia
and industry. In order to provide assistance to rel-
evant research, this article designs a new network
architecture for the future network with greater
data throughput, lower latency, higher security,
and massive connectivity. Furthermore, this article
explores a comprehensive literature review of the
basic information of loV, including basic VANET
technology, several network architectures, and
typical application of loV.

INTRODUCTION

With the development of communication technol-
ogy, mobile networks and the automotive industry
and cars are no longer just simple transporta-
tion tools. Vehicles equipped with smart devic-
es such as wireless sensors, onboard computers,
GPS antennas, radar, and so on can collect and
process large amounts of data while enabling
information interaction between vehicles. The
development of automobiles is transforming from
an era of providing traditional transportation ser-
vices to an intelligent era [1].

The concept of the vehicular ad hoc network
(VANET) was first proposed at the International
Telecommunication Union — Telecommunica-

tion Standardization Sector (ITU-T) Automotive
Communications Standardization Conference in
2003. VANET, using vehicles as mobile nodes or
routers, is the application of the mobile ad hoc
network (MANET) in the transportation field. The
main purpose is to achieve direct communica-
tion between vehicles (V2V) and communication
between vehicles and roadside fixed infrastruc-
ture (V21) [2, 3]. A VANET relies on the trans-
portation department to manage the roadside
unit (RSU) and the onboard unit (OBU). Each
car is equipped with an OBU as a transmitter to
communicate with other vehicles on the road.
The RSU is installed on the street to enable com-
munication between the vehicle and the infra-
structure.

However, VANET has not been widely used
and has not brought great commercial value for
a long time. The main reasons are unstable net-
work service quality, incompatibility with personal
communication devices, and lack of the the ability
to process big data. Vehicles and other communi-
cation devices are often randomly connected to
the network. The mobile network it constructs is
a temporary network with limited coverage [4].
It cannot meet the demand for stable commu-
nication between a large number of high-speed
mobile vehicles, so it can only be applied to
small-scale short-term applications and services.
Especially in the urban traffic environment, road
congestion, buildings blocking signals, and com-
plex urban road networks further affect the practi-
cal application of VANET.

In the fifth generation (5G)/beyond 5G (B5G)
era, the number of communicable things is grow-
ing, and the concept of a common network
framework including all existing heterogeneous
networks is being reshaped. A large number of
communicable devices in our daily life are grad-
ually being interconnected, and the era of the
Internet of Things is coming [5]. It is predicted
that by 2020, there will be 25 billion communica-
ble devices connected to the network.

At the same time, the Internet of Things is
introducing intelligent concepts into a variety
of existing research areas, such as smart health-
care services, smart homes, smart industries,
smart communities, and intelligent transporta-
tion systems (ITS). In this era, traditional VANET
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technology has also accelerated the pace of trans-
formation. With the vehicle as the carrier, the con-
cept of the Internet of Vehicles (IoV) connected
via wireless networks has emerged. The loV appli-
cation environments can fuse the vehicle-to-every-
thing (V2X) and big data or artificial intelligence

(Al to enhance the future 6G network. A general

loV system can be seen in Fig. 1.
loV, also known as V2X, as its name suggests,

hopes to realize information interaction between
the vehicle and all entities that may affect the
vehicle, with the aim of reducing accidents, alle-
viating traffic congestion, and providing other
information services. V2X mainly includes vehi-
cle-to-vehicle (V2V), vehicle-to-infrastructure
(V21), vehicle-to-roadside (V2R), vehicle-to-sen-
sors (V2S), and vehicle-to-pedestrian (V2P). In
addition, unlike VANET, the implementation of
oV relies mainly on two technologies, name-
ly vehicle networking and vehicle intelligence.
The vehicle networking consists of three parts:
VANET, onboard information service, and
mobile network. VANET represents short-range
communication between vehicles. Onboard
information service refers to the ability of infor-
mation exchange between vehicles to provide
remote positioning, remote diagnosis, navigation
and other information services. Mobile networks
mean that every car can be used as a power-
ful mobile terminal. Vehicle intelligence refers
to using advanced technologies, such as deep
learning, big data analysis, cognitive computing,
and artificial intelligence, to achieve information
sharing between vehicles and people, and vehi-
cles with each other, the environment, or infra-
structure. This provides a guarantee for a wider
range of communications.

In this context, this article gives a comprehen-
sive overview of the related research and technol-
ogy development status of loV. The main features
and contributions of this article are as follows:

+ To provide the basic technical background
of oV to help researchers understand the
concept, models, and applications of loV

* To summarize the development status of
network architectures in loV and propose a
new network architecture
The structure of this article is organized as

follows. At first, we briefly introduce the devel-

opment background of 1oV, VANET technology,
and the technical advantages of the current loV.

Next, we summarize the network architecture of

loV and propose a car-road-cloud collaborative

network architecture. Then typical applications of
loV are discussed. Finally, we conclude the whole
article.

THE BACKGROUND AND
ADVANTAGES OF THE

INTERNET OF VEHICLES
The development of loV is derived from VANET
technology. In order to better understand the
concept of oV, this section outlines the VANET
and analyzes the advantages of loV.

OVERVIEW OF VANET

With the development of wireless communica-
tion technology, the realization of communica-
tion between vehicles has gradually become the
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FIGURE 1. System structure of loV.

research focus in intelligent transportation sys-
tems. Therefore, the concept of V2V and V2R
communication has emerged gradually, which is
known as the vehicle self-organizing network. Its
presence allows vehicles to communicate with
the help of pre-established infrastructure, as well
as independent communication between vehicles.

This section introduces the main communication

components, communication types, and draw-

backs of VANET.

The VANET basic communication system con-
sists of three main components: the onboard unit
(OBU), the application unit (AU), and the road-
side unit (RSU):

+ The OBU consists of a number of electronic
components, including read/write memory
for storing and retrieving information, user
interface, a dedicated interface connect-
ed to other OBUs, and network devices
for dedicated short-range communication
(DSRC). Its main functions are to achieve
radio access, geographic routing, network
congestion control, reliable transmission of
messages, and data security. Each vehicle is
equipped with an OBU and a set of sensors
for collecting and processing useful infor-
mation including speed, acceleration, fuel
quantity, and more. The information is then
sent to a nearby RSU or other vehicle over a
wireless network based on the IEEE 802.11p
standard. In addition, it can provide commu-
nication services for AU.

+ The AU is a device inside the vehicle that can
run certain applications. It can be either a
dedicated device for a secure application or
a regular device (e.g., a personal digital assis-
tant, PDA). The AU can only communicate
with the network through the OBU.

+ The RSU is a communication device installed
beside the road or at a designated location.
For example, a pre-established infrastructure
or a bus that can travel regularly according
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ADVANTAGES OF THE
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vav V2R problems in the commercialization process, even
the developed countries have only used the most
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practical application of VANET technology has
been ineffective for the following main reasons:
* Failure to work with other networks causes
the vehicles in the ad hoc network to lose
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FIGURE 2. The five types of communication models in loV.

to a designated route can be used as an RSU

to assist communication between cars on a

road [6]. An RSU uses DSRC technology to

communicate with the OBU. Its main func-
tion is to extend the communication range
by forwarding information to other RSUs
or OBUs, to provide local communication
for passing vehicles, to serve as a source of
information in V21 communication, and to
provide information such as current road
safety for vehicles. The OBU can access the

Internet through the RSU.

The communication model of VANET can be
divided into three categories, which are closely
related to the three main components of VANET.
They are onboard communication, V2V, and V2lI:
+ The onboard communication is realized

by the OBU and the AU, where the OBU

provides a communication link for the AU,
thereby ensuring the operation of various
onboard applications.

« Communication between vehicles is an
important part of the ITS. Vehicles can use
the OBU to form a MANET to communi-
cate with each other. Vehicles can broadcast
useful information to each other, such as
emergency braking, collision detection, and
traffic status information, thereby improving
user travel efficiency. In addition, the mobile
vehicle can also act as a relay node to assist
the source vehicle in forwarding data to the
destination vehicle, which will further expand
the communication range.

+ In general, V21 communication is realized
by wireless access technology (WAVE).
The vehicle establishes a connection with
the RSU to enable information exchange
between the vehicle and other networks
such as the Internet. This not only expands
the communication range but also provides
drivers with more comprehensive informa-
tion on transportation and environment. It
ensures the safety of pedestrians and driv-
ers and improves the efficiency of the traffic
management system.

network services once they are disconnect-

ed. Therefore, VANET cannot guarantee

continuous and stable communication.

+ Incompatible network architectures have pre-
vented many current communication devic-
es from communicating with VANET.

+ The limitations of computing ability and storage
space, as well as the lack of cloud computing
capabilities, have made many intelligent appli-
cations impossible to implement.

+ The accuracy of each application service is
low, because VANET only calculates and
processes localized traffic data information.

On this basis, we need to develop more reliable
and market-oriented vehicle communication tech-
nology. The emergence of loV technology makes
up for the shortcomings of VANET and will bring
bright prospects for the development of smart
transportation systems in the future. We analyzed
the advantages of loV from multiple perspectives:

+ The heterogeneous network architecture of
the loV realizes the cooperation between
the vehicle communication network and
other communication networks.

+ Most communication devices in daily life are
compatible with loV.

The mutual cooperation of different types of net-
works and the emergence of multiple communication
models (V2S, V2V, V2P, V2R, V2I) have realized the
sharing of big data and the reliability of various com-
munication services, and at the same time expanded
the application range of automotive communication.
This is one of the most important advantages of loV.
Specifically, V2S represents onboard sensor commu-
nication via Ethernet and Wi-Fi. V2V and V2R indicate
that vehicles and the vehicle or RSU can commu-
nicate via WAVE. V2P represents communication
between a vehicle and a person’s handheld terminal
devices using Apple’s CarPlay, the OAA Android sys-
tem, or NFC. V2l represents communication between
vehicles and infrastructure via Wi-Fi or LTE/4G/5G/
B5G/(as can be seen in Fig. 2).

+ The improvement of information processing
capabilities and the development of cloud com-
puting and Al technology enable vehicles to
autonomously choose to access better-performing
networks to ensure stable network connectivity.

NETWORK ARCHITECTURES OF IoV

OVERVIEW OF EXISTING NETWORK
ARCHITECTURES
In the past few years, many researchers have
proposed the design scheme of the loV network
architecture. Table 1 summarizes the existing loV
architectures.
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Existing architectures Features

(2017) Zhisheng Niu et al. [1] Three-dimensional (ground communication network, adjacent space platform, aerial satellite network)

(2018) National Vehicle Network Industry Standard

T s — Three layers (perceptual layer, network layer, application layer)

(2015) Kazi Masudul et al.
(2016) Abdullah et al.

[7] Six elements (tNote message, OBU , RSU , home base unit, tNote cloud, and user interface)
[2] Three elements (cloud, connection, clients)

[8] Seven elements ( identification layer, physical objects layer, inter-intra devices layer, communication layer, cloud

(e LY st services layer, multimedia and big data computation layer, and application layer)

[9] Four layers (vehicle network environment sensing and control layer, network access and transport layer, coordination

(@) Eplla s computing control layer, application layer)

(2019) Kai Liu et al. [10] Four layers (data layer, virtualization layer, control layer, application layer)

(2016) Kaiwartya et al. [17] Five layers (perception layer, coordination layer, Al layer, application layer, business layer)

(2018) Min Chen et al. [12] Five layers (sensing layer, communication layer, cognition layer, control layer, application layer)

oo i ot CESECre o
(2018) Chaker et al. [14] Connecting SloV and online social networks

TABLE 1. The existing loV network architectures.

For the application requirements of intelligent
traffic management, combined with the outstand-
ing advantages of a spatial information network
in terms of coverage, space-time reference, situ-
ational awareness, and so on, Zhisheng Niu et al.
proposed an air-ground integrated vehicular net-
work architecture [1]. The architecture is based
on the cooperation between the terrestrial com-
munication network and the adjacent space plat-
form, supplemented by the air satellite network.
This extends the traditional two-dimensional road
network into three-dimensional space. The air-
ground integrated vehicle network will be able to
support future diverse automotive applications.

In 2018, the National Vehicle Network Indus-
try Standard System Construction Guide pointed
out that from a technical point of view, the net-
work architecture of IoV can be divided into three
parts: the terminal (sensing layer), management
(network layer), and cloud (application layer). The
terminal in loV refers to various terminal devic-
es, including onboard wireless communication
terminals, roadside communication facilities, and
personal portable communication terminals. Its
main function is to collect data, realize the trans-
mission and reception of information between
vehicles and other vehicles, and the sharing of
traffic information. Management refers to using
V2X, DSRC, and other communication technol-
ogies to achieve a variety of heterogeneous net-
work connections between vehicles and vehicles,
vehicles and roads, and vehicles and platforms.
Cloud refers to a comprehensive information and
service platform, mainly including business plat-
forms, data platforms, and support platforms. It
provides a variety of vehicle networking industry
public services and industrial applications.

Designing the network architecture of loV
based on the main elements in the network can
more effectively show the meaning and function
of loV as a comprehensive heterogeneous net-
work.

Kazi Masudul et al. divided the elements in
loV into six categories [7]: tNote message, OBU,

RSU, home base unit (HBU), tNote cloud, and
user interface. Based on this, the Social loV (SloV)
network architecture is proposed. A tNote mes-
sage is a wrapper for user information, vehicle
status, and different types of sensory messages.
The OBU plays a key role in the perception and
construction of vehicle interaction information.
In SloV, whenever the OBU appears within the
communication range of the RSU, the RSU will
ask the OBU if it wants to share the social graph
of the OBU-OBU. Based on the data sent by the
HBU, a home/remote social network can be con-
structed. The HBU plays an important role in the
static network construction of SloV. tNote cloud
is the core infrastructure that preserves all vehicle
interaction data and its timestamps. The user inter-
face is further divided into profiles, routes, friends,
groups, and subscriptions.

Abdullah et al. believe that the three major
elements of loV [2] are cloud, connection, and
clients. The cloud is the brain of loV, which han-
dles a series of services related to intelligent com-
puting. These services in the cloud platform use a
reliable connection to access each other. Accord-
ing to the different wireless access technologies,
the connections are divided into different types,
which are the second largest element of loV. With
the help of network connections, clients can use
cloud-based services.

In 2018, Li-Minn et al. introduced seven main
elements in the Universal loV (UloV) architec-
ture [8]and seven corresponding core layers. The
Identification Layer is responsible for identifying
vehicles and non-vehicle devices in loV. The phys-
ical objects layer collects all the data in the UloV
system and sends the data to the intra-inter devic-
es layer for further processing. In the traditional
architecture, there is no intra-inter devices layer.
The intra-inter devices layer and the communica-
tion layer in UloV are combined to realize the
connection of different heterogeneous objects
and networks. Cloud computing and cloud virtu-
alization technologies in the cloud service layer
provide hardware computing platforms, infrastruc-

IEEE Communications Standards Magazine « March 2020

3

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on December 03,2020 at 04:16:33 UTC from IEEE Xplore. Restrictions apply.



Network architecture
design with heterogeneous
networks is a challenging
problem. Its network fea-
tures include interopera-
bility, scalability, reliability,
and modularity. The design
focus is to optimize the
number of layers in the
network architecture and
to enhance the distinction
between layers.

ture, and software services for loV systems. The
multimedia and big data layer is responsible for
data preprocessing, big data computing, and intel-
ligent transmission. The application layer in UloV
is responsible for providing services and determin-
ing the protocols used for messaging.

Tao Lei and co-author also proposed a four-lay-
er network architecture in 2017 [9]. The first layer
is the vehicle network environment sensing and
control layer; environment sensing is the cogni-
tive basis of the services in loV. The control of
the vehicle and the traffic environment is the basis
for the implementation of various services. The
second layer is the network access and transport
layer, which is mainly responsible for network
access, data analysis, and transmission. The third
layer is the coordination computing control layer,
which has the group intelligence collaborative
computing capability and cognitive computing
capability; it is mainly responsible for resource
scheduling. The fourth layer is the application
layer, which provides various services.

Kai Liu et al. proposed a new loV network
architecture [10] designed to improve the scal-
ability and reliability of information services while
increasing the flexibility of application manage-
ment. The architecture also contains four layers;
the data layer of the architecture includes var-
ious nodes with heterogeneous wireless com-
munication interfaces. Due to frequent changes
in the topology of loV, a large amount of infor-
mation is continuously generated and shared at
the data layer. In order to maintain the accurate
logic of the underlying resources, the virtualiza-
tion layer abstracts some nodes into fog nodes
and abstracts the network, computing, commu-
nication, and storage resources in loV. The SDN
controller of the control layer is responsible for
scheduling the abstraction resources of the virtual-
ization layer and communicating with the applica-
tion layer to implement applications such as data
sensing and road safety management.

Network architecture design with heteroge-
neous networks is a challenging problem. Its
network features include interoperability, scal-
ability, reliability, and modularity. The design
focus is to optimize the number of layers in the
network architecture and to enhance the distinc-
tion between layers. The loV architecture should
enable the interconnection of vehicles with het-
erogeneous networks and other communication
devices, and it should also be a service-oriented
architecture.

Kaiwartya et al. proposed a five-layer architec-
ture [11]. The first layer is the perception layer.
The main function of this layer is to collect vari-
ous information related to vehicles, equipment,
environment, and so on by means of low energy
consumption and low cost. The second layer is
the coordination layer, which is mainly responsi-
ble for interoperability and coordination between
different networks (WAVE, LTE, and WiFi) and uni-
fied information of different structures. The third
layer is the Al layer, which is the brain of loV. Its
function is to process, store, analyze, and make
decisions on information. The main technologies
used in this layer are vehicle cloud computing
and big data analysis. The fourth layer is the appli-
cation layer, which is responsible for providing
intelligent services to users. The fifth layer is the

business layer, which helps the business develop-
ment and investment by analyzing the effects of
the application.

The network architecture proposed by Min
Chen also includes five layers [12]. The sensing
layer is responsible for the acquisition and pre-
processing of multi-source heterogeneous big
data. Different from the previous communication
layer, the communication layer in the architecture
adopts a cloud/edge hybrid structure to adapt
different timelines of different applications. The
data cognition engine in the cognition layer pro-
cesses and analyzes heterogeneous data streams
through a variety of cognitive analysis methods
(machine learning, deep learning, data mining,
etc.). With the support of technologies such as
network function virtualization (NFV), software
defined networking (SDN), self-organized net-
working (SON), and network slicing, the resource
awareness engine in the control layer is responsi-
ble for managing and scheduling network resourc-
es. In the application layer, there are mainly two
types of services: custom application services and
intelligent transportation applications.

Ashish Nanda et al. proposed a seven-layer
network architecture [13]. The first layer is the
user interface layer, which is responsible for infor-
mation interaction between the user and the
vehicle. The data acquisition layer collects data
using onboard sensors and RSUs. The filtering and
pre-processing layer rejects the useless data in the
collected data and then transmits the remaining
data to the communication layer for transmission.
Control and management are responsible for
managing network service providers and making
decisions. The processing layer is responsible for
processing large amounts of data, making it rele-
vant information required for a variety of applica-
tions. All of the above layers are directly managed
by the security layer to prevent attacks.

In heterogeneous networks such as loV, in
addition to ensuring communication between
vehicles, driver/passenger credit factors must also
be taken into account, as they are likely to tamper
with the system and prevent normal communica-
tion. Therefore, Chaker et al. proposed a network
architecture that combines loV with an online
social network to assess the honesty of drivers
and passengers based on online social network
profiles, thus ensuring that the networked users
do not have the risk of tampering with the net-
work system [14].

NEW ARCHITECTURE FOR
COLLABORATION OF
VEHICLE-ROAD-CLOUD

The existing network architecture provides a solid
foundation for further research. In the context of
the rapid development of C-V2X and 5G/B5G
technology, this article designs a new network
architecture for the future network with greater
data throughput, lower latency, higher security and
massive connectivity (as can be seen as Fig. 3).
The purpose is to build a vehicle-road-cloud
collaborative integrated network. On one hand,
it promotes the rapid development of intelligent
networked vehicles and provides users with safer
and more efficient modes of travel. On the other
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hand, it can improve the comprehensive sens-
ing capability of road conditions and dynamic
traffic management and control capabilities, lay-
ing the foundation for the development of intel-
ligent transportation. The network architecture
proposed in this article consists of four layers:
the security authentication layer, data acquisition
layer, edge layer, and cloud platform layer. The
function of each layer is described in detail below,
while the main elements of the architecture are
given in Fig. 4.

Security Authentication Layer: In loV, security
issues mainly occur during V2V communication
and V21 communication [15]. The main function
of the security authentication layer is to identify
whether the identity of the vehicle and the RSU
requesting to connect to the network is legal, in
case an illegal vehicle or an illegally set RSU steals
or falsifies the information of a legitimate vehicle.
A legal car has a unique factory serial number.
When the user uses the vehicle communication
function, the vehicle serial number and the user
login password are required to verify their iden-
tity. The security authentication layer first ensures
the legitimacy of the vehicle by querying the man-
ufacturer’s vehicle serial number database and
then verifies the login password to ensure that the
communication request comes from the owner.
Similarly, the legal RSU also has a unique identity
number. After the security authentication layer
queries the road traffic management database,
the legal RSU can communicate with the vehicle.

Data Acquisition Layer: In order to realize
the car-road-cloud collaborative network, it is
necessary to realize smart cars and smart roads.
Vehicles can obtain surrounding vehicle and envi-
ronmental data through various OBUs integrated
with C-V2X modules. The RSUs on the road can
monitor traffic environment data in real time after
configuring various sensors, cameras, and radar.
The main function of the data acquisition layer is
to collect and classify different types of data from
different networks and digitize the data to ensure
that the data can be transmitted to the edge layer
safely and accurately.

Edge Layer: In the future, the analysis and stor-
age of massive data poses a huge challenge to
the real-time data processing capabilities of loV.
A large amount of data streams are generated
by edge devices; hence, processing and analyz-
ing data through a single cloud computing event
will cause serious delays. Therefore, we need
to process data closer to the data source. The
edge layer uses the edge node, which is a phys-
ical device closest to the data source, to perform
preliminary filtering and analysis on the collect-
ed local data. It publishes data analysis results for
local traffic events and real-time conditions of the
road in real time, then formulates a local decision
making scheme, thereby undertaking some of the
tasks of cloud computing and enhancing the com-
puting ability of the cloud data center.

Cloud Platform Layer: The cloud platform is
the “smart brain” of loV. In the cloud platform
layer, the cloud data center analyzes the collect-
ed global traffic data, then formulates a global
strategy and dispatches traffic resources rationally.
Specifically, the cloud platform layer can imple-
ment the following functions: connection man-
agement, data management, assisted automatic

connection management path planning

data management intelligent navigation
assisted automatic driving information security

Local data analysis and

Decision-making
) Security
authentication

VAUV2V WA V2T WA V2R \ V2P @ Edge node

FIGURE 3. Application scenarios of the new architecture.

global strategy

serial number road side unit edge node e —
@ password @ on board unit @ edge computing @ optimization

[ | T B [ =

FIGURE 4. The main elements of the proposed architecture.

driving, path planning, intelligent navigation, and
information security. In addition, the cloud plat-
form also has network development capabilities.
By counting and evaluating the historical data of
various services in the cloud platform, not only
can the existing service quality be improved, but
also new business channels can be expanded.

TYPICAL APPLICATION

The field of loV application is extensive, and the
research focus in each country is different. The
countries in North America attach importance to
safety applications. Europe and Japan have com-
plex road conditions, so there is more research
on navigation applications. China is focusing on
improving the driver experience. In the future,
for the prominent problems in China’s urban
transportation, the application scope of loV will
be further expanded. V2V and V2l communica-
tion technologies provide the basis for the devel-
opment of various applications. The exchange
of information in V2V and V21 communication
improves the driving experience and ensures
traffic safety. At present, loV applications can be
divided into two categories, namely service appli-
cations and safety applications, as shown in Fig. 5.

The most basic loV application is the onboard
service application. The goal of the service appli-
cation is to improve the experience of the driver
and passengers. Service applications can be divid-
ed into three categories:
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¢ Online news

¢ Entertainment information
® Navigation information

e Weather information

Product introduction
Shopping online
Scenic address

Mall opening hours

¢ Video or audio guide
® Self repair
e Reporting vehicle problems

Daily service Business service Diagnostic service
| \ |
\
Service application
IoV application
Safety application
\
| \ |
Public safety Road information Intelligent traffic
warning management

Emergency vehicle
avoidance warning
Emergency vehicle priority
Fault car warning
Emergency rescue

¢ Remote command and
dispatch

* Speed warning
* Curve warning
+ Pedestrian warning

¢ Vehicle tracking
* Collision warning

* Automatic collection of
highway tolls

FIGURE 5. Typical application in [oV.

+ In the first type of application, the vehicle
and the user can obtain various life service
information by accessing a network, such
as real-time updated weather information,
navigation information, entertainment infor-
mation, and online news.

+ In the second type of application, local mer-
chants, scenic spots, and shopping malls can
broadcast their addresses, business hours,
and product information to the vehicle
through the surrounding RSUs.

+ The third type of application is mainly to
provide diagnostic services for vehicles.
Cloud-based maintenance systems can help
diagnose driver-reported vehicle problems
and provide video or audio solutions.

Safety applications are designed to enhance
the safety of drivers, passengers, and passers-by.
In these applications, V2S/V2V/V21/V2P/V2R
communication enables information exchange
between vehicles and other communicable devic-
es, which will greatly ensure traffic safety, achieve
emergency warnings, and avoid accidents. We
can specifically classify safety applications into the
following categories.

Public safety

Emergency vehicle avoidance warning: The
application is used to guide ordinary vehicles
to avoid emergency vehicles such as ambu-
lances and fire engines in order to prevent
road traffic from affecting emergency vehi-
cles. Using V2V communication, the applica-
tion broadcasts the speed, direction, and route
information of the emergency vehicle to ordi-
nary vehicles, thereby evacuating congestion
in advance and ensuring the smooth passage
of the emergency vehicle.

Emergency vehicle priority: The infrastructure
at the intersection automatically sets traffic lights
on the emergency vehicle’s driving route to green
after receiving the broadcast information of the
emergency vehicle, shortening the time for emer-
gency vehicles to reach their destinations.

Faulty car warning: After an accident, a faulty
vehicle broadcasts accident-related information to
surrounding vehicles and infrastructure to prevent
the occurrence of secondary accidents and guide
vehicles to adjust their driving routes in time.

Emergency rescue: The vehicle is equipped
with an emergency rescue system. When a
major traffic accident occurs or a major safety
hazard occurs in the vehicle, the emergency but-
ton on the vehicle can be triggered manually
or automatically to send a distress signal to the
control center. After the control center accurate-
ly locates the accident vehicle according to GPS
technology, the rescue vehicle is dispatched in
time. In addition, the rescue system also com-
bines GSM onboard communication and a vehi-
cle backup antenna. During the rescue process,
the control center can communicate with the
driver in real time and dispatch rescue resources
in real time.

Road information warning

The purpose of this type of application is to
prompt the driver to pay attention to the road
signs and the driving status of the preceding vehi-
cle to prevent accidents. When the vehicle trav-
els to a school, hospital, or corner, the RSU at a
roadside sign will send a warning message to the
vehicle in advance to remind the vehicle to slow
down. When the vehicle travels to an overpass
or parking space, the RSU will send a message
to alert the driver to the bridge limit height or
parking space width. In addition, road information
warning applications include collision warning,
pedestrian warning, and signal light prompts.

Collision warning has been receiving much
attention. The application uses vehicle and road-
side infrastructure sensing systems to collect road
condition information and operating parameters
of various communication devices. Car spacing
information, road information, and basic infor-
mation on the front vehicle are fed back to the
driver, guiding the driver to adjust driving behav-
ior in time to ensure safe driving. In recent years,
people’s research on this kind of application has
mainly focused on intelligent intersections. At
intersections in the future, no signal indicators
will be set. The vehicle will use the positioning
system, wireless communication, vehicle sensing,
and computing system to realize real-time deci-
sion making functions. The vehicles coordinate
independently and then pass through the intersec-
tions in turn.

Intelligent traffic management

This effectively integrates advanced informa-
tion technology, data communication transmis-
sion technology, electronic sensing technology,
electronic control technology, and computer pro-
cessing technology into the entire transportation
management system to establish a realtime, accu-
rate, and efficient integrated transportation man-
agement system. The traffic management center
can realize remote command and dispatch, vehi-
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cle tracking, automatic toll collection, and other
functions through the system. It can comprehen-
sively reduce the probability of traffic accidents,
alleviate road congestion, and improve road trans-
portation efficiency.

CONCLUSION

The Internet of Vehicles is a technology with
great potential in the 5G/B5G era. This article
provides a comprehensive survey on loV. First
of all, we outline the development of loV. Then
VANET technology is introduced in detail, and the
advantages of loV are analyzed thoroughly. Next,
we summarize the existing network architectures
from the perspective of the number of layers and
network elements, and propose a new four-lay-
er network architecture. In addition, we discuss
many emerging applications in loV and divide
them into safety applications and service appli-
cations. This survey can lay the groundwork for
researchers to further understand and investigate
the Internet of Vehicles.
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In recent years, people's
research on this kind of
application is mainly on

intelligent intersections.

At the intersections in

the future, no signal
indicators will be set. The
vehicle uses the posi-
tioning system, wireless
communication, vehicle
sensing and computing
system to realize real-time
decision-making functions.
The vehicles coordinate
independently and then
pass through the intersec-
tions in turn.
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