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A forrasok kozé altalaba a kovetkez6k tartoznak:

Dokumentacié Fenyegetések elemzése
Architektura Sebezhet8ség elemzése

Ellen6rzési mechanizmusok,
ovintézkedések

Ellenintézkedések
Technoldgia
Alkalmazottak,

Kockazat és
gazdasagi/lizleti/igazgatasi
kovetkezmények
elemzése/értékelése

szerepkorok/munkakorok/felelGss Er6forrasok kolcsonos
ég/hatas és feladat korok, flggbségének elemzése

képesség, szakmai képzettség
Tudatossag terjesztése és oktatas g
Auditok nydjtok
MegfelelGség/szabalyszeriiség Egyeb szervezeti tamogatasok
kikényszeritése

Kilsé biztonsagi szolgaltatast



Dokumentalas

Informacio biztonsagi program dokumentacioja alatt a kovetkezd

elemeket értjuk:

policies, standards, procedures Biztonsagi iranyelvek,

and guidelines. szabalyzat, eljarasrend és
utmutatok




Architektura ey

E\E? :___f;*’f
Architecture is the high-level, Arglr:(':the,tlzéﬁ{ﬂrr;‘aeg?ﬁosé'fe‘trﬁeﬁz
conce\otual configuration of kozti kapcsolatok fogalmi
the relationships between szintd leirasa
Net Kt | Halozati topoldgia
€ WO'? opologies Operacios rendszerek
Operating systems Alkalmazasi rendszerek
PR Koztes rendszerek /szoftverek
Appl|cat|ons Csucstechnologiai kityuk
Middleware Egyéb berendezések
High-tech widgets
Device A
Architecture specifies the funlkulqcn?hs )
szolgaltatasainak magas
?el%ﬂr!g\llgéy? :cre%rgﬁseﬁsleanntdof szin u elrasat J;cartalm?zza
amelynek segl segeve a
functionality with which |van¥ funkcionalis

required functlonallt¥ could  szolgaltatasok
i

be designed and configured gigeeeggﬁgteggk es
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Megvalodsitasi lehetdségek
&)

Nyilvanos keretrendszere Vezetett megvaldsitas

Iranyelvek szintje
COBIT: ingyenes
NIST: ingyenes
1ISO 27000/...: S... SABSA
Szabvany szint
1ISO 15408: S.......




Az IT tervezés Zachman féle
keretrendszere

J.A. Entitdsok = mit? Tevékenységek = Helyek = hol? Személyek = ki? Idé6 = mikor? Motivacié =miért?
Zachman adatot, hogyan? funkciét héalézatban
S.H.Spewak adat architektlara alkalmazési miiszaki

architektura architektura
Tervezéd A szervezeti A szervezeti A szervezet A szervezet A szervezetnek A szervezeti Kiterjedés
célkitiizések/ feladatok listaja folyamtok listaja telephelyeinek legfontosabb fontos események célok/stratégiak
kiterjedés listaja egységeinek listaja listaja

listaja
Tulajdonos Sem atikus modell Szervezeti Szervezeti Munkafolyam at Kdézponti Uzleti, szervezeti Szervezeti
Szervezeti folyamatmodell logisztikai modell munkaterv terv modell
modell rendszer
Fejleszté Logikai adat Alkalmazasi A rendszer Ember-gép Feldolgozasi Szervezeti Rendsizer
Inform aciés modell architektura foldrajzi kapcsolati struktlra szabalyok modell
rendszer elhelyezkedésé- architektura
modell nek architektaréaja
Kivitelezé Fizikai Rendszerterv Rendszerarchi- Megjelenitési Ellendrzési Szabalyzat Technolo-
Technolégiai adatmodell. tektara architektara struktara tervezés giai modell
modell /technolégiai
architektira

Végrehajté Adat definicio Programok Halozati Biztonsagtechni Id6zités Szabalyzat Elem ek
(alvéllalkoz6) szotar vagy tdmogato szoftver architektura Kaiarehitektdra definidlasa meghatarozasa
Részletes kényvtar elemek
specifikacio
MiGkodo Adatok Funkcidk Hal6zat Szervezet Munkaterv Stratégia
véallalat/intéz-
mény




SABSA

Szervezeti szintl biztonsagi architektura

Fogalmi szintl biztonsagi architektura

Logikai biztonsagi architektura

Fizikai szint( biztonsagi architektura

Komponens szintl biztonsagi architektura

efeanpiaiiyole soloenzsiuiwpe s najeAbnie

yoseje)ebjozs 16esuojzig




A biztonsagi szolgaltatasok
kezelésének architekturaja

Szervezeti szint(l | Szervezeti motivaciok, hajtéerdk kialakitasa; szervezeti szint(i kockazatok elemzése, értékelése; szolgaltataskezelés,
réteg kapcsolatkezelés, teljesitmény kezelés, beszallitoi, ellatasi haldézat kezelése.
Fogalmi szint( A szervezet sajatossagai profiljanak kialakitasa, m(ikodési kockazati kezelés célkit(izéseinek kidolgozasa a
réteg kockazat elemzé€s segitségével, szolgaltatas nyUjtasra tervkészités, szolgaltatasi szerep /feladat /munka
/felelGsség /hataskorok, szervezeti kultUra értéktételezéseinek meghatarozasa, szolgaltatas portfolid
kezelés, a szolgaltatasi kataldgus megtervezése, napra k€szen tartasa, a szolgaltatasok teljesitmény
krit€ériumainak és célkitlizéseinek kezelése (szolgaltatasi szintek meghatarozasa).
Logikai rétegr Informatikai vagyon/ targyi eszkdz kezelés, iranyelvek/ hazirend kezelése, szolgaltatasnyujtas kezelésem
ugyfélszolgalat, szolgaltatas katalogus kezelése, és a szolgaltatas értékelés kezelése.
izikai inti] Informatikai vagyon/ targyi eszkdz biztonsaga és védelme, miikddési kockazatokra vonatkozo adatok gyljtése,
Fizikai szint(
réteg Uzemeltetés, felhasznald tamogatas, szolgaltatasi eréforrasok védelme, szolgaltatas teljesitmény adatok gydjtése.
Komponens Eszkdzok védelme, izemeltetési / mikddési kockazatokat kezeld eszk8z0k, eszkdzok telepitése, alkalmazottak
szinti réteg delegalasa, biztonsagi eszk6zok, szolgaltatas monitorozo, fellgyleti eszk6zok.
8
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- A szervezeti architektura ~ A szervezet

alapfeladatainak

Funkcionalis/Uzleti architektura > eredményes

Informacids architektura végrehajtasat
, . ) i biztosito
_ Alkalmazasi architektura ) architektirak

Szervezeti biztonsagi architektura

Szolgdiltaté
Mszaki architektura infrastruktira, a
szervezet
alapfeladatainak
eredményes
végrehajtasat
tdmogatod
architektorak

Termék architektura



Miéert? Mit? Hogyan? Hol? K

J. A. Zachman
S. H. Spewak

Biztonsagi architektura

keretrendszer

Tervkészité Uzleti vetUlet | Miérte |Szervezeti biztonsdagi
(szervezeti/izleti/straté | (OsszefUggések) stratégia

gia)

célkitizések/kiterjedés

Tulajdonos, vezeté Szervezeti vetUlet | Mite Szervezeti politika,
Szervezeti modell (iradnyelvek) biztonsagi, Irdnyelevek

architekturdja

Fejleszté Tervezdi vetulet Hogya | Logikai architektura
Informdcids rendszer ne

modell

Kivitelezé Kivitelezdi vetilet Hogya | Fizikai, technologiai
Technolégiai modell N, hol2 | architektdra

Végrehaijté Integrdaciods vetllet Mivel2 | Egységek, elemek
(alvallalkozd) architekturdja

Részletes specifikacid

Mikoédé Uzemeltetési vetUlet Ki, MUkddtetési
vallalat/intézmény mikore | architektira

10




Szervezeti stratégia Y —
Koncepciondilis, fogalmi szint +L———
archilﬁktﬁréja
~~
Logikai architektira Y —
Fizikai, technoldgiai architektora L—

il

Egységek, elemek architektirdja < —

-
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Biztonsagi architektura modell}‘ ;:

MuUkodtetési
architekiira
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Az IT tervezés
Zachman féle keretrendszere

Eszkdzok (Mite) Folyamatok Helyszinek Emberek (Ki?) 1dé Motivacio
(Hogyan?) (Hol?2) (Mikor?2) (Miért2e)
Szervezeti Mi a rendszer Hogyan Hol mikoédik? Ki haszndlja? Mikor Miért haszndlja?
vetilet tipusa, mi a mikodik? Zart rendszer, Szervezeti és hasznalja? Uzleti célok,
(Osszefiggések | terméke? A cég | A védendé tobb telephely, menedzselési Hatdariddk, sikertényezdk,
rétege) védendd Uzleti kUls& partnerek, | kérdések, ciklusok, mikodési
értékei: jé folyamatok nyilt, orszdgos ellatasi lanc, azonnali kockazatok
hirnév védel- (tfranzakcidk, /nemzetkozi stratégia igények,
me, a védendd kommunikéacid) | kapcsolatok partnerek, terhelés
informacidk outsourcing megoszlas,
csUcsok
Szervezeti Mit kell Hogyan m{- Hol vannak a Ki menedzsel? Mikor kell a Miért fontos?
architektiora megvédeni? kodjon a véde- vé-dendd Menedzselés védelem? Szervezeti
vetiulet Uzleti titok, szer- | lem? Felsé terUletek? A szervezeti Idépont, kocka-zat
(Koncepcidk vezeti szint0 biztonsagi | védelem hely- modell-je: tartam? Jelszd, elemzés, se-
rétege) egységek, straté-giak: fuggdsége, biz- biztonsagi tanudsitvany bezhetéség és
kapcsolataik PKI, alkal- tonsagi hatésagok, éle'a't-ciklus, CLR kalt:e.ég
mazds védelem domainek PCA,6 CA, RA ido hatékonys
Tervezdi vetilet | Védendd adat- BiztonsAagi szol- Védelmi terulet A jogosultsagi A biztonsagi Biztonsagi
(System entitdsok és gdltatasok: hite- | definidlasa, biz- | profilok: felhasz- | folyamat politikdk kéve-

engineering,
Logikai réteg)

kapcsolatuk,
PKI tanUsitvany,
CA

lesség,
teljesség,
letagadhatatian
s

tonsagi
domainek
logikai, fizikai,
stb.

ndalé, rendszer-
gazda, auditor

ciklusa
jogosulisag,
tand-sitvany
kiadaskor

telményei, CPS,
helyi domain
pol.

Kivitelezdi Védendd A biztonsagi A Biztonsagi fel- Az ellendrzési Biztonsagi
vetilet (Fizikai | adatstruktordak: me-chanizmus: biztonsagtech- hasznaldi rendszer szabdlyok,
réteg) Uzenetek, titko-sitas, virus noldégiai infra- interfé-szek mikodtetéséne | feltételek és
tabldak, elekir. véde-lem, AC struktira képernyd k idérendje tevékenységek
aldirasok szerverek elemeinek formdja
helye
Inegracids Adatmezdk és Termék és Szamitégépes Felhasznaléi Biztonsagi Biztonsagi
vetilet (Elemek | cimek részletes eszkdz: hardver, | fo-lyamatok, azonositék, tevékenységek tevékenységek
rétege) specifikacidja szoftver és a cso-mdpontok kivé-telek és id&tartama és és intézkedések
vonatkozdé cimei és ACL-ek sorrendje
szabvanyok protokollok
Uzemeltetési Uzemeltetési Felhaszndaldk és Halézatok és Felhaszndldk, Biztonsagi Az Uzemeltetés
vetilet, réteg biztonsag: bizal- | rendszerek plat-formok operdatorok és tevékenységek folyamatossaga
massag, biztonsagi biztonsa-ga a adminisziratoro idSbeosztas -nak és
teljesség, adminisztracidj szabvdanyok k tdmogatdasa sze-rinti biztonsadgdnak
authentikussag a, mentések, alkalmazasaval végzése fenntartasa

12




Az ellen6rzési mechanizmusok minta /g™
megvalositas stratégiajanak forrasai
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Controls are policies,
procedures, practices,
technologies and
organizational structures
designed to provide
reasonable assurance that:

Business objectives will be
achieved

Undesirable events will be
prevented or detected and
corrected

Controls should be automated
as far as possible

Az ellen6rzési mechanizmusok:

iranyelvek, eljarasrendek, napi
gyakorlat/rutin, mUszaki
megoldasok, technoldgiak, és
szervezeti felépités, amelyet arra
terveztek, hogy ésszerl
garanciat nyujtson a kovetkezé
tekintetében:
A szervezeti/lizleti/igazgatasi
célkitlizéseket el fogjak érni
A nem kivant eseményeket meg
fogjak akadalyozni, vagy észlelni
fogjak, és a kovetkezményeket
pedig korrigaljak
Az ellen6rzési mechanizmusokat és
az ovintézkedéseket amennyira
az csak lehetséges automatizalni
fogjak

13



SABSA matrix
Biztonsagi szervezeti architektura




iranyelvek

Vagyon/Eszkéz  Motivacio (Miért) Folyamat (Hogyan) [Human (Ki) Helyszin (Hol) [d6 (Mikor)
(MI)
Szervezeti |Szervezeti/igazgatdsiUzleti kockdzatok |Szervezeti  (vdllalatifSzervezet igazgatdsa Szervezeti  (vdllalati)A szervezeti
szintl dontések lizleti) folyamatok lizleti) foldrajzi(vallalati,  iizleti)
architektira elhelyezkedése tevékenységek
id6tol vald fiiggése
]
Az szervezetiLehet6ségek  ésA szervezeti (vallalatiSzervezeti (vallalati, lizleti)Az épitmények,A szervezeti
(vallalati, lizleti)fenyegetések lizleti) mikodtetésérefelépités, és a ,kiterjesztettépiiletek, telephelyek,(vallalati,  ftizleti)
vagyon,  eszkozok,leltara szolgalo  folyamatokiszervezet”. tartomanyok, célkitlizések
beleértve a célokat és leltara igazsagszolgaltatas,  |idofliggése
célkitlizéseket joghatdsag kiterjedése,
stb.
Fogalmi [Szervezeti/vallalati |[Kockazat kezelésiA folyamatokjogosultsagok, feleldsség-Keretrendszer Az id6dimenzid
szintl ismeretek, kockazaticélkitlizések korrektségének feladat-, és hataskorok szamitogép-halozati  |kezelésének
réteg stratégia szavatolasa tartomanyokra keretrendszerei
Szervezeti/vallalati [Feltételek A folyamatoklFeleldsok Biztonsagi tartomanylAz egész életciklust
profil attribitumai |megteremtése,  [leképezésének ,tulajdonosok/gazdak”,  [fogalmai éatfogd
ellenorzési keretrendszere: gondnokok, keretrendszerek kockazatkezelési
célkitiizések, végfelhasznalok; keretrendszer
Iranyelvek IKT-ra  architektira
architektiraja stratégia Szolgaltatas  nyujtok  és
ligyfelek/fogyasztok
Informaciovagyon [Kockazat kezelésiFolyamatok ésEntitdsok és a kolcsonosSzamitogép  haldzatiNaptar, litemtervek,
L iranyelvek szolgaltatasok bizalom keretrendszere  ftartomanyok menetrend
L,Og'ka' leképezése, leirdsa térképe/topolégia
réteg
Az InformaciovagyonSzamitogép Informacidaramlas;  [Entitasok sémaja; A tartomanyok{nditasi id6pontok;
leltara halozati . o . meghatarozasai; ,
tartoméanyokra Funkcionalis Ko6lcsonos bizalom Elettartam,
vonatkozé transzformaciok; modelljei; hataridék




SABSA matrix
Biztonsagi szervezeti architektura

.1;_

l-:"'-\.' l."r'f"'-_'- r
Komponens [[KT komponensek [Kockazat kezelésiSzolgaltatasi folyamatHuman er6forras kezelésiSzamitogép halézatLépések
szintl réteg eszkozok éstamogatd eszkozok ésleszkozei és szabalyai lokacios eszkozok ésflitemezése,
szabvanyok szabvanyok szabvanyok sorrend
kialakitasat
tAmogatd
eszkozok
IKT  termékek,Kockazat elemzésiSzolgaltatas nyujtasiSzemélyazonossag Csomopontok, cimek ésUtemezd; ora
beleértve azjeszkozok eszkozei és protokolljaikezelése, munkakériegyéb cimazonositok  id6mérd,
adatokat, ) ) leirasok, szerepkorok; interrupt kezeld
repozitériumokat, [Kockazat katalogus funkcidk; Tevékenységek,
adat szétérakat és Kockazatok I-.Iozlzéférési jogosultsagi
folyamataikat monitorozasa & listak
jelentés készitd
eszkozok.
Szolgaltatds Szolgaltatas Uzemeltetési/miikodé [nforméacidfeldolgozasi Human er6forrasKornyezet menedzsmentldd és
kezelés nyujtas kezelése  si kockazatokfolyamatok menedzsment o teljesitménykezel
architekturaja menedzsment menedzsmentje Az épliletek, telephelyek,q
platformok és
szamitogép-halézat
menedzselése
Az lizemeltetésKockazat becslés,|A rendszerekFelhasznal6 bejegyzésekrolAz épiiletek, telephelyek/A  naptar  é:
folyamatossaganak |értékelés;  KockazattdAmogatas, gondoskodas platformok ésmenetrend,
és  kivalésdganakmonitorozas ésmenedzselése, Végfelhasznalok szamitogép-haldzat litemrend
szavatolasa jelentéskészités alkalmazasok éstdmogatasa menedzselése kezelése
szolgaltatasok
Kockazatokkal  valg

foglalkozas




SABSA matrix

ASSETS (What) MOTIVATION (Why) | PROCESS (How) PEQPLE (Wha) LOCATION (Where)
. e . . ; Business ; Business Time
Business Decisions Business Risk Business Processes Governance Business Geography Darenderics
CONTEXTUAL Taxonomy of N Imventory of . :
ARCHITECURE Business Assets, Opportunities rmvaricry of Cepaninations Buildings, Sites, Tima dapanciancies
including Goals & & Threats | to Operational Structure & the Taritor of business
e ool L Processes Extended Enferprise Ly objectives
Objectives Jurisdictions, etc.
Business Knowledge | Risk Management Strategies for Roles & 0 in E . Time Management
& Risk Strategy Objectives Process Assurance Responsibiliies i bl Framework
CONCEPTUAL i i
ARCHITECTURE | g Attribut Enablemant & le__ce == M_EPE_mg Owners;l EUEH'}?ISHE Security Domain Through-Life Risk
UENIOSE A Ciontrol Objectives; TIBHTRENVENT. SHNCL LA, Concepts & Management
Profile 5 : Architectural Service Providers &
Policy Architecture Framework Framework
ies for ICT Customers
Information Assets Risk Ma |.'|E!gemenl F'rua:ess.l'.'lapa & Emntity & Trust Dl Mg |:E.|Ef'|dar &
Policies Senvices Framewaork Timetable
LOGICAL Informaticn Flows: : e
ARCHITECTURE Ineembory of Functional Entity Schema; Domen DEﬁnlt."}nE' Start Times,
; 5 o g . ] Inter-domain -
Information Diomain Policies Transformations; Trust Models; sssacistions & Lifetimes &
Assats Service Oriented Privilege Profiles ; 5 Deadlines
Archilecturs interactions
Risk Management Process Processing
Diata Assets Practicas Mechaniams Human Interface ICT Infrastructure Schedule
PHYSICAL . Applications; Timing &
ARCHITECTURE | Data Dictionary & Rk gjlgig:mem Middleware; U;T;;::T;i;z;? I-IDEHLZT;ZTF“E" Sequencing of
Data Inwveniony Procedures Systems; E!EGIJTIW Conisol Bystams & Nebworks F'r-::-cess.es and
Mechanisms Sessions
1T Components Risk Management Process Tools & Personnel kan'meant Locator Tools & Step Timing &
o Tools & Standards Standards Tools & Standards Standards Seguencing Tools
COMPONENT ICT Products, Risk Analysis Tools; Identities; Job Ti Schedulas:
ARCHITECTURE including Data Risk Registers; Tools and Protocols | Descriptions; Roles; | MNodes, Addresses el
- ] b g . . Clocks, Timers &
Repositories and Risk Monitoring and J for Process Delivery | Functions; Actions & and other Locators - "
Processors Reporting Toals Access Control Lists niarupis
Service Delivery Ciperational Risk Process Delivery Personnel Management of Time & Performance
—— Management Management Management Management Enwironmemnt Management
MANAGEMENT Assurance of Risk Assessment; Management & Account Management of Menagemant of
ARCHITECTURE Dper.au-f:-nal Risk Menltprlrrg & Euppar'f of ij.rslemi. Provisioning; User Buildings, Sites, Calendar and
Continuity & Reporting; Applications & Support Platforms & Timetabl
Excellence Risk Treatment Services Management MNetworks e




SABSA matrix osszehangolva az

ITIL

v3-al

5 T

“'q-\-_i" il .'_ o
Vagyon/Eszkéz |Motivacio (Miért) Folyamat (Hogyan) |Human (Ki) |Helyszin (Hol) Id6 (Mikor)
(M1)
Szolgaltatas Uzemeltetési/miikédési|Informaciéfeldolgozasi |Human Koérnyezet 1d6 és
nyujtas kezelése |kockazatok folyamatok erdforras menedzsment teljesitménykezelés
menedzsment menedzsmentje menedzsment Lo
Az épiuletek,
telephelyek,
platformok és
szamitégép-halézat
menedzselése

A fentebbi sor a SABSA matrix 6. soranak megismétlése. Az alabbi 6t sor annak a kibontasa, hogy a 6. réteg hogyan
viszonyul a tobbi réteghez.

Szervezeti
szinti
architektara

A szervezeti|szervezeti (vallalati,|Szolgaltatas Kapcsolattartas |A szolgaltatas|Teljesitmény
(vallalati, tzleti)|lizleti) kockazatok|menedzsment nyujtasi pontimenedzsment
motivaciodk, értékelése menedzselése

hajtéer6k

kialakitasa

szervezeti A bels6 és  kiils6|Az ugyfél szamdaralA szolgdaltatas|Iigénykezelés; szervezeti (vallalati,
(vallalati, tzleti)|tényezOk elemzése értéket jelentd|nyujtok és a|szolgaltatasnyujtas,|lizleti) szempontu
0sszemérés, szolgaltatasnyujtashoz |szolgaltatast telepités és|teljesitmény célok
O0sszehasonlitas, sziikséges szolgaltatasiligénybevevdk |felhaszndalas meghatarozasa
szervezeti kapacitasok kezelése

(vallalati, tzleti) menedzselése

motivaciok,

hajtéer6k

feltarasa

18




SABSA matrix dsszehangolva az /&

ITIL v3-al

LET

1
L\

= WL

I-I-'
g

ALLL

—:.. y

o '_.._:-
o
s

LAy
Fogalmi|,Proxy Asset” kialakitasa|ORM Szolgaltatas Szolgaltatas Szolgaltatas Szolgaltatasi  szintek
szintl |(Informéciévagyon (Opportunity and|nyujtas menedzselés  |portfolio meghatarozasa (SLA)
réteg |helyettesitd) Risk Method)|tervezése szerepkorei
Lehetoségek  és -
kockézatok Szerepkorok
modszere fEIad,f"t' ,
céljainak fele}"sﬁet‘?’;
kialakitésa hataskorok,
meghatarozasa,
pénzbeli
kotelezettségek,
kulturalis
értékek
szervezeti (vallalati, tizleti)|Kockazat elemzés|SLA A szolgaltatasi|A szolgaltatas
attributumok  profiljanak|szervezeti tervkészités, katalogus teljesitmény
létrehozasa (vallalati, uzleti)|lizletvitel, megtervezés és|szempontrendszerének
(=Informaciévagyon attributumok ligymenet napra készen tartasa|és célértékeinek
helyettesitd), kulcs|profiljanak, a/folyamatossag, meghatarozasa
fontossagi  teljesitmény|helyettesitd pénziigyi
indikatorok (KPI), kulcs|informaciévagyon |tervezés és ROI
fontossagu kockazati|(Proxy Asset)|(Return on
mérdészamok (Key Risk|alapjan Investment),
Indicator, KRI) Attéréstervezés
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SABSA matrix osszehangolva az

ITIL v3-al

Logikai
réteg

Eszkoz, vagyon|lranyelvek kezelése |Szolgdltatas Szolgaltatds Szolgaltatds Kiértékelés
menedzsment/gazdalkodas nyujtas lgyfelének, katalégus

menedzsmentje  |fogyasztdjanak |menedzsment

tdmogatdsa

Tudasmenedzsment, Irdnyelvek SLA kezelés,|Jogosultsag Konfiguracidkezelés; |Monitorozas,
Termék/szolgaltatas kialakitasa Szallitok kezelés, kapacitastervezés; |nyomon kovetés,
kibocsatas és|lranyelvek menedzselése; elhasznaléi rendelkezésre allas |jelentéskészités;
telepitéskezelés; Teszt és/megfeleléségének |Uzlet/ligymenet |jogosultsagok. Teljesitmény

validacié menedzsment

ellenGrzése,
auditalasa

folyamatossag
fenntartésa;
koltségek kezelése/
gazddlkodas;
Attérés
menedzsment

elhasznaléi
bejegyzések
kezelése
létrehozasa

és

kontra KPI és KRl
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SABSA matrix osszehangolva az
ITIL v3-al

Fizikali Eszkdz/vagyon  biztonsag|Miikodési Uzemeltetés/ Végfelhasznalok |Szolgaltatdas |Szolgaltatas
szintl réteg [védelme kockazatok e ) tdmogatasa er6forrasainak|teljesitmény
adatainak miikodtetés védelme adatok gyfijtése
gyljtése
Valtozaskezelése; Szoftver és|Mikodési ,Job” litemezés; Szolgaltatas Fizikai és|Rendszer és
adat épség/sértetlenség|kockazatok . i ugyfél szolgalat; |kornyezeti szolgaltatas
védelme kezelésének I,{endklvull eseme/znyek ) . |biztonsag monitorozasanak
architekturaja. e_S _ események|Problémakezelés; architekturaja
(incidensek) kezelése; |Kérelmek
|kezelése
Katasztrofa utani
helyreallitas
Komponens|Eszkozok védelme ORM eszkozok |Eszkozok telepitése Human erdéforras|Biztonsagi Szolgaltatas
szintl réteg munkaba allitasa |eszkozok monitorozo
eszkozok
Termékek és eszkozok|ORM elemzés; |Termékek és eszkozok|Munkaero Az lizembe|Szolgaltatasok
biztonsaganak és _ . |kivalasztasa, beszerzése;|felvétel helyezett elemzése,
épségének/sértetlenségének Monltf)rolzas’ €s ) _ eszk6zok  és/monitorozasa,
fenntartisa jelentéskészités, Projekt menedzsment |Fegyelmi termékek jelentéskészités
és .r.ne"gjelenl'téi eljarasok fizikai és|és  megjelenito
eszkozok. Kiképzés logikai rendszerek.
biztonsaganak
Tudatossag fenntartasa

ergsit6 eszkozok
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SABSA matrix a szolgaltatasok

kezelésére 0sszehangolva az ITIL v3-al

FORPD T. WNFELFarrs WIS W N . IR I 1 PR PR e s

PRl W fp

ASSETS (What) MOTIVATION (Why) § PROCESS (How) PEOPLE (Who) LOCATION (Where) TIME (When)
Service Delivery Crperational Risk Process Delivery Personnel Management of Time & Performance
Management Managemant Managemeant Management Ervironiment Managemant
The row above is & repeat of Layer 6 of the main SABSA Matris.
The five rows below are an exploded overlay of how this Layer & relates to each of these other Layers
Business Driver Business Risk Service Relationship Point-of-Supply Ferformance
Development Assessmant Managemeant Managemsant Management Management
CONTEXTUAL Business Anaivaia of irsmal Managing Service Managing Demand Man'ment; § .. o .
ARCHITECURE Banchmarking & ¥ 7 Capabilities fior Service Providers & Saervice Supply, i g
; g & External Risk = . Diriven Performance
Identification of Providing Value o Service Customers; Deployment &
p 5 Factors ; . Targets
Business Drivers Customers Ciontract Man ment Consumption
Prowxy Asset Developing ORM Service Delivery Service . - Service Level
Dewelopment Objectives Planning Management Roles Bervios Poriiic Definition
CONCEFTUAL Diefining Business : : SLA Planning; BCP; Defining Roles, ; : g
ARCHITECTURE | atiributes Profile Fiimk Asiysis on Financial Planning & Responsibilities, Flanning & Managng Sedce
with Parformance Business Attributes ROI- Transition Liabilities & Cultural Maintaining the Performance Criteria
Criteria, KPls & KRls Froey Asssis Planning ‘Values Sarvios Catalogue snd Targets
; Service Delivery Service Customer Sarvice Catalogue Evaluation
Aaset Managament Fokcy Management Management Suppaort Management Management
Knowledge
) SLA Management; o
LOGICAL Management; ) ] Supplier Acce 55. CDITﬁgIJFE.IDn. Monitoring &
ARCHITECTURE Relzase & Palicy Development; ) . Management; User Management; :
5 ! Management; BCM; T g ; E Reporting
Deployment Policy Compliance . ) Privileges, Account Capacity Planning; .
) - Cost Managemeant; = g g Performance against
Management; Test & Auditing T i Administration & Availability KE 4 KR
\Validation ransiion Prowvisioning Management san s
Managemeant
Management
Azsat Security & Crperational Risk Operations User Supnart Service Resources Feﬁa?nﬁ;ﬂzz Data
P rotection Data Collection Management PP Protection .
PHYSICAL Collection
ARCHITECTURE Lhange ) Crperational Risk ,.h:-l:.:- Sohachking: Service Desk; FhFSIGEI a Systems and
Management; M A Incident & Event Problem Man' = Environmental Sarvice Monilon
Software & Data il Management; TOLHGHTY RAEIN e, Security B S
. : Architecture . Request Mam'ment Architecture
Integrity Protection Disasier Recovery Management
g Pearsonnel Security Service Monitoring
Tool Protection ORM Tocls Tool Deployment Degloymant Management Toals Tools
COMPONENT Product & Tool ORM Analysis, Product & Tool Recruitment Process | Products & Tools for | Service Analysis,
ARCHITECTURE § Sacurity & Integrity: Monitoring and Selection and Disciplinary Process | Managing Physical Monitoring and
Product & Tool Reporting Tools & Procursment; Training & & Logical Security of Reporting Tools &
Maintenance Display Systams Projact Ma nagement Awareness Tools Installations

Display Systems
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Az ellenbrzési mechanizmusok mint a megvalositas TN
/’ « /e 7/ ’ . I."__.:_:- i "::_'-.I
stratégiajanak forrasai E;Eiﬁ |
An ISM must control E%y informatikai biztonsagi
recognize the (MAC & felelésnek a mdszaki, informatikai
security value DAC) termekek biztonsagi sajatossagait
of technology secure failure  T€l kell tudnia ismerni fuggetlendl
product o attol, hogy a gyarto/szallito.
features Prlllf\Clple of hogyan pozicionalja a termékét
independently e"?‘s.tl A kovetkez6 ellenérzési
of the label Priviiege mechanizmusokat lehet
givento a Compartment hasznalni
product by the alize to Hozzaférési jogosultsag lista
product minimize Berendezések meghibasodasa esetén a
d damage biztonsag fenntartasa az els6dleges
vendor . A minimalisan sziikséges jogosultsagok
Mechanisms that Segregation engedélyezése
embody the of duties Kérokokzés kc'ljyetkezményeinek
. SZaKadszolasa
following Transparency A feladat és hataskordk elhataroldsa
p;}lcnuplesdare Trust Atlathatdsag
orten use Transparency
Access Trust no one Kolcsonos bizalom kialakitasa

De ne bizzunk meg senkibe.
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Countermeasures are Az ellenintézkedések,

ovintézkedések, olyan ellen6rzési

controls that are put mechanizmusok, amelyeket

into place in olyan fenyegetésekkel szemben
hoznak meg, amelyek el6re
response to a tudhatok.

SpECiﬁC threat that Az ellenintézkedések és

ovintézkedések a kovetkezOk

is known to exist lehetnek:
They may be: Megelozo
. Eszleld
Preventive Helyre allito /korrigald
Detective
Corrective
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Technologiak By

The choice of technology to
reduce information security-
related risks is constrained
by the legacy architecture of
the organization

Through decades of evaluation
of alternative preventive,
detective and recovery
controls, solid tools and
techniques to achieve
information security goals
are now widely available
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A szervezet elavult technologiaju
architekturaja behatarolja azoknak a
technoldgiaknak a korét, amelyeket
fel lehet hasznalni a biztonsaggal
kapcsolatos kockazatok
merseklésére.

Az elmult évtizedekben
felhalmozddott tapasztalatok az
alternativ technologiak értékeléseben,
a megel6z6, észleld és helyreallitd
ellen6rzési mechanizmusok
tekintetében, amelyek célja az
informacio biztonsagi célok
megvalositasa, ma mar szeéles korben
rendelkezésre allnak.
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Technologiak

Technologies commonly used include:

Access control lists

System configuration files that allow a system
to identify authorized system usage and
block system usage that is not specifically
authorized

Choke routers

Network devices that form gateways or
bridges between two networks, only
allowing traffic matching predefined rule
sets to pass between the networks

Content filtering

A way to prevent files from moving through a
control point by scanning their contents
and either letting them pass or blocking
them based on a list of predefined rules

Altalaban hasznalt technoldgiak:
Hozzaférési jogosultsagi lista

Rendszer konfiguracié allomanyok,
amelyek az azonositott és hitelesitett
rendszer hasznalatot lehetévé teszik,
azonban megakadalyozzak a jogosulatlan
rendszer felhasznalast

Lefojtd utvonal iranyito

Halozati eszkozok, amelyek két
halézat kozotti atjaréként hasznalnak,
és csak olyan adatforgalmat engednek
at, amely az el6re definialt
szabalyrendszernek megfelel

Tartalom szlirés

Az allomanyok tartalmanak vizsgalata
annak érdekében, hogy
megakadalyozzak azt, hogy az
allomany az ellenérzési ponton
tuljutva karokat okozhasson. A
szabalyrendszer szerint vagy
tovabbengedik, vagy
megakadalyozzak a belépését a
rendszerbe.
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Technoldgiak
\

Database ma nagement systems:

Technology used to efficiently store and
retrieve data by making use of predefined
indexes that define data records

Relied upon by most access control models

Encryption (public key, symmetric or
secret key encryption):

An algorithm used to obscure information so
that only those

Intended can restore it to its original form

Used to preserve confidentiality of data but
may also be used for data integrity
checking and non-repudiation

Adatbazis-kezelo6 rendszerek:

Az adatok tarolasanak és
visszakeresésének hatékony
technologiaja, amely eléredefinialt
indexelési eljarast alkalmaz, amely
meghatarozza, hogy melyek az egyes
adatrekordok

Sifrirozas, rejtjelezés, kriptografiai,
algoritmikus informacié védelem
(nyilvanos kulcs, szimmetrikus
vagy titkos kulcsu sifrirozas):

Olyan algoritmus, amely az informacio
elrejtésére szolgal olyan médon, hogy
csak azok ismerhessék meg, akik erre
illetékesek, és az eredeti format vissza
tudjak allitani.

Az informacio titkossaganak,
bizalmassaganak megorzésére szolgal,
tovabba az adatok épségének
sértetlenségenek és
letagadthatatlansaganak ellendrzéseére.
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Technologiak

Hashing

An algorithm that takes any input
and produces a standard length
output that obscures the original
message and that cannot be used to
recreate it, but can be used again on
the same message to result in the
same output

Zagyvalas

Olyan algoritmus, amely
tetsz6leges adatbemenetre egy
szabvanyositott hosszusagu
kimenetet hoz Iétre, amely elfedi
az eredeti Uzenetet, és ezt az
algoritmust nem lehet
felhasznalni az eredeti Uzenet

Open Systems Interconnection (OSI) rekonstrualasara, de ugyanarra
model az uzenetre ugyanazt az

eredmeényt adja

A standard f t k i
standard Tor networ Open Systems Interconnection

communications that defines a

framework for implementing (OSI) modell

protocols in seven layers

A halozati kommunikacio egyik
szabvanya, amely leir egy
keretrendszert a hét rétegen
belul megvaldsitando
protokollok szamara
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Technologiak

Layers in the 1ISO/OSI model Az ISO/OSI modell rétegei:
1. Applikaciés (alkalmazasi) réteg: Az applikaciok
are: (fajlatvitel, e-mail stb.) miikédéséhez
. . ) nélkilézhetetlen szolgaltatasokat biztositja.
Application layer - interface to 2. Megjelenitési (prezentacios) réteg: Feladata a
li . kllonb6zb csomdpontokon hasznalt kilonb6zé
applications adatsirukidrakbl ereds informécio-értelmezési
. . problémak feloldasa.
Presenta,tlon I?Iyer -4 Iayer”at which 3. Viszony réteg: Ez a reteg épiti ki, kezeli és fejezi
information is “repackaged” to 3%%zagpl>(hokrﬁ%cl)ll; kozotti dialogusokat (session,
ialogu :
move up or down the OSI stack 4. Sadlitési réteg: Megbizhat6 halézati
: _ : A Osszekottetest létesit két csomdpont kzott.
Session layer - reliable end-to-end Feladatkdrébe tartozik pl. a virtualis aramkérok
communications kezelése, atviteli hibak felismerése/javitasa és az
aramlasszabalyozas.
Transport layer - end-to-end 5. E_é:ézatli( !'té:]e,?; O?_szekét’getés;c ké§ q_tﬁogﬁlr\]/élasztést
: : iztosit két haldzati csomopont kdzott. Enhez a
communications réteghez tartozik a halézati cimzés és az

utvonalvalasztas (routing).

Network Iayer ) paCketS' global 6. Adatkapcsolati réteg: Megbizhato adatatvitelt

routing biztosit egy fizikai 0sszekottetésen keresztil. E
. réteg probléma koéréhez tartozik a fizikai cimzés,
Data link layer - datagrams, halézati topologia, kézeghozzaféres, fizikai atvitel
itchi hibajelzése és a keretek sorrendhelyes
switching Iéézbesitése. aAz ILEEE klét alrétegre (MAC, LLC)
. . ontotta az adatkapcsolati réteget.
Phy5|ca| Iayer cables, electrical 7. Fizikai réteg: Elektromos és mechanikai jellemzdk

signa Is proceduralis és funkcionalis specifikacioja két
(kbzvetlen fizikai 6sszekottetésli)eszkdz kozotti
jeltovabbitas céljabdl.

29



Technoldgiak By

Operating systems

Programs that directly interface
with computer hardware to allow
users to run software

Some security features include
verbose and reliable logging
mechanisms, and file recovery
mechanisms

Public key encryption

Public key encryption is a type of
encryption algorithm that utilizes
two keys, the public key and the
private key

One is used to encrypt; the other is
used to decrypt

Operacios rendszer

Egy olyan progam, amely
kozvetlentl kapcsolddik a
hardverhez, és lehet6vé teszi a
szoftverek futtatasat.

Néhany biztonsagi szolgaltatas:
részletes és megbizhatd napldzasi
mechanizmus, adllomany (file)
rendszer.

Nyilvanos kulcsu sifrirozas

A Nyilvanos kulcsu sifrirozas egy
olyan kriptografiai algoritmus,
amely két kulcsot hasznal, a
nyilvanos és magankulcsot. Az
egyiket hasznalja a sifrirozasra, a
masikat a visszafejtésre.
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Technologiak

Route filtering

A way to program network devices
so that they only route network
traffic to or from defined sets of
network addresses. If there is no
route to or from a device, no data
can travel to it

Symmetric key encryption

An encryption algorithm in which
the key that is used to encrypt a set
of data is also the key required to
decrypt that data

Utvonal sz(irés

A haldzati eszkozok olyan
programozasa, amely egy el6re
meghatarozott haldzati cim
halmazbdl engedi meg vagy haldzati
forgalom befogadasat vagy oda a
tovabbitasat. Ha egy adott eszkoz
szamara nem létezik ilyen el6re
definialt utvonal, akkor semmilyen
adat nem kerulhet tovabbitasra
abba az iranyban.

Szimmetrikus kulcsu sifrirozas

Olyan kriptografiai algoritmus,
amelyben a kulcsot mind sifrirozasra
mind visszafejtésre hasznaljuk.
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Technologiak |

Transmission Control
Protocol/Internet Protocol
(TCP/IP) and IPSec key
encryption

Network communications
protocols that follow the OSI
model in which the data sent
are divided into headers and
data, where the header allows
network devices to route
packets between source and
destination while the data are
read as streams by the
application layer
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TCP/IP és IPSec sifrirozas

Szamitogép haldzati protokollok
halmaza, amelyek az OSI modellre
alapulnak. A tovabbitott adatokat
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szétbontjak fejlécre és az adatokra.A

fejléc alapjan tudjak a haldézati
eszkdzok az egyes csomagok
esetében az utvonal irdanyitast

végrehajtani a forras és a célallomas

kozott mikozben az adatokat az

alkalmazasi réteg mint adatfolyamot

folyamatosan olvassa be.
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Munkatarsak, szerepkorok, jogosultsagok,
felel6sség-, feladat-, és hataskorok, képzettség és

/’ V4
képességek
Roles Szerepkorok
Allow responsibilities and/or access rights to be E fogalom lehet6vé teszi azt, hogy a hozzaférési
assigned based on the fact that an individual jogosultsagokat annak alapjan lehessen megadni,
performs a function rather than having to assign hogy egy munkatars vajon melyik funkcio
them to individual people végrehajtasara jogosult, és nem az egyes
Responsibility munkatarsak,szemelyehez ,Ifell I’<otn| ’
A responsibility is a description of some procedure or JOEQSU!FS_?gok’ felelosseg'r feladat-, és
function that someone is accountable to perform. hataskorok
Place responsibility where it may be expected that A felel6sség valamilyen funkcid vagy eljaras leirasat
the skills necessary to perform the job will be jelenti, amelynek végrehajtasaért valaki felel6sségre
core competencies of personnel assigned to the vonhato.
role, despite staff turnover E felelSsség-, feladat-, és hataskoroket ahhoz a
Skills szerepkorhoz kell helyezni, ahol a szlikséges

képzettség, képesség, szakmai gyakorlat fellelhetd, a

Training, expertise and experience held by the munkatérsak fluktuacioja ellenére

personnel in the given job function

Képzettség, képesség, szakmai gyakorlat

Elvégzett tanfolyamok, kiképzés, szakértelem és
szakmai tapasztalatok, amellyel az adott
munkakorben dolgozé alkalmazott rendelkezik
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Biztonsagi tudatossag ey
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Background and training is Biztonsagi ellendrzes és
necessary for execution of kikepzes szukseges ahhoz,
tasks hogy a munkafeladatok
n elvéegezésehez
Training classes shouldbe  fo|nataimazast kapjanak
Fa'lored for.th.c?s.e with security Biztonsagi munkakorokben
job responsibilities foglalkoztatandék
An information security kKiképzésere testre szabott
awareness program must also  tanfolyamok kialakitasa
include end-user training A biztonsagi tudatossag

emelése erdekében a
végfelhasznalok szamara
kepzés
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>5.11./7 Security Awareness
(continued)

End users cannot be expected
to seek information on
security and should be
exposed to information on
organizational standards
relating to:

Backing up work-related files

Choosing passwords wisely and
protecting them from
exposure

Avoiding e-mail and web-based
viruses

Recognizing social engineers
Reporting security incidents

Securing electronic and paper
media against theft and
exposure

Spottln% malware that could
o identity theft and
desktop spying
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3.11.8 Audits

Security audits have
objectives, scope,
constraints, approach and
results

Effectiveness is judged on
the basis of whether or
not controls in place
meet a given set of
control objectives

An information security
program should have
established policies and
standards
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3.11.8 Audits (continued)

An audit is extremely useful in
identifying whether those
policies and standards have
been fully implemented

Where an information security
program is under
development, the ISM may

Select externally published
standards

Engage an audit team to
determine the extent to
which his/her own
organization is in compliance
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3.11.8 Audits (continued)

Different standards publications
focus on one or more of these
types of items:

COBIT lists control objectives

The Standard of Good Practice
for Information Security

SANS Institute

International Organization for
Standardization Code of
Practice for Information
Security Management,
ISO/IEC 17799:2005, and
corresponding Information
Security Management
Systems Requirements,
ISO/IEC 27001:2005

The Center for Internet Security
(CIS)
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3.11.9 Compliance Enforcement

Compliance enforcement
has two connotations

Compliance with respect to
a regulatory
environment

Compliance with respect to
internal policies,
standards and
procedures




3.11.9 Compliance Enforcement /E\
(continued) &)

Enforcement activities are
management oversight
functions by which the
control activities designed
to achieve an objective of
compliance are supervised

Compliance enforcement is
any activity within the
information security
program designed to ensure
compliance with the
organization’s control
objectives
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3.11.10 Threat Analysis { t Efj:

Numerous threats exist
that may impact security
program efforts and
objectives. Threats must
be evaluated to
determine:

If they are viable

The likelihood that they
will materialize

Their potential magnitude

The potential impact
41



3.11.10 Threat Analysis
(continued)

Possible threats may

include:
Unclear objectives
Carelessness
Mistakes
Deficient strategy
Poor planning
Inadequate resources
Incorrect specifications
Faulty execution
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3.11.11 Vulnerability Analysis |
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A vulnerability is a
characteristic that allows a
threat to occur

Vulnerabilities can be
characterized by whether:

They were intentionally
maliciously created or not

Whether they exist in system
developmeént or operatlons

A vulnerability anal¥5|s is
designed to iden
vulnerabilities in a glven
information system or
environment

ISMs need to be able to
perform a vulnerability
analysis in order to
ascertain whether controls
are adequate
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3.11.12 Risk and Business
Impact Assessment

BIA

Determines the impact of
losing the support of any
resource to an
organization

Establishes the escalation of
that loss over time

|dentifies the minimum
resources needed to
recover

Prioritizes the recovery of
processes and supporting
systems

BlAs are based on risk
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3.11.12 Risk and Business 2N

Impact Assessment (continued) ﬁ
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An information security
program should have a
process by which:

Business impact of damage
to any information
resource is reassessed
periodically

Assessment is used to
determine requirements
for security measures
with respect to that

resource
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3.11.13 Resource Dependency
Analysis
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Resource dependency analysis
can, to a large extent,
replace a BIA for the
purposes of developing
business continuity plans.

It is based on determining the
applications used by a
business operation in
conducting its primary
activities and the resources
(networks, databases)
needed to perform required
functions

46



e =
. 1

3.11.14 External Security Service /#5%,
Providers \ )

Two types of security services can
be obtained from external
providers

Outsourcing
Service contracting™

Any outsourced activity must be
consistent with the goals and
objectives of the overall
information security program

Security program elements that
monitor outsourced security
functions must not themselves
be outsourced

*The distinction between outsourcing security and
contracting for security services is that when
services are contracted for, the ISM retains
ownership of and responsibility for the
performance of the security service
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3.11.15 Other Organizational
Support

Subscription services can be
integrated into an
information security
program to leverage
external expertise without
actually assigning them
responsibility for executing
any part of the security
program.

Types include:
Best practice organizations
Security networking roundtables
Security training organizations
Vulnerability alerting services
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3.12 Implementing an /E\
Information Security Program &)

LIRLEET

Assumptions:

Objectives for the security._
program have been defined

and agreed upon by
stakeholders

Information security program
resources required to form the

building blocks of the program
are in place

IT controls have been defined and
are operational, although not
necessarily optimized

Security reviews and audits are
available to indicate where

weakness and program gaps
exist

Management supports
information security program

activities
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Policy forms the basis for all
accountability with
respect to security
responsibilities
throughout the
organization

In most large organizations
the ISM designates formal
security roles that hold
the department head
responsible for getting
processes that maintain
security policy _
compliance for a given set
of information systems in
place
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3.12.1 Policy Compliance
(continued)

The ISM must:

Ensure that, in the assignment
process, there are no
“orphan” systems or systems
without policy-compliance
owners

Further provide oversight to
ensure that policy compliance
processes are properly
designed

Where a policy document is
deemed to have such little
benefit that it may be
bypassed, an ISM should
use that feedback to effect
change being termed the
Policy Exception Process
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3.12.2 Standards Compliance

Standards must be designed to
ensure that all systems of the
same type are configured and
operated in the same way.

As far as Possmle, compliance
with standards should be
automated to ensure that
system configurations do not,
through intentional or .
uninténtional activity, deviate
from policy compliance.

Executive management signs off
on policy, while standards
simply provide a standard
method for complying with
policy.

If there are deviatjons, there
should be no dispute amon
executive management tha
the security program is intact.
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3.12.3 Training and Education

Information security programs are
almost always dependent on
people following instructions -
training is thus critical

Awareness and educational
materials should be readily
available to those with
responsibility for policy
enforcement

Where this type of communication
occurs, a user will become
accountable for activity that
attempts to deviate or bypass any
control

Users will subsequently

Understand why policy is enforced in
a certain way

Be more accepting of activities
designed to enforce policy compliance
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3.12.4 Controls

The ITGI identifies 11 control
objectives in COBIT 4.1 as the
minimum controls needed to be in
place to ensure systems security:

Management of IT security
IT security plan

identity management

User account management

Security testing, surveillance and
monitoring

Security incident definition
Protection of security technology
Cryptographic key management

Malicious software prevention,
detection and correction

Network security
Exchange sensitive data




3.12.4 Controls (continued)

Each of the 11 control objectives
must be supported with
policy, standards, technology
and control activities as well as
enforcement of control points

The ISM should develop general
controls that cover all control
objectives listed, and
implement application
controls only if general
controls are not suitable for a
given business application or
process
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3.12.5 Countermeasures

An information security
program must be flexible
enough to be able to
implement a control or
countermeasure with very
little advance warning

At the same time, an ISM should
discourage anyone from
making any changes to
production systems outside
of an authorized change
control

Countermeasures are not
always technical in nature
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3.12.6 Third-party Service
Providers

Issues concerning sharing data
with a service provider should
be specifically addressed by
senior management

An information security program
may have a policy that
includes requirements for
protecting data that must be
shared with third-party service
providers

If use of third-party services is
widespread, standards and
procedures for system security
are appropriate if systems
interfaces are accessible to the
service providers
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3.12.6 Third-party Service /E\

Providers (continued) &
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When using a 3" party, ISM'’s
should:

Describe how data are stored &
secured in the service provider
environment in a way that
maintains CIA

Allocate resources to maintain a
secure environment

Take responsibility for the
security of the service

Maintain accountability in the
service provider organization
for policy enforcement

Maintain security processes so
they are transparent to
customers

Maintain well defined procedures
58



3.12.6 Third-party Service /E\
Providers (continued) )

A third-party service must
commit to specific company
security practices before data
are shared with this service

Requirements should to the
maximum extent be

Contractual

Verified by external auditors or
other independent parties
acting on behalf of the
contracting organization

If an ISM works for the
contracted service, he/she
should implement processes
to ensure that contractual
requirements for information
security are met
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3.12.7 Integration into Life Cycle /ﬁ
Processes \wf

A key to policy compliance is having
a policy-compliance owner for
each deployed information
system

To maintain accountability for policy
compliance through frequent
change, a security program must
identify where IT changes are
initiated, funded, and deployed

The ISM must create hooks into
rocesses so that those in job
unctions that specify, purchase

and deploy new systems have
policy compliance as part of their
job functions

Gives the ISM time to identify
vulnerabilities in new systems,
identify new threats presented by
systems & assist the

|mFIementat_|on team to develop

polic -comfpllant pre-approved
standards for production
deployment
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3.12.8 Monitoring and
Communication

Performance monitoring
enables senior management to

tell if the program is working.

The ISM must:
Identify metrics

Specify how they are to be
gathered
Justify how they are used

Use the same metrics as those
used to manage the program

If security incidents presenting
risk to the organization are
identified, the ISM must:

Communicate this risk to senior
management

Facilitate immediately acting on
senior management’s
decisions
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3.12.9 Documentation

In the context of the information
security program development,
all documents described in the
resource section are resources
with which to execute the
program

The program itself creates a plethora
of documents

While standards policies, standards,
role and responsibility
descriptions, announcements,
memos, etc. are needed to
run/execute the program, they are
resources for the program to use,
notlgocumentation of the program
itse

An umbrella document should serve
as a guidebook to help
independent parties
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3.12.10 Detailed Plan of Action For Information /;;\
Security E™ + ME
Program Development

A gap analysis should have led to
identifying a series of projects
that will réesult in
improvements to the
information security program

Each pro%ect should have time,
budget and measurable result

Each must make the environment
more secure wjthout otherwise
causing control weaknesses in
other areas

An ISM should prioritize the
portfolio of projects in such a
way that those that overlap are
not delayed by each other
resources are a%proprlatef
allocated, and the resu lts are
smoothly integrated into or
transitioned from existing
operations
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3.12.10 Detailed Plan of Action For Information Ve

Security Program Development (continued)

The ISM should employ
generally accepted

project management
techniques

Once the project is done,
the control activity
should be an integral
part of the unified
information security
program
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3.13 Information Infrastructure /E\
and Architecture &)

Infrastructure refers to the
underlying base or
foundation upon which
information systems are
deployed

Security infrastructure refers
to the foundation that
enables security resources
to be deployed

When infrastructure is
designed and implemented
consistent with policies and
standards, the =~
infrastructure is said to be
secure

Information security
architecture should be used
to achieve information
security control objectives
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3.13.1 Managing Complexity

Providing a Framework and
Road Map

Architecture acts as a road
map for projects and
services that must be
integrated

Simplicity and Clarity through
Layering and Modularization

Information Systems
architecture must take
account of

The goals that are to be

achieved through the
systems

The environment in which the
systems will be built and 66
used



3.13.2 Objectives of Information /2%,
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Security Architectures &)

The underlying notion for all
architecture is that the
objectives of complex systems
must be comprehensively
defined, precise specifications
developed, their structures
engineered and tested for
form, fit and function, and
their performance monitored
and measured in terms of the
original design objectives and
specifications.
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3.13.2 Objectives of Information
Security Architectures (continued)

SABSA

Developed to address the
need for overall
comprehensive model
for information systems.

Can utilize COBIT, ITIL and
ISO/IEC 27001
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3.13.2 Objectives of Information
Security Architectures (continued)

SABSA

Six layers

Contextual Security
Architecture

Conceptual Security
Architecture

Logical Security Architecture
Physical Security Architecture

Component Security
Architecture

Operational Security
Architecture
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3.13.2 Objectives of Information  / ﬁ\

Security Architectures (continued) &=
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Given that input is the major
source of damage to most
systems, all systems should
have security mechanisms to

validate input

Preventing harm due to
unauthorized access is
fundamental to the security
program

Most system configurations have
some type of access control

lists

Informa_tion systems should be
monitorable and recoverable

They should have logs that
produce alerts

Security mechanisms must result
in “defense in depth”
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3.13.2 Objectives of Information 4

Security Architectures (continued) \E
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When gathering information
used to make
architecture decisions,
the ISM must constantly
shift focus between:

Business requirements

The infrastructure engineer’s
perspective

Operations support

End users

Financial planner

Engineer

Operations support manager
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3.13.2 Objectives of Information 4

Security Architectures (continued) \E
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Must also maintain a

sharp focus on

Security requirements
How security features of
platforms can be used to
provide layered security
Security architecture
requires
Balancing requirements

Finding a way to meet
requirements with
available
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3.13.3 Information Security /E\
Technologies and Architecture &%)

Biometrics
Certificate authorities (CAs)
Digital signatures
DMZ

Entitlements
Firewalls

Handheld devices
Single sign-on
Intrusion detection
Intrusion prevention
Masking

Policy-compliance systems
Proxy servers

Secure Socket Layer (SSL)
Secure Shell (SSH)

Secure Multipurpose Internet
Mail Extensions (S/MIME)

Security Information
Management (SIM)

ldentity management systems

Virtual private networks
(VPNs)

73



3.13.3 Information Security Technologies /g )

and Architecture (continued)

Biometrics
Physical or psychological trait

Trait is recorded via an
enrollment process

Identification and
authentication technology
recreates a live template

Compared to the recorded one

Process by which templates
are recorded for storage is
usually different than that
used to create a live
template
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3.13.3 Information Security Technologies /\

and Architecture (continued) o 5

Certificate authority

A certificate authority (CA) is a
server used to register entities
and issue digital certificates in
electronic format

Entities may be any user or
technology component that
requires a certificate

The authority also issues a root
certificate

The mechanism to validate a digital
certificate is algorithmic

A certificate authority also maintains
a certificate revocation list (CRL)

The list is used to allow a program to
qguery the CA to check if a
certificate for checking validity
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3.13.3 Information Security Technologies /g )

and Architecture (continued)

Digital signatures

Based on public/private key
encryption

Electronic equivalent of a
handwritten signature

Validates that a given message
came from a specific user

Nonrepudiation - the sender
cannot later claim that the
message was created by
anyone else without
admitting to losing his/her
private key
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3.13.3 Information Security Technologies
and Architecture (continued)
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Digital signatures

A hashing algorithm hashes
the entire message b
generating a message digest

The message digest is
encrypted using the
sender’s private key

The result is sent to the
receiver as an addendum to
the orlgmal message

The receiver uses the sender’s
public key to decrypt the
addendum

Ap Elles the hash algorithm to
he original message and
compares the two message
digests

77



TN

)

E\
'|_.- .

3.13.3 Information Security Technologies
and Architecture (continued)
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DMZ

Based on the military term
“demilitarized zone”

Buffer zone established
between neighboring
hostile countries

Refers to the network in which
all ac kets comlnﬁm or out
are subject to traffic filters
and sometlmes route filters

UsuaII placed between an
%anlzatlon S private
work and the Internet

Ensure that all Internet
connectivity is subject to
cl:)ol\l/lw%rol points W|th|n the

78



o —
=1

3.13.3 Information Security Technologies /\
and Architecture (continued) o

Entitlements

Records used to validate the type of
data a user is allowed to access

Commonly indexed by user ID or role

A user is assigned a role that will be
entitled to data to which the role
is authorized to access

User- and role-based entitlements
are similar, as access is stipulated
upon an attribute in a user record

The user is authorized to access
information by virtue of being
authorized to belong to a group

Rule-based entitlements fields in a
user record and perform
calculations or execute business

logic before releasing specific
entitlement-controlled set of data
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3.13.3 Information Security Technologies
and Architecture (continued)

Firewalls

Definition: devices that filters any
type of traffic by inspectin
session or application-leve
activity and comparing it to a
given rule set

Usually placed in the network at
the point where traffic would
be routed to an external site
ora DMZ

Similar to how a choke router is
placed in the network

Provisioned with rule sets that
limit the type of traffic that
does and does not get through
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3.13.3 Information Security Technologies /;\
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and Architecture (continued) 0.\

Handheld tokens

Physical devices used to
authenticate users

Token identifiers such as serial
numbers are registered on a
server

User uses the token to generate a
one-time password

Passed to the server for
validation

Cryptographic algorithms and
keys on both token and server
allow the server to validate
the token

81



3.13.3 Information Security Technologies /\

and Architecture (continued) W L

|dentity Management Systems
(IMS)

Database of user information for
identifying enterprise users

Records in IMS are used to map
system logins belonging to a
given user to the unique record

The mapping may be done by
copying user lists from
downstream systems into the
IMS or by storing system login
names in the user identity record

IMS are supplemented with analytics
and audit trails for providing a
history of a user’s relationship
with the organization
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and Architecture (continued)

Intrusion detection and intrusion
prevention

Process of identifying and
responding to malicious
activity

Intrusions are identified via rule-
based pattern matching or
anomaly detection

Records a definition of “normal”
system behavior and alerts
when behavior is abnormal

Intrusion prevention is a_
network-based intrusion
detection system configured
to automatically block
network traffic from a source
at which it identifies an
Intrusion
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3.13.3 Information Security Technologies ang
Architecture (continued) \

Masking

Changing data so that its original
content is rendered
unrecognizable

Often done to generate test data
that looks like production data

Confidential data can be masked
so that it can be used for
testing purposes

Policy-compliance systems

Enforce standards configuration

Provide preventive and detective
controls to allow a system
security configuration to be
centrally administered and
monitored
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3.13.3 Information Security Technologies /;\

=,
-
| b
= .
lk
s’

and Architecture (continued) 0 -2

Proxy server

Server placed in a network to
provide a gateway for a set of
destination hosts or networks

Software intercepts individual
network sessions from many
sources and presents them to
the destination on behalf of
the original source

The server may also be
configured to block it entirely
according to a given rule

Users required to authenticate
for traffic to be passed to the
designated destination
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3.13.3 Information Security Technologies ~ / \
and Architecture (continued) Ry

Secure Socket Layer (SSL)

Session- or connection-layer
rotocol used on the Internet
or communication with web

services

Uses a hybrid of hashed, private
and public key cryptography
Compute a one-time session key

Encrypt all subsequent
communications with the
session

In conjunction with a CA, it is
used by the client to
authenticate the server and by
the server to authenticate the
client
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Secure Shell (SSH)

Client-server program used to
create a secure, encrypted
session between two hosts

Clients store public keys provided
hosts to authenticate the
server and encrypt messages

Host public keys can be provided
that the server can use to
authenticate the client

SSH provides terminal session
and a secure cop¥1and may be
used to tunnel other
applications between client
and server

Commonly used to replace the
less-secure telnet and ftp and
to secure X-Windows
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3.13.3 Information Security Technologies
and Architecture (continued)

Secure Multipurpose Internet Mail
Extensions (S/MIME)

Standard secure e-mail protocol
that authenticates the identity of
the sender and receiver

Verifies message integrity and
ensures the privacy of a
message’s contents, including
attachments

Security Information Management
(SIM)

Correlates security-related activity
across multiple platforms

Configured to recognize and alert
on patterns in real time or to
store for later reporting
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3.13.3 Information Security Technologies /;\

and Architecture (continued) =)

Single Sign-on (SSO)
System used to authenticate
users on diverse platforms

Each platform must be
configured with an “agent”

Either replaces the platform
sigh-on mechanisms or

Forwards user authentication
data

The agent uses the data to
authenticate the user to a
SSO server
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3.13.3 Information Security Technologies /
and Architecture (continued)

Virtual Private Network
(VPN)

Secure private network

Uses the public
telecommunications
infrastructure

Transmits data

Using encryption and
authentication

Encrypts all data that pass
between two Internet
points

Maintains privacy and
security
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Controls

Are a specialized set of general
controls upon which all
computing facilities as well as
personnel depend.

The ISM should:

Validate technology choices in
support of physical security

Ensure that formal roles and
responsibilities and
accountabilities with respect to
physical access controls exist

Use the roles and responsibilities
for interfacing with various
local physical security
organizations if they are
geographically dispersed
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Controls (continued) \Ej

Physical controls

Intended to restrict access
to facilities

Methods for keeping
unauthorlzed individuals
from glammg access to
tangible information
resources include

Smart cards or access
controls based on
biometrics

Security cameras
Security guards
Fences

Lighting

Locks

Sensors
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Controls (continued) )

Environmental controls

Designed to ensure that the
facilities in which systems are
stored are designed to
compensate for physical
limitations of computer
system operations

Without environment controls to
prevent, detect and recover
from physical damage to
information systems, control
activities would be subject to
physical damage from a
variety of sources (e.g., theft
and weather)
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3.15 Information Security ;
Program Integration
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Because organizational
departments also have a
responsibility for information
security process deployment,
the ISM is not able to enforce
all policy requirements.

Personnel outside can be assigned
security job responsibilities,
thus allowing the ISM to close
gaps out of his/her control

The ISM may also need to assist
business application owners in
establishing procedures

An ISM must integrate security
touchpoints into the life cycle
to ensure that the business is
not surprised by last-minute
introduction of security
requirements
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3.16 Information Security /E\
Program Development Metrics &2

Information security program
metrics corresponding to
control objectives provide
senior management with
information needed to
ascertain whether the
information security
program is on track

Control objective metrics
should correspond to
information security
governance goals (covered
in chapter 1)
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3.16 Information Security Program
Development Metrics (continued)
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Strategic alignment examples:

Extent to which business
areas are represented in
the information security
program

Percentage of those that
include data stewardship
or information protectlon
in their charter

Risk management examples:

Level at which risks are
formally addressed in
various busmess areas

Identifiable risk management
function in steering
committee

Periodic testlng of the
communlca on lines to
escalate risks
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Value delivery examples:

Budgeted cost of work
scheduled verses budgeted
cost compared to the actual
cost of the project for that
period

Demonstrated effectiveness—

low cost and schedule
variances

Positive returns on investment
through reusable security
tools and techniques within
the infrastructure and
security review processes
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3.16 Information Security Program /E
Development Metrics (continued) \w

Resource management examples:
Resource deficiencies are detected
and corrected before impact

Identify changing security resource
requirements

All personnel in lead roles in critjcal
security functions have a backup
Performance management
examples:
Verification that control activities
are achieving desired results

Performance measurement with
respect to security activity
designed to achieve technical
objectives

Security baselines:

To what extent do existing .
rocesses conform to security
aselines?
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