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Vehicular Ad-hoc Network (VANET) is a technology of importance for the Intelligent Transportation System, which provides
safe and comfortable driving, infotainment, traffic management, route optimiza- tion, accident prevention, etc. Imparting suitable
Quality of Service (QoS), high reliability, and low latency in VANET is a task that is challenging due to the presence of various
constraints such as dynamic topology, an imperfection in hardware, congestion in the channel, fluctuation in vehicle density, etc.
It is essential to allocate and utilize the resources effectively to maximize the benefit and enhance network performance. It is vital
to use the available bandwidth, power, computing, and storage resources efficiently. Along with resource allocation, security and
privacy challenges are of equal importance for VANET. One of the major concerns is to make the communication channel secure
and prevent the network from attacks by malicious agents. Also, preserving the privacy of vehicles by hiding real identities to
circumvent tracking is a challenging task. The authorized agents are allowed to know the actual identity of vehicles. This paper
exhibits an in-depth survey of resource allocation schemes in different aspects of VANET. It analyzes the security and privacy of
messages, vehicles, and the overall network. Also, the paper presents and discusses the open issues and future research areas in
resource allocation, security, and privacy of VANET.

Index Terms—Autonomous vehicle, privacy, resource allocation, security, Vehicular Ad-hoc Network (VANET).

I. INTRODUCTION

AN Autonomous Vehicle (AV) is a self-driving vehicle
capable of sensing the environment and driving safely

with little or no human intervention. The different applications
of AV are highway autopilot, lane change assistance, adaptive
cruise control, self-parking, etc. [1]–[4], for which it has
gained momentum in the recent few years. The vehicle does
the majority of the task, and the human driver becomes a mere
assistant. According to statistics, in 2019, around 31 million
AVs were there with some level of automation. It is expected
to exceed 54 million in 2024 [5], which gives an idea about
the demand for AVs in the future.

Vehicular Ad-hoc Network (VANET) plays a vital role
to achieve autonomy of vehicles. With the coordination
of resources in the network, VANET provides safety,
comfort and improves driving conditions by providing traffic
information in real-time. Many advancements are going on
in this field to improve the VANET technology. In recent
advances, while considering Vehicle-to-Infrastructure (V2I)
and Vehicle-to-Vehicle (V2V) communication to pass on
informa- tion, Transport Protocol Experts Group (TPEG) is
used instead of Traffic Message Channel (TMC). TPEG can
handle 3000 messages a minute instead of TMC’s 60 messages
a minute. Datex II or Datex 2 is a data exchange standard
developed by the European Committee for Standardization
[6]. It provides information about traffic conditions between
different traffic coordinating centers to update traffic status
and road scenarios. To manage a network of such complexity,
coordination among resources is necessary to provide adequate
information in time.

Resource management plays a crucial role in AV
communication. Different resources to be allocated include
radio resources, transmission power, channel allocation,

computation, and storage resources. One of the evolving
research areas among industry and academia are Vehicle-
to-Everything (V2X) communication using WLAN-based and
cellular-based network [7], [8]. Other areas gaining interest are
resource allocation using the vehicular cloud, edge computing,
and machine learning. Optimal resource allocation enhances
the performance of the network [9]. The type of service,
i.e., safety and non-safety services, differs in how to allocate
resources. Protection of life and property and avoidance of
accidents are safety-related services that require reliability,
short delay, and high security. Improvement in the quality
of driving and the use of technology for entertainment
are non-safety services. Safety services get high priority
than non-safety services. However, resource allocation is
challenging [10] due to dynamic topology and varying speed
of vehicles.

Apart from resource allocation, security and
privacy-preserving are some of the other concerns in
AV [11]. A communication medium is always susceptible
to various attacks. The network may encounter attacks such
as impersonate attack, replay attack, Sybil attack, jamming,
GPS spoofing attack, etc. [12]–[17]. Strict security measures
have to be provided in AV to ensure safety from malicious
agents. A good security solution provides confidentiality,
integrity, and availability. Messages are authenticated by
Trusted Authorities (TAs) to ensure their validity. While
authenticating messages, vehicle face privacy issue which
should be prevented. Privacy preservation helps in hiding the
original identity of the vehicles, which prevents tracking [15].
In contrast, authorized agents are allowed to trace the identity
of vehicles to find malicious agents.

This paper presents an extensive survey on resource
allocation in VANET. It provides recent advancements in
resource allocation. The paper also emphasizes the privacy
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and security issues of networks and the approaches adopted
by researchers to overcome these issues. The commonly used
abbreviations of this paper are presented in Table I.

The remaining part of this paper is structured as follows.
Section II, presents the approaches for resource allocation in
VANET and the open issues associated with it. The privacy
and security issues, along with their open issues are presented
and discussed in section III. Finally, the paper is concluded in
section IV.

Figure 1: A simple architecture of VANET.

II. RESOURCE ALLOCATION

Resource allocation is the process of managing and
reserving assets to achieve the network’s goal. The restriction
in size of equipment makes the vehicle limited in resources
and, hence, reduces the system’s processing power. Figure
1 illustrates a simple generalized view of the VANET
architecture. Optimization of resources is vital to provide
better services in terms of quick response, minimizing
delay, and maximizing throughput. This work categorizes the
allocation of resources in different scenarios as follows.

Figure 2: Cloud and edge computing based communication in
VANET [18].

A. Resource Allocation in Cloud and Edge Computing

As an individual vehicle has limited storage and
computational resource, there is always a need for sharing
resources to enhance the capability of the network. VANETs
are integrating with cloud and edge computing to achieve this.
Figure 2 shows a general setup of VANET in cloud and edge
computing scenario.

In [19], the authors concentrated on supporting mobile
applications in cloud-assisted vehicular infrastructure. To share

resources, Cloud Service Providers (CSP) form coalition
in which they participate based on a two-sided matching
theory. For coalition, a utility function is devised which
depends on the willingness of service providers. Other factors
affecting coalition are renting, leasing, and the service fee
charged by network providers. In [20], Zheng et al. described
the Computation-as-a-Service and proposed a model which
includes Vehicular Cloud (VC) and Remote Cloud. Depending
on the resource units available, the model uses Semi-Markov
Decision Process (SMDP) to decide either to operate locally
in VC or to transmit it to Remote Cloud. The state, action,
and reward depends on the SMDP to get the optimal solution.

The authors in [21] proposed PEer-to-Peer protocol for
Allocated REsources (PrEPARE) scheme. Resources are
searched and allocated with the use of V2V communication
only. Location of the requester or super-peer helps for routing.
If the source vehicle is in direct contact with the destination,
then information is sent to the target; otherwise, it uses an
intermediate vehicle called super-peer, which is farthest from
the source and within the communication range. In [22], an
Availability-based Resource Allocation approach for vehicular
Cloud (AVARAC) is proposed in which no infrastructure
is involved. The cluster head manages the resource of the
vehicular cloud. Based on the service provided, the system
receives a reward. SMDP is responsible for the allocation of
resources.

In [23], Collaborative Computation Offloading and
Resource Allocation Optimization (CCO- RAO) approach is
proposed. The time for various offloading decision depends
on the number of computational resources they provide to
vehicles. A utility function aims to measure satisfaction level
and identify vehicle’s utility. It depends on delay in task
processing, computational resource cost, and normalization
factor. The problem of computational offloading decision is
addressed with the help of Game Theory. The authors also
proposed a Distributed Computation Offloading and Resource
Allocation (DCORA) Algorithm to maximize the utility of
the system.

In [24], the challenges of increasing computing and storage
tasks, and the need for heterogen- eous QoS is identified.
Delay-sensitive applications are given priority and assigned
resources of the multi-access edge computing server whereas,
delay-tolerant applications are allocated resources of the cloud
computing server. Cloud server, along with Network Function
Virtualization (NFV) and Software Defined Network (SDN)
[25] control modules, manages routing and resour- ces. In
contrast, the MEC server, along with NFV and SDN control
modules, handles bandwidth resource integration. Bandwidth
slicing is utilized, which maximizes network utility.

In [26], Sun et al. proposed a system architecture using
MEC and Cluster Head (CH) vehicles. The CH acts as
controller of computational offloading. The problem of
computation offloading decision is transfigured into a knapsack
problem. Bat algorithm is modified, and a multi-objective
Vehicular Edge Computing task scheduling algorithm is
proposed. Updating the position, improv- ing the quality of
the initial population, maintaining population diversity, and
crowding distance are some modifications done.
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Task assignment, along with resource allocation in vehicular
fog computing, is discussed in [27]. The authors formulated
the problem from a min-max perspective to reduce task
latency. The whole problem is decomposed into two
subproblems consisting of one-to-one matching and bandwidth
allocation subproblem. Mobility prediction information is used
for matching. In [28], the authors proposed a vehicular cloud
system that uses SMDP. As per the request of the members, the
leader of the vehicular cloud assigns resources. The proposed
method maximizes reward using optimal resource allocation
techniques.

Some advantages of resource allocation using cloud and
edge computing are i) enhancing the storage and computation
power of resource constraint vehicles ii) underutilized
resources of a vehicle are utilized by cloud infrastructure
iii) pay-per-use facility reduces the cost. Disadvantages may
include i) data loss while exchanging data between a server
and vehicle ii) risk of DoS attack iii) due to dynamic network
topology there is a risk of disruption of service iv) takes
additional time to offload data to the cloud.

Figure 3: A V2X enabled vehicular communication model
[29].

B. Resource Allocation in V2X Communication

V2X communication includes the interaction of vehicles
with other vehicles (V2V), infrastruc- ture (V2I), pedestrian
(V2P), and network (V2N) [30]. Figure 3 illustrates V2X
enabled vehicular communication. This section discusses
various works on resource allocation in V2X communica- tion.

Cellular-V2X (C-V2X) operates in a spectrum that has
been licensed to mobile operators. It has a higher spectral
efficiency. In [31], surrounding vehicles select resources
autonomously satisfying periodicity, latency, and message
size. For vehicles where LTE transmission is not accessible,
vehicles can synchronize with Global Navigation Satellite
System. Autonomous selection depends on latency period,
time to process a message, sub-frame selection, and resource
reservation period. It uses a loopback concept to select a
sub-frame from a set based on extrapolation from earlier
reception.

The authors in [29] allocated resources using a
hybrid scheme. It uses both C-V2X and IEEE 802.11p
communications. Cellular eNodeB selects an optimal receiver
to find the D2D link and channel. Before establishing a link,
each vehicle checks the packet’s lifetime to ensure that packet
will reach the receiver before the expiry of lifetime. In [32],
resources are allocated based on the clustering mechanism.
Intra-cell interference, reliability, and latency requirement
are some of the challenges. Requirements are transfigured
into constraints depending on slow varying Channel State
Information (CSI). Sum rate maximization of Cellular User
Equipment (CUE), reliability, and latency requirements of
Vehicular User Equipments (VUEs) are the objectives of the
proposed algorithm. VUEs share common Resource Blocks
(RBs). A Cluster-based Resource block sharing and pOWer
allocatioN (CROWN) scheme help to resolve the above issue.

The work in [33] utilizes scheduled resource allocation and
autonomous resource selection modes. It is further divided into
reuse mode and dedicated mode. ProSe Per-Packet Priority
(PPPP) [34] is utilized to prioritize data transmission. Empty
Resource Block Allocation (ERBA) algorithm is used for
autonomous resource selection mode and dedicated mode in
which empty unlicensed bands are allocated. Once unlicensed
bands are finished or allocated, VUEs with the highest CSI
are assigned to the licensed band. In Reuse Resource Block
Allocation (RRBA) algorithm, only one V2V pair and one
Pedestrian User Equipment (PUE) can reuse the same RB.

In [35], mode 3 and mode 4 communication modes
[36] are used. Utilizing an optimal power approach, the
authors recommended maximizing information value, with the
requirement of minimum SINR and maximum transmit power
limitation. Mode and algorithm are used based on load of the
network. If the load of the network is light (i.e., number of
RBs which are vacant are more than the number of VUE),
then it uses mode 4 or dedicated mode and Vacant Resource
Blocks and Power Allocation (VRBPA) algorithm otherwise it
uses both VRBPA and Occupied Resource Blocks and Power
Allocation (ORBPA) algorithm. ORBPA algorithm uses reuse
mode to allocate resources. It uses matching theory to match
VUE with PUE and reuses its RB.

In real-time, CSI may not be perfect due to high mobility of
vehicles. Resource allocation in a V2X environment with poor
CSI is discussed in [37]. The authors aimed to achieve CUE’s
minimum SINR requirement and maximize the sum ergodic
capacity of VUEs. Spectral resources of multiple CUEs are
reused by one VUE at max with a constraint of the maximum
transmission power of VUE. A lower bound-based power
control approach fulfils this constraint.

It gives the advantage of i) receiving surrounding
information from nearby resources such as other vehicles,
infrastructure, pedestrian, network, etc. ii) reliable iii) uses
the resources of cellular network which is faster than V2X.
There are also some disadvantages like i) difficult to manage
the resources ii) more risk of interference iii) VANETs will
get less priority.
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C. D2D based Resource Allocation

Device-to-Device (D2D) communication includes V2V
communication and the involvement of mobile user
equipment. V2V communication utilizes the benefits of D2D
communication. Figure 4 shows D2D-based communication
in VANET.

Figure 4: A D2D-based communication architecture in
VANET [38].

In [39], VUEs used orthogonal RBs to communicate. VUEs
and CUEs utilized the same RB. Due to the reliability and
latency requirements of VUEs, vehicles are assigned RBs for
a confined period. In CUEs, the focus is on maximizing the
sum throughput. Resources are allocated to sub-CUEs and
sub-VUEs. The authors proposed Separate resOurce bLock
and powEr allocatioN (SOLEN) algorithm to allocate resource.
The RB allocation problem is modified into a maximum
weight matching problem and is solved by the Hungarian
algorithm. The authors in [38] proposed a hybrid model
consisting of IEEE 802.11p and D2D based communication
[29]. The Base Station (BS) manages the selection of a
D2D link. Weights are given to links depending on expected
end-to-end delay and lifetime of the packet and are used to
select a link. Only if the remaining lifetime of a packet is less
than the threshold, request is sent to BS.

In [40], power and spectrum allocation for D2D enabled
vehicular communications is discussed. It is based on
slowly changing large-scale fading information [41]. For V2I
and V2V links, the requirement is for high capacity and
reliability respectively. Each vehicle can have V2V and V2I
connections simultaneously. Only while reusing CUE (cellular
user) - DUE (D2D user) pair interference is possible. The
authors proposed sum CUE capacity maximization design
ensuring high throughput. Again, a minimum CUE capacity
maximization design is presented, to increase the minimum
capacity for channels. The authors in [42] focused on
the optimal selection of access mode. Vehicular receiver
decides on access mode selection among cellular network and
VANET network communication [43]. A transmission delay
constraint is maintained depending on transmission distance.
Dual decomposition method is proposed using the Lagrangian
formula to obtain a sub-optimal solution iteratively. The BSs
and vehicular transmitters that are idle can be switched off to
get better performance.

In [44], the authors proposed a model to jointly optimize
power allocation, radio resource, and modulation or coding in
LTE V2V communication. The proposed algorithm escalates
the information rate and reduces the interference of CUE. A
constraint in latency is transfigured into constraint in data
rate using the Poisson distribution model. Radio resource
management is achieved using binary search and Lagrange
dual decomposition method. The goal of the optimization
problem is to maximize the minimum SINR of CUE.
The authors in [45] proposed an algorithm to achieve
network connectivity and minimize interference in VANETs.
Connectivity is achieved using an approach derived from the
minimum spanning tree. The interference graph’s maximum
degree is reduced to minimize the number of allocated
resources.

In [46], transmission power minimization while satisfying
reliability and queuing latency constraints is discussed. The
problem is decomposed into RB allocation and power
minimization problems using the Lyapunov framework.
Vehicles are grouped into zones using a clustering mechanism
to reduce message exchange between Road-Side Units (RSUs)
and vehicles. The zones are formed based on the similarities
of VUEs. In each zone, RBs and VUEs are matched
using one-to-many matching. Ultimately, the power allocation
approach is considered for all VUE pairs upon the matched
RBs to meet the latency and reliability constraints.

In [47], the authors presented a model to optimize
spectral efficiency and manage interference. Vehicles are
grouped into clusters in which vehicle having speed near
to the average cluster speed is considered as cluster head.
To avoid intra-cluster interference, the number of vehicles
in each cluster is limited to the number of available
subcarriers. Cluster head can only communicate with the BS.
Vehicles transmit information directly to the cluster head
or use multi-hop mode. The authors introduced interference
neutralization to avoid inter-cluster interference.

The authors in [48] allocated spectrum in cognitive vehicle
network based on QoS. The CR-VANET is divided into High
load CR-VANET (HCR-VANET) and Low load CR-VANET
(LCR-VANET). While allocating spectrum in LCR-VANET,
the proposed algorithm maximizes the throughput. In the
case of HCR-VANET, SMDP based Channel Allocation
Scheme (SMDP- CAS) is proposed to solve the problem of
low acceptance probability for safe application service. In
[49], the authors proposed an approach to maximize V2V
communication using the D2D communication technique.
Multiple VUEs use the RB of CUE. Serial Allocation
Algorithm allocates RB for V2V communication. It uses
Clustering Allocation Algorithm to form the same number of
clusters as that of CUEs.

D2D based resource allocation gives faster access to
information and is more reliable. Besides these advantages,
interference and difficulty in pairing are some of the
disadvantages.

D. Resource Allocation in Multiplatoon
A group of vehicles moving together maintaining a

particular speed and distance between them is called a platoon.
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Figure 5: Diagramatic representation of multiplatoon scenario in a road segment [50].

The challenges involved in moving vehicles in a platoon are
i) maintaining a constant speed ii) controlling the platoon
iii) inter-vehicle spacing. In each platoon, there is a platoon
head and member vehicles. Figure 5 shows a diagrammatic
representation of a multiplatoon scenario in a road segment.

In [50], platoons share the velocity and acceleration
information and braking and leaving information with
other platoons. The proposed work is about allocation of
sub-channel and power control [51]. Sub-channel allocation
for leader vehicles is achieved using D2D-multicast and
evolved Multimedia Broadcast Multicast Services (eMBMS)
based model, and for member vehicles, scheme 1 and scheme
2 are used. In power control, the minimum received signal
power threshold and SINR threshold are considered. Power
control is achieved using eMBMS and D2D based models.
In [52], to attain low delay in V2V communication, direct
D2D communication is regarded as a crucial requirement.
The vehicles share the communication spectrum channel with
the user equipment of cellular users using D2D underlay
scheme [53]. There is a signaling overhead due to frequent
message exchange for resource reallocation, which deteriorates
the delay performance. Hung et al. used the concept of
a platoon, where the platoon leader decides if resources
need to be reallocated or not. The authors used Lyapunov
optimization to reduce resource reallocation rates and improve
delay performance.

In [54], Liu et al. concentrated on resource allocation
in intersection management [55]. The authors proposed
two schemes. In scheme A, the central controller allocates
resources available to convoy in a queue according to request
arrival, and the convoy releases resources after their utilization.
In scheme B, two queues are maintained to arrange the
vehicles from two roads. If the maintenance time of one
convoy exceeds the time constraint, then the resource is
allocated to the other queue. The convoy with a higher number
of vehicles is given priority to allocate resources. Convoy is
removed from the queue once resources are allocated.

In [56], a Security-Aware Joint Channel and Power
Allocation algorithm (SA-JCPA) is proposed to avoid
eavesdropping [14] and achieve optimal resource allocation.

To sustain multiplatoon and cellular communication the
Orthogonal Frequency-Division Multiplexing technique is
impleme- nted. Cellular users share an orthogonal channel with
only one multiplatoon V2V pair and vice versa. The goal is to
maximize V2V achievable data rate, QoS, and link’s secrecy
rate. Channel sharing strategy is achieved using bipartite graph
matching.

Advantages of resource allocation in multiplatoon are i) easy
to handle the vehicles as the network is divided into small
groups ii) less traffic is sent to the BS as mostly platoon head
is communicating with the BS. Some disadvantages include i)
failure of platoon head leads to coordination failure of network
ii) increase in complexity when platoon head is leaving the
platoon iii) security attack on the head node may lead to an
accident.

E. Machine Learning based Resource Allocation

A massive amount of data is generated from sensors and
the surrounding vehicles to assist in smooth and safe driving.
Applying traditional approaches to compute such massive data
may not give a good performance. Machine learning acts as
a powerful tool to analyze and make data-driven decisions
strengthening VANETs performance.

The authors in [57] proposed an idea to extend traditional
cloud to a VC along with the use of reinforcement learning
to allocate resources. Salahuddin et al. proposed Markov
Decision Process (MDP) over the Heuristic approach to reduce
resource allocation cost and overhead, and enhance QoS for
end-user perceived latency. Among various techniques to solve
MDP, policy iteration technique is utilized to achieve optimal
policy.

The authors in [58] focused on the management of resources
in software-defined and virtualized VANETs using Deep
Reinforcement Learning (DRL) approach. Here, resource
allocation is done for the network, computing resources,
and caching. This leads to an increase in complexity. The
MEC servers, BS, and content caches are virtualized and
managed by a Mobile Virtual Network Operator (MVNO)
[59]. For arranging resources for a particular vehicle, the
MVNO sends the combined collected status of resources to the
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deep Q-network and obtains a response of the optimal policy.
MVNO’s revenue is the system reward and is formulated as a
function of received SNR.

In [60], the authors proposed a DRL approach to allocate
sub-band channels and make decisions for the power level at
which transmission is to be done. It is a decentralized method
and does not need the whole network’s information; hence,
transmission overhead is minimized. The sum rate of V2I plays
a role in the reward function. It focused on maintaining latency
constraints and minimizing interference. MDP is used to make
state transitions using the environment and action taken by
the agent. Q-learning and deep Q Network are used to train
and test the network. The authors again proposed a similar
approach in [61] using V2V broadcasting. Each vehicle is
treated as an agent. To avoid the broadcast storm problem,
the selection of messages to be rebroadcasted is carefully
inspected. The vehicles which are away have a higher chance
to rebroadcast the message.

The authors in [62] focused on unicast and broadcast
communication. SINR threshold and latency constraints are
maintained to achieve the desired goal. The probability of
transition from one state to another and rewards depends on
the environment state and action taken by the agent. In a
given state, a Q-value is used to measure the standard of
action. The authors proposed two algorithms for the training
stage and testing stage procedures of unicast and broadcast.
Mobile edge servers provide a computation facility to vehicles
to fulfill the computational requirements. In [63], the authors
proposed two methods, Q-learning based and DRL based
methods for offloading and resource allocation. The edge
computing servers are categorized into vehicular edge servers
and fixed edge servers. Q-value is either decided by old value
or replaced by backed-up value. In DRL framework [64],
the training data set is selected by DRL agent according to
learning complexities instead of randomly. The authors in [65]
proposed a spectrum sensing and road segmentation approach
for better data transmission. The spectrum sensing technique
uses a fuzzy algorithm in combination with a Naive Bayes
algorithm. A tri-agent reinforcement learning algorithm used
by Spectrum Sensing Agent to allocate spectrum. Figure 6
shows work done in different years on resource allocation.

Advantages of Machine Learning based resource allocation
are i) ability to handle large datasets ii) suitable for decision
making while allocating resources. Some of the disadvantages
include i) creation and training of dataset are complex and time
taking ii) developing a proper model is difficult iii) retraining
of model due to the dynamic topology.

F. Open Issues of Resource Allocation in VANET

A significant amount of work is done on resource
allocation in VANET. Various literature has discussed different
limitations and requirements of the network during the
allocation of resources. Only some resources are considered
for allocation at a time, but none of the previous work
focused on allocating all types of resources simultaneously.
If all types of resources are assigned at once, the challenges
involved, complexities and trade-offs associated with different

resources, and effect on the network’s performance have not
been highlighted yet.

Different sensors of AV generate a massive amount of data.
Also, an enormous amount of information is gathered from
the surrounding network to get a smooth driving experience.
It takes a lot of storage space in the resource-constrained
network. For what period, these data are to be stored and
then relinquished is a matter of concern for the effective
management of resources. It can be a good area of research to
handle the storage space effectively. This can be achieved by
updating necessary new data along with retaining relevant old
data. It also includes deleting outdated data and irrelevant new
data by applying various data cleansing techniques. One can
concentrate on handling storage space effectively to improve
the efficiency of the network.

In the dynamic environment of VANETs, the scalability
of network is an important aspect. The speed change of
vehicles differs in a broad range. Along with that, VANET
has a dynamic topology, and the network’s density also varies
according to time of the day or available situation. With such
uncertainty, it is tough to attain scalability. So, scalability is a
crucial area that needs to be taken care of.

III. SECURITY AND PRIVACY

Security is one of the most crucial issues that need to
be addressed in AVs. Autonomous driving requires strict
cybersecurity and safety measures to ensure safety to the
driver, passenger, and surrounding objects [11] [66]. Security
threats in VANET not only lead to property or financial loss
but may also lead to life loss and privacy loss of an individual
or sometimes a group of people.

Misbehavior of vehicles, particularly sensor nodes or
false information passing, may steer to unnecessary delay
while reaching the destination. Figure 7 shows a generalized
architecture of VANET while providing security. Some of the
security threats involved in VANET are:

• GPS Spoofing Attack [13]: The attacker of this attack
broadcasts the fake location of GPS and misleads the
receiver of the GPS.

• Denial of Service (DoS) Attack [15]: The attacker attacks
the VANET system to prevent legitimate vehicles from
accessing the network by jamming network channel.

• Sybil Attack [13]: The attacker replicates the identity of
numerous vehicles. It may initiate a DoS attack.

• Man-in-the-middle Attack [12]: Here, the attacker
stealthily relays the message to modify it, whereas the
sender and receiver think they are communicating with
each other.

• Impersonate Attack [15]: It is an attack in which the
attacker resembles another valid vehicle’s identity.

• Replay Attack [13]: In a replay attack, a valid message
is dishonestly replicated or postponed.

• Eavesdropping [14]: This is an attack in which the
attacker secretly listens to communicating devices.

A. Security
Securing communication channels in V2V and V2I

communications is a core security problem. There is an equally
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Figure 6: Chronological graph of survey in resource allocation.

Figure 7: A generalized VANET architecture while providing
security.

likely probability of exhibiting malicious behavior by other
nodes, which deteriorates network performance. However, it
is essential to establish trust among vehicles in the network. A
good security solution should provide confidentiality, integrity,
and availability. Some of the literature which resolves the
security issue are as follows.

The authors in [67] used a dual authentication and key
management mechanism for the safe transmission of data.
Dual authentication is achieved through offline registration
using fingerprint of the user and provides a secret key for each
vehicle through a smart card. The approach also includes group
keys for primary and secondary users. With the assistance
of vehicle’s secret key, the vehicles give rise to hash code,
which is verified to perform authentication. The group key
is updated whenever a vehicle joins or leaves a group. In
[68], Ho et al. focused on data security sensed by different
sensors in an AV. The model concentrated on the exchange of
certificates, authentication of devices, and transmission of data.
For signature verification of the device, RSA is considered a
better option than Elliptic Curve Digital Signature Algorithm

(ECDSA), while ECDSA performs better in case of signature
generation. Considering key size of the AES, 128-bit AES
performs better compared to 192 and 256-bit keys.

An anonymous and lightweight Authentication based on
Smart Card (ASC) scheme is proposed in [69]. It authenticates
the vehicle and validates the message. The login ID is
dynamically changed often by smart cards to hide the
real identity and provide anonymity. It also offers dynamic
password change, which helps in preventing a password
guessing attack. A cybersecurity framework based on a
hierarchical game is proposed in [70]. There are two types
of players, namely a head agent and secondary agents.
Agents coordinate among themselves to detect, predict, and
react appropriately against attacks. Intrusion Decision Agent
is considered head agent, and Intrusion Detection System,
Intrusion Prediction System, and Intrusion Reaction System
are regarded as secondary agents [71]. The proposed approach
reduces false-negative and false-positive rates. It also keeps
down the communication delay and overhead.

In [72], the authors integrated single-server 3-factor
authentication and key agreement protocol for VCC. The
user registers and authenticates to the Conventional Cloud
(CC) using identity, password, and biometric. Then CC issues
a smart card [73] to the user. The user and VC mutually
authenticate each other and establishes a session key to
communicate with each other. It helps in achieving single
sign-on and relieves the user from public key management.

The authors in [74] proposed a secure and efficient
sharing of content in a crowdsourced vehicular content-centric
network. The requester sends its interest to participants
for required content. Participants, with the help of content
providers, check the authenticity of the requester. It uses
Identity-Based Proxy Re-Encryption (IB-PRE) and Named
Function Networking (NFN) techniques to provide security
and privacy, respectively. In [75], Cui et al. considered
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a Semi- Trusted Authority (STA). It uses a self-healing
key sharing mechanism integrated with a certificat- eless
signature. To identify a malicious vehicle, both RSU and STA
need to compute the identity of that vehicle. Elliptic Curve
Cryptography (ECC) is used to provide security to the system.

While sharing messages, there can be attacks that will
influence the correctness and integrity of the information.
In [76], Rathore et al. proposed TangleCV policy, a
decentralized approach for sharing messages in connected
vehicles. It is a directed acyclic graph-based blockchain
solution that provides improved scalability and efficiency
against information integrity and information correctness
attacks. The authors in [77] proposed security in online cab
booking services. Vehicles are connected with IoT devices
to store and send information. The information about pickup
and drop points, pickup time, traffic congestion, and rating
can be altered by an adversary. To safeguard this alteration,
the proposed approach provides security through the use of
blockchain.

In [78], the authors adopted Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) technique to obtain
one-to-many data sharing in a vehicular social network.
To record the access policy of data, they used blockchain,
which also provides self-certification to users and dispenses
cloud non-repudiation. The CSP is supervised by blockchain.
Practical Byzantine Fault Tolerance (PBFT) [79] is used to
avert a malicious attack. In [80], the authors proposed a
secure content sharing scheme in a vehicular named data
network using a double-layer blockchain. Because of the
characteristics of grouped OBUs, a Private Blockchain for
OBUs (PBO) is formed and data is made tamper-proof.
Consortium Blockchain for RSUs is created to the stabilize
demand and supply of PBOs. Data trading between PBOs is
done using matching.

In [81], Tangade et al. proposed a Trust Management
scheme based on Hybrid Cryptography (TMHC). The system
architecture consists of an Agent of TA (ATA), RSUs, vehicles,
and Regional Transport Office (RTO). RTO initializes the
parameters of the system and ATA. RSUs and vehicles register
in off-line mode with RTO. The trust value is evaluated
by RSU and is computed by ATA based on reward points.
Reward points depend on the type of safety alerts made by
vehicle. A blockchain-based authentication and key agreement
protocol is proposed in [82]. Multiple TAs are used to manage
the vehicle-related information in the ledger. It uses RSUs
for the computational task instead of TA, which reduces the
overhead of the TA. In [83], the authors have proposed a new
mining technique called Proof-of-Driving (PoD). It is similar
to Proof-of-Work (PoW), except it requires fewer resources
than PoW. Poor quality nodes or malicious nodes do not take
part in consensus, thus optimizing the miner nodes.

B. Privacy

Privacy is a mechanism that hides the identity and location
of a vehicle from unauthorized agents. It preserves the privacy
of passenger. Safeguarding privacy avoids tracking of a vehicle
and provides a robust network. However, privacy-preserving

does not prevent authorized agents such as TAs from tracing
the actual identity. Vehicles misbehaving are monitored by TA.

The authors in [84] proposed an identity-based Conditional
Privacy-Preserving Authentication (CPPA) approach. ECC is
used to reduce complexity and increase the efficiency of the
system. Batch verification of multiple messages is achieved
using small exponent test technology [85]. This approach
improved the performance in terms of computation and
communication costs. An identity-based signature approach is
proposed in [86]. It preserves the privacy of the user by using
Elliptic curve cryptosystem. The signature scheme utilizes
a one-way hash function and ID-based batch verification to
achieve faster authentication.

In [87], a Secure Privacy-preserving Authentication scheme
for VANET with Cuckoo Filter (SPACF) is proposed. The
cuckoo filter is a data structure utilized to verify if an item
is present or not. It constructs a notification message to
reduce message overhead. If a signature is invalid, the whole
batch is not discarded, but valid signatures are extracted.
A binary search technique is used to get a valid signature.
An Efficient Anonymous Authentication and conditional
Privacy-preserving (EAAP) scheme is proposed in [88]. User
manually registers in TA. In return, TA gives an authentication
key using a smart card. Signature and certificates are used
along with other parameters to verify the vehicles and RSUs.

Providing security and privacy in the parking is an
important issue. The authors [4] proposed a Privacy-preserving
Automated Valet parking protocol (PrivAV) to provide
anonymous authentication. It offers dual authentication using
smartphone and one-time password. Automated Valet Parking
(AVP) server with the assistance of local server prevents the
risk of vehicle theft and privacy.

In [89], the proposed scheme utilizes Chinese Remainder
Theorem while generating a new group key for vehicles.
For identity verification, fingerprint is used as opposed to
real identity and password. Elliptic curve mechanism is
utilized for signature verification rather than bilinear pairing.
It reduces the complexity of computation. The authors in [90]
proposed a Privacy Preserving identity-based Broadcast proxy
re-encryption (P2B) scheme. Message is sent to the receiver
through cloud. The sender generates ciphertext using keys and
then re-encrypts it to create re-ciphertext with a re-key. The
re-ciphertext is then broadcasted to the receivers.

The authors in [91] described privacy protection using
a multi-cloud environment. An authenti- cation scheme is
proposed in which TA registers vehicles and CSP to set up
communication between multiple CSP and vehicles. CSPs are
registered once to attain fast authentication. With the help
of a cloud broker, TA manages the cloud services. The BS
does not participate in the authentication process. The scheme
uses ECC to provide security. Feng et al. [92] proposed an
efficient privacy-preserving authentication model. The authors
used blockchain to store vehicle certificates. Asynchronous
accumulator extends the structure of blockchain by verifying
the membership of vehicle with the help of a witness.
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C. Reputation Based Security and Privacy

It is challenging to detect the misbehavior of nodes in
VANETs. To achieve this, the authors in [93] proposed a
cooperative watchdog system. The system operation depends
on the reputation of the node [94]. It relies on the reputation
score calculated by the node itself, neighboring node, and
the value assigned by the watchdog. By detecting these
misbehaving vehicles, the network can reduce the wastage of
resources and enhance performance.

To provide security from attacks like trajectory
tracking, intrusion, and unauthorized control in [95], a
Privacy-Preserving Dual Authentication and key agreement
Scheme (PPDAS) is proposed. It uses bilinear pairing for
encryption and secures communication between RSU, OBU,
and other vehicles with the help of TA. It provides dual
authentication. First, authenticity is verified by TA with
the assistance of OBUs anonymous identity and temporary
encryption key. Second, authenticity is verified by the
vehicle’s reputation using the history of interaction behavior.
Burrows-Abadi-Needham (BAN) logic is used to show the
correctness of the scheme.

Along with reputation management for security, resource
allocation is also achieved in [96]. The authors proposed a
distributed approach to calculate the reputation of the vehicles
based on similarity, familiarity, and timeliness. The reputation
weight is collected by a local authority. It finds the last
reputation value to get the final cost of reputation. Further,
this value is used to allocate resources for VEC. Higher the
value of reputation higher is the priority to get resources.

D. Trustworthy Based Security and Privacy

A semi-decentralized scheme to manage trust using
blockchain is proposed in [97]. Information is gathered from
all over the network with the assistance of SDN and 5G.
Messages and videos collected from vehicles and RSUs near
the accident site are uploaded to the cloud network after being
encrypted. Score given by different vehicles to the tag of the
message generating vehicle evaluates its trustworthiness.

Data sharing between vehicles are treated as social
interaction in [98]. Based on the quantity and quality of
interaction, the trustworthiness of the vehicle is evaluated.
Direct interaction between vehicles gives direct trust, whereas
vehicles not having direct interaction uses social interaction
to deduce trust. It focused on the trustworthiness of vehicles
based on three-valued subjective logic. Initially, the network
is assumed to be static, and proposed OpinionWalk algori-
thm to deduce indirect trust. In dynamic trust assessment,
the topology and weight of edge changes to get direct trust
assessment and community-based trust assessment.

Transmitting messages during vehicular communication
should be done with accuracy and trustworthiness. In [99],
the authors proposed an approach called Blockchain-assisted
Privacy- preserving Authentication System (BPAS), which is
scalable and efficient. In this method, the vehicles do not need
an online registration except for initialization of system and
registration of vehicles. TA is responsible for initialization,
and smart contract deployment.

E. Pseudonym Based Security and Privacy

Certificate Revocation List (CRL) takes a considerable
amount of resources and time to check the list. To avoid
this, an efficient anonymous batch authentication scheme is
proposed in [100]. CRL process is replaced with a Hash
Message Authentication Code (HMAC). HMAC also checks
message integrity before batch authentication. The area is
divided into domains in which RSUs control the vehicles, and
pseudonyms-based authentication is used to achieve privacy.

The authors in [101] managed pseudonyms of vehicles
to achieve anonymity of the vehicle. The RSUs obtain
pseudonyms generated by the TA and distributes with the
vehicles. Once the pseudonyms are used, RSUs shuffle the
pseudonyms among themselves to increase anonymity. One
pseudonym is used by one vehicle at a particular time. A
vehicle can use multiple pseudo- nyms according to the
number of activities it is involved.

In [102], a hierarchical approach is proposed in which
new pseudonyms are distributed by local authorities when
vehicles want to change pseudonyms. Changing a pseudonym
is assisted by context information. Road intersection acts as
a hotspot for the alteration of pseudonyms as the density
of vehicles is high in intersections compared to lanes. The
network takes advantage of density, and malicious agents fail
to recognize the vehicle whose pseudonym is changed. Figure
8 shows the work done in different years on security and
privacy issues.

F. Open Issues in Security and Privacy in VANET

Maintaining safety and security in VANETs is a challenging
task that requires a significant amount of computation
for authenticating and validating messages. Along with
this, the network has to allocate resources which also
involves computation task. Controlling both the challenges
cooperatively without hampering the performance is an issue
of concern.

For authentication, security, and privacy, the network
requires RSUs and TA. But in real-time, RSU may not
be available in remote areas. The vehicles coordinate and
communicate among themselves to pass information. In
these situations, there arises a problem of authenticating and
providing security and privacy services to vehicles.

In literature, vehicles change their pseudonyms in congested
areas such as in road intersections or more traffic. But in case
of vehicles traveling on highways, changing pseudonyms is
challenging as there is not much road intersection and traffic
availability.

IV. CONCLUSION

A brief overview of the allocation of the communication
channel, radio resources, transmission power, computing, and
storage resources is presented in this survey paper. While
allocating resources, the network should take care of latency,
reliability, and SINR requirements. Resource allocation
mechanisms are different for delay-tolerant cases and
non-delay tolerant circumstances. The paper has segregated
resource allocation techniques into different categories. Along
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Figure 8: Chronological graph of survey in security and privacy issues.

with resource allocation, the paper has also concentrated
on privacy and security issues in the network. To attain
anonymity, the network uses pseudonyms for hiding the real
identity from a malicious agent. The role of TA is of great
importance to provide security and privacy. At last, this work
has presented and discussed the open issues associated with
resource allocation, security, and privacy. Table II provides an
overview of work done in different literature studied.

Table I: List of commonly used abbreviations.

Abbreviation Description
VANET Vehicular Ad-hoc Network
QoS Quality of Service
AV Autonomous Vehicle
V2I Vehicle-to-Infrastructure
V2V Vehicle-to-Vehicle
V2X Vehicle-to-Everything
TA Trusted Authorities
CSP Cloud Service Providers
VC Vehicular Cloud
SMDP Semi-Markov Decision Process
NFV Network Function Virtualization
SDN Software Defined Network
CH Cluster Head
C-V2X Cellular-V2X
CSI Channel State Information
CUE Cellular User Equipment
VUE Vehicular User Equipment
RB Resource Block
SINR Signal-to-Interference-plus-Noise Ratio
RSU Road-Side Unit
PUE Pedestrian User Equipment
D2D Device-to-Device
BS Base Station
DRL Deep Reinforcement Learning
CC Conventional Cloud
ECC Elliptic Curve Cryptography
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