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ABSTRACT
This paper reviews the network security in 6G
applied in various emerging technologies. The content
of the paper discusses the 6G which is expected to be
merged with various sorts of slicing enabled by new
technologies and paradigms to make the system more
intelligent, flexible and safeguard the network
infrastructure. This paper identifies the issues and
challenges of the 6G network influenced by higher
energy efficiency, connection flexibility, tactile
challenges, spectrum allocation, and usage rule. Based
on the problem presented, current research areas in
network security, such as AI and DLT were found as
solutions, which can be employed for security at many
cybersecurity protection and defense stages. The value
of these technologies is based on the benefits of
autonomy, increased accuracy, and predictive
capabilities for security analytics. Additionally, this
study compares which approach is the most viable
solution to address network security issues. The
researcher wants to investigate 6G cloud computing
further for future work, which is addressed by
centralized data centers accessed via the leading
network.
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1 INTRODUCTION
In the past years, we have come across several
emerging technologies that have shifted the course
and trends of societies, specifically in the 1980s were
the first-generation cellular networks (1G) were
introduced [1], and the advancement of wireless
communication technologies began. From 1G to 5G,
researchers and engineers in mobile networks and
communication have been dedicated to enhancing the
quality of the user experience [2]. Mobile networks of

the 5G are progressively being deployed worldwide,
accelerating the growth of the communication sector
and associated industries. According to Navarro et al.,
5G technology features a high data rate, reduced
latency, less energy consumption, cheaper cost, higher
system capacity, and large-scale equipment
connection when compared to its predecessors [4].
Porambage et al. added that the cloudification of
networks with microservice-based architecture [1] is
the most notable aspect of 5G. Aside from delivering a
revolution, 5G also makes many parts of social and
economic life increasingly intelligent [5], such as
optimizing service delivery, improving decisionmaking, and enhancing end-user experience.
However, as people rely more on 5G, security
concerns are becoming more prevalent. For example,
increasing reliance on power and energy
infrastructure will impact the entire society's
operation. Although the 5G wireless networks are yet
to be thoroughly investigated, the visionaries of the
6th generation (6G) echo systems have already come
into the discussion lately.
In recent years, the rapidly evolving AI
technology and fast-expanding network traffic, have
required a new, faster, more reliable, and flexible
network structure [8]. As part of the fast-paced
development of 6G, network security increasingly
evolves with the development of IT technology, and
the exponential rise of extensive data makes data
leakage more likely for various reasons [9]. As a result,
6G is predicted to raise the threshold established by 5G
communications by providing improved network
security, data availability, data throughput, and
seamless pervasive connectivity [10]. Helin Yang and
his team anticipated that 6G would accommodate prior
unimagined Internet of Everything scenarios with a
wide range of complex requirements [3]. However,
issues and challenges with network security in the 6G
era persist, including channel modeling in complicated

situations, radio system limitations, and decreased
energy consumption [4].
As 6G networks become more varied and
dynamic, achieving effective resource utilization, a
consistent user experience, and orchestration becomes
more challenging. Providing network security, data
privacy enforcement, and achieving a cost-effective
strategy to rapid network implementation and
extension focusing on remote and stand-alone places
are also challenging as stated by Alsharif et al. [10].
Additionally, Fitzek and Peeling stated that significant
technology to achieve the 6G standards is still lacking
[11] even if 6G claims to deliver on many promises, it
is hindered by the lack of true technologies that might
significantly progress 6G technology and the
requirements grow dramatically. Many researchers
concluded that 6G has no underpinning technology
which is difficult to come up with 6G mobile
communication at this time [15] and network security
must be enhanced to avoid such issues. On the other
hand, Zhang et al. expected that network security in
6G enables a broad spectrum of AI services from
network devices to terminal devices, transforming
connected things into connected intelligence [12, 13].
Recently, artificial intelligence and distributed
ledger technology techniques have demonstrated their
effectiveness in various fields, including education,
smart healthcare, and network security. By definition,
Artificial intelligence (AI) refers to systems that help
in decision-making by analyzing their environment
and acting independently to achieve specific goals.
Because AI encompasses different methodologies and
situations, greater accuracy is essential to have
meaningful and productive discussions about it [55].
The Distributed Ledger Technology (DLT) is a
decentralized database that administers by various
contributors across different nodes [56]. DLT may
generate cooperative trust across different network
entities because of its decentralization, transparency,
anonymity, immutability, traceability, and robustness.
As a result, 6G is expected to be merged with various
sorts of slicing enabled by new technologies and
paradigms [7, 12], to make the system more intelligent,
flexible and safeguard the network infrastructure [2].
The importance of AI in the envisioned 6G
network is immense since the 6G is intimately

associated with intelligent network orchestration and
management. Since AI and DLT approaches have
strong analysis and intelligent recognition capabilities
[50], they can carry out performance optimization and
advanced learning. However, in the study of Lu and
Zheng [14], in many circumstances, 6G networks will
have ultra-high throughput and ultra-wide bandwidth,
posing a significant problem in applying AI and DLT
in 6G. Also, Helin Yang et al. [12] also stated that 6G’s
development will be multi-layered, dynamic, and
heterogeneous which needs to support seamless
connectivity. Therefore, they suggested that a
literature review considering the advancements and
unanticipated issues could be useful. Specifically, Sun
et al. [7] and Zhang et al. [51] stated that more
fundamental works and efforts to design more robust
models, safer data storage, and efficient encryption
schemes should be made and done to accelerate the
development of 6G. Therefore, to further analyze the
network security in 6G, this study aims to identify a
systematic literature review on 6G’s network security
using various emerging technologies and identify
issues and challenges along with the proposed
solutions. This paper sought to answer the following
research questions:
1.
2.

3.

What are the issues and challenges that have
been identified in the 6g network?
What are the recent technologies that address
the issues and challenges in 6g network
security?
In the recent solution presented, which
technology is the most feasible solution
towards AI-enabled security in 6g networks?

2 METHODOLOGY
In this section, the methodology and procedures
were discussed to achieve the research goals.
2.1 General Literature Search and Selection
Comprehensive browsing of research articles has
been conducted in various online research databases
such as Google Scholar, ResearchGate, IEEE Xplore,
and other repositories such as arXiv and Elsevier.
These databases have been utilized to discover and
access journal articles, conference proceedings,
surveys, and other related materials.

2.1.1 Search keywords: After the initial research, all
relevant articles were filtered according to:
a. Issues and challenges: The papers regarding
network security issues and challenges were
reviewed. The keywords used are: “issues on 6g,
AI in 6g, security issues, and limitations of 6g”.
b. Recent network security solutions: In determining
the recent solution, keywords such as: “advanced
network security and recent technologies on a
network”.
c. Technology comparison: In identifying the most
suitable solution in network security, keywords
used such as: “advantages of 6g in network
security and AI advances network security”.
2.1.2 Criteria: To compile the articles, a paper was
filtered based on the three criteria:
a. The content of the paper has a piece of evidence
or supported studies to prove the claims,
b. The abstract, methodology, and discussion of the
paper are clearly relevant, and
c. All gathered articles were published less than
five years ago.
2.2 Identifying the Challenges in Applying AI for
Securing 6g Network
In organizing the data, there are patterns in
identifying the issues and challenges based on the
data's conciseness and reliability. Having similarities
in the identified problems, the researcher grouped
them to fall into one category. Additionally, research
articles without related evidence or supporting
documents to prove the claims are excluded from the
review. All of the data are listed in a table and
summarized afterward.
2.3 Determining Recent Technologies for
Addressing the Problem in Securing 6G Network
After identifying the various issues and
challenges, the researcher can further determine
several solutions. With this, data collection was made
by searching additional sources to identify further and
investigate possible solutions. Articles gathered were
filtered according to the structure and validity of the
solution presented, and those articles were published
in the last five years. As a result, the researcher put a
table presenting the technologies together with their
features and advantages.

2.4 Discovering Best Solutions for Securing 6G
Network
In this part, all peer-reviewed articles were
filtered to distinguish the best solution for network
security. Using a comparison, all solutions will be
evaluated according to:
a. Published articles from 2016 to the present,
b. Articles presented advantages of such
technologies.
As a result, a table will be presented containing the
identified solution.

3 RESULTS AND DISCUSSION
3.1 Literature Search
Table 1 presents the initial process of browsing
articles from different research databases using
different keywords. The filtration of paper is from
2017 to 2021. The results are a mix of articles, journals,
magazines, surveys, and other patent papers.

Figure 1. Search results from the research
database
There are a lot of relevant articles, journals,
surveys, and useful articles were obtained from
academic sources as potential references. However,
some paper was excluded from the selection and
filtration procedure due to their poor quality and poor
content. As a result, thirty-five articles were collected
and included for the identification of issues and
challenges and determining the recent solution in 6g.
Table 1 shows the final tally of the selected articles.
Table 1. The final tally of selected articles
Source
Articles
ResearchGate
[1][10][26][27][29][30]
[31][32][34][35][44]

Google Scholar
IEEE Xplore
Other Repositories

[53][54]
[20][23][25][28][33][36]
[37][38][46][52]
[19][21][22][24][32][43]
[14][15][16][40][41][49]

3.2 Issues and Challenges Affecting AI and DLT
in 6G Network Security
Despite the success of the 6G network, it may
incur issues and challenges that affect the
implementation of AI in 6G. To identify the issues and
challenges there were twelve reliable articles collected
to answer the first research question. Table 2 shows
the summary of issues along with the articles.
3.2.1. Higher energy efficiency
Large mobile communication networks have
become a source of energy consumption across the
world. 6G networks will have ultra-high throughput,
ultra-wide
bandwidth,
and
ultra-large-scale
ubiquitous wireless nodes in the future, posing a
significant energy consumption concern [14].
Throughput can be considerably enhanced by
increasing spectrum efficiency and spectrum
bandwidth, but energy efficiency issues will become
more important, requiring a reduction in energy
consumption per bit. The general understanding of
network sensors will result in energy consumption in
two ways: first, a significant number of sensors will
result in high overall energy consumption; second,
how to provide energy for universal deployment
conveniently and effectively will be a challenge.
Furthermore, 6G networks will encounter power
consumption issues in the future due to massive
amounts of data processing power consumption and
ultra-large-scale
antenna
processing
power
consumption in the intelligent connectivity scenario.
Green energy-saving communication is especially
critical in light of the forthcoming 6G network's
massive energy consumption demand [19, 20].
3.2.2 Connection flexibility
With the development of science and technology,
communication nodes, particularly those related to the
Internet of Things, will be spread out across a larger
area. In order to accomplish the network’s connection
and interaction demands anytime and anywhere, a
ubiquitous Internet of Things (IoT), a universal

identification system, and universal networks will be
required in the future [24]. The future communication
Table 2. Identified Issues and Challenges in 6g
Issues and
Brief Description
Article
Challenges
Higher energy
consumption

Connection
flexibility

Spectrum
Allocation and
usage rule

Molecular
communication

Interoperability
of protocols

The quantity of energy
required to operate a
piece of electrical
equipment. This is in
contrast to the level of
performance, which is
measured by the output
of power.
Connection flexibility in
networks refers to the
capacity to adjust
network resources, such
as flows or topology, to
changes in design
requirements. The
connection flexibility
serves as the foundation
for creating private data
networks and connects
businesses to the
internet.
Spectrum allocation is the
process of controlling the
usage of the
electromagnetic spectrum
and distributing it among
numerous and sometimes
conflicting groups and
interests.
The presence or absence
of a specific type of
molecule is used to
encode messages in
molecular
communications systems
digitally. The molecules
are transferred into
communication mediums
like air and water for
transmission.
Interoperability
of
protocols is the capacity
of information systems to
work together, covering
communication protocols,
hardware,
software
applications, and data
compatibility layer.

[14][19]
[20]

[21][24]

[25][32]

[15][22]
[31]

[16][35]

network 6G's communication objective should be to
allow everyone to engage with any relevant object
for valuable information at any time and from any
place [21].
3.2.3 Spectrum allocation and usage rule
The development of 6G will encounter
technological challenges and a slew of non-technical
issues, including industrial complications, spectrum
allocation, usage restrictions, and policies and
regulations [25]. With such issues, 6G will penetrate
all sectors of societal production and existence and be
more tightly interwoven with other industries. As a
result, mobile communication will no longer be limited
to its industry but will need to collaborate with other
companies and fields. However, some traditional
businesses' fundamental behavior or benefits will
create industry barriers to 6G's entry, either directly or
indirectly [32].
Using the 6G terahertz band, for example, will
require
coordinated
allocation
from many
governments and areas around the world. A consistent
frequency range should be assigned as much as
possible. Coordination with users in other sections of
the spectrum, such as weather radar [25], must also be
considered.
3.2.4 Molecular communication
Security and privacy issues relating to
communication, authentication, and encryption
processes have already been discovered. However,
Farsad et al. [22] claimed that an adversary may
disrupt this form of a communication channel and that
just a few research have ever evaluated the safety of
molecular communication lines [15, 31].
Malicious behaviors and communication
mechanisms are among the security and privacy
concerns raised by VLC (visible light communication).
Wang and his team also stated that an attacker must
be in the line of sight of the victim in order to begin an
attack on an ongoing VLC operation. This would
obviously make it easier for attackers to be identified
[15].
3.2.5 Interoperability of protocols
Both
non-terrestrial
and
terrestrial
communication networks will be included in the 6G

network. TCP/IP protocols are utilized in terrestrial
communication networks but are incompatible with
non-terrestrial communication networks, such as
satellite communication [16]. Because of the long
transmission latency, ultra-wide bandwidth, and
greater bit error rate, TCP/IP protocols have a poorer
efficiency. As a result, TCP/IP protocol changes are
required to handle both non-terrestrial and terrestrial
communication networks efficiently. Furthermore,
both types of communication networks use different
protocols. In that situation, protocol interoperability
will be a concern [35].
3.3 Recent Solution for the Identified Problems
of 6G Network Security
There are many recent popular areas for network
security that can address the issue of 6G when applied
in different technologies. As a result, these
technologies are the most commonly used in 6G due
to their effectiveness in various fields and it is
expected to be merged with various sorts of slicing
enabled by new technologies and paradigms.
Therefore, Table 3 presents the two emerging
technologies that provide better network security and
provide efficiency in terms of handling parameters.
3.3.1 Distributed and Scalable AI/ML
6G envisions autonomous networks that perform
Self-X (self-configuration, self-monitoring, selfhealing, and self-optimization) with minimal human
involvement [44]. Ongoing specification efforts to
integrate AI/ML as an integral component in future
networks, such as AI/ML techniques with pervasive
automation of network management operations,
including security, are critical. Since AI/ML will be
widely used in a distributed and large-scale system for
a variety of applications, including network
management, distributed AI/ML approaches are
expected to enforce quick control and analytics on the
massive amounts of data generated in 6G networks [1].
Additionally, AI function will be spatially pushed
closer to the source of interest data for ultra-low
latency, while ML functions will be distributed over
the network to achieve performance advantages
owing to optimized models and ensemble decisionmaking in 6G. Overcoming practical limits of some
network parts such as computing inadequacies and
sporadic connection, on the other hand, is still a work

in progress [38]. In 6G, distributed AI/ML may be
employed for security at many stages of cybersecurity
protection and defense. The value of AI/ML-driven
cybersecurity is based on the benefits of autonomy,
increased accuracy, and predictive capabilities for
security analytics.
3.3.1.1 Features AI/ML in 6G Network Security
a. Distributed Intelligence – One feature of AI is
distributed intelligence. With AI, moving target
defense strategies are a proactive solution that
adds dynamicity to the network and makes AIenabled attackers' learning process more
difficult [1].
b. Trusted computing enablers - The increasing
reliance on AI/ML in future networks poses the
basic question of whether ML components are
trustworthy. When essential network services,
such as security, are managed by AI, this
becomes much more of a problem. Trusted
computing enablers, formal verification
approaches, and integrity checks are useful
tools for this.
c. Network visibility - Visibility is essential for
controllability and accountability. More than
black-box operation, security specialists and
monitoring demand transparent and coherent
insight into AI-based schemes. One research
challenge is how to keep track of securityrelated AI events in real-time.
3.3.2 Distributed Ledger Technology (DLT)
Blockchain has recently gotten a lot of attention
as a distributed ledger technology (DLT) in the
telecommunications business. Disintermediation,
immutability,
non-repudiation,
evidence
of
provenance, integrity, and pseudonymity are all
advantages of DLTs that are particularly significant for
enabling different services on 6G networks with trust
and security [40]. DLT and other data analytic
technologies can be used to create new attack vectors
[41]. Since data is the enabler of AI algorithms, it is
critical to assure its integrity and provenance from
reliable sources [43]. By enabling confidence in AIdriven systems in a multi-tenant/multi-domain
environment, DLT offers the ability to guarantee the

integrity of AI data via immutable records and
distributed trust amongst multiple stakeholders.
Furthermore, most present 5G service models will
need to be greatly modified in order to support the role
of DLT/blockchain in meeting 6G objectives. For
example, safe VNF administration, secure slice
brokering, automated Security SLA management,
scalable IoT PKI management, and secure roaming and
offloading handling can all benefit from DLT [40].
Blockchain is also a promising choice for preserving
privacy in content-centric 6G networks. The usage of
a shared communication channel in blockchain may
allow network participants to be identified by pseudo
names rather than their real names or location
information.
3.3.2.1 Features of DLT in 6G Network Security
a. Secured model and data resilience - During the
learning and inference phases, models should be
secure and resilient (e.g., against poisoning
attacks). Blockchain [42] might be a solution for a
distributed, transparent, and secure data exchange
system.
b. Enhanced Privacy - Different machine learning
approaches such as neural networks, deep
learning, and supervised learning may be used to
safeguard
data,
images,
location,
and
communication privacy (e.g., Android, intelligent
vehicles, IoT).
3.4 Comparison of Recent Solution
This section discussed how AI and DLT addressed
the issues using different components or proposed
solutions which helps in implementing better network
security.
3.4.1 Higher energy efficiency
6G will almost probably surpass 5G in energy
efficiency, and additional energy-saving methods will
be implemented [10]. The machine learning
algorithms may learn about the wireless environment
and choose the best configuration to get the desired
results [47]. As stated by Alsharif, 6G will necessitate
a comprehensive wireless communication approach
that is both energy-efficient and cost-effective that
will execute battery-free communications whenever
and wherever feasible, with a communication

Issues and Challenges
High energy consumption
Connection flexibility
Spectrum allocation and usage
rule
Molecular communication
Interoperability of protocols

Table 4. Components Used for AI and DLT
Artificial Intelligence
Distributed Ledger Technology
Proposed Solutions
Energy-efficient wireless
Energy harvesting techniques [54]
communication [10]
6G-driven multimedia data structure [53]
Big communications [10]
Beamforming [46]
THz band [52]
Spectrum sharing [48][53]
Terahertz frequencies [15,46]
TCP spoofing [49]
✘

efficiency of 1 pico-joule per bit [10]. Apart from
directing beam communication using MIMO antenna
arrays, 6G communication provides the advantages of
high-power THz-waves, allowing devices to deliver
power beams in a specific direction. Moreover, in DLT,
by using a 6G-driven multimedia data structure
technique, the simultaneously enhances QoS and
energy consumption in 6G-based smart automation
systems [53][54]. Also, energy harvesting approaches
for utilizing renewable energy resources would be
extremely beneficial in the development of green 6GIoT systems.

signal processing and prominent modulation
constellations [46]. In DLT, Zhao et al. stated that the
THz band would be utilized in the context of 6G-based
to improve spectral efficiency and transmission rates,
particularly in ultra-dense heterogeneous networks
with millions of users [52].

3.4.2 Connection flexibility
6G design envisions linked intelligence and
employs artificial intelligence at many levels of the
network structure [8]. The multi-connectivity of a
device in a mesh network allows numerous base
stations to analyze a device's activity using AI
classification algorithms and jointly decide the
authenticity using weighted average approaches as in.
[1].

3.4.4 Molecular communication
Intelligent radio is supported by both molecular
communication and THz technology. Molecular
communication technology is linked to authentication,
encryption, and communication security and privacy
concerns with THz technology [15]. Other
components used are distributed artificial intelligence
and intelligent radio intersect with blockchain
technology and quantum communication [46].

Both AI and DLT use Big Communication
(BigCom) [19] in 6G. Since BigCom provides extensive
coverage of urban and remote areas by maintaining
resource balance, BigCom allows subscribers to
communicate with one another with a high data rate
speed. Due to the unconventional technologies
adopted by 6G communication systems, it will include
operational and environmental aspects and the
services of the networks [10].

3.4.5 Interoperability of protocols
Non-terrestrial systems include a terrestrial
terminal, an aerial/space station that functions
similarly to a terrestrial base station, a service link
connecting the terrestrial terminal and the
aerial/space station, and (a gateway that connects the
non-terrestrial access network to the terrestrial access
network. TCP spoofing is employed for Fast TCP fullbuffer capacity. TCP multiplexing increases
performance by dividing TCP sessions into numerous
data flows [49]. The blockchain and distributed ledger
technologies are generally safe as the last applications
of the 6G network, although they may still be the
target of malicious action [15].

3.4.3 Spectrum allocation & usage rule
According to Routray & Mohanty, the multipleinput and multiple-output (MIMO) allow excellent
approaches to enhance spectral efficiency in 6G by
using beamforming which is improved by advanced

Another approach is the spectrum sharing applied
in AI and DLT. Spectrum sharing can help 6G
applications to meet high data rate needs since the
data rate is directly related to available bandwidth
[48][53].

4 CONCLUSION
Most network security faces different challenges
where they have difficulty integrating various
technologies to address the issues. This paper reviews
issues and challenges in 6G network security when
applied in AI and DLT. Specifically, this paper
identifies the five issues in implementing recent
technologies such as higher energy efficiency,
connection flexibility, tactile challenges, spectrum
allocation and usage rule, molecular communication,
and interoperability of protocols.
Moreover, there have been many solutions to
address the issues mentioned above. Recently,
emerging technologies such as AI/ML and Distributed
Ledger Technology seem to be the most viable solution
in addressing network issues in 6G. AI/ML will be
spatially pushed closer to the source of interest data
for ultra-low latency, while ML functions will be
distributed over the network to achieve performance
advantages owing to optimized models and ensemble
decision-making in 6G. Overcoming the practical
limits of some network parts is still a work in progress.
On the other hand, immutability, non-repudiation,
evidence of provenance, integrity, and pseudonymity
are advantages of DLTs that are particularly
significant for enabling different services on 6G
networks with trust and security.
Given the problems and solutions, a comparison
of technologies was also identified to prove which
technology is most suitable in 6G network security.
Results show that AI/ML algorithms can be leveraged
to learn the wireless environment and derive the
appropriate configuration from achieving common
objectives, while the DLT has still issues in solving
some other areas and advanced research is needed.

5 FUTURE DIRECTION
Since AI is the leading technology in the 6G
network, further research would still be beneficial to
improve and upgrade the technology. 6G network
should also consider the 6G cloud computing
addressed by centralized data centers accessed via the
leading network. Massive numbers of storage and
processing devices near the network's edge, some of
which are owned and installed by end-users, but the
majority by service providers. This means that cloud
services are pushed out from the network's core to the

network's edge, resulting in lower latency. Therefore,
issues and challenges on cloud computing must be
addressed and more research to avoid these problems
in the future.
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