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Abstract—The False Data Injection (FDI) attack on
Load Frequency Control (LFC) caused by the adversary
can destabilize the power system. This could cause potential economic and life damages. Therefore, the realtime detection of FDI attacks is necessary and essential
to compensate negative effects of such attacks. This paper
presents a neural network-based detection (NND) approach
to estimate and detect the FDI attacks injected to sensing
loop (SL) of the system. A two-area distributed power
system is considered as our case study to demonstrate the
effectiveness of NND strategy. The simulation results clearly
show that the FDI attack can be detected and estimated in
real-time with sufficient accuracy.
Index Terms—Fault detection; False Data Injection;
Neural Network; Load Frequency Control

I. I NTRODUCTION
False data injection (FDI) attack is one of the major
potential treats to the power system that can destabilize
the power distribution and may lead serious financial loss
and safety issues [1]–[5]. False data whether produced
by a faulty component, e.g., sensors and actuators,
or FDI in a malicious attempt, may deteriorate the
control performance of the system [6]–[8]. Therefore,
the resiliency of the power control systems against
faults, failures and attacks is an attractive topic among
researchers in the field of power distribution [9]–[16].
In a smart grid, the role of the LFC is to maintain the
frequency and power interchanges within the desired
values at the grid [17]. A resilient LFC system will
help to improve the reliability of the power grid system.
In order to develop an LFC system resilient to FDI
attack, in the first step, a detection algorithm should be
designed and implemented on the LFC system. In the
next step, by using the information obtained from the
detection algorithm, a control system will be devised
to compensate for the occurred fault [18], [19]. The
detection algorithm should be capable of finding out

where the intruder attacked and measuring the amount
of the inserted false data [20]. Various approaches have
been used to detect FDI in the literature [20]–[24].
A Kalman filter based intrusion detection design is
presented on [20]. In their design, Kalman filter was
used for the grid state estimation, and a χ2 is used
to detect anomalies between the estimated and the
measured data and if an intrusion happens, the χ2 detector will trigger an alarm. Akhlaghi et al. introduced
an extended Kalman filter (EKF) approach to detect
anomalies in a two-area four-machine system and a
16-machine and 68-bus system [21]. In their approach, a
multi step adaptive interpolation technique was used to
make a trade of between the computational load and the
accuracy of the estimation. Abbaspour et al. introduced
a neural adaptive observer fault detection design for
actuator and sensor faults for a general nonlinear
system [22]. In their approach, EKF was used for
online updating of the neural network (NN) coefficients.
Teixeira et al. introduced an anomaly detection system
that considers each subsystem as a node in a micro-grid
system [25]. In their system, a distributed structure is
developed to detect and isolate faults based on local
models and measurements. Ten et al. introduced an FDI
detection scheme for the power grid system based on
a combination of hidden Markov model, transaction
model and feature aided tracking [23]. An interval
fuzzy type-2 scheme for smart grids was introduced by
Linda et al. to improve the performance of a clustering
based intrusion detection approach through tuning the
sensitivity thresholds [24].
This paper is focused on detection of the FDI attacks
on the load frequency control (LFC) systems. In this
study, a new NN-based design is developed for detection
of the FDI attacks in the LFC system. The ability of
NN in estimating the nonlinear behavior of the system
motivated us to use this tool for FDI attack detection in

the LFC system. The proposed design consists of an NN
and a Luenberger observer. The simulation results show
that our design is able to detect and measure the inserted
FDI attack to the system. The contribution of this work
can be summarized as 1) It introduces a new scheme
for FDI attack detection in power system; 2) Unlike
many other detection approaches this method detects the
anomalies in the system online; 3) This method can track
abrupt faults with sufficient accuracy.
The rest of this paper is organized as follows: Section
II presents the mathematical model of the LFC system,
while Section III illustrates the design procedure of the
detection system. The numerical simulation results are
provided in Section IV. Finally, Section V provides the
conclusion and future works of this study.
II. LFC M ODEL
Here, a two-area power system is considered as the
case study to show the effectiveness of the presented
NND technique. Both power areas are connected to a
centralized load frequency controller (LFC) which sends
control signals to the plants and receives state signals
through sensor measurements. The FDI attacks can be
injected to the LFC feedback path by jamming the
communication channels [26]. Here the LFC is designed
with a state feedback controller which requires power
state estimations. In the case, the adversary can make
the system unstable by injecting FDI attack to the
telemetered state signals.
The LFC multi-area interconnected power system is
briefly described in the literature [9], [27], [28]. It
should be noted that the NN observer design will cover
the nonlinear behavior of the system. The state space
model of the LFC for the power system is given in (1).
Here a linear approximation of the system is described,
however, a nonlinear term (D∆Pl ) is added to cover
nonlinear behavior of the LFC system.
(
ẋ(t) = Ax(t) + Bu(t) + D∆Pl ,
y(t) = Cx(t)

x(0) = x0

(1)
where ∆P is the load deviation, x(t) = [x1 , x2 ]T
and u(t) are the states and inputs respectively. The
i
i
system states xi = [∆f i , ∆Pgi , ∆Ptu
, ∆Ppf
, ei ]T
are states for the power areas i = 1, 2. where
i
i
, ei are frequency deviation, gen∆f i , ∆Pgi , ∆Ptu
, ∆Ppf
erator power deviation, turbine value position, power
flow of tie-line and control error, respectively.
The
Rt
control error of the power area is ei (t) = 0 β i ∆f i dt
where β i is the frequency bias factor. x0 is the initial
state condition; C is a 10 × 10 unite matrix; A, B are
constant matrices with appropriate dimensions which can

be calculated by
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The control signal u(t) can be found through the state
feedback controller design as
u(t) = −K x̂(t)

(5)

where K is a constant matrix and can be designed
through pole placement method [29]. The matrices A11 ,
A12 , A21 , A22 , B1 , B2 , D1 and D2 can be calculated
as follows. Consider i = 1, 2 and j = 1, 2 are indexes
for A, B and D matrices:
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(9)

where ωi , Ji , Tg,i , µi , and Ttu,i are the speed-droop coefficient, the moment of inertia of generator, the governor
time constant, damping coefficient, and the time constant
of turbine for the ith power area. Ti,j is the stiffness
constant between the ith and the j th power area.
III. FDI DETECTION DESIGN
The presented method is illustrated in Fig.1. The
power areas are connected to the centralized LFC. The
adversary can inject FDI attacks to the communication
channels which transmit the measured state, and control
signals. The anomaly observer consists of a Luenberger
observer and a feed-forward NN. The control input
signals from the controller and output states are sent to
the Luenberger observer to estimate the states. Finally
the estimated states are transmitted to NND unit for
detection and tracking the FDI attack. The NN observer,
NN updating laws, and the Luenberger observer are
described in the the following subsections.
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Fig. 1: Block Diagram of the proposed intrusion detection strategy for LFC system

represents the transfer function of the hidden layers [30]

A. NN observer
In this subsection, the design procedure of the proposed NN-based anomaly detector is illustrated. In this
design, a feed-forward NN structure in conjunction with
a luenberger observer are used to construct a recurrent
model that is able to detect FDI attack in the LFC system. The proposed recurrent observer can be presented
as follows
˙
x̂(t)
= Ax̂(t) + Bu(t) + L (y(t) − ŷ(t)) ,
ŷ(t) = C x̂(t)) + F (x̂, u, W )

x̂(0) = 0

(10)
where L is the Luenberger observer gain and its design
procedure will be explained in the following subsections;
x̂(t) and ŷ(t) are the estimated of x(t), and y(t);
F (x̂, u, W ) is the NN fault detector. The stability of
this observer is investigated in [30], which demonstrates
that for a restricted set of x ∈ Rn and efficient number
of hidden layers of neurons, weights and threshold,
the recurrent NN is stable and is able to continuously
estimate any nonlinear function as
F (x, u, W ) = W σ(V x̄) + x̃(t)

(11)

where W , V are the NN output and hidden weight
matrices, respectively. Here, x̄ = [x, u]T , x̃(t) = x(t) −
x̂ ≤ eM is the estimation error of the NN which is
bounded by eM , σ is a sigmoid activation function which

σi (V i x̄) =

2
1+exp−2V i x̄

−1
i = 1, 2, ..., N

(12)

where N denotes the number of hidden layers, V i is the
ith row of V , and the ith element of σ(V x̄) is denoted
by σi (V i x̄).
B. NN Updating Laws
The updating laws of the NN observer are illustrated
in this subsection. These laws are needed to ensure
the stability and convergence of the NN in its learning
process. The convergence of the NN weight update under
these rules is investigated and demonstrated using the
Lyapunov indirect method in [30]. Recalling the observer
equation in (11), the NN updating laws can be presented
as


˙
∂C
Ŵ (t) = −γ1 ∂ Ŵf − η1 kỹkŴ


(13)
˙
∂C
V̂ (t) = −γ2 ∂ V̂f − η2 kỹkV̂
where γ1 , γ2 > 0 are the NN learning coefficients;
ỹ = y − ŷ; Cf = 0.5(ỹ T ỹ) is the objective function of
the NN, and η1 , η2 are small positive coefficients which
can be tuned by designer to get optimum performance
in NN. In order to obtain the NN updating laws (13),
the derivative of the objective function can be calculated
using static gradient approximation and chain rules

[30], thus, we have
T T
˙
L1 − η1 kỹkŴ
Ŵ (t) = −γ1 ỹ T A−1
c

T
˙
V̂ (t) = −γ2 ỹ T A−1
− η2 kỹkV̂
c Ŵ L2

(14)

which means, FDI attack starts at t = 5sec for the
amount of 1 per unit (pu). Figure 2 shows the FDI attack
(dashed line) along with attack estimation (solid line).
Results clearly show that the NND method is able to
detect and track the FDI attack.

where Ac = kn ×I10 and kn is a small positive constant;
L1 and L2 are be defined by
1.2

ˆ)
L1 = σ(V̂ x̄
ˆ)
L2 = I − Γ(V̂ x̄

(15)


ˆ) = diag L1 (i)2 , i = 1, 2, 3
Γ(V̂ x̄

(16)

FDI attack
FDI attack tracking

1

and L1 (i) denotes the ith element of L1 vector.
C. Luenberger observer
The Luenberger observer is designed to estimate the
x̂(t) and send it to the NND unit for FDI attack detection.
Let us define the error of the estimation as x̃(t) = x(t)−
x̂(t), and by subtracting (10) from (1), we have

FDI injection on frequency deviation X 3

and
0.8

0.6

0.4

0.2

0

˙
x̃(t)
= (A − LC) x̃(t), x̃(0) = x0

(18)

The L observer should be defined in a way that the
eigenvalues of the A − LC are all negative real values,
then, the estimation error will converge to zero as
t → ∞. L can calculated using pole placement method
[29].
IV. S IMULATION R ESULTS
The simulation studies are conducted on a two power
area LFC system to evaluate the effectiveness of presented detection technique. The Luenberger observer is
designed to feed the NND unit and the controller. More
information about the Luenberger observer design can
be found in [31]. The proposed NN in this study has 5
hidden layer and its parameters are selected as follows:
Ac = −0.001 × I10 , γ1 = γ2 = 0.1, η1 = η2 = 0.05,
W0 is a 10 × 5 matrix which all of its elements are 0.1,
and V0 is a 5 × 20 matrix with the same elements.
The parameters values for the power system is described
in Table 1 of reference paper [9]. The LFC matrices
are described in the APPENDIX. The simulation is
conducted for 10 seconds. Two scenarios are considered
in this simulation. In the first scenario, the adversary
injected FDI attack to the third state of the first power
area as follows:
(
0 t<5
F DI =
(19)
1 t≥5
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Fig. 2: Scenario 1-FDI attack and its estimation

For the second scenario, it’s considered that the adversary injected a sinusoidal signal to the third feedback
state of the first power area as described in the following
equation:
(
0
t<2
F DI =
(20)
5sin(5t) t ≥ 2
Figure 3 illustrates the FDI attack and its estimation for
the second scenario.
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˙
x̃(t)
= Ax̃(t) + D∆Pl − LC x̃(t) − LF (x̂, u, W )
= (A − LC) x̃(t) + D∆Pl − LF (x̂, u, W )
(17)
We neglected the nonlinear term D∆Pl to simplify the
Luenberger design because it will be identified with the
NN observer (F (x̂, u, W )), thus we have
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V. C ONCLUSION
This paper presented a new neural network based
detection technique for an interconnected LFC power
system to detect and estimate FDI attack which is
injected to the state feedback of the system. Due to
nonlinear behavior of power system the NN is used to
alarm the system about the existence of FDI attacks in
the system. The presented detection technique has been
evaluated on a LFC model and the simulation results
show that the presented method was able to successfully
detect and accurately track the FDI attacks injected to
the communication channels.
A PPENDIX A
LFC S YSTEM M ATRICES
Based on the parameters given in the table 1
the LFC matrices are given as follows:


−0.15
0.1
0
−0.1 0

0
−5
5
0
0



0
0
A1,1 = −166.66 0 −8.33

 1.24
0
0
0
0
21.5
0
0
0
1

−0.083 0.083
0
−0.083
 0
−2.22
2.22
0

−11.11
0
−5.55
0
A2,2 = 

 1.24
0
0
0
21.5
0
0
0


0
0 0 0 0
 0
0 0 0 0



0 0 0 0
A1,2 = A2,1 =  0

−1.24 0 0 0 0
0
0 0 0 0

of [9],

(21)


0
0

0

0
1
(22)

(23)


B1 = 0

0

8.33

0

0

T

(24)


B2 = 0

0

5.55

0

0

T

(25)

The LFC feedback states are from the third state of the
first and the second power areas. In the simulation, the
controller gain K = [K1 K2 ] is calculated based on
pole placement method:


0
0
0
0
0
 0
0
0
0
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51.16 0.9 0.54 −2.5 5.07


 0
0
0
0
0 


 0
0
0
0
0 

K1 = 
(26)
 0
0
0
0
0 


 0
0
0
0
0 


11.90 0.15 0.28 −0.65 0.65
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0
0
0
0 
0
0
0
0
0

0
 0

 5.52

 0

 0
K2 = 
 0

 0

110.75

 0
0

0
0
0
0
0.04 0.08
0
0
0
0
0
0
0
0
2.65 0.97
0
0
0
0


0
0
0
0 

−0.17 0.34

0
0 

0
0 

0
0 

0
0 

−4.69 8.82

0
0 
0
0

(27)
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