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Abstract
Situational risk has been postulated to be one of the most important contextual factors affecting operator’s trust in automation. 
However, experimentally, it has received only little attention and was directly manipulated even less. To close this gap, this 
study used a virtual reality multi-task environment where the main task entailed making a diagnosis by assessing different 
parameters. Risk was manipulated via the altitude, the task was set in including the possibility of virtually falling in case of 
a mistake. Participants were aided either by information or decision automation. Results revealed that trust attitude toward 
the automation was not affected by risk. While trust attitude was initially lower for the decision automation, it was equally 
high in both groups at the end of the experiment after experiencing reliable support. Trust behavior was significantly higher 
and increased during the experiment for the decision automation supported group in the form of less automation verification 
behavior. However, this detrimental effect was distinctly attenuated under high risk. This implies that negative consequences 
of decision automation in the real world might have been overestimated by studies not incorporating risk.
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1 Introduction

1.1  Human–automation interaction and trust

A key goal when implementing new automation is that 
operators appropriately trust it. Appropriateness is given 
when operators’ trust behavior aligns with the automation’s 
real capabilities (Parasuraman and Riley 1997). In a work 
context associated with high risks (e.g., aviation, nuclear 
energy, medicine), especially an overreliance in terms of 
an automation-induced complacency has been identified as 
severely problematic possibly leading to catastrophic con-
sequences (Parasuraman and Riley 1997; Bailey and Scerbo 
2007; Parasuraman and Manzey 2010).

Most work on trust in automation conceptualizes trust as 
a construct with two different components, trust attitude and 
trust behavior. The first is the cognitive and affective compo-
nent, which has been defined as the operator’s attitude that 
the automation will help achieve the individual’s goals in a 
situation characterized by uncertainty and vulnerability (Lee 
and See 2004). It is the most important factor determining 
an operator’s willingness to rely on an automation (Lee and 
See 2004; Hoff and Bashir 2015). Reliance is the behavioral 
component of trust, called the operator’s trust behavior.

Both components have been under extensive investiga-
tion in the past decades, even though not in all studies, the 
distinction between the attitudinal and behavioral manifesta-
tions of trust is explicitly made. There is a lot of evidence 
(Parasuraman and Manzey 2010; Mosier and Manzey 2019) 
showing that operators’ trust behavior increases when they 
interact with automation supporting the decision-making 
process (stage 3 and 4; Parasuraman et al. 2000; summa-
rized as decision automation (DA); Rovira et al. 2007) in 
comparison to automation only aiding the information acqui-
sition and analysis (stage 1 and 2; Parasuraman et al. 2000; 
summarized as information automation (IA); Rovira et al. 
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2007). This increased trust behavior is manifested, for exam-
ple, in insufficient monitoring and automation verification 
of automated diagnoses (Lee and See 2004). Consequently, 
the operator might be less likely to detect an unexpected 
automation’s mistake and would have more difficulty in tak-
ing over the control if automation breaks down altogether 
(Parasuraman and Manzey 2010). In contrast, there is evi-
dence that an increase of the degree of automation can have 
attenuating effects on operators’ trust attitude (Sheridan and 
Verplank 1978). However, evidence is limited for the latter, 
and it has been argued that this might mainly be due to the 
decrease in system understandability often associated with 
higher degrees of automation (Lewis et al. 2018). Neverthe-
less, these studies exemplify that it is crucial to incorporate 
both trust components to understand differential effects of 
automation and to reveal reasons for congruence (e.g., Bai-
ley and Scerbo 2007) or incongruence (e.g., Bustamante 
2009; Wiczorek and Manzey 2010) of trust attitude and 
behavior in interaction with automation. One such reason 
might be related to the task context as most research did not 
incorporate one of the key factors of Lee and See’s definition 
of trust: a situation characterized by vulnerability (2004). 
Most studies in the context of human–automation interaction 
are conducted in laboratories using computer simulations of 
complex systems (e.g., Manzey et al. 2012; Onnasch 2015). 
These experimental paradigms are great at reproducing the 
cognitive demands and common strains on the operator 
of the real-life work context. However, their capability of 
inducing a vulnerable situation, i.e., a risk for the partici-
pants, is arguably limited. This lack of vulnerability might 
explain differing findings with regard to trust attitude and 
trust behavior. For instance, assuming the trust attitude of a 
participant toward automation is low in an experiment with-
out the manipulation of risk: said participant might blindly 
follow the automation’s recommendation without further 
verification because they would not face any negative con-
sequences. In this example, the participants’ trust attitude is 
low, while their measurable trust behavior is high. In con-
trast, under high risk, a participant’s low trust attitude toward 
the automated aid should cause them to show appropriate 
verification behavior (i.e., less trust behavior) in fear of the 
negative consequence (Chancey 2016).

1.2  Situational risk

Risk can be defined as the product of the probability multi-
plied by the severity of a negative event (German Institute 
for Standardization 2010). Both, an increase of either prob-
ability or severity increases the risk. It has repeatedly been 
postulated in the literature that the magnitude of a present 
situational risk is one of the most important environmental 
factors that influence the operator’s behavior (e.g., Mayer 

et al. 1995; Parasuraman and Riley 1997; Hoff and Bashir 
2015; Lewis et al. 2018; Mosier and Manzey 2019).

Despite the theoretical derivation regarding the impor-
tance of risk in human–automation research, it has only 
rarely been directly manipulated. Evidence concerning its 
effects on trust is therefore rather scarce. Concerning trust 
attitude, Sato et al. (2020) investigated the effects of risk 
on task performance, attention allocation and trust atti-
tude when working with an IA. They operationalized risk 
between groups by either claiming that poor performance 
will result in a repetition of the experiment (high risk) or 
giving no such information (low risk). Results revealed no 
main effect of their operationalization of risk on any of the 
dependent variables. Only under high workload, the group 
in the high-risk condition reported a slightly higher trust 
attitude toward their IA which was revealed by an interac-
tion effect. Unfortunately, different degrees of automation 
were not compared, and effect sizes were small despite a 
substantial group difference in perceived risk.

Perkins et  al. (2010) investigated participants’ trust 
behavior in a route-planning task with DA support. Risk was 
manipulated by a cover story concerning driving hazards on 
the route. When risk was high, participants reduced their 
reliance on the automation. Lyons and Stokes (2012) also 
compared participants’ trust behavior toward an automation 
(stage 1, information acquisition; Parasuraman et al. 2000) 
and a human aid under different levels of risk (cover story 
in a military navigation task with varying probability of an 
attack). Results revealed that under high risk, participants 
showed more reliance toward the automated tool, which 
has been suggested to be evidence for a general inclina-
tion toward automation under risk (Hoff and Bashir 2015). 
However, the decreased trust behavior toward the human 
might have merely been due to the low level of intelligibil-
ity in contrast to the automation. The human aid proposed a 
route without any reasoning, which in the high-risk condi-
tion always opposed the historic information about previous 
attacks. Intelligibility and transparency are important factors 
enhancing trust (Hoff and Bashir 2015; Lewis et al. 2018). 
It therefore does not seem surprising that operators tended 
to decrease their trust behavior toward an incomprehensible 
human aid contradicting the only information available.

Whereas these studies support the theoretically postulated 
importance of risk, they do not inform about the influence 
of risk on the relation of trust attitude and trust behavior 
as they each refer to only one component. The relational 
aspect was addressed by Chancey et al. (2017) who inves-
tigated effects of automation with different reliability and 
error bias on trust. Risk was manipulated between subjects 
by either claiming that poor performance in the task will 
extend the experiment without further compensation (high 
risk) or giving no such information (low risk). Results of a 
mediation analysis revealed that participants’ compliance 
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was only mediated by their trust attitude toward automation 
in the high-risk condition but not in the low-risk condition 
(Chancey et al. 2017). This corresponds to results of a study 
conducted by Bustamante (2009). Risk was not manipulated 
and therefore comparable to the low-risk condition in the 
experiment by Chancey et al. (2017). They revealed that 
the error-proneness of automation did have effects on the 
participants’ trust behavior, but this was not mediated by 
the subjective trust attitude (Bustamante 2009). Similarly, in 
another study without the manipulation of risk, the media-
tion of trust attitude between the reliability of automation 
and compliance behavior could not be found in a path analy-
sis (Wiczorek and Manzey 2010). All of this is evidence 
for the assumption that trust attitude is only effective and 
predictive for behavior if vulnerability is a key character-
istic of the situation, i.e., if there is risk. Once again, this 
clearly stresses the importance to incorporate risk in human-
automation research.

The gap between empirical necessity and actual data 
availability regarding risk might be due to the justified ethi-
cal considerations concerning the operationalization of an 
experienceable risk. Self-evidently, participants cannot be 
exposed to a risk with an actual pronounced extent of dam-
age. One way to try to circumvent this problem, is by fram-
ing the experiment’s cover story in a way that a participant’s 
mistake has a hypothetical negative consequence (e.g., Per-
kins et al. 2010; Lyons and Stokes 2012; Hanson et al. 2014). 
However, the challenge to create a cover story generating a 
high enough level of immersion for participants to feel an 
actual risk is difficult to nearly impossible. Certainly, in the 
previously mentioned studies, different degrees of hypotheti-
cal negative consequences proved to have varying impacts 
on participants’ behavior. Then again, compared to the mere 
prospect of a hypothetical threat, a directly experienceable 
risk involving oneself should arguably influence behavior to 
a much larger extent.

In a more self-referential approach, risk has been opera-
tionalized by claiming that participants must stay longer for 
the experiment if they perform poorly (e.g., Chancey et al. 
2017; Sato et al. 2020). Thus, the negative consequence 
of a mistake entails a possible waste of time. In a further 
approach, risk has been induced using payoff-matrices where 
participants receive money dependent on their performance 
(e.g., Wiczorek and Manzey 2010). Compared to mere cover 
stories, these kinds of risk operationalization entail actual 
consequences. Nevertheless, it remains unclear if these mere 
inconveniences are comparable to the situation of some real-
life operators, in which a mistake entails a threat to their own 
physical integrity (e.g., pilots).

To tackle this difficult challenge of ethically operational-
izing risk, new approaches apply virtual reality (VR) to cre-
ate an immersive experience while not exposing participants 
to real harm (e.g., Pallavicini et al. 2016; Wuehr et al. 2019; 

Ahir et al. 2019). Following this idea, we have developed 
and validated an experimental multi-task paradigm appli-
cable to automation research called Virtual Reality Testbed 
for Risk and Automation Studies (ViRTRAS; Hoesterey and 
Onnasch 2021). In ViRTRAS, situational risk is operational-
ized through the altitude participants must perform their task 
in, including the possibility of virtually falling in case of a 
mistake. Therefore, concerning the stochastic definition of 
risk, the severity of a negative event is manipulated–in this 
case falling. The consequence of falling from only half a 
meter is (usually) much less severe than falling from much 
higher altitudes. As a result, ViRTRAS thus simulates a situ-
ation where a mistake could have severe potential conse-
quences for one’s physical integrity. It therefore overcomes 
the problem of having to merely pretend that there could 
be negative consequences (cover stories) or resort to rather 
inconveniences (increased time investment or a slightly 
reduced monetary reward). The new paradigm can therefore 
be used for investigating effects of human–automation func-
tion allocation (i.e., differing degrees of automation) while 
also incorporating the context factor of risk that is more 
comparable to the situation in which one’s physical integrity 
is at stake in a way that is safe and ethical (Hoesterey and 
Onnasch 2021).

1.3  Research question and hypotheses

Aim of this study is to investigate the impact of situational 
risk on trust attitude and trust behavior in interaction with IA 
and DA. Generally, we expect former experimental findings 
concerning effects of human-automation function allocation 
on overall joint performance and trust attitude to be repli-
cated in the low- as well as high-risk condition. However, 
results concerning trust behavior should only be replicated 
in the low-risk condition as most experimental evidence 
is based on studies without the manipulation of risk. We 
expect in the low-risk condition that participants with DA 
support show more trust behavior in the form of affording 
less resources verifying the automation compared to the ref-
erence group (IA). However, when risk is high, we expect 
the effect of function allocation to be minimized. To prevent 
more severe negative consequences, participants of the DA 
group will presumably show the same level of information 
sampling behavior as participants of the reference group 
(IA), who ought to do so for goal achievement.

1.3.1  Overall effects

If automation functions properly, there is an automation ben-
efit under routine task performance. This effect increases 
with the degree of automation (Onnasch et al. 2014). The 
assistance systems used in this study are programmed to be 
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100% reliable. Therefore, we expect an automation benefit 
in joint task performance for the higher automated support.

H1: Participants working with DA support will be better and 
faster in the primary and secondary task compared to a 
reference group (IA support).

  It has repeatedly been demonstrated that trust attitude 
as well as trust behavior toward automation can fluctuate 
depending on participants’ experience with automation 
(Hoff and Bashir 2015). Since the automated aids used 
in this experiment are perfectly reliable, we expect par-
ticipants’ trust to increase.

H2: Trust attitude and trust behavior will increase during the 
experiment.

The main system property affecting participants’ trust 
attitude is the system’s reliability (Lewis et al. 2018). Both 
automated aids are programmed to be equally reliable 
(100%). We therefore expect no general difference in par-
ticipants’ trust attitude.

Moreover, Sato et al. (2020) did not find a main effect 
of their risk manipulation on trust attitude toward their IA. 
Similarly, we do not expect differences in trust attitude.

H3: Trust attitude does not differ in either automation or risk 
condition.

1.3.2  Low risk

Most of the presented studies investigating effects of 
human–automation function allocation on trust behavior 
were conducted in a low-risk condition, because participants 
did not face evident negative consequences following a mis-
take. Presumably, this is similar to the operationalization of 
the low-risk condition in this paradigm. Thus, in this study, 
we expect that former results of trust behavior will be repli-
cated in this condition.

H4: In the low-risk condition participants being supported 
by DA will show more trust behavior compared to par-
ticipants in the reference group (IA).

1.3.3  High risk

In contrast, in the high-risk condition in the event of a 
mistake, participants must face simulated negative conse-
quences. Therefore, we hypothesize that participants sup-
ported by DA will reduce their trust behavior and show simi-
lar information sampling behavior as the reference group 
(IA).

H5: In the high-risk condition, the effect of function alloca-
tion will be minimized so that trust behavior of both 
groups will not differ.

2  Methods

2.1  Participants

An a priori power analysis revealed that a total of 62 par-
ticipants are sufficient for medium effect sizes in a repeated 
measures ANOVA with a between factor for the depend-
ent variables of our focus (trust and performance measures; 
f = 0.25, α = 0.05, 1–β = 0.8; GPower 3.1; Faul et al. 2009).

We invited participants to the study via the university’s 
e-mail distribution list for experimental studies. For com-
pensation, participants could decide between course credit 
or € 15. A total of 82 subjects came to participate in the 
study of which 17 had to be excluded prior to either data 
collection or analysis. Due to technical errors of the head-
mounted display (HMD), data collection could not be com-
pleted for the whole experiment for five participants. We 
further excluded seven participants because they were not 
able to proficiently conduct the task. This became clear 
to the experimenter when clarifying questions during and 
after the tutorial and practice trials. These individuals did 
not participate in the experiment and were compensated for 
the time they invested until then. A further participant was 
excluded prior to the VR exposure because they met the 
criterion for acrophobia (a priori defined exclusion criterion) 
while another subject decided to stop the experiment after 
being exposed to the high altitude for the first time. Also, we 
excluded three participants after an outlier analysis of their 
information sampling behavior. Despite the instruction to 
verify the automation’s recommendation, they did not do so 
in any trial of the experiment. This nonexistent verification 
behavior is 2.4 SD below the sample’s mean (68%) and 2.6 
SD below the median (72%). This leaves a sample of 65 

Table 1  The sample’s demographic information in total and separate 
for each group

Total Information 
automation

Decision automation

N 65 31 34
Age (SD) 30.5 (11.8) 29.0 (12.0) 32.2 (11.5)
Gender
 female 42 20 22
 male 21 9 12
 non-binary 2 2 0

Used VR before? 28 (43%) 17 (55%) 11 (32%)
VR usage more than 

3 h
8 (12%) 6 (19%) 2 (6%)
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subjects (IA = 31, DS = 34) for data analysis (age range: 18 
to 61). Table 1 depicts their demographic information.

2.2  Apparatus and tasks

ViRTRAS was rendered using Unreal Engine software (Ver-
sion 4.24; Epic Games Inc., Cary, NC). An HMD (HTC 
Vive Pro, HTC, Taiwan, ROC) was used to expose partici-
pants to the virtual environment while their head-in-space 
movements were tracked by two base stations. Participants 
therefore had to physically walk within the laboratory to 
move within the virtual environment. Note that in case 
the simulation provoked an emotional reaction which was 
too unpleasant, taking off the HMD enabled participants 
to quickly return to reality. This was possible because VR 
only affected visual and auditory perception which ended 
abruptly once the HMD was removed.

2.2.1  Cover story

The cover story was set in the not-so-distant future where 
mankind has started to build information networks on other 
planets. Participants took on the role of an operator on a 
prototype of one of these transmitter facilities. The func-
tioning of these facilities is mainly dependent on the oval 
so-called information clouds that travel through long vertical 
transparent masts (Fig. 1). Due to the early stage of devel-
opment, these frequently crash and freeze. This can occur 
close to the ground (low risk) or in higher altitudes (high 
risk). Whenever this happens, the operator must travel to 
the place the information cloud froze at and reset it by hand. 
Participants were transported to the respected location in a 
small capsule approximately the size of a small elevator. 
Once participants arrived, they could extend a ramp from the 

capsule on which they could walk toward and manually reset 
the information cloud (Fig. 1). This was the main overall 
goal of the operator.

Particular about this planet are a total of seven distinct 
atmospheric conditions that can quickly change. Six out of 
these conditions are harmful to the ramp participants had to 
walk over. Therefore, before crossing the ramp, diagnosis of 
the current atmospheric condition was necessary to poten-
tially apply one of six different alloys which protected the 
material of the ramp from their corresponding atmospheric 
condition. If participants did not apply the correct alloy 
before walking on the ramp despite its necessity, the ramp 
was damaged and started to crack accompanied by visual 
and auditory warning cues. If participants did not return to 
the capsule quickly enough, the ramp broke and they virtu-
ally fell for 1.5 s. The virtual environment then faded out 
and turned white, making it impossible for the participants 
to experience hitting the ground from higher altitudes.

2.2.2  Primary task

The primary task could be divided into three different 
phases: (1) diagnosis of the current atmospheric condition, 
(2) deciding on the correct protective alloy for the ramp, if 
necessary, and (3) stepping out of the capsule and manually 
resetting the information cloud.

First, the atmospheric condition depended on the state 
of four different fictious parameters: atmospheric electric-
ity, temperature, cosmic radiation, and pH value. If one or 
two parameters were out of normal range, this indicated 
an anomaly and a harmful atmospheric condition the ramp 
needed to be protected from. There was a maximum of seven 
different atmospheric conditions possible composed of the 
four different parameters’ states (Fig. 2A).

Fig. 1  Screenshots of the VR environment: A Mast with information clouds (right) and capsule from behind (left); B Participants’ point of view 
from inside the capsule toward the open door, extended ramp, and the frozen information cloud in the high-risk condition
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There was a specific test procedure for each of these 
parameters, which participants were trained for in a prior 
tutorial. The parameters’ state could be accessed and viewed 
via a control panel inside the capsule (Fig. 2A).

Secondly, once, the participant diagnosed the current 
atmospheric condition, they had to decide if a protective 
alloy was necessary for the ramp and if so, which one. If all 
parameters were within normal range, no alloy was neces-
sary. In all other cases, the correct alloy had to be mixed and 
applied to the ramp. This was possible using the alloy panel 
and four different liquids within the capsule (Fig. 2B).

Finally, if the correct alloy was applied participants could 
safely achieve the main goal: resetting the information cloud 
within the transmitter mast. For this task, they could extent 
the ramp toward the frozen information cloud via a button 
press. Next, they had to cross the ramp to reach the infor-
mation cloud. Once they arrived, they had to place their 
right-hand controller into the information cloud and pull the 
trigger of their controller. Afterward, the cloud changed its 
color and started moving again. When participants returned 
to the capsule the automatic door closed, which constituted 
the completion of one trial. Between two trials, there was 
a pause of three to seven seconds accompanied by noises 
indicating the capsules’ traveling. When the automatic door 
reopened, the next trial started.

2.2.3  Secondary task

There was a continuous auditory reaction time task—the 
connection check. Before the start of the experiment, par-
ticipants were assigned an operator number. During the 
experiment, every 10–20 s they heard a voice announc-
ing a number, asking for feedback. In 25 percent of these 
announcements, participants’ assigned number was called. 
In these cases, they had to press the trigger of their left-hand 

controller as fast as possible to indicate a proper connec-
tion. If a different number was announced, they were not 
supposed to react to the probe. A correct response to their 
number (hit), a miss and false reaction to a different opera-
tor number was indicated to the participant with different 
sounds.

2.2.4  Automation

Two different automated aids supporting the primary 
task were implemented for this experiment. They were 
introduced to the participants as the “atmospheric testing 
system” (ATS). Participants were not informed that the 
assistance system was 100% reliable. They were told that 
the ATS was very reliable but for their own safety they 
should always verify its diagnosis.

Information automation (IA). The IA was a basic auto-
mation supporting participants in the atmospheric analy-
sis and therefore represented the reference condition. The 
system indicated whether an anomaly was detected or not. 
Second, in case an anomaly was detected, the IA indicated 
whether the origin of the anomaly was either “chemical” 
or “energetic” (Fig. 3A). This narrowed down the pos-
sible remaining atmospheric condition options from six 
to only three. Participants were still required to at least 
assess two parameters to conclusively arrive at a diagnosis 
and fulfill the task. Also, the IA did not help with mixing 
and applying the protective alloy. The IA therefore corre-
sponded to a stage 2 automation according to Parasuraman 
et al. (automation of information acquisition and analysis; 
2000).

Decision automation (DA). In case of an anomaly, the 
DA not only narrowed down the atmospheric conditions but 
also presented the participant with an exact diagnosis and 
highlighted this on the control panel (Fig. 3B). Therefore, 

Fig. 2  A Control panel without automation support; Top: Screen used 
for parameter access with opened readings of the atmospheric elec-
tricity; Bottom: Key for all possible atmospheric conditions (top row) 
and the parameters’ (left column) corresponding states (cells: excla-

mation point stands for deviation from normal range); Right: Screen 
for the automation support, which in the manual condition only pro-
vides the current altitude; B Panel used for mixing and application of 
the protective alloy
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information sampling was not absolutely required for task 
completion, although participants were asked to verify the 
automations’ diagnosis. Note that for a conclusive verifica-
tion of the DA’s diagnosis, participants needed to verify the 
same number of parameters (two) as participants being aided 
by IA support. Additionally, the DA aided with the second 
phase of the primary task by indicating which liquids needed 
to be mixed for the correct protective alloy. As this automa-
tion suggested a final decision and proposed further action 
the DA corresponded to a stage 3 automation (additional 
automation of decision selection; Parasuraman et al. 2000).

2.3  Design

A 2 (automation, between) × 2 (risk, within) × 4 (block, 
within) mixed design was used. Each block contained four 
trials either belonging to the low-risk (0.5 m) or high-risk 
condition (70 m). The order of the risk condition was alter-
nating. Whether participants started their first block in the 

low- or high-risk condition was balanced within both groups 
(Fig. 4).

2.4  Metrics

2.4.1  Exclusion criterion and manipulation check

Height intolerance. Prior to the experiment, the visual 
Height Intolerance Severity Scale (vHISS; Huppert et al. 
2017) was used for the identification of a diagnosis of acro-
phobia which was an exclusion criterion.

Risk perception. While the successful induction of risk via 
altitude has been validated with subjective as well as objective 
measures (Hoesterey and Onnasch 2021), we included two 
metrics serving as a manipulation check. First, a single item 
with a 6-point Likert scale assessed the temporal change of 
risk perception after the first and last block in each risk condi-
tion (“Walking over the ramp felt risky”). Moreover, the risk 
perception scale used by Chancey (2016); originally based 
on Simon et al. 2000) was adapted to this particular paradigm 

Fig. 3  Depiction of both automations in the beginning of a trial with “alpha” as the current atmospheric condition when no parameter reading 
has been selected yet; A Information automation, B Decision automation

Fig. 4  Depiction of the study design: Participants either started in the 
high- (top) or low-risk condition (bottom), and completed a total of 
eight blocks with four trials each. After the first and last block in each 

condition, participants answered queries within the VR; SI  single 
item, Q questionnaire
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and translated into German. Participants answered each item 
on a 12-point Likert scale. One item was dropped because it 
was not applicable to the paradigm. The possible sum score 
therefore ranged from 4 to 48. Participants responded to this 
scale after the last block of each risk condition.

2.4.2  Performance

Two qualitatively different performance measures for the 
primary and secondary task were calculated for each block.

Primary task. For the primary task, the percentage of 
correct diagnoses represented the effectiveness of task per-
formance. Moreover, as a metric of efficiency of task perfor-
mance, the total time of trial was assessed. The duration of a 
trial was recorded from start of the trial until the participant 
returned to the capsule and the door closed again.

Secondary task. As an effectiveness measure for the sec-
ondary task, the percentage of correct responses to the audi-
tory reaction time task was calculated. A correct response 
consists of the situation when either the participant correctly 
pulled the trigger after being addressed or if they refrained 
from a response after a different operator number was called. 
The efficiency of the secondary task performance was the 
response time participants took to pull the trigger when their 
operator number was announced.

2.4.3  Trust attitude

For a more precise assessment of participants’ initial trust 
attitude, the German translation of the Scale of Trust in Auto-
mated Systems by Jian et al. (2000) was used (Pöhler et al. 
2016). It contained 11 Items on a 7-point Likert-Scale with 
a possible sum score ranging from 11 to 77 and was only 
measured after the first block in each risk condition. Addi-
tionally, a single item was used to assess the formation of 
trust attitude over time. After their first and last block per 
risk condition, participants were asked to state how much 
they trust the automation on a scale from zero to 100%.

2.4.4  Trust behavior

Two qualitatively different measures assessed trust behavior. 
First, information sampling behavior represented the percent-
age of parameters participants checked, which were necessary 
for conclusively diagnosing the atmospheric condition. For 
example, in every trial with an anomaly, two specific parame-
ters had to be checked for a conclusive diagnosis of the atmos-
pheric condition. If a participant checked only one of them 
and omitted the other one, the value of information sampling 
in this trial was 50%. Whereas in case of an anomaly, two 
parameters had to be checked for a conclusive diagnosis, a 

total of four parameters had to be checked in case of no anom-
aly to be sure that no further action was necessary (applying 
alloy to the ramp). A high level of trust behavior was repre-
sented by a low level of information sampling behavior.

Second, the duration participants needed to come to a 
decision (IA group) or to verify the automation (DA group) 
was assessed. This decision time was recorded from the 
beginning of the trial until the participant either started the 
procedure of mixing the alloy or extracted the ramp (in case 
no alloy is necessary). Shorter times represented a higher 
level of trust behavior.

2.5  Procedure

We informed participants about the exposure to extreme alti-
tudes and the possibility of virtually falling in the invitation 
to the study and reminded them upon arrival at the lab. After 
their written consent, participants completed the vHISS with 
a pen and paper (Huppert et al. 2017). If they did not meet the 
criterion for a diagnosis of acrophobia, they answered further 
queries (demographic information) on a tablet computer. To 
minimize the chance of an unpleasant experience, participants 
were told that they could end the experiment at any time with-
out negative consequences. They were also encouraged to take 
off the head-mounted display whenever they felt uncomfort-
able. Afterward, participants were familiarized with the cover 
story, the tasks and their automation system using a computer 
presentation they worked through themselves. They were told 
to feel free to ask questions and take the time they needed 
to understand the information. Subsequently, participants 
conducted a detailed tutorial within the VR environment, in 
which they practiced the primary task without an automation. 
Later, the secondary task was introduced as well. After com-
pleting the tutorial, participants conducted three training trials 
without automated support and additional three trials with 
support from their respective automation. If the experimenter 
realized that participants could not proficiently perform the 
tasks, they did not partake in the experiment and received 
compensation for the duration of their attendance until then. 
In contrast to the actual experiment, in the tutorial as well as 
all training trials, the capsule was set in a white environment 
with very limited altitude cues.

After completion of the training, participants started with 
the first experimental block. After the first and last block in 
each risk condition, within the VR environment, participants 
were instructed to answer questionnaire items using their 
hand-held controllers. In the first block of each risk condi-
tion, they were presented with both metrics assessing trust 
attitude as well as the single item of risk perception. After 
the last block of each risk condition, subjects once again 
answered the single item of trust attitude and risk percep-
tion as well as the risk perception scale (Fig. 4). In between 
blocks, participants could take breaks if desired.
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The study was registered at Open Science Framework 
(https:// doi. org/ 10. 17605/ OSF. IO/ 7BQHM) and was 
approved by the ethics committee of the department of psy-
chology, Humboldt-Universität zu Berlin.

2.6  Data analysis

All measures concerning task performance and trust behav-
ior were analyzed by a 2 (automation, between) × 2 (risk, 
within) × 4 (block, within) ANOVA with repeated measures 
and a between-subject factor. Additionally, we used independ-
ent sample t tests to analyze group differences in trust behavior 
within each risk condition. For these, a Bonferroni-adjusted 
alpha level of 0.025 (0.05/2) was used to control for erroneous 
inferences. For the Scale of Trust in Automated Systems and the 
risk perception questionnaire, a 2 (automation, between) × 2 
(risk, within) mixed ANOVA was calculated. To additionally 
analyze the temporal change of trust attitude and risk percep-
tion, a 2 (automation, between) × 2 (risk, within) × 2 (time, 
within) mixed ANOVA was used for the respective single items. 
If results in Mauchly’s sphericity test for the ANOVAs revealed 
violation of sphericity, the Greenhouse–Geisser adjustment was 
applied to correct the degrees of freedom.

3  Results

3.1  Manipulation check: risk perception

Results from the single item showed a significant difference 
for risk perception in both risk conditions, F(1, 63) = 64.62, 
p < 0.001, �2

p
 = 0.51 (Fig. 5). Independent of automation sup-

port (F < 1), the high-risk condition was always perceived as 

riskier. The main effect of time, F(1, 63) = 14.64, p < 0.001, 
�
2

p
 = 0.19, indicated that risk perception significantly 

decreased from the first to the last block. This was especially 
the case in the high-risk condition, which was supported by 
a risk x time interaction effect, F(1, 63) = 9.45, p < 0.01, �2

p
 

= 0.13.
The sum score of the risk perception questionnaire sig-

nificantly differed between both risk conditions as well, F(1, 
63) = 24.61, p < 0.001, �2

p
 = 0.28. Participants perceived the 

high-risk condition as riskier (Fig. 5). There was no sig-
nificant interaction between automation and risk condition, 
F < 1.

In summary, the manipulation of risk via altitude was 
successful.

3.2  Performance

3.2.1  Primary task

Participants in the DA group had a significantly higher per-
centage of correct diagnoses compared to subjects in the 
IA group which was signified by a main effect of automa-
tion, F(1, 63) = 10.63, p < 0.01, �2

p
 = 0.14 (Fig. 6A). There 

were no other significant main or interaction effects for this 
variable.

Participants in the DA group were also significantly 
faster in performing the task (time of trial) compared to the 
reference group (IA), F(1, 63) = 26.70, p < 001, �2

p
 = 0.30 

(Fig. 6B). Moreover, there was a significant main effect 
of risk, F(1, 63) = 7.13, p < 0.05, �2

p
 = 0.10. Participants 

took longer for task completion in the high-risk condition 
(DA low: M = 38.72, SD = 11.20; DA high: M = 42.58, 

Fig. 5  Risk perception ratings: Mean of the risk perception ratings for 
the single item after the first and last block in each condition for both 
groups (left) and mean of the risk perception questionnaire assessed 

after the last block in each condition for both groups (right); error bars 
depict the 95% confidence intervals
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SD = 10.96; IA low: M = 54.21, SD = 13.26; IA high: 
M = 55.92, SD = 12.57). Moreover, during the experiment, 
participants became faster in task completion. This was 
supported by a main effect of block, F(2.39, 189) = 70.11, 
p < 0.001, �2

p
 = 0.53. There was no interaction effect.

3.2.2  Secondary task

In the DA group, participants had a significantly higher 
percentage of correct responses to the auditory probe (DA: 
M = 97.5%, SD = 1.29; IA: M = 95.9%, SD = 0.86) compared 
to the reference group (IA), F(1, 63) = 8.20, p < 0.01, �2

p
 = 

0.12. There were no further significant main or interaction 
effects for this dependent variable.

Unfortunately, there were several missing values for the 
variable time to respond. Due to the configurations of the 
secondary task, multiple participants were not addressed in 
the probe in at least one block. This resulted in them not 
having to respond, which made it impossible to calculate 
a mean of time to respond for these particular blocks. This 
applied especially to the DA group because their time of 
trial was shorter, leaving them a smaller probability of being 
addressed. This resulted in only 14 participants remain-
ing for evaluation in the DA group and 19 in the IA group 
for this metric. Participants supported by DA (M = 0.26 s, 
SD = 0.17) were faster in responding to the probe in com-
parison to the reference group (IA; M = 0.34 s, SD = 0.21), 
F(1, 31) = 4.47, p < 0.05, �2

p
 = 0.13. There were no other 

significant main or interaction effects.
In summary, results for the primary and secondary task 

were evidence for a clear automation benefit for participants 
in the DA group compared to the reference group (IA), 
which supported hypothesis 1.

3.3  Trust attitude

In the assessment of trust attitude with the Scale of Trust 
in Automated Systems after the first block in each risk 
condition, there was a significant group difference, F(1, 
63) = 9.18, p < 0.01, �2

p
 = 0.13. Participants in the IA group 

reported a more pronounced trust attitude toward their auto-
mation compared to the DA group (Fig. 7). There was no 
interaction effect or main effect of risk, F < 1.

trust attitude with the single item increased over time in 
both groups. This was supported by a main effect of time, 
F(1, 63) = 47.39, p < 0.001, �2

p
 = 0.43 (Fig. 7). While the 

main effects of automation and risk were not significant, 
F < 1, there was an interaction effect of automation x time, 
F(1, 63) = 6.15, p < 0.05, �2

p
 = 0.09. While participants in 

the DA group trusted the automation less compared to the 
IA group at the beginning of the experiment, both groups 
showed comparably high trust ratings at the end of the 
experiment (second assessment).

The results concerning trust attitude were in support of 
hypothesis 2 and partially supported hypothesis 3.

3.4  Trust behavior

The three-way ANOVA for information sampling revealed a 
main effect of risk, F(1, 63) = 7.32, p < 0.01, �2

p
 = 0.10. Par-

ticipants generally showed less information sampling in the 
low-risk compared to the high-risk condition. Figure 8 illus-
trates that this main effect of risk was largely due to the DA 
group as the IA group’s information sampling remained the 
same in both conditions and throughout all blocks. This was 
further underlined by the significant risk x automation inter-
action effect, F(1, 63) = 4.17, p < 0.05, �2

p
 = 0.06, and a main 

effect of automation, F(1, 63) = 11.73, p < 0.01, �2
p
 = 0.16. 

Only the DA group demonstrated reduced information sam-
pling in the low-risk compared to the high-risk condition. 

Fig. 6  Performance in the primary task: A Overall mean percentage of diagnoses separate for each group; B Overall mean time of trial in sec-
onds separate for each group; error bars depict the 95% confidence interval
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Additionally, only the DA group decreased their information 
sampling during the experiment (significant automation x 
block interaction, F(3, 189) = 7.22, p < 0.001, �2

p
 = 0.10), 

which was even more pronounced in the low-risk condition. 
The latter was underlined by a significant risk x automa-
tion x block interaction effect, F(3, 189) = 5.35, p < 0.01, 
�
2

p
 = 0.08. The independent sample t test revealed signifi-

cant group differences not only in the low-risk, t(63) = 3.78, 
p < 0.001, d = 0.94, but also in the high-risk condition, 
t(63) = 2.77, p < 0.01, d = 0.69. The DA group showed gen-
erally less information sampling than the IA group.

Moreover, results of the decision time painted a similar 
picture. There was a significant main effect of risk, illus-
trating that participants afforded less decision time in the 
low-risk condition, F(1, 63) = 4.24, p < 0.05, �2

p
 = 0.06. 

Figure 9 reveals that this was primarily because of the DA 
group demonstrating shorter decision times indicating more 

trust behavior in the low-risk condition. The corresponding 
risk x automation interaction effect barely missed the con-
ventional level of significance (F(1, 63) = 3.98, p = 0.051, 
�
2

p
 = 0.06). Moreover, while both groups became faster 

during the experiment (significant main effect of block, 
F(2.38, 150.13) = 87.98, p < 0.001, �2

p
 = 0.58), this was even 

more pronounced in the DA group (significant automation 
x block interaction effect, F(3, 189) = 4.59, p < 0.01, �2

p
 = 

0.07). Moreover, there was a main effect of automation, F(1, 
63) = 14.17, p < 0.001, �2

p
 = 0.18. The independent sample 

t test revealed significant group differences not only in the 
low-risk, t(63) = 4.07, p < 0.001, d = 0.1.01, but also in the 
high-risk condition, t(63) = 3.14, p < 0.01, d = 0.78. The DA 
group was generally faster than the IA group.

The results of the three-way ANOVAs were in support of 
hypothesis 2. Hypothesis 5 was supported by the ANOVAs 
as the effect of automation was significantly less pronounced 

Fig. 7  Mean trust attitude ratings for both groups: The scale of trust 
in automated systems was only assessed after the first block in each 
condition (left) and the single item of trust attitude was only assessed 

after the first and last block in each condition (right); error bars depict 
the 95% confidence intervals

Fig. 8  Information sampling under low and high risk for both groups; error bars depict the 95% confidence interval
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under high risk. However, the results of the t tests opposed 
hypothesis 5 as there was a significant effect of automation 
in the high-risk condition.

4  Discussion

Aim of this study was to investigate the influence of risk 
on trust attitude and trust behavior in interaction with DA. 
Results were compared to data from a reference group which 
was supported by an IA. Unlike previous attempts, risk was 
operationalized in VR as a directly experienceable simulated 
threat to one’s own physical integrity. The risk associated 
with a mistake was therefore more comparable to the work 
context of many real-life operators.

The manipulation check of the risk operationalization was 
successful. Participants reported a more pronounced risk per-
ception in the high-risk condition in two separate measures. 
Additionally, results revealed a habituation effect as risk per-
ception decreased from the first to last block in both condi-
tions. This is also consistent with the results of the paradigm’s 
validation study (Hoesterey and Onnasch 2021). Thus, the 
results further illustrate that the duration of a risk exposure is 
an important factor attenuating a person’s evaluation of risk 
(Rohrmann and Renn 2000). Moreover, an interaction effect 
revealed that this habituation was stronger in the high-risk 
condition. The reason for that mainly one-sided decrease 
could be a floor effect in the low-risk condition as partici-
pants’ rating was already very low in the first assessment. 
This left little room for further reduction. Still, the sum scores 
of the risk perception questionnaire assessed at the very end 
of the experiment revealed significant differences between 
conditions with a large effect size according to Cohen (1988).

One might argue that the way risk was operationalized 
here still does not go far enough to be comparable to real-life 
situations of operators. Obviously, participants were aware 

that the threat of possibly falling was merely simulated. 
However, previous studies utilizing altitude in VR have 
demonstrated that immersion is high enough to provoke 
similar physical and psychological reactions as the real-
altitude exposure (Diemer et al. 2016; Wuehr et al. 2019). 
In the high-risk condition, the reported risk perception was 
distinctively higher but not in extreme ranges. An even more 
pronounced risk perception was not intended as this could 
come close to crossing the line of ethical conduct. This way 
the paradigm’s operationalization seems to be an appropriate 
solution to achieve an experienceable simulated risk to one’s 
own body but at the same time using an ethical approach.

Results of the performance measures of the primary and 
secondary task revealed a clear automation benefit for par-
ticipants in the DA group compared to the reference group 
(IA). They were more effective and more efficient in con-
ducting both tasks, which supports hypothesis 1 and is in 
line with the literature: Under reliable support joint task per-
formance increases with the degree of automation (Onnasch 
et al. 2014). The results for the efficiency measure of the 
secondary task (response time) must be treated with cau-
tion, though. Due to the configuration of the task, there were 
missing values for multiple participants because they were 
not addressed during at least one block. These particular 
subjects could therefore not be included in the ANOVA lim-
iting the generalizability of the results of the secondary task 
to the whole sample. Even though the expected automation 
benefit was nevertheless significant, in future studies, the 
settings of the secondary task need to be adjusted by increas-
ing the number of times subjects are probed and addressed. 
This will also help to raise the secondary task’s difficulty and 
variance. In summary, results revealed the expected automa-
tion benefit with medium to large effect sizes for the higher 
automated aid in all measures regardless.

Furthermore, results of participants’ trust attitude were 
partially surprising. Consistent with hypothesis 2, trust 

Fig. 9  Decision time under low and high risk for both groups; error bars depict the 95% confidence interval
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attitude increased during the experiment in both groups. 
Also, in line with hypothesis 3, the reported trust attitude 
did not differ between both risk conditions. This is consistent 
with reported results by Sato et al. (2020) who also did not 
find a main effect of risk. However, in contrast to hypoth-
esis 3, in the early assessment, participants in the DA group 
reported a lower trust attitude toward their automation com-
pared to the IA group. After the second assessment, trust 
attitude was comparably high in both conditions. Possibly 
these findings can be explained with reference to the bases 
for trust in automation proposed by Lee and See (2004). 
According to the authors, trust is based on the operator’s 
perception of the automation’s performance, process, and 
purpose. Performance includes the operator’s appraisal on 
the automation’s observable capabilities. Process corre-
sponds to the mechanics and functionality of the automa-
tion and purpose describes the perceived intention why the 
automation was implemented. In the present experiment, 
when trust attitude was assessed for the first time, partici-
pants had little experience in interaction with the automa-
tion at that point. Presumably, they therefore based their 
initial judgment mainly on the perceived purpose of their 
automation (Meyer and Lee 2013). The respective automa-
tion’s purpose might have been perceived different in both 
groups: The DA prompted a final diagnosis which left par-
ticipants with the question to either blindly follow or verify 
the automation. The participants might have therefore evalu-
ated the DA’s purpose to take the task off their hands they 
previously learned to conduct themselves (in the tutorial). 
Consequently, they might have interpreted their role as a 
supervisor who must inherently question or challenge their 
automation for conscientious task performance as blindly 
following its diagnosis would be inappropriate. In contrast, 
the IA pointed in the broad direction of the correct diagno-
sis, but the concrete diagnosis still had to be identified by 
the participants. The purpose of the IA might have therefore 
been evaluated as a helpful tool that enhances the efficiency 
of task completion. Thus, participants in the IA group were 
possibly less skeptical toward their automation initially. At 
the end of the experiment, participants had more experi-
ence in interaction with their automation, which increased 
the significance of the performance component of trust (Lee 
and See 2004). The functionality of the automation was not 
revealed to participants. Thus, this likely did not play a dis-
tinct role in trust formation). As all participants experienced 
a perfectly reliable system, it is not surprising that trust atti-
tude was comparably high in both groups at the end of the 
experiment.

Besides participants’ trust attitude, focus of the present 
study was their trust behavior in interaction with the auto-
mation. Participants working with the IA had to assess the 
necessary parameters for task completion. In contrast, the 
DA gave participants leeway to show trust behavior as the 

automation proposed a final diagnosis. Results revealed 
that the DA group took advantage of this leeway espe-
cially in the low-risk condition. They afforded significantly 
less resources to verify their automation compared to the 
information sampling behavior of the reference group 
(IA). This was observable in the time they invested as well 
as the number of parameters they assessed which were 
necessary to conclusively verify the automation. This is 
in support of hypothesis 4 and in line with experimental 
results showing an increase in trust behavior simultaneous 
to an increase of the degree of automation (Parasuraman 
and Manzey 2010; Mosier and Manzey 2019). In these 
studies, risk was not manipulated and thus comparable to 
the low-risk condition of this paradigm.

In contrast, a high present risk had clear attenuating 
effects on participants’ trust behavior. Participants in the 
DA group afforded significantly more resources for auto-
mation verification when risk was high. They took more 
time to verify and assessed more parameters. This is in line 
with other results where trust behavior toward an aid was 
decreased when risk was involved (Perkins 2010; Lyons 
and Stokes 2012; Chancey 2016). These effects of risk on 
trust behavior are especially noteworthy considering that 
trust attitude did not differ between risk conditions. This 
further supports for the reasoning that to find behavioral 
effects of trust in the laboratory, consequences associated 
with task performance are important (Chancey 2016).

In addition to risk, interaction experience with a perfectly 
reliable automation strongly shaped trust behavior. Par-
ticipants of the DA group considerably reduced their trust 
behavior during the experiment. Not experiencing an auto-
mation error is the most important factor increasing reliance 
(Lewis et al. 2018). When comparing both risk conditions, 
results demonstrate that the strong decrease in information 
sampling during the experiment was much less pronounced 
in the high-risk compared to low-risk condition. While infor-
mation sampling was generally lower in the DA compared 
to the reference group, the clear drop during the later blocks 
observable under low risk could not be observed under high 
risk. This is clear evidence that the common negative effects 
of higher degrees of automation on trust behavior (Mosier 
and Manzey 2019) can be buffered when incorporating nega-
tive consequences associated with poor task performance. 
These findings indicate that previous human–automation 
research might have overestimated the detrimental effects 
of higher degrees of automation in the real world. Again, 
this emphasizes the importance to take the contextual fac-
tor of risk into account when conducting human-automation 
research (Mosier and Manzey 2019). This is in line with 
hypothesis 5. Nevertheless, contrary to the hypothesis, infor-
mation sampling behavior was different in both groups under 
high-risk. The DA group showed significantly less infor-
mation sampling and afforded less decision time than the 
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reference group (IA), even though effect sizes were smaller 
under high-risk compared to low-risk. These mixed results 
are an indication that the basic rationale of hypothesis 5 
seems to apply, but to an attenuated extend.

This might imply that in a work context where redun-
dancy is necessary because errors can have catastrophic 
consequences the automated aid should not offer the leeway 
for an inappropriate reduction of automation verification in 
the first place. Moreover, even though results indicate that 
a present risk buffers negative effects of a higher degree of 
automation, former results demonstrated that the perception 
and acceptance of risk decreases with one’s time of exposure 
to it (Rohmann and Renn 2000). Presumably, the magnitude 
of the risk’s buffering effect will therefore decrease simul-
taneous to the operators’ exposure, hence the habituation to 
that risk. Due to ethical considerations, participants should 
not be exposed to the VR for an excessive time because this 
can be too exhaustive, which could be considered a general 
limitation of the paradigm. However, effects of habituation 
to a risk over time on trust behavior might still be possible 
to conduct in multiple sessions with the same participants. 
Future studies should address this. As a further limitation, 
the present experiment only used fully reliable automations. 
Experimentally provoking a conflict between the operator 
and the automation by including automation errors, for 
which operators would have to be vigilant to detect them 
(i.e., potential conflicts of availability; Vanderhaegen, 2021), 
will most likely affect their attitudinal and behavioral trust 
toward the automation as well as their risk perception over 
time. Presumably, the experience of an automation failure 
after a long time of reliable automation support might cause 
a sudden breakdown in operator’s trust attitude simultaneous 
to a leap in their risk perception. Future studies using this 
paradigm should therefore additionally vary the experience 
of one or multiple automation failures when investigating 
function allocation effects while varying risk.

5  Conclusion

In sum, the current study endorsed calls to incorporate impor-
tant factors of the real-world work context into the laborato-
ries of human–automation research such as the associated risk 
(Chancey 2016; Jamieson and Skraaning 2020). Established 
negative effects on operator’s trust and verification behavior 
with a higher automated automation were replicated under 
low risk but were attenuated under high risk. While this con-
firms that risk can in fact buffer negative behavioral effects, 
risk did not cancel them out entirely. Participants took advan-
tage of the leeway offered by the automation and showed 
inappropriate trust behavior even under high risk, although 
to a much lesser extent. This implies that results from labora-
tory experiments without the manipulation of risk can still 

be considered for transferability to the real world but might 
overestimate negative consequences of increasing degree of 
automation. This study’s paradigm could be a useful approach 
to further increase that transferability.
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