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INTRODUCTION

The widespread use of mobile devices using
third-generation (3G) and Long-Term Evolution
(LTE) networks has led to the development of
various applications that take advantage of the
always-on Internet connectivity provided by
these networks. Instant messenger (IM) or social
network services (SNSs) like Facebook and
Twitter are some examples of this class of new
mobile applications. Traditional Internet appli-
cations, such as web surfing and file transfer, are
characterized by a usage pattern that has distinct
active and inactive phases. An active phase is a
period in which several bursts of packets are
transmitted, while an inactive phase is character-

ized by no data transmission during a sustained
time period. The traffic pattern of recent and
emerging applications that rely on always-on
connectivity is quite different. Since the emerg-
ing mobile applications support real-time com-
munications services, they are often constantly
running in background mode to receive status
updates or messages from other parties. Thus,
the applications continuously generate short sig-
naling messages such as keep-alive and ping
requests to maintain the always-on connectivity.

Although the traffic volume of keep-alive
messages is not large, frequent short messages
can incur a large amount of related signaling
traffic in the mobile network. In 3G or LTE net-
works, the user equipment (UE) and radio access
networks keep the radio resource control (RRC)
states. The UE stays in RRC Connected mode
when it transmits or receives data during active
periods and stays in RRC Idle mode during
inactive periods. To send even a small data
packet, the UE changes the RRC state to the
RRC Connected mode prior to transmission.
This RRC radio state change generates a lot of
signaling messages, resulting in a rapid increase
in traffic loading. The amount of signaling traffic
leads to two major problems: rapid drainage of
the mobile device’s battery and a signaling traffic
surge in the mobile network. In [1], the authors
focused on the issues of the energy impact on
the mobile device. In this article, we focus on
the signaling impact of these applications on
public land mobile networks (PLMNs).

The signaling traffic surge, or so-called sig-
naling storm, due to the rapid growth in use of
these applications is having a serious impact on
mobile network performance. The frequent
RRC state change leads to increased signaling
overhead over the air interface and through the
core elements of a mobile network. The effect of
signaling traffic loading gets more severe for the
core network as the number of UE devices con-
nected to the core network elements increases.
Several mobile network operators (MNOs) have
experienced severe service outage or degraded
network performance due to the increase of
application signaling traffic [2-4]. Furthermore,
the stability of the network can also be impacted
by signaling traffic when there is an application
server failure or outage. If an application server
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is unexpectedly out of service, all the clients of
the server lose their connections and try to
restore them. When the server is reinstated,
simultaneous reconnection tries from all the
clients occur. This phenomenon is similar, in
many ways, to a distributed denial of service
(DDoS) attack, resulting in a traffic overload in
the core network.

This article explores these signaling traffic
issues in mobile networks. We first analyze
mobile data traffic characteristics based on the
type of application and show how the traffic
characteristics of emerging mobile applications
are responsible for an increase of RRC state
change attempts. We then discuss how the fre-
quent RRC attempts impact the network traffic
load due to increased signaling messages. We
present solutions and standardization efforts to
reduce application signaling. Finally, we make
some concluding remarks.

TRAFFIC COMPOSITION IN A
WCDMA NETWORK

In this section, we analyze the traffic composi-
tion in the commercial wideband code-division
multiple access (WCDMA) network of KT Cor-
poration, one of the major MNOs in Korea. We
demonstrate that the emerging mobile applica-
tions generate a large proportion of HTTP
requests compared to their proportion of traffic
volume. We also discuss why frequent applica-
tion signaling is used in the emerging mobile
applications.

The traffic data of KT’s WCDMA network
was collected at the interface connecting the
mobile data backbone network and the Internet
(Gi interface in Third Generation Partnership
Project [3GPP] specification) in August 2011.
We used the proprietary network monitoring
system, WCDMA Network Traffic Analysis Sys-
tem (WNTAS), for collecting and analyzing
mobile data traffic. It collects traffic by mirror-
ing all the links at the Gi interface and then col-
lects traffic log data based on the source/
destination IP addresses, port numbers, and
transport layer protocols (TCP and UDP). It
further analyzes the TCP sessions having port
numbers 80 and 8080 as HTTP traffic and
records HTTP transactions for each TCP session
based on HTTP header information.

At the time of the study, the number of sub-
scribers for WCDMA service was 16 million.
The number of smartphone users was 6 million,
corresponding to 38 percent of the total sub-
scribers. The monthly traffic volume was 5175
Tbytes. The proportion of HTTP traffic was
approximately 80 percent of the total data traf-
fic. Since many smartphone applications are
web-based, HTTP traffic constitutes most of the
total data traffic. The HTTP traffic is classified
according to the type of application identified
with the URL field in the HTTP header. To
accurately classify the traffic with URL, we keep
a database of website information, which is fre-
quently updated and verified. In this article, we
classify mobile applications in five categories:
media, application download, web surfing, IM,
and “other.”

Figure 1 shows the composition of HTTP
traffic based on the application type. Media traf-
fic is generated by music and video download/
streaming services, which account for a large
fraction of the explosive increase in mobile net-
work traffic volume. The application download
category refers to the traffic used to download
applications from Apple’s Appstore, Google Play
Store (formerly Android Market), and similar
application download sites. This category
accounts for the second largest volume of traffic.
The web surfing category accounts for the traffic
used by browsers such as Apple’s Safari,
Google’s Android browser, and other web
browsers. In the IM category, only the traffic
related to the most widely used mobile messen-
ger in Korea (KakaoTalk) is included. The
remaining traffic is classified as other.

We observe that the large majority of the
traffic in mobile networks is related to media
streaming and application download services.
While the proportions of traffic volume for web
surfing and IM are small, the proportions of
associated HTTP requests for them are much
larger. This phenomenon is consistent with the
usage pattern of smartphones: users frequently
send short messages, and messenger clients con-
stantly send keep-alive messages to maintain
their connections to the application server.
While the share of IM traffic volume is only 2
percent, the share in the associated number of
HTTP requests is more than 24 percent.

Figure 1. Traffic composition based on the type of application: a) traffic vol-
ume; b) HTTP requests.
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Although the large increase in mobile data traf-
fic volume has been widely recognized, the traf-
fic load from short (but frequent) signaling
messages has lately become a major concern for
MNOs, as explained in the following section.

IMPACT OF APPLICATION SIGNALING
In this section, we briefly explain the basic keep-
alive mechanisms and review the operation of
RRC, which is responsible for assigning radio
resources between the UE and the network. We
then investigate the message sequences
exchanged between the UE and the network to
send a short keep-alive message (when in the
idle state), and the resulting signaling traffic
load in WCDMA or LTE networks. 

In many networks, including Internet access
networks, Network Address Translators (NATs)
or other forms of middle-boxes are deployed. In
a system using a NAT, a local network uses IP
addresses within a private IP address range, and
the local network is connected to the outside
Internet with a publicly routable IP address. As
the UE sends data traffic from the local net-
work, the NAT translates the local IP address to
the publicly routable address by modifying the
IP address and TCP/UDP port numbers. The
NAT needs to keep the state of the active con-
nections so that inbound packets can be routed
to the correct local addresses and applications.
The NAT uses expiration timers to remove
unneeded connection state table entries, which
are recreated whenever there is traffic. If a
“chatty” application needs to be accessed from
outside the local network, the expiration of con-
nection state during an idle period could be a
problem. In order to reset the expiration timers
in the NAT, many protocols use a keep-alive
mechanism, such as having the UE send a
dummy packet on a regular basis when there is
no traffic to send.

The RRC states of the UE for packet data
transmission are illustrated in Fig. 2. When the
UE powers on, it indicates its existence to the
network by performing attachment or registra-
tion procedure. Roughly speaking, UE can be in
either of two different operating modes:  RRC

connected and RRC idle mode. In connected
mode, the radio link is kept active, allowing the
UE to transmit or receive traffic. In idle mode,
the radio link is released to reduce power con-
sumption. Thus, prior to data transmission the
UE must first change state to the connected
mode. 

To be more specific, the UE can be in one of
four RRC states: Idle, PCH (Cell_PCH,
URA_PCH), Cell_FACH, and Cell_DCH. In
the Idle state the UE does not maintain the
RRC connection with the network, so connec-
tion must be re-established before any data
transmission. In PCH state the UE is RRC con-
nected with the network. No user data can be
sent, and the UE only checks the paging infor-
mation. In Cell_FACH state the UE is in RRC
connected mode and can communicate with the
network using the common or shared radio chan-
nels. This state is ideal when the UE transmits
or receives short data packets. In Cell_DCH
state the UE is connected to the network with a
dedicated channel or a high-speed downlink
shared channel (HS-DSCH). This state is ideal
for the exchange of large data packets; however,
a lot of signaling traffic is necessary to change
RRC state from Idle to Cell_DCH as a dedicat-
ed channel must be established prior to data
transmission.

Application signaling traffic, such as keep-
alive messages, causes frequent switching
between Idle/PCH state and Cell_FACH/
Cell_DCH state. The result is that a significant
amount of radio resource is consumed, and
there is an increased chance of packet collision
on the common channels if several UE devices
try to access the server simultaneously. To make
matters worse, this frequent switching of RRC
states generates increased control signal process-
ing loads in network entities such as the radio
network controller (RNC) and serving gateway
support node (SGSN). 

As discussed in the previous section, the traf-
fic composition in a WCDMA network resulting
from signaling traffic from real-time communica-
tion services generates a substantial portion of
the HTTP request traffic. The increase in signal-
ing traffic is incurred, in part, by the application
signaling messages such as keep-alive or ping
requests. Based on our measurement with com-
mercial devices, the most popular mobile mes-
senger in Korea (KakaoTalk) sent keep-alive
messages every 10 minutes in 2011. There is
another mobile application (Stock Radar) that
sends more than 120 keep-alive messages per
hour. The average number of RRC attempts per
smartphone user was 237 times a day in July
2011, while that of a feature phone user was only
two times a day.

In summary, pervasive dissemination of
smartphones and widespread use of real-time
communication applications contribute to the
rapid increase of RRC attempts for data calls, as
shown in Fig. 3. As opposed to iOS, in which the
Apple Push Notification service (APNs) is
mandatory for all applications, this phenomenon
is more prominent in Google Android smart-
phones in which each application may maintain
its connection individually; so each application
installed in UE may send separate keep-alive

Figure 2. RRC state diagram in UE or network.
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messages. The total volume of keep-alive mes-
sages grows rapidly in proportion as more appli-
cations are installed in the UE. 

In addition to the amount of signaling traffic,
the traffic pattern is also an important factor for
the network load. Figure 4 shows the signaling
traffic caused by a server failure. In this figure,
each curve corresponds to the number of RRC
attempts in a SGSN. The sum of all the curves is
the number of RRC attempts in KT’s WCDMA
data network (i.e., packet service [PS] RRC
attempts). If an application server is unexpected-
ly out of service or malfunctions, all the clients
of the server lose their connections and try to
restore them. When the server is reinstated,
simultaneous reconnection tries from all the
clients happen. This phenomenon is similar to a
DDoS attack, and overload in the core network
happens. (We see an example of such a surge of
PS RRC attempts between 5 a.m. and 6 a.m. in
April 2010 in Fig. 4). Several MNOs have report-
ed network failures or degraded performance
arising from application server problems [2–4].

EFFORTS ON CONTROLLING THE
APPLICATION SIGNALING TRAFFIC

Compared to fixed broadband wireline networks,
wireless networks are characterized by limited
bandwidth, higher latency, and non-permanent
communication channels. As we have seen, it
makes sense to limit or control application sig-
naling traffic to alleviate the radio resource and
processing loads in wireless networks. The
mobile environment also puts constraints on the
resources available to mobile device applica-
tions. Ideally, smartphone application developers
would consider the characteristics and con-
straints of mobile environments, but developers
are not always familiar with the details of the
mobile environment and wireless network issues.
This has led to the concept of a network-friendly
application architecture.

The signaling load in mobile networks is asso-
ciated with several operational characteristics of
the emerging mobile applications [6]. The client
of emerging applications receives data or updates
from the application server and other parties by
either client-driven polling or connection-orient-
ed push methods (e.g., persistent connections
with enabling server-initiated data delivery).
With the polling approach, the client occasional-
ly connects with its server and downloads data. If
the polling interval is too short, unnecessary traf-
fic is generated, whereas too long of a polling
interval causes delayed response time.

In the connection-oriented push method, the
server sends a push notification to inform the
client of receiving data or status updates. The
client establishes a persistent connection (e.g.,
via HTTP, a TCP-based protocol such as XMPP,
or other proprietary TCP- based protocols), and
either the client or the server regularly sends sig-
naling messages (e.g., keep-alive or ping
requests). Sending signaling messages regularly
maintains always-on connectivity and prevents
expiration of the IP session allocated to the
mobile device. Maintaining always-on connectivi-
ty facilitates fast receipt of data or updates from

the server since the call setup delay to (re-)estab-
lish the PS session is not required. However, fre-
quent transmission of signaling messages not
only occupies the radio resources but increases
the processing load in the WCDMA network.

This section describes related activities to
reduce the application signaling traffic. A Kore-
an standards organization and the Global System
for Mobile Communications Association
(GSMA) have developed some guidelines for
application development [7, 8]. In this section,
we briefly review the recommendations in these
guidelines, discuss the use of a push notification
server (or push proxy gateway) to manage con-
nections between UE and application server,
and present the effect of an MNO’s push notifi-
cation server in Korea.

APPLICATION-LAYER SOLUTIONS
We first discuss push and polling methods rec-
ommended by the Telecommunications Technol-
ogy Association (TTA), a national
standardization body in Korea. MNOs in Korea
participated in TTA to establish guidelines for
application signaling procedures in 2011 [7].

In the push method, the guideline recom-
mends adjusting the intervals of sending signal-
ing messages appropriately. To keep always-on
connectivity to the application server, the client
of an application on UE should send keep-alive
messages before the IP session of the UE
expires. The holding time of an IP session of UE
is determined by MNOs. The typical value of
session holding time is on the order of an hour.
Thus, application signaling traffic can be reduced
by adjusting the time interval of sending keep-
alive messages to the session holding time provi-
sioned by the mobile network. However,
duplicated signaling by multiple applications in a
mobile device should also be controlled appro-
priately.

To avoid network load from simultaneous
reconnect attempts from UE devices, the guide-
lines suggest regulation of the connection
restoration method. When the connections
between application clients and servers are lost,
the clients should try to reconnect to the servers

Figure 3. Relationship between the number of smartphones/feature phones and
the number of packet service RRC attempts.
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at random times. If users make reconnection
attempts manually, the guideline suggests not
making attempts too frequently.

In the polling method, an application client
occasionally connects with its server and down-
loads data. Since too short polling intervals
result in signaling traffic overload, the guideline
recommends the following polling methods.
First, the default time interval for polling should
be at least one hour. Second, to avoid simultane-
ous polling of many clients, the polling time of
each client should be different. Since the email
service is considered to require more real-time
communication in the guideline, it can use a
polling time of less than one hour. 

GSMA also provides guidelines for smart-
phone application developers [8]. It suggests key
principles to bear in mind when developing
applications for mobile devices. In addition to
the application signaling issues we have dis-
cussed, it provides detailed tips for developing
mobile applications to make them smarter. The
guideline describes seven requirements of an
ideal mobile application and provides detailed
specific tips for Android, iOS, and Windows
mobile phones.

NETWORK-LAYER SOLUTIONS
Since the push method makes a connection only
when there are data or status updates, it is more
efficient than polling in which periodic connec-
tion attempts are made regardless of data or
updates from servers. However, to keep always-
on connectivity between application clients and
servers, it is necessary to send signaling mes-
sages on a regular basis. If each application
maintains its connection independent of other
applications, the signaling messages increase in
proportion to the number of applications that
are in use in the UE devices. Application con-
nection management can be simplified by intro-
ducing a push notification server (or push proxy
gateway).

The push notification server maintains a sin-
gle connection to a UE device and notifies it
when there are data or updates to send. Since
each client application no longer has to maintain
its own session, the signaling traffic is significant-

ly reduced. Figure 5 compares these two push
methods: notification by the application server
itself (Fig. 5a) and use of a push notification
server provided by the network operator (Fig.
5b).

The architecture of push notification by an
integrated push server is shown in Fig. 5b. A
single connection is maintained between a UE
device and the push server regardless of the
number of mobile applications installed.
Apple’s Push Notification service (APNs) or
Google’s Cloud Messaging (GCM, formerly
Cloud to Device Messaging, C2DM) are exam-
ples of push servers. While Apple mandates the
use of APNs for all applications registered at
Appstore, Google does not enforce the use of
GCM. As might be expected, for a similar appli-
cation environment, Android-based smart-
phones tend to generate more signaling traffic
than iPhones.

Since C2DM had limitations on the number
of push messages to send for each application
and limitations on the supported Android OS
versions (2.2 or later), MNOs in Korea
deployed their own push servers for Android
smartphones starting in 2011. Furthermore, any
MNO can attempt to control application signal-
ing by introducing their own push server. To
demonstrate the effectiveness of an MNO-
based push server, we exemplify SK Telecom’s
smart push system [9]. SK Telecom commer-
cialized the first MNO-based push server in
May 2011. It accommodated up to 7.5 million
Android smartphones in December 2011. The
total number of Android smartphone users was
8.8 million, and the accommodation ratio was
85.2 percent.

The smart push system provided push notifi-
cation service to many popular applications in
Korea including four IM applications such as
KakaoTalk. In order to use SK Telecom’s push
notification service, the mobile applications were
modified to utilize a push user agent provided by
SK Telecom. The smart push user agent is pro-
grammed to send a keep-alive message every
hour. It is reported that the smart push system
reduced 75.7 percent of RRC attempts for the
four messaging services [9].

Figure 4. Snapshot image of the traffic monitoring system showing PS RRC attempt surge.
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FUTURE DIRECTIONS OF
PUSH NOTIFICATION SERVICE

While the introduction of push servers in MNO
helps to alleviate the signaling traffic problem,
the problem of duplicate push notification still
occurs with Android smartphones, since push
notifications can be by an application server, by
an MNO push server, or by a GCM server, and
it is necessary to maintain connections to several
or all of them. The signaling traffic increases as
multiple push notification functions are used.
Moreover, it becomes complicated to develop
smartphone applications if MNOs’ push servers
have different application programming inter-
faces (APIs). Application providers therefore
prefer to use GCM or their own servers over
MNOs’ push servers. On the other hand, MNOs
prefer to use their own push servers since this
gives them greater control over the UE, and, in
addition, they can develop value-added services
to go along with the push servers.

If MNOs mandate the use of their own push
services, application providers need to modify
their applications according to the MNO’s push
APIs. To reduce the burden of application devel-
opers, it is desirable to standardize MNOs’ (pro-
prietary) push server solutions, including APIs,
message formats, functions, and procedures of
an MNO’s push service. In 2011, KT proposed
standardization of the interfaces between appli-
cation server and push server, push server and
push client, and push client and application. The
recommendation for standardized interfaces was
approved in 2013.

Additionally, it is preferable to establish a
unified push notification service specification
independent of the mobile operating system to
simplify the application development environ-
ment. Web application-based push service is also
being considered by the World Wide Web Con-
sortium (W3C). Since web applications run on a
user’s browser, a push notification service can be
implemented regardless of the mobile operating
system.

Techniques to reduce application signaling at
the network layer are also considered by the
3GPP. The Technical Specification Group-Ser-
vice and System Aspects (TSG-SA) is defining
work items on small data and device triggering
enhancements (SDDTE) to be included in the
Release 12 specification [10]. Small data trans-
fers like signaling messages or frequent device
triggering are to be transmitted efficiently with
minimal network impact (e.g., signaling over-
head, network resources, and delay for realloca-
tion). The proposed solutions are based on the
optimized handling of control plane or RRC
connections in order to avoid user plane call
setup or alleviate non-access stratum (NAS) sig-
naling. These efforts can contribute to reduction
of signaling procedures in the core network and
radio interface, but modifications to the existing
interfaces and nodes will be required [10].

CONCLUDING REMARKS
In addition to the explosive increase in data
traffic, mobile network signaling traffic is a
major concern for network operators because

of the network investment required for pro-
cessing the increased signaling traffic.  As
mobile devices such as smartphones and tablets
are used more and more, application signaling
traffic will become increasingly important in
future mobile networks such as LTE. In this
article, we have quantitatively explored the
traffic composition according to types of
mobile applications and showed that signaling
traffic mostly arises from applications support-
ing real-time communication. One example is
the increased signaling traffic and associated
increased network load to process RRC
attempts.

To help resolve the signaling traffic issue,
application signaling should be carefully con-
trolled. In this regard, TTA in Korea has devel-
oped a recommended specification for the
application signaling mechanisms. GSMA has
also established guidelines for the development
of user- and network-friendly smartphone appli-
cations. The signaling traffic load can be signifi-
cantly remediated by introducing push servers
that manage connections between mobile devices
and application servers. In addition to the UE
operating system vendors’ push servers, MNOs
have also deployed push servers, resulting in
multiple push functions in Android smartphones
(with associated increased signaling traffic.) The
conclusion is that development of standards for
push function APIs and service specifications is
desirable. An ideal mix of mobile-operating-sys-
tem-independent application server and operator
based push function support is a work in
progress.

Figure 5. Comparison of push notification methods: a) push by application
server; b) push notification server.
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The conclusion is

that development of

standards for push

function API’s and

service specifications

is desirable. An ideal

mix of mobile 

operating system

independent applica-

tion server and oper-

ator based push

function support is a

work in process.
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