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Abstract

Internetrouting infrastructuesare vulnemble to variousattadks dueto the lack of strong authenti-
cationmedanismssoftwae vulnembilities/misconfiguation,andtherisky assumptiorof a trustworthy
and coopeative ervironment.Existingsolutionsdo not solvethe problembecausehey neithervalidate
factual correctnes®f routingupdatesnor supportincrementaldeploymentin this paper we proposea
datacorrelationapproad for validatingroutinginformation. A routingupdateis validatedfor its factual
correctnesbefore beingusedto updatea routingtable by crosschedingits consistencamongselected
nodeswhich are informedof that update Thenotion of trust or distrustis replacedby nodereputation
measued by numericalvalues. Thetradeof betweersecurityand efficiencyis madeby configuable
thresholdsand a sizedwindowwhich determinedsiowmanynodesto involvein a consistencghed. As
a first exampleof applyingthe frameavork, we develop an incrementallydeployableprotocol, namely
(S-RIP),for securingRoutingInformation Protocol (RIP). We haveimplemented-RIPin the network
simulatorNS2.We showthatwith S-RIP,a nonfaultynodecanuncoverinconsistentoutinginformation
in a networkwith manymisbehavingiodegjiventhatnotwo of themarein collusion. Additionalrouting
overheadgenemtedby S-RIPis adjustableand canbereducedo a reasonalbéevel.

1 Overview

It is well-known thattodays Internetis not secure.Both Internetapplicationsandthe underlyingrouting
infrastructuresare vulnerableto a variety of attacks. Although a majority of incidentsreportedso far are
realizedby the exploitation of softwarevulnerabilitiesin clientandsener machinesit hasbeennotedthat
alusingrouting protocolsmay be the easiestvay for launchingattackg2]. Perlman29] pointedoutthata
single misbehaing routercancompletelydisruptrouting protocolsand causedisaster This viewpoint has
beenmorerecentlyexpressedy a groupof network andsecurityexperts[7].

Therearemary factorsthatmalke todays routinginfrastructuresnsecure. Threeof themareasfollows.
First, thereareno strongsecurityservicesuilt into routing protocols.Many routing protocolsonly provide
weakauthenticatioomechanismse.g., plain-text password or system-widesharedkeys, for authenticating
peersor routingupdates As a result,it is easyfor anadwersaryto gainaccesgo therouting infrastructure
andmanipulaterouting information. It is alsoeasyfor aninsiderto impersonatethers. Second software
vulnerabilitiesandmisconfigurationgxposeroutinginfrastructureso severerisks. Third, mostroutingpro-
tocolsassumatrustworthy environment.In thecasewvherenoauthenticationmechanismareimplemented,
routingupdatesareaccepteanly with rudimentaryalidation—for example ,RIP[21], oneof themostpop-
ular distancevectorrouting protocols,only checksthataroutingupdateis from anIP addres®f aneighbor
nodeandthatthe sourceUDP port numberis 520. Whenauthenticatiormechanismsare presentyouting
updatesare verified for the correctnes®f dataorigin andintegrity only. However, after a route updateis
verifiedto be“authentic”, the routinginformationcorveyed in the updateis trustedandusedto updatethe
recipients routing table. This is risky sincedataorigin authenticatiorwhich includesdataintegrity [23],
cannotguaranteahe factualcorrectnes®f a message.A maliciousentity or a compromisedegitimate
entity cansendfalseinformationin a correctlysignedmessageThis is oneof the byzantinefailuresmen-
tionedby Perlmanalreadyin 1988[28]. A recipientcandetectunauthorizedlterationof the messagehut
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cannottell if theinformationcornveyedin themessagés factuallycorrectunlessherecipienthastheperfect
knowledgeof whatit expectsto receve. For example,a maliciousnodecanclaim a longerdistance[15]
to avoid traffic without beingdetectedunlessthe receving nodehasthe correctinformationof the network
topology In summarycryptographiaonechanismsanprevent severaltypesof attacks.e.g.,impersonation
or unauthorizedmodification,but may not be ableto prevent propagatiorof fraudulentinformationabout
network topologyor network connectiity.

This paperfocuseson validating routing adwertisementdor distancevector routing protocols. The
difficulty of validatingsuchinformationwas notedby Perliman[28]. The problemarisesdueto the fact
thatthe adwertisedinformationis the resultof distributed computation.Smith, Murphy, andGarcia-Luna-
Aceves[35] proposeto include an additionalfield, next-to-last-hop,in routing adwertisements.A loop-
free pathfinding algorithmis usedto detectrouting loops, but they do not addressprevention of longer
or shorterdistancefraud. Mittal andVigna [24] proposeto useintrusiondetectionsensordor validating
routingadwertisementdy comparinga routing updatewith a masterrouting databas¢hatis pre-computed
off-line. Onedisadwantageof this intrusion detectionbasedapproachis thatit cannotprevent fraudulent
misinformationfrom poisoningothers’routingtables althoughit maybeableto detectit.

1.1 Summary of Results

We proposea framework for validatingroutinginformationfor distancevectorrouting protocols.First, we
proposeto useconsistencyas an approximationof correctness Giventhe difficulty of validating routing
information of a distancevector routing protocol, we proposeto correlatean adwertisedroute amonga
groupof nodesthatareinformedof thatroute. The confidencean the correctnessf therouteis increased
if it is consistentin the corroboratinggroup. The more nodesthat agree,the higherthe confidence.By
this approachye hopethatnodessurroundinga questionablenodewill uncover inconsisteng andprevent
furtherspreadingf misinformation.

Secondwe proposeto validate an adwertisedroutefor correctnesbeforeusingit to updatea routing
table. Thevalidationprotocolcouldbeimplementedisawrapperof routingtableupdatefunctions.Whena
routingtableneeddo be updatedihevalidationprotocolis triggered.In contrasto theabove intrusionde-
tectionapproachpur approactcanpreventfraudulentroutinginformationfrom propagatingandpoisoning
routingtables.

Third, the notion of eithertrustingor distrustinga nodeis replacedby nodereputationmeasuredy
a numericvalue. Fully trustingor distrustingary individual node may introducethe vulnerability that a
maliciousnodecancall into questionthe legitimagy of othernodes. It is questionablef any nodeshould
desere thefull trustof ary othernodegiventhateithertheownerof anodemaybemaliciousor alegitimate
nodecould be compromised.We employ numericvaluesfor measuringnodereputationsto provide the
flexibility for relaxingthis notion.

Fourth,we usea sizedwindowfor balancingsecurityandefficieng. A nodemay getmaximumconfi-
dencen the correctnessf a particularadwertisedrouteif every informednodewith respecto thatrouteis
involved in the consisteng checkandthey agree.However, this incurshigh verificationoverheadn terms
of the numberof verificationmessagesequired. As is oftenthe case mechanismareneededo obtaina
tradeof betweersecurityandeficiency In our approachawindow size,or the numberof nodesinvolved
in a consisteng check,is determinedy nodereputationsandconfigurablehresholds.

As a first example,we apply our reputation-baseualidation framewvork to securingRIP. We call our
protocolSecure-RIKS-RIB. Therestof the paperis organizedasfollows. Thereputation-basedalidation
framework is presentedn Section2. S-RIPis presentedand analyzedin Section3. Section4 presents
simulationresults.Sectionb reviews relatedwork for securingrouting protocols with emphasi®n securing
distancevectorrouting protocols.Furtherdiscussiongndfuturework aregivenin Section6.



2 Reputation-basedValidation Framework
2.1 ConsistencyCheck

To validatethe correctnes®f routing information,ideally therewould be a masternode(cf. [24] above),
with perfectknowledgeof a network. Suchknowledgecouldthenbedistributedto othernodesperiodically
or ondemand.To validatea routing adwertisementrom an adwertisingnode,a recipientnodewould only
needto checkits consisteng with the true network topology from the masternode. Unfortunately there
is no suchmasternodein todays Internetarchitecture. Otherwise,therewould be no needfor dynamic
protocolsfor updatingrouting tables. Sinceit appearsampossibleto validatethe factual correctnesof
routinginformationwithout a mastemode,we proposeusingconsisteng to approximatecorrectnessThis
approachs motivatedby the factthat network topologyinformationconveyed by a routing advertisement
may alreadybe known to a subsebf nodesn the network (namelyinformednodesof thatparticularroute).
By cross-checkinghe consisteng of a routing adwertisementwith thoseinformednodes,a recipientcan
increasets confidencen thecorrectnessf thatinformation. By thisapproachye hopethatdirectneighbors
of aquestionablanodewill uncorerinconsisteng andpreventfurtherspreadingdf misinformation.

Usinginconsisteng to detectmisinformationin routingprotocolsis comparabldo theapproachof data
correlationfor detectingnodecapturein a distributed sensometwork [42]. For example,a sensordropped
in desertfor measuringemperaturanay be compromised.An attacler can manipulatethe outputof the
capturedsensorwith or without decodingits cryptographicinformation (e.g., by cooling it with water).
To detectsuchcapturedsensorwe needto correlatethe outputreportedby sensorggeographicallyocated
nearbyeachother If the outputof a sensoris significantly differentfrom others,it mayindicatethat the
sensoris in a questionablestate. We obsenre that routing information correlationappearso allow for
discovery of maliciousroutingupdateghatcannotbe detectey messagauthentication.

2.2 Reputation Definitions

Sincefully trustingor distrustinga nodehasshortcominggasmentionedearlier),we proposea methodfor
computingavaluewhichis assignedndusedasa measuref reputationof anindividual node.Every node
will keepavalueasa measuref thereputationof every othernodein anetwork (e.g.,a RIP domain).

Definition 1 (Node Reputation). Node:’s rating of nodej;’s reputationat timet,,, denotedoy r;(J, t,,,) IS
a measue of the historical correctnes®f routinginformationprovidedby j to 4, definedas

tm

ri(G tm)t =Y (i, t) - w(t) (1)

t=1

wherec;(j,t) is a value assignedy i, associatedvith j, basedon the resultof i’s determinationof the
correctnes®f j's informationat time slot ¢, andw(t) is a system-wideime weightingfactor r;(j, t,,) is
computedbasedon thefollowing two factors:

1) Historical Behaviour Supposehe time unit is the intenal betweentwo consecutie consisteng
checksNodej’shistoricalbehaiour in theviewpointof : canberepresentetly avector(c;(j, 1), ¢; (4,2), - - - , ¢i (4, tm)].
Many possibilitiesexist for ¢; (j, t); onewe proposefor its simplicity is:

0 if j providesincorrectinformationattime¢
¢i(7,t) = ¢ 0.25 if j providesconflictinginformationattime ¢ 2
0.5 if j providesconsisteninformationattime¢

2) TimeWeightingFactor. Thetime weightingfactorw(t) allows a differentialweightingfor different
time periods.As onesimpleexample,Equation3 givesa higherweightto a morerecentconsisteng check,

"Whenthe parametet,,, is omittedfrom r;(j, t..), 7:(j) refersto s’sratingof 5’s reputationatthe mostrecenttime, ¢, .



motivated by the belief that a nodes mostrecentbehaiour can predictits nearfuture behaiour with a
higherprobability:

1<t<tn, 3)

Onepropertyof Equation3 is thatit allows oneto computea morerecentreputationfrom the previousone,
which reducesoth computationabverheadandthe memoryrequirementFor example,r;(j,¢ + 1) canbe
computedrom r;(j,t) by Equationd4. Onepropertyof Equationd is thatif r;(j,t) # 1, r;(j,t + 1) will be
alwayslessthanl. Thus,if nodei doesnotassignaninitial valueof 1 or higheras;’s reputationy;(j) will
alwaysbein therange0, 1).
. ri(J,1 .
rt+ 1) = "0 o @
One nodes reputationcan be viewed as an estimationof the confidencethat this nodewill provide

correctinformationin the nearfuture. The higherr;(j) is, the greaterconfidence; hasin information
providedby j.

Definition 2 (Accumulated Confidencd. Letr,(vi),7z(v2),...,rz(v,) bez’s rating of the reputation
of nodeswvy, v, ..., v,, respectively In the casethat routing information from nodeswy, vo, ..., vy, IS
consistentnodez’s confidencen that information, denotedby r,(v[1..n)), is definedas follows, whee
v[l..n] denotes, va, . .., vy!
rz(v1) ifn=1
rz(v[l.n]) = ro(v1) + (1 = 1g(v1)) - 7o (v2) ifn =2 (5)
ro(v]ln — 1)) + (1 (0]l — 1])) rp(on) B> 2

The rational behind Equation5 is that one’s confidencein the correctnes®f an adwertisedroute is
increasedvhenthenumberof nodesconfirmingtherouteis increasedTheamountby whichtheconfidence
will be increaseddependson the confidenceroom left over and the reputationof the confirming node.
Equation5 hasthe following properties:1) If the reputationof a confirmingnodeis 0, it will notraisethe
accumulateatonfidence- in otherwords,informationfrom a distrustechodewill be disregarded;2) If the
reputatiorof aconfirmingnodeis 1, it will raisetheaccumulatedonfidenceo 1; 3) Theorderof confirming
nodesmakesno difference.

Although developedindependentlybasedon our intuition, it turns out that Equation5 is consistent
with DempstetShafertheory (DST) of evidencereasoning8, 33] if we assumehatin our case for all ¢
(1 <1 < m), v; acquiredts informationfrom anindependensource.The advantageof Equation5 is that
it is intuitive andcomputationallyefficient. Although DempstetShafertheoryis moregenerale.g.,it can
handleconflictinginformation,it is computationallylessinefficient sinceit involvessetoperations.

2.3 Validation Rules

Sincethe notion of trust or distrusthasbeenreplacedby nodereputation,we proposea set of rulesfor
determininghow to procesouting adwertisementdasedon nodereputation. Two thresholdq6;, 8;) are
usedto divide the reputationdomaininto threelevels, namelylow, medium,andhigh (Figure2.3). Each
reputationlevel hasits own rulesfor processingoutingupdatemessages.

Rule 1 (Low Reputation). If nodej’s reputationratedby i is in thelow range (0 < r;(j) < 61), nodes
will ignore a routingadvertisementrom 5 withoutcross-fiedking its consistencyvith othernode(s).



Accordingto Rule 1, a nodewith a low reputationis untrusted This rule can effectively mitigate
potentialdenial of serviceattackslaunchedby a maliciousnodewhich may try to engageanothernode
into a long period of validationby adwertisinga large amountof uselessouting information. We propose
to timeouta nodes low reputationandreassignt a mediumreputationvalueto allow a nodeto raiseits
reputationaftera specifiedtime period P; .

0 1 0 1
low medium high high
6, 6, 6, =6,
(a) Partially TrustedNetwork (b) Fully TrustedNetwork

Figurel: Moving 6, andd, closeto eachotherincreasesrustdegreeanddecreasesetwork overhead The extreme
casewheref, = 6, = 0, emulatesa network in which all routing informationis assumedo be fully trustworthy,
whichis in facttheassumptior{at somerisk) madefor today’s Internet.

Rule 2 (Medium Reputation). If nodej’s reputationratedby is in themediumrange (61 < r;(j) < 6-),
nodes: will crossched the consistencyf a routingadvertisemenfrom j with othernode(s).

A nodewith amediumreputationcanbesaidto beon probation If every nodeinitially ratesevery other
nodea mediumreputation,Rule 2 allows a good nodeto raiseits reputationquickly into the high range.
The reputationof a misbeha&ing nodewill quickly decreasento the low range. Therefore the validation
overheads loweredif the network remainsstable.

Rule 3 (High Reputation). If nodej’s reputationratedby nodei is in the highrange (02 < r;(j) < 1),
node; will accepta routingadvertisemenfrom j withoutcrosscheding its consistencyvith othernode(s).

By Rule 3, we cansaythata nodewith a high reputationis trusted Onedisadwantages thatfraudulent
informationfrom a trustednode may be propagatedinceit will not be validated. To minimize the risk,
we proposthata nodemaintaina high reputationfor only specifiedperiodof time (7). After thatperiod,
its reputationis re-initializedwith a valuein the mediumrange. The risk window of acceptingmalicious
informationfrom a compromisedr failedtrustednodecanbe reducedby decreasing®. Anotherway to
minimizethisrisk is to increase),. Thehigher6s is, thelongeranodewill take to raiseits reputationinto
the high level. In the extremecase §, canbe setto 1 sothatno nodewill be trustedduringthe courseof
operationunlessits initial reputationis setto 1.

We canemulateatrustworthy ervironmentby settingboth8, andé, to O (Figurel.b),whereeverynode
is trustedby every othernodeandno routingadwertisementsvill bevalidated.Validationoverheaccanalso
bereducedy adjustingthereputationthresholdgFigurel.a).

2.4 SizedWindows

Sincetheremay be multiple informednodesof anadertisedroute,a mechanisnis requiredto decidehow
mary nodesto involve in a consisteng check. The morenodesconsultedwhich agreewith the the adver
tisedroute), the higherthe confidenceacquiredin the correctnes®f thatroute; but the network overhead
will alsobe higher We usea sizedwindowasa mechanisnfor balancingthe trade-of betweensecurity
andefficiengy. The sizeof the window is the numberof the nodesconsultedn a consisteng check. The
window size startsfrom 1. In otherwords,thereis only onenodein the window beforethe consisteng
checkof an adwertisedroute,which is the adwertiserof thatroute. The window sizegrows by one,or an
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additionalnodeis consulted|f the computedconfidenceusing Equation5 in the correctnessf thatroute
is lessthan®,. Thewindow size keepsgrowing for the adwertisedroute until 1) aninconsisteng occurs,
i.e.,anodereportsconflictinginformation;or 2) all thenodesin thewindow agreeupontheroute,and2.1)
the computedconfidencds greaterthan®s; or 2.2) all informednodeshave beeninvolved. In casel), the
routefails the consisteng checkandis dropped.In case?), theroutesucceedshe consisteng checkandis
accepted.

3 Secur Routing Information Protocol (S-RIB
3.1 Assumptionsand Notation

Cryptagraphic Assumptions We assume(Al) every router sharesa secretkey with every other router
in a RIP domain. Pair-wise sharedsecretkeys can prevent routerimpersonation. This assumptioris an
extensionto the securityrequiremenbf RIP, wherea secretkey is requiredfor eachnetwork link if MD5
authentications applied[1]. We assumedditionally(A2) every routershareswith every otherrouterin a
RIP domaina secretkey for eachof the subnetdirectly attachedo thatrouter This assumptions madeas
a countermeasurt® subnetimpersonation.Router: claiming a zerodistanceto a subnet(e.g.,N1) hasto
demonstratéo arecipient(y) theknowledgeof the sharedsecretkey betweery and NV, .

In RIP (we meansRIPv2in the remainderof the paper),a destinationcould be a subnetor a host. For
conveniencepurposeswe usetheidentification(e.g. addresspf arouterto represenall the subnet®r hosts
directly attachedo thatrouter Suchanabstractioris widely usedin studiesof routing protocols[28, 21].
With this abstractionpur cryptographiassumption®ecomepairwise sharedsecretkeys.

NetworkAssumptionsWe assumgA3) eachnetwork link is bidirectional,andhasanequalcostfor each
direction. We alsoassumdA4) thatevery nodeincludestheimmediatenext hopin anadertisedroute. In
RIP, the next hopfield in a routing adwertisemenis usedfor route optimizationbut is not mandated.If it
is setto 0, the originatorof the adwertisemenwill be usedasthe next hop by a recipient. If it is setto an
IP addresghatis directly reachabldoy therecipient(i.e., on asubnetirectly attachedo therecipient),this
addressjnsteadof the originator is usedasthe next hop by the recipient. We requirethat a nodealways
includesthe next hop when adwertising a route. This allows a recipientto find informed nodesof, and
performconsisteng checkfor, thatrouteby recursvely requestingouting informationfrom next hops. It
alsoallows arecipientto make thedecisiorwhethertheadwertisednext hopor theadwertiserwill bethenext
hopfor thatroutefrom its viewpoint. It appearghatin RIP sucha decisionis primarily madeby a sender
sincethesendehastheflexibility to setanext hopeitherto 0 or to anlP addressWe believe thatarecipient
is in a betterpositionto make sucha decisionsinceit caneasilycheckif the P addres®f thereceved next
hop s directly reachable.A sendemay not have suchinformation. Besidesroute optimization,the next
hop allows a routerto constructa completepathto a destination.This is usefulfor diagnosisanddetection
of misconfigurationg.g.,routingloopsor maliciouspaclet dropping[27].

Notation. For an adwertisedroute [dest, dist, nh], we usewvy, v1, andv, to representherecipient,the
adwertiser andtheultimatedestinatiomespectiely. To bemorespecificwe usedist (v1, v, ) andnh (v, vy,)
to representhedistanceandthe next hoprespectiely from v, to v, for this particularroute.

3.2 S-RIP

Whenrouterv, recevesfrom v; anad\ertisedroute(v,,, dist(vy, vy,), nh(vi, vy,)], vo validatestherouteas
requiredby RIP [1]. If the routepasseshevalidation,andwill be usedto updatev,’s routingtable,S-RIP
is triggeredto performadditionalvalidations.S-RIPwill NOT betriggeredif the adwertisedroutedoesnot
indicatea route changeor a topology change. Although the timer associatedvith this route will be re-
initialized, thereis no needto re-validatethe routesincesucha validationshouldhave beendonewhenthe



routewasfirstinstalledin vy’sroutingtable. Highlightsof S-RIPonvalidating|v,,, dist(v1, vy, ), nh(v1, v,)]
aregivenimmediatelybelon. More detailsarepresentedn the remaindeof this section.

1. Istheadwertisedrouteself-consistent™ not, droptheroute.

2. If dist(v1,vy,) = 0, vy performsentity authenticatiorwith v; onw,. If v; successfullyjdemonstrates
the knowledgeof the secretkey, &, .,,, Sharedoy vo andw,, vy acceptghe route. Otherwise drops
it.

3. If 1 < dist(vi,vy) < 15, vy performsconsisteng checkson [v,,, dist(vi,vy,), nh(vi,vy,)]. If the
consisteng checksucceedsyy acceptgheroute. Otherwisedropsit.

4. If dist(v1,vy,) < 16, vy acceptdheroutewithout validatingit.

Self-consistenc€hed. vy checksif the informationcontainedn [v,,, dist(v1, vy,), nh(v1,vy,)] is self-
consistent. 1) If v, is not a legitimate entity, the route is dropped. v,, is legitimate only if vy sharesa
secretkey with v,,. 2) If dist(v1,v,) = 0, nh(vi,v,) shouldbew; itself sincethe adwertisedrouteis for
vy or a subnetdirectly attachedo v;. 3) If 1 < dist(v1,v,) < 15, the next hop mustnot be vy or v;.
v1 shouldnot adwertisea valid route backto vy from which it learnsthat route. Otherwise,the problem
of countingto infinity occurs. Although RIP recognizeghis problemand proposessplit horizon (or with
poisonedreverse)for solvingit, a misbeh&ing nodemay not follow the rule andintentionally createthe
problem.By validatingthe next hop,arecipientcanalwaysavoid the problem.

Entity Authentication.If dist(v1,v,) = 0, v; adwertisesto vy aroutefor itself or for a subnetwhichis
directly attachedo v1, vy will askv; to demonstrat¢he knowledgeof the secretkey, &, »,,, Sharedoy vy
andwv,,. Themessageexchangedy vy andv; areillustratedin Tablel1, wherer, is arandomnumbeyand
h() is a one-way hashfunction,e.g.,MD5 [32]. If v; succeedd the entity authenticationy, acceptshe
adwertisedroute. Otherwisediscardst.

vy — V9 [V, %, %]
[v1, *, *]
vy — U1 To vo ¢ V2 | [vn, dist(va, vy), nh(va, vy)]
vo < v1 | h(ro, v, kvy,vm) [v1, dist(ve, v1), nh(ve,v1)]
Tablel: Entity Authentication Table2: RoutingRequesandResponse

ConsistencChed. If 1 < dist(v1,vy) < 16, v1 adwertisesto vy areachableoutefor v,,. v will check
the consisteng of the adwertisedroute with nh(vy, vy,), let's saywvs. vy will requestirom vy the routing
informationfrom v, to v, andfrom v, to v;. The messagdlows aregivenin Table 2, where* denotes
informationfields to be provided. The adwertisedroute from v for v, is treatedas consistentwith vy’s
routinginformationif dist(v1,v,) = dist(va, vn) + dist(ve,v1). Otherwiseinconsistent.

If v1 is consistentvith ve, vy Will useEquation5 to computeanaccumulatedonfidencer,, (v1, vz2). If
v (V1,v2) > 02, v acceptsheadvertisedrouteascorrect.Otherwisepy will consultwith additionalnodes
basedon the next hopinformation. Beforevy sendsarouterequesto nodew;, it checksif a network loop
hasbeenformed. A network loopis formedif thenode(v;) to beconsultechasbeenconsulteefore.ln the
casethataloopis detectedy, dropsthe adwertisedroute. Otherwise the consisteng checkcontinuesuntil
oneof the following threeconditionsholds: 1) r,, (v[1..k]) > 6.. In this case the ad\ertisedroute from
vy is treatedascorrectby vg. 2) 7y, (v[1..k — 1]) < 6o, andvy, disagreewith vy_1, i.e., dist(vg_1,v,) #
dist(vk,vn) + dist(vg,vk—1) In this case,v, treatsthe adwertisedroute asinconsistent.3) v,, hasbeen
consulted.If v, disagreesvith v,,_1, the adwertisedroutefrom v, is treatedasinconsistentOtherwiseyg



will askwv, to demonstratéhe knowledgeof the secretkey k,, ., . If v, succeedshe entity authentication,
theadwertisedrouteis treatedascorrectnomatterwhatthevalueof r,, (v[1..n]) is. Otherwisethead\ertised
routeis droppedandu,, is treatedasproviding cryptographicallyincorrectinformation.

It is possiblethatvy maynothave arouteto v; in its routingtablewhenit needgo sendroutingrequests
to v;. For example,the route beingvalidatedby v is for v; itself (i.e., v, = v;). It is alsopossiblethat
v; may not have arouteto vy whenit needso sendbackroutingresponsesTherefore we requirethatuv
shouldsendthe routing requestdirectly to »; with v; asthe ultimate destination.v; shouldhave a route
for v; sinceit adwertisessucharouteto vg. In addition,vy shouldenablethe flag of routing recordin the
IP headerof the routing requesimessage As a result, all the intermediateroutersforwarding the routing
requesimessageavill recordtheiraddresse the paclet. v; will reversetherecordedoute,andusesource
routingfor sendingbacktheroutingresponseo vy.

Infinity Route If dist(vi,v,) = 16, v; adwertisesto vy aninfinite routefor v,. vy doesnot validate
aninfinite or unreachableoutesinceit is trivial for v; to make a valid routeunreachabléf it misbehaes,
e.g.,by disablinga network interfaceor droppingpaclets. The consequencef suchpossiblemisbehaiour
is thatvy will droptherouteandwill notforward pacletsto v, throughw;. If thereis only oneroutein
the network from vg to v, andit goesthroughwy, vg will not beableto communicatewith v,,. It seemdo
be hardto force a misbehaing nodeforward pacletsfor othersif it is determinechotto do so. Therefore,
we hopea network is designedwith redundang to accommodate single point of failure. In that case,
hopefullywvy couldfind analternatie routeto v,,, bypassinghe misbehaing nodev, .

3.3 ThreatAnalysis

A nodemaymisbehae in sereralways: 1) adwertisingfalseroutinginformation;2) providing falserouting
informationspecificallyduring a consisteng check;3) droppinga validationrequest/replymessager not
respondindo avalidationrequest4) manipulatinga validationrequest/replynessageriginatedfrom other
nodes.

1) Advertisingfalseroutinginformation Givenaroute[v,,, dist(v1,vy,), nh(vi,v,)] adwertisedoy node
v1 t0 vy, v1 Mayprovide falseinformationaboutw,,, dist, nh, or ary combination.

1.1)DestinationFraud v; mayadwertisearoutefor anoneistentor unauthorizediestinations,,. Under
our proposal suchmisbehaiour canbe easilydetectedsincevy doesnot sharea secretkey with vy, if it is
notalegitimateentity in the network.

1.2) DistanceFraud v; mayadwertisea fraudulentdistanceto a destinationw,,, €.g.,longeror shorter
thanthe actualdistance.If the adwertiseddistance dist(vy,v,), is 0, but v, is actuallyone or morehops
away from v,,, in our proposalwy candetectthis fraud by entity authenticatiorsincev; doesnot have the
knowledgeof the secretkey sharedby vy andw,,. Othershorteror longerdistancefraud canbe detected
by crosscheckingconsisteng with thosenodeswhich propagatedhe routein question. Therearethree
scenariosn which a consisteng in the corroboratinggroupmay not representorrectnessa) the nodesin
the corroboratinggrouparesimultaneouslynisledby oneor moremisbehaing nodes;b) the nodesin the
corroboratinggrouparecolluding; c) a subsebf the corroboratinggrouparecolludingandmisleadtherest
of the nodes.Our ideais thatby increasingthe size of the corroboratinggroup, it is increasinglyunlikely
thatthesescenariowvill notbedetected.

1.3) Next Hop Fraud Nodew; may provide a fraudulentnext hop to supportits claim of a longeror
shorterdistance.First, v; may usefictional nodesasnext hops. 1 theninterceptsfrom v, the subsequent
validationrequests$o thesenodesandsendbackfalseresponsesnbehalfof them.In our schemeafictional
nodecanbe detectedsincevy doesnot sharea prior secretwith it. Secondy; mayusearemotenode(i.e.,
anodenotdirectly connectedo v;) asthe next hop. For example,suppose; is 5 hopsaway from v,,. If v;
learnsthatwv,, is onehopaway from v, it mayclaim to be two hopsaway from v,, anduseuw,,, asthe next
hop. Unlessw,, is willing to provide falseinformation(e.qg.,dist(v,,,v1) = 1) to coverv;’s misbehaiour,



vg Will be ableto detectthis fraud. In the casethatwv,, is willing to colludewith v, we treatit asthe case
thatv, establisheavirtual link (e.g., TCP connectionwith v,,, andforwardspacletsover the virtual link
to eachother This misbehaiour is similarto thewormholeattack(cf. Hu etal. in [18]).

2) Providing falserouting informationin a consisteng check. The fraud could be on distanceor next
hop. Whenthefalseinformationcausanconsisteny the consequenceare: 2.1) correctrouting adwertise-
mentsmaybedisragardedby well-behaednodes Wethink it is notto theadwantageof amisbehaing node
to misleadanothemodeby this type of misbehaiour sinceit maybe bestto avoid a“valid” routethrougha
misbehaing nodein ary case By droppinga routeinvolving a misbeha&ing node,thevalidationnodemay
take analternatve goodroute,albeit possiblysuboptimal.2.2) the reputationof a well-behaed nodemay
bedecreasedsaresultof falseinformationarisingfrom amisbeha&ing node.In theworstcasejf nodev,y’s
rating of nodew;’s reputationis decreasedo the low range,vy will disregardwv;’s routing adwertisements
for a certainperiodof time. Sinceconsisteng checkoccuronly on routechangesa misbehaing node,v,,,
may only damagethe reputationof v;’s reputationwhenthereis a route changewhich involves both v,,
andwv; in aconsisteng check.v,,’s own reputationmay alsobe decreasedf it providesfalseinformation.
Therefore v, is unableto damageanothemodes reputationat its will. On the otherhand,v; hasother
chancedo increasdts reputationwhenit adwertisesgoodroutes(without going throughw,,) to vg. Sothe
effect of the type of misbehaiour dependson the network topology andthe location of the misbehaing
nodes.If oneor moremisbeh&ing nodesarelocatedon the links which canform a network-cut, they may
be ableto completelyseparateéhe network throughcollusion. It would appeamo approachesesilientto
suchmisbehaiour.

3) Droppinga validationrequest/eply messge or not respondingo a validationrequest This misbe-
haviour candisrupta validationprocess As aresult,the routebeingvalidatedwill be dropped.We do not
considerthis asa majordravbacksincedroppinga routewith misbeh&ing nodesenrouteallows analter
native routeto bediscorered.An adwersarymaylaunchthis type of attackwhenit is notwilling to forward
pacletsfor othernodes. As discussedefore,a misbehaing nodecanavoid traffic by mary otherways,
e.g.,droppingpacletsbasedn sourceor destinatioraddressesr simply disablinga network interface.We
rely uponnetwork redundang andothermechanism§27] to counterthis type of misbehaiour.

4) Manipulatinga validation request/esponsanessge originatedfrom othernodes.If all routersare
deployedwith SRIPanduseMD5 for messagauthenticationyalidationrequest/respongaessagesannot
bemanipulatecenroute. However, communicatiorbetweera securedouteranda remotenonsecureouter
is not authenticated.The consequenceare: 4.1) A routing responsesentback by a remotenon-secured
routercanbe modified by anadwersaryenroute. The adwersarymay modify the routing responseén such
a way thatit would confirmthe consisteng of a falseadwertisedroute; 4.2) An adwersarymay intercept
routing requestssentto a non-securedouter and producefalseresponsesn behae of thatrouter This
vulnerability canbe addressedy IP layersecurity For example,if IPSecis available,anadwersarywould
not be ableto manipulateor interceptrouting request®r responsebetweenwo remotenodes.It canalso
be mitigatedif we assumdhatan adwersarydoesnot have the capabilityto launchattacksin paclet level.
It is easyfor an adwersaryto manipulatea routing tableto make a routerto broadcastraudulentrouting
information. It may not be that easyto manipulatepaclets transmittedthrougha routerif the adwersary
doesnot have sufficient control over that router e.g., modify and compile sourcecodes,install malicious
software,etc.

Onecharacteristiof S-RIPis thatit doesnot guaranteghata validatedrouteis optimal. In fact, S-RIP
proposedn this paperonly validaterouteconsistenyg, withoutconsideringhecost.S-RIPalwaysacceptsa
consistentouteanddisregardsaninconsistenbneregardles®f its cost. Therefore pptimalrouteinvolving
a misbehaing nodemay not be used. We considerthis asa good tradeof betweenrouting securityand
efficiengy.



3.4 Efficiency Analysis

Supposehereare n routersand m subnetsin a network. The averagelength of a routeis [ 4+ 1 hops.
For maximumsecurity every routerwould validateevery routewith all otherrouterson thatroute. For a
singleroutewith alengthof [ 4+ 1 hops,the numberof messagesequiredfor a consisteng check,including
requestandresponsess 2 - [. Eachmessagevill travel anumberof hops.Thefirst requesimessagés sent
to thenodein two hops,andwill travel 2 hops.Thelastrequestmessagés sentto thenodein [+ 1 hops,and
will travel I 4+ 1 hops.A responsenessagavill travel the samenumberof hopsasthecorrespondingequest
messagassuminghey travel atthe oppositedirectionof a sameroute. Therefore thetotal numberof hops
(messag&ransmissiongyaveledby bothrequestindresponsenessagess 2-[2+3+- - -+ (I+1)] = (1+1)-1.
Assumeevery routerkeepsa routefor every subnetin the network. Eachrouterwould need(1 +1) - 1 - m
messagdransmissiondor validating every route. Over the whole network, the total numberof message
transmission#n themostsecurecaseis (1 +1) -1 - m - n.

Supposeave useRIP messagéor routerequestandresponseEachrouterequesiwould needtwo route
entries onefor theroutinginformationfrom therecipientto theultimatedestinationandonefor therouting
informationfrom the recipientto its predecessanodeon thatroute. The RIP messagédeaderis (24 bytes
including authenticatiordata),andeachrouteentryis 20 bytes. Thus,onerouterequesior responses 64
bytes.Plusthe UDP headel(8 bytes)andIP headel(20 bytes),a paclet carryarouterequesbr responsés
92 bytes.Thetotal overheadf routingvalidation,in additionto the overheadbf regularroutingupdatesin
themostsecurecases 92 - (1 +1) - 1 - m - n bytes.

Severalrouterequest®r responsemaybetransmittedn asinglemessagef-or exampleif v; adwertises
to vy 3 routeswith asamenext hopws. vy cansendasinglemessageavith 4 routeentriesto v, onefor each
of threeadwertiseddestinationsandonefor v;. The sizeof the paclet carryingthis messagés 132 bytes,
considerablyessthan276 bytes thetotal sizeof threestandargacletswith 92 byteslengtheach.

After a network becomesstable,S-RIPmight only be triggeredby a topology change suchasa link
failure. After monitoringa productionnetwork with 61 routersand142 subnetdor 3 months,we obsered
95 link failures,which is aboutonefailure perday Basedon this, we suspectouting overheadgenerated
by S-RIPwould belight.

3.5 IncrementalDeployment

A practicalchallengeof securingrouting protocolsis how to make the securedversioninteroperatie with
the existing infrastructure .Despitetheir technicalmerits,mary proposednechanism$or securingrouting
protocolsare not widely deplo/ed due to the fact that they require significantmodificationsto existing
implementation@nd/ordo not provide backward interoperability Sinceit is unrealisticto expectthatan
existing routinginfrastructurecanbereplacedoy a securedrersionin a very shortperiodof time, ideally a
securedrersionshouldbe compatiblewith the nonsecurgrotocols.lt is alsodesirablethat securitycanbe
increase@rogressiely asmoreroutersaredeplg/edwith the securegrotocol.

To this end, S-RIPsupportsincrementaldeployment. We proposethat messagesxchangedn S-RIP
conformto the messagdéormatdefinedin RIP. S-RIPcanbe implementedasa compatibleupgradeto the
existing RIP, anda S-RIProuterperformsthefunctionsthe sameway asa RIP router Therefore deplo/ing
S-RIPon arouteronly requiresa down time for the periodof installationandrebootingof RIP processes.
requestirom a nondirectneighbor(remotenode),a S-RIProutercansuccessfullyget information (albeit
not authenticatedjrom a non-securedouter for a consisteng check. In otherwords, a RIP routercan
participaten aconsisteng check but notinitiate a consisteng check.Thus,evenbeforeS-RIPis deplged
on all routers,the routing table of a S-RIProuteris partially protectedasit is built from validatedrouting
updatesThemoreroutersdeplo/edwith S-RIP, themorereliabletheroutingtablesin thenetwork become.
Thereforewe cansaythatsecuritycanbeincreasedncrementally

Although S-RIPcaninteroperatevith RIP andsupportancrementadeployment, its securityis limited
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during the processf deployment. Onevulnerability is thata RIP routerdoesnot participatein an entity
authenticationS-RIPrequiresarouterto demonstratéheknowledgeof asecrekey for itself or for adirectly
attachedsubnetwhenit claimsa zerodistancefor thatdestination(seeTablel). SinceRIP doeshave such
functionality built in, an S-RIProuterwill not be ableto validatea routewith a zerodistanceclaimedby a
RIP router To interoperatevith a RIP router an S-RIProutermustacceptzerodistanceroutesadvertised
by a RIP router Therefore,a compromisedRIP router can successfullyclaim to be directly attachedo
non-&isting subnetsor impersonatesubnetsattachedo otherRIP routers. Anothervulnerability is thata
routingrequest/responseentto/from aremoteRIP routeris unauthenticatedRIP with MD5 extension[1]
only providesmessagauthenticatiorior routingadwertisementdetweertwo directly connectedeighbors
sinceasecrekey is configuredpernetwork link. Thereforeyoutingrequests/responsbstweertwo remote
nodesarenotauthenticatedThe consequencesndcountermeasuremediscussedn §3.3.

4 Simulation

We studyhow securityandefficiengy of S-RIPareaffectedby differentsettingsof thetwo thresholdg§2.3).
We implementedS-RIPin the network simulatorNS2[10] asan extensionto the distancevectorrouting
protocol provided by NS2. The entry point of S-RIPis in the procedurecompute-outeg} in the Tcl DV
class.S-RIPis triggeredif anadwertisedrouteis usedto updatea recipients routingtable.

4.1 Simulation Environment

NetworkTopolagy. we simulateda network with 50 routersand82 network links. The network topology
is basedon a real network with 5 geographidocations,eachlocation hastwo core routers. Eachcore
routerin onelocationis connectedo oneof the coreroutersin every otherlocation. Fraud we simulated
misbehaing nodeswhich commit either or both shorterandlonger distancefraud (§3.3). We randomly
selected, 10,15,20,and25 nodesdo commitfraudin eachrun of thesimulation.Notethat25 misbehaing

nodesrepresenb0% of thetotal nodes.Eachmisbehaing nodeperiodically(every 2.5 secondsyandomly
selectsa route from its routing table and makesits distanceshorteror longer SimulationScenarios we
simulateds scenariogTable3) by adjustingthethreshold$; andf,. Eachsimulationruns180secondsA

nodereputationabove 6, or belown 8; timesout after2 seconds.

4.2 Metrics

RiskWindow of Acceptinga Malicious Route We countedthe total numberof times(n) adwertisedroutes
areacceptedor which consisteng checkis not performeddueto thefactthatthe advertisershave areputa-
tion higherthan- (i.e.,they aretrusted).We alsocountedthe total numberof times(ny) advertisedroutes
arechecledfor their consisteng n17-L|—1n2 represents probabilitythata maliciousroutemaybe acceptedIt
is usedto measureherisk thataroutingtablemaybe poisonedby maliciousupdates.
S-RIPOverhead.To determinehow muchnetwork overheads generatedy S-RIE we comparedhe
S-RIPoverheado thetotal routingoverheadwhichis calculatedasthe sumof S-RIPoverheadandregular
routing updateoverheadn RIP. Sincethe distancevectorrouting protocolprovided by NS2is not a strict
implementatiorof RIP RFCs,we could not obtainnetwork overheaddirectly from the NS2 tracefile. We
useghgfigzm to calculatethe ratio of S-RIPoverheadandthe total routing overheadwherez is the total
numberof S-RIPmessag&ransmissionsy is thetotal numberof roundsof regularroutingupdates92 bytes
is the size of the paclet carryinga S-RIPmessagdésee$3.4), and 632 bytesis the overheadgeneratedy
onerouterin oneroundof regularroutingupdatesz andy arederived from simulationoutputs,which are

usedto generatd-igure3.

11



Maximally Secured 6; =0 0, =1 0

Partially Secured-1| 6; = 0.1 | 6, = 0.9 Maaéigl‘f"geiecg&eg IT
— I ured-1 ——x--

Partially Secured-2| #; = 0.2 | 6, = 0.8 Pan@an%ecured-z ke

Partially Secured-3| ; = 0.3 | 6, = 0.7 sl Paral Secuedd 2|

Not Secured 6 =0 0:=0

Table3: SimulationScenarios M
04}

T
@
T T T T T m
Partially Secured-1 —+— <
014 F. Partially Secured-2 --<--- 0 x-7 X
B Partially Secured-3 ---%--- > s
o
1 a3t e
. 0.12 z — -0
2 . )] e B
E 01 » * 1 s /X/,/ ;
E ™ 0 *
g T 02} .
g ] g
g 01f
s 1 X
5|
Of—-————- Bommmmmm O B B B ]
% ” 2 0 m % L L L L L
Percentage of Misbehaving Nodes 0 10 20 30 40 50
Figure2: Fractionof routesacceptedor which Percentage of Misbehaving Nodes
consisteng checksarenot performed. Figure3: Network overheadyeneratedby S-RIP

4.3 Simulation Results

By looking at the outputdatafrom the simulation,we obsered that an adwertisedmaliciousroute canbe
successfullydetectedy a consisteng check. Thisis preciselywhatwe expected.

RiskWindow of Acceptinga Malicious Route Figure?2 showvs: 1) The lower the threshold2(6-), the
highertherisk of acceptinga maliciousroute. This is becausehatthe higherf,, thelongerit takesa node
to becomdrusted.2) Thelessnumberof misbeh&ing nodesthe higherrisk of acceptinga maliciousroute.
Thereasonis that whentherearelessnumberof misbeha&ing nodesin the network, morenodeswill be
trusted,i.e., having areputationabove 6,. 3) Whenthereare20% or moremisbeh&ing nodes suchrisk is
verylow (lessthan3%). Thedifferenceamongthreepartially securedscenariobecomesnsignificantsince
mostnodeshave areputationessthan0.7, i.e., they arenottrustedin all threescenariosAlthoughtherisk
of routingtablesbeingpoisonedecomedow, therisk thatcorrectroutesarenotin routingtablesbecomes
high. Thereforedatatraffic maybe droppedthoughnotroutedto a misbehaing node.

S-RIPOverhead Figure 3 compareshe S-RIP overheadin different scenarios. 1) In a maximally
securedhetwork, S-RIPoverheads very high (about40%of thetotal routingoverhead) The S-RIPoverhead
staysrelatively flat whenthe numberof misbeha&ing nodesincreasesThis is because&very nodeneeddo
validateevery routewith every othernodeonthatroute.In ourimplementationanew routeis notconsidered
if the currentrouteis being checled for consisteng. Sinceit takes long time for a consisteng check
to complete,mostnew route changegmaliciousor non-malicious)are not checled for their consisteng
Therefore overheadincreasedy new maliciousupdatess insignificant. This indicatesthat the speedof
network corvergenceis significantly sloved dowvn. We expectthat it would make no differencein terms
of overheadif we allow a new route to interruptan ongoingconsisteng checkas seseral uncompleted
consisteng checkswould generatesimilar amountof S-RIPoverheadasa completedonedoes. 2) In the
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three partially securedscenarios S-RIP overheadis relatively low (lessthan 8.6%) whenthereare only
10% of misbeha&ing nodes.S-RIPoverheadncreasesignificantlywhenthe numberof misbeh&ing nodes
increasesSincethe numberof nodesinvolvedin a consisteng checkis relatively low in thesescenariosit
takeslesstime to complete.Thusmoremaliciousupdatewill triggermoreconsisteng checksandresultin
more S-RIPoverhead.S-RIPoverheaddecreasewhenf; andf, aremovedtoward eachotherbecausea)
thenumberof routesacceptedvithoutbeingchecledfor consisteng increasesvhentherearelessthan20%
of misbehaing nodegqseeFigure2); b) thenumberof routesdroppedvithoutbeingchecledfor consisteng
increasesvhenmorethan20% of the nodesmisbehae. 3) Thereis no S-RIPoverheadin a hon-secured
network sinceS-RIPis nevertriggered.

5 RelatedWork

Significantwork hasbeendonein securingrouting protocols. Perlman[28] is the first to recognizeand

to studythe problemof securingrouting infrastructures.Perlmanclassifiedrouterfailuresinto two cate-
gories: simplefailures andbyzantinefailures A routerwith simplefailure stopsfunctioningcompletely

A routerwith byzantinefailure may be functioning, but not properly A byzantinefailure could be caused
by hardwarefaults, software bugs, misconfigurationpr malicioussoftware. Perimanproposedo usepub-

lic key signaturesresourceresenation, hop by hop acknavledgments,and sourcerouting, amongother
mechanismsto achieve robustflooding androbustrouting. The proposedsolutioncanguarantedo find a

non-faulty path(i.e., all intermediatdinks androuterson the patharenon-faulty) from a non-faulty source
to a non-faulty destinationprovided thereis a sucha pathin the network. Our proposedapproachdiffers

in that we aretamgeting securingexisting routing infrastructureswith supportof incrementaldeployment,

while Perlmans solutionis to build a new robustrouting protocol. Our proposeds-RIPis alsobasedon a

distancevectorrouting protocol,while Perlmans solutionis basedon link stateroutingprotocol.

Kumar[20] proposedo usedigital signaturesandsequenca@umberdo protectsubvertednetwork links.
By gainingthe control of a network link, an intruder can manipulaterouting updatesg.g., modifying or
replayingrouting updates.Digital sighaturesanpreventunauthorizedalternationof routing updates.Se-
guentiallynumberingoutingupdatesanpreventreplayattacks Kumaralsoproposedo useretransmission
andacknavledgmentdor improving reliability andsecurity

Smithetal. [35] proposedo usedigital signaturessequenceaumbers,and a loop-freepathfinding
algorithmfor securingdistancevectorrouting protocols.By including an additionalfield, next-to-last-hop,
in anadwertisedroute,a recipientnodecanvalidatebasedon its local routing informationif aroutingloop
canbeformed. Onedisadwantageis thatit cannotpreventlongeror shorterdistancdraud.

Zhang[39] consideredhatpublic-key basedligital signaturesrecomputationallynefficientfor signing
routingadwertisementgiventhefactthatbothsignaturegeneratiorandverificationprocessemustbedone
online using computationalnefficient algorithms. Zhangproposedo useone-timedigital signaturesand
one-way hashchainsfor signingrouting updates.Onedisadwantageof this approachs thatit significantly
increasesnessageverhead.

Goodrich[12] proposeda method calledleap-frog,for securingdistancevectorrouting protocols.The
proposedmethodcan ensurethat a nodealways chooseghe minimum value asthe costfor a destination
amongall the valuesreceved from its neighbors. This approachinexplicitly assumethat one nodewill
receve anadwertisedroutefor a destinationfrom every of its neighborswhich may not be true. Another
disadwantagds thatit is vulnerableto replayattacks.

Mittal andVigna[24] proposedo useintrusiondetectiorfor securingdistancevectorroutingprotocols.
A precomputednasterouting databaseontainspathsandassociatedostsfrom every nodeto every other
node. Sensorsareinstalledon someor all subnets.Routing informationrelatedto a subnetis extracted
automaticallyfrom the masterrouting databaseandis distributedto the sensolinstalledon thatsubnet. A
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sensorusesits portion of the masterrouting informationto validaterouting adwertisementgransmittedn
its subnet. One notableadvantageis that it doesnot require modificationsto the routing protocol being
secured. Thus, it allows incrementaldeployment. One disadantageis thatit cannotprevent fraudulent
routingadwertisement$rom poisoningothers’routingtables althoughit maybeableto detectthem.

Hu etal. [16, 17] proposedseveral efficient mechanismsisingone-way hashchainsandauthentication
treesasconstructiomprimitivesfor securingdistancevectorrouting protocols. Their approactcanprevent
newer sequencaumberandshorter(or same)distanceraud, but notlongerdistanceraud. Anotherdisad-
vantages thatit incurssignificantmessageverheadsinceeachadwertisedroutemustincludea hashvalue
to authenticatétself.

Goodelletal [13] proposedaprotocolfor improving thesecurityandaccurayg of BorderGatavay Proto-
col (BGP)[30]. In their approacheachAutonomousSystem(AS) designates serer, namelylnterdomain
RoutingValidator(IRV), asthe authorityof its routing information. An IRV maintainsa routing database,
whichis separateffom, but needdo be synchronizedvith, theroutingtablesof BGPspealkrs. An IRV can
sendqueriesto anotherdRV to validatethe BGP routinginformationof the AS thatIRV is responsibldor.
This approachs a secondine of defensamechanismyhich candetectincorrectBGP routinginformation,
but cannotpreventit from propagating.Onesimilarity of our proposedapproachandIRV is thatbothpro-
poseto validateroutinginformation. The differenceis thatour approactcanbeintegratedwith the existing
routing protocolandvalidaterouting informationbeforebeingusedto updatethe routing table,while IRV
is separatedrom andparallelwith theexisting BGPinfrastructure.

Many researchersave exploredsecurindink stateroutingprotocols(e.g.,O0SPF)[28, 29,26, 5, 6, 3, 36]
andBGP[34, 19, 13]. Securingwirelessad hoc networks hasalsoattractedextensve interest[40, 22, 40,
4,15, 16, 38, 18]. Reputation-basedystemshave beenusedto facilitate trust in electroniccommerces
[31, 37].

6 Concluding Remarks

We expectthat our methodologyof correlatingrouting information by crosscheckingtheir consisteng
could be appliedto securinglink staterouting protocols(e.g., OSPF)andinterdomainrouting protocols
(e.g. BGP). The sizedwindow basedon Equation5 could be usedfor balancingsecurityand efficiency
in otherproblems.e.g.,detectingmisbeh&ing nodesby datacorrelationin distributed sensometworks or
wirelessadhocnetworks.

We plan to make our simulationcode publicly available. Our future researchegclude: 1) supple-
mentingour simulationsby a multinodetestbedn our lab basedon Linux andimplementingS-RIPasan
extensionto routed(a daemorimplementingRIP); 2) applyingtheframewvork to securingBGR.
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Appendix 1 Routing Information Protocol
Overview

RIP is anintra-domainrouting protocol. Although it hascertainlimitations, e.g.,the maximumdistance
betweerntwo nodess limited to 15 hops,RIP is still widely usedby mary smallandmediumsizeorganiza-
tions.

A RIP routingtableconsistof a numberof entries,onefor eachdestinatiorin the network. Eachroute
entry containsat leastthe following information: destination- the IP addressandthe subnetmaskof the
destinationdistance- numberof hopsfrom this routerto the destination;next hop - the IP addressf the
next routeralongthepathto thedestinationtimers - anumberof timersareassociatedvith eachrouteentry
Onetimer is setto 180 secondslf no routingupdateaboutthis routeis receved within threeminutes the
distanceof this routeis setto 16 which designatesnfinity in RIP. Wheneer a routing updateis receved
aboutthis destinationthetimeris re-initializedto 180seconds.

A routerspeakingRIP periodically(every 30 secondsproadcastsoutingupdatemessaget its neigh-
borsto adwertiseits routinginformation. A routingupdatemessageonsistsof up to 25 routes.Eachroute
containsthe information of destination(IP andsubnetmask),distance andthe next hop. The next hopis
only usefulif it is directly reachabldo arecipient.

A routingupdatemessagenay alsobetriggeredby aroutedistancechange A routeror a hostcanalso
solicit routing updatemessageby sendingout a routeupdaterequest.For example,afterarouterreboots,
it will sendout a routeupdaterequesto collectrouting informationto initialize its routingtable. A route
requesimayalsobe sentout for adiagnosipurpose.

RIP doesnotrequirethataroutingupdataequests from adirectneighboralthoughit requiresarouting
updateresponsenustbe from a direct neighbor Therefore a route updateresponsenessagenay be sent
to aremotenode(i.e., two or morehopsaway). Someproposednethodq17] for securingdistancevector
routing protocolsthat inexplicitly assumethat routing updatemessagesre only sentto direct neighbors
may needadditionalmechanismso take this into account.

An adwertisedroute may leadto the updateof a recipients routingtableif 1) it is a new route;2) it is
betterthanthe existing route;or 3) it is from the originatorof the existing route. In case3), thetheexisting
routewill alwaysbe updatedho matterwhetherthe new routeis shorteror longerthanthe existing one. If
the adwertisedroute is the sameasthe existing one, only the time-outtimer associatedvith that routeis
reinitialized.

Althoughit is understoodhatit is importantto validatea routing updateresponsenessagearefully
beforeusingit to updateones routingtable, RIPv2 only performsrudimentarychecks(e.g.,the sourcelP
addressand port number). Our proposedapproachextendsthe validationby crosscheckingroute consis-
tengy.

SinceRIP doesnot keepthe completepathinformationto a destinationjt is possiblethat onerouter
adwertisesarouteto anotherouterfrom whichit learnsthatroute. Thiswill leadto the problemof counting
to infinity. RIP adoptsan approach,namely Split Horizon to solve the problem. One router doesnot
adwertisea route backto the routerfrom which it learnedthe route. An extensionof split horizonis to
adwertisethe routebackto the routerwhereit learnedit from , but with a distanceof infinity (16). Thisis
calledSplitHorizonwith PoisonedReverse

Althoughsplit horizoncanbreakaloop betweertwo nodesjt cannotbreakaloop amongthreeor more
nodes. Triggered Updatescan speedthe network corvergencein that wheneer the metric of a routeis
changedarouting updateis triggeredimmediatelywithout waiting for the normalperiodicroutingupdate.

Security Vulnerabilities

RIP hasseveral known securityvulnerabilities. RIPv1 doesnot provide ary authenticatiorservice.RIPv2
only usesa cleartet passwerd for authenticatingpeers.Sincea cleartet passwrd canbe easilycaptured,
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it provides only mamginal additionalsecurityin practice. Keyed MD5 hasbeenproposed1] to replace
the passveord-basedhuthenticatiormechanismbut it doesnot preventa compromisedhodeor a malicious
legitimatenode(i.e. a questionabl@ode)from adwertisingfraudulentroutinginformationaboutdistanceor
next hop.

First, a questionableodecanclaim a zerodistanceto a non-directlyconnectechetwork or a noneis-
tentnetwork. The proposedVID5 authenticatiorrequiresa secretkey(s) is sharedby a pair of nodesfor
eachdirectly connectechetwork link. This canprevent routerimpersonationbut cannotprevent network
impersonation.Second,a questionablenode may claim a distanceshorterthan the actualdistancefor a
destination For example,anode: whichis 5 hopsaway from subnetV; couldadwertisearoutefor N; with
a distanceof 3 hops. Third, a questionablenodecanclaim a distancdongerthanthe actualdistancefor a
destination Fourth,a questionableodecanprovide falseinformationon a next hop. For example,suppose
1 adwertisesto j aroutefor V; with nodek asthenext hop. If 5 andk arein a samesubnet;; would setk,
insteadof j, asthenext hopto N;. If theactualnext hopfromi to N; is notin the samesubnetasj, but 4
intentionallymakesit in the samesubnetasj, 5 would be misled.
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Appendix 2: Secuie Routing Information Protocol (S-RIB

Algorithm 1 SecureRoutinglnformationProtocol(S-RIB

1: INPUT: vy, v1, [vn, dist(v1,vy), nh(vi,vy,)], 01,62
2: OUTPUT: accepbr reject|vy,, dist(v1,vy,), nh(vi,vy)]

30 if 7o (v1) > 02 || dist(vy,v,) = 16 then

4. Accept[vy, dist(vi,vy), nh(vi, vy,)]; goto: END
5. endif

6: Entity Authentication:

7. if dist(v1,v,) = 0then

8:  PerformEntity Authenticationof v,,.

9:  if v, demonstratethe knowledgeof secretk,, ,, then
10: Accept|vy,, dist(v1, vy ), nh(v1,vy,)]

11: else

12: Reject[vy,, dist(v1, vy,), nh(v1, vy)]

13:  endif

14. goto:END

15: endif

16: 1 =1

17: while TRUE do

18: i =1+ 1;v; = nh(vi_1,vp);

19:  Requesfrom v;: [vy,, x, %] and[v;_1, *, *]

20:  Wait until receving [vy,, dist(v;, vy, ), nh(v;, v,)] @andlv,_1, dist(v;, vi—1), nh(vi, vi—1)]
21:  if nh(vi,vp) € {v;} (1 <j <i-—1)then

22: Reject|vy, dist(v1, vy), nh(v1, vy)]; goto: END
23:  endif

24: if dist(vi_1,vp) = dist(vi, vy) + dist(v;, v;_1) then
25: calculater,, (v[1..i])

26: if 7y (v[1..4]) > 02 then

27: Accept[vy, dist(vi,vy,), nh(vi,v,)]; goto: END
28: elseif dist(v;,vn) = 0 then

29: goto: Entity Authentication

30: endif

31: else

32: Reject[vy,, dist(v1, vy,), nh(v1, v,)]; goto: END
33:  endif

34: endwhile

35: END
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Appendix 3: Overview of DempsterShafer Theory
Overview

In DempsteiShafertheory a Universeof Discourse,denotedby U, is a setof mutually exclusie alter
natves,e.g.,U = {si,s9,...,s,}. Therearethreeconceptsassociatedvith eachsetS(S C U), basic
probability assignmenthelief, andplausiblebelief.

¢ Basic Probability Assignmentdenotedby m(S), is the strengthof evidencesupportingS, where
0 < m(S) < 1. Thesumof the basicprobability assignment®f all subsetf U is equalto 1,
i.e., Y gcpy(m(S)) = 1. Thebasicprobability assignmenin DST is differentfrom the probability
assignmenin classicialprobability theory in that its domainis the powersetof U insteadof the
elementof U. Thereforeyn(S) shouldnot beinterpretedasthe preciseprobabilitythat S is true as
in the classicalprobability theory m(.S) just represent®nepieceof evidencethatwill contritute to
ourfinal beliefin S.

If thereis only oneelementn S, e.g.,S = {s1}, it is clearthatm(S) representshe strengthof the
evidencethatsupportss;. If therearemorethanoneelementin S, e.g.,S = {s1, s2}, we interpret
m(S) orm({s1, s2}) asapieceof evidencethatwill contrituteto ourfinal beliefin s; by theamount
of m(S), orin se by the amountof m(S), or in both by the amountof z andy respectrely with
z +y = m({s1,s2}). m({s1,s2}) characterizeshe uncertaintyof the evidenceasit is not clear
how muchthe evidenewill contritute exactly to our final beliefin eachof its elementge.g.,s1, $2).
With additionalevidencefrom indepedensourcestheuncertaintywill bereducedLet |S| denotethe
numberof elementsn S, or thesizeof S. If thereis no uncertaintythenfor all S, whereS C U and
|S| > 1, m(S) = 0. Sinced_ g, (m(S)) = 1, weobtaind_? ,(m({s;})) = 1, whichis equaelent
to the probability assignmentn classicalprobability theory Therefore,we cansaythat DST is a
generalizatiorof the classicalprobabilitytheory

¢ Belief denotedby b(S) (0 < b(S) < 1), is definedby the sumof the basicprobability assignments
of all thesubsetof S, i.e.,b(S) = ) ycg(m(X)). b(S) canbeinterpretedasthe beliefin S dravn
from all theknown evidencewhich supportsS.

If |S| = 1,e.0.,5 = {s1}, b(S) is equaelentto the probability that s; is true given the known
evidence.lf |S| > 1, e.9.,S = {s1, s2}, b(S) shouldnotbeinterpretedasthe probabilitythatboth s,
andsq aretrue. b(S) representshe accumulatedincertaintyof evidencewhich cannotbe precisely
assignedo eachof theelementf S.

¢ PlausibleBelief denotedby pl(S), is definedby 1 — b(S). pl(S) is in therangel0, 1], andcanbe
interpretedasthe beliefin S if all the unknavn evidenceturnsout to be supportve to S or to be
againsts.

Sincethereis alwaysevidencewhich is unknavn to us at the momentwhenwe malke judgementon a
subject(e.qg.,S), thetruebeliefin S, tb(S), is alwaysin the intenal of the belief, b(S), andthe plausible
belief, pi(S), asdefinedin DST. If all the unknavn factsturn out to be supportve to S, thentb(S), b(S),
andpl(S) areall equal. If all the unknavn factsturn outto be againstS, thentb(.S) is equalto b(S), and
bothof themarelessthanpl(S).

Evidencedrom two independensourcesrepresentethy the basicprobability assignmentsn (S) and
ma(S) respectiely, canbe combinedto yield a new basicprobability assignmentins(.S), usingEquation
6.

_ Y xny=s m1(X) -ma(Y)
mal8) = 2 xny=p M1 (X) -ma(Y) xyet) ©
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Proof of Equation 5 Using DST

Let s be a proposition(e.g.,a route adwertisement) s be the complementaryf s, andU = {s, s}. Fora
corroboratinggroup (v1, va, - . . , v,) Which agreeupons, eachof r,(vy), 7. (vs2), ..., r;(v,) canbetreated
asapieceof independengvidencesupportings. Thereforenodex hasn basicprobabilityassignmentfor
U, whichis listedin Table4. In therestof this section thefollowing notationsareused:

e Thesubscriptz is omittedfor the purposeof corvenience.
e m[ o). thebasicprobability assignmentombinedrom m; andms.

e my 4 thebasicprobabilityassignmencombinedrom m; (1 <4 < k).

Beljy 911 thebeliefcomputedrom the basicprobabilityassignmentn; ;.

Beljy_ - thebeliefcomputedrom the basicprobabilityassignmentn ;-

{s} [ {3} {s3}
mi1 | r(v1) | O | 1—r(v1)
my | r(v2) 0 | 1—r(vg)

my | T(vp) | 0 |1 —r(vn)

Table4: n BasicProbabilityAssignmentdor U, U = {s, s}

Wewantto shawv thattheaccumulatedonfidencer (v[1..n]), in thecorroboratingroup{vy, v, ..., v, }
calculatedoy Equation5 is consistenwith the combinedbelief Bel|; {3} computedromnmdepen-
dentba5|cprobabll|tyaSS|gnmentby DST. SinceBel[; ] {s} ZXC [1..n] my.qa({s}) +

o (8) (41 Wby oo shaw har (1 ) — e

Stepl: Whenn = 1, we know from Table4 thatm, ({s}) = r(v1).

Step2: Assumewhenn =k, my; g ({s}) = r(v[1..k]). Sincenoneof the nodesin the corroboratinggroup
{v1,v2, ..., v} supports(s}, we know thatmy; ({s}) = 0, andm;_x({s,5}) = 1 — r(v[1..k]).

Step3: Whenn =k + 1, mp;_x41)({s}) canbecomputedrom the basicprobability assignmentsn; ;) and
my1 USiNgEquation6 asfollows:

Z)myzs m1..x) (X) - mpy1(Y)
1= xny=g M.x(X) - me1(Y)
m.k({8}) - mer1({s}) + mp g ({s}) - me+1({s,3}) + mprx({s,8}) - me11({s})
1— [mp.g({s}) -me1({8}) +mp ({5} - me1({s})]
T(vp.ky) - T (Vk+1) + (k) - [1—r(vps1)] + [1 - T(”[l..k})] -7 (Vg41)
1- [T(U[l..k]) 040 r(vps1)]
=r(vp.4) + [1- T(U[l..k])]'r('uk-i—l)

Theinductionproof shavs thatthe accumulatedonfidencen s, r(v[l__n]) calculatedusing Equation5
from the colloboratinggroup{r1,72, ..., r,} is consistenwith the combinedbeliefin s, computedusing

m[l..k+1]({3}) =
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DST from n independenbasicprobability assignmentsThe adwantageof Equation5 is thatit is simple
andintuitive. It allows oneto computea nev accumulatedonfidencdrom a previous valuewhenthe size
of the corrobaratinggroupgrows. The computations alsoefficient. Although DempstetShafertheoryis
moregenerale.g.,it canhandleconflicting information, it is computationallyinefficient sinceit involves

setoperations.
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