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Abstract

Internetrouting infrastructuresare vulnerableto variousattacksdueto the lack of strongauthenti-
cationmechanisms,softwarevulnerabilities/misconfiguration,andtherisky assumptionof a trustworthy
andcooperativeenvironment.Existingsolutionsdo not solvetheproblembecausethey neithervalidate
factualcorrectnessof routingupdatesnor supportincrementaldeployment.In this paper, weproposea
datacorrelationapproachfor validatingroutinginformation.A routingupdateis validatedfor its factual
correctnessbeforebeingusedto updatea routingtablebycrosscheckingits consistencyamongselected
nodeswhich are informedof that update. Thenotionof trust or distrustis replacedby nodereputation
measured by numericalvalues. Thetradeoff betweensecurityand efficiencyis madeby configurable
thresholdsanda sizedwindowwhich determineshowmanynodesto involvein a consistencycheck. As
a first exampleof applying the framework, we developan incrementallydeployableprotocol, namely
(S-RIP),for securingRoutingInformationProtocol (RIP). We haveimplementedS-RIPin thenetwork
simulatorNS2.Weshowthatwith S-RIP,a nonfaultynodecanuncover inconsistentroutinginformation
in a networkwith manymisbehavingnodesgiventhatnotwoof themarein collusion.Additionalrouting
overheadgeneratedbyS-RIPis adjustableandcanbereducedto a reasonalbelevel.

1 Overview
It is well-known that today’s Internetis not secure.Both Internetapplicationsandtheunderlyingrouting
infrastructuresarevulnerableto a variety of attacks.Although a majority of incidentsreportedso far are
realizedby theexploitationof softwarevulnerabilitiesin client andserver machines,it hasbeennotedthat
abusingroutingprotocolsmaybetheeasiestway for launchingattacks[2]. Perlman[29] pointedout thata
singlemisbehaving routercancompletelydisruptroutingprotocolsandcausedisaster. This viewpoint has
beenmorerecentlyexpressedby agroupof network andsecurityexperts[7].

Therearemany factorsthatmake today’s routinginfrastructuresinsecure.Threeof themareasfollows.
First, therearenostrongsecurityservicesbuilt into routingprotocols.Many routingprotocolsonly provide
weakauthenticationmechanisms,e.g.,plain-text password or system-widesharedkeys, for authenticating
peersor routingupdates.As a result,it is easyfor anadversaryto gainaccessto therouting infrastructure
andmanipulaterouting information. It is alsoeasyfor an insiderto impersonateothers.Second,software
vulnerabilitiesandmisconfigurationsexposeroutinginfrastructuresto severerisks.Third,mostroutingpro-
tocolsassumeatrustworthyenvironment.In thecasewherenoauthenticationmechanismsareimplemented,
routingupdatesareacceptedonly with rudimentaryvalidation– for example,RIP[21], oneof themostpop-
ulardistancevectorroutingprotocols,only checksthata routingupdateis from anIP addressof aneighbor
nodeandthat thesourceUDP port numberis 520. Whenauthenticationmechanismsarepresent,routing
updatesareverified for thecorrectnessof dataorigin andintegrity only. However, after a routeupdateis
verifiedto be“authentic”, therouting informationconveyed in theupdateis trustedandusedto updatethe
recipient’s routing table. This is risky sincedataorigin authenticationwhich includesdataintegrity [23],
cannotguaranteethe factualcorrectnessof a message.A maliciousentity or a compromisedlegitimate
entity cansendfalseinformationin a correctlysignedmessage.This is oneof thebyzantinefailuresmen-
tionedby Perlmanalreadyin 1988[28]. A recipientcandetectunauthorizedalterationof themessage,but�
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cannottell if theinformationconveyedin themessageis factuallycorrectunlesstherecipienthastheperfect
knowledgeof what it expectsto receive. For example,a maliciousnodecanclaim a longerdistance[15]
to avoid traffic without beingdetectedunlessthereceiving nodehasthecorrectinformationof thenetwork
topology. In summary, cryptographicmechanismscanpreventseveral typesof attacks,e.g.,impersonation
or unauthorizedmodification,but maynot be ableto prevent propagationof fraudulentinformationabout
network topologyor network connectivity.

This paperfocuseson validating routing advertisementsfor distancevector routing protocols. The
difficulty of validatingsuchinformationwasnotedby Perlman[28]. The problemarisesdue to the fact
that theadvertisedinformationis the resultof distributedcomputation.Smith,Murphy, andGarcia-Luna-
Aceves [35] proposeto include an additionalfield, next-to-last-hop,in routing advertisements.A loop-
free pathfinding algorithm is usedto detectrouting loops,but they do not addressprevention of longer
or shorterdistancefraud. Mittal andVigna [24] proposeto useintrusiondetectionsensorsfor validating
routingadvertisementsby comparinga routingupdatewith a masterroutingdatabasethat is pre-computed
off-line. Onedisadvantageof this intrusiondetectionbasedapproachis that it cannotprevent fraudulent
misinformationfrom poisoningothers’routingtables,althoughit maybeableto detectit.

1.1 Summary of Results

We proposea framework for validatingroutinginformationfor distancevectorroutingprotocols.First,we
proposeto useconsistencyasan approximationof correctness. Given the difficulty of validatingrouting
information of a distancevector routing protocol, we proposeto correlatean advertisedroute amonga
groupof nodesthatareinformedof that route. Theconfidencein thecorrectnessof the routeis increased
if it is consistentin the corroboratinggroup. The morenodesthat agree,the higher the confidence.By
this approach,we hopethatnodessurroundinga questionablenodewill uncover inconsistency andprevent
furtherspreadingof misinformation.

Second,we proposeto validatean advertisedroutefor correctnessbeforeusingit to updatea routing
table.Thevalidationprotocolcouldbeimplementedasawrapperof routingtableupdatefunctions.Whena
routingtableneedsto beupdated,thevalidationprotocolis triggered.In contrastto theabove intrusionde-
tectionapproach,our approachcanprevent fraudulentroutinginformationfrom propagatingandpoisoning
routingtables.

Third, the notion of either trustingor distrustinga nodeis replacedby nodereputationmeasuredby
a numericvalue. Fully trustingor distrustingany individual nodemay introducethe vulnerability that a
maliciousnodecancall into questionthe legitimacy of othernodes.It is questionableif any nodeshould
deserve thefull trustof any othernodegiventhateithertheownerof anodemaybemaliciousor alegitimate
nodecould be compromised.We employ numericvaluesfor measuringnodereputationsto provide the
flexibility for relaxingthisnotion.

Fourth,we usea sizedwindowfor balancingsecurityandefficiency. A nodemaygetmaximumconfi-
dencein thecorrectnessof a particularadvertisedrouteif every informednodewith respectto thatrouteis
involved in theconsistency checkandthey agree.However, this incurshigh verificationoverheadin terms
of thenumberof verificationmessagesrequired.As is often thecase,mechanismsareneededto obtaina
tradeoff betweensecurityandefficiency. In our approach,a window size,or thenumberof nodesinvolved
in a consistency check,is determinedby nodereputationsandconfigurablethresholds.

As a first example,we apply our reputation-basedvalidationframework to securingRIP. We call our
protocolSecure-RIP(S-RIP). Therestof thepaperis organizedasfollows. Thereputation-basedvalidation
framework is presentedin Section2. S-RIP is presentedandanalyzedin Section3. Section4 presents
simulationresults.Section5 reviewsrelatedwork for securingroutingprotocols,with emphasisonsecuring
distancevectorroutingprotocols.Furtherdiscussionsandfuturework aregivenin Section6.
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2 Reputation-basedValidation Framework
2.1 ConsistencyCheck

To validatethecorrectnessof routing information,ideally therewould bea masternode(cf. [24] above),
with perfectknowledgeof anetwork. Suchknowledgecouldthenbedistributedto othernodesperiodically
or on demand.To validatea routingadvertisementfrom anadvertisingnode,a recipientnodewould only
needto checkits consistency with the true network topologyfrom the masternode. Unfortunately, there
is no suchmasternodein today’s Internetarchitecture.Otherwise,therewould be no needfor dynamic
protocolsfor updatingrouting tables. Sinceit appearsimpossibleto validatethe factualcorrectnessof
routinginformationwithout a masternode,we proposeusingconsistency to approximatecorrectness.This
approachis motivatedby the fact thatnetwork topologyinformationconveyed by a routingadvertisement
mayalreadybeknown to asubsetof nodesin thenetwork (namelyinformednodesof thatparticularroute).
By cross-checkingthe consistency of a routing advertisementwith thoseinformednodes,a recipientcan
increaseits confidencein thecorrectnessof thatinformation.By thisapproach,wehopethatdirectneighbors
of a questionablenodewill uncover inconsistency andpreventfurtherspreadingof misinformation.

Usinginconsistency to detectmisinformationin routingprotocolsis comparableto theapproachof data
correlationfor detectingnodecapturein a distributedsensornetwork [42]. For example,a sensordropped
in desertfor measuringtemperaturemay be compromised.An attacker canmanipulatethe outputof the
capturedsensorwith or without decodingits cryptographicinformation (e.g., by cooling it with water).
To detectsuchcapturedsensor, we needto correlatetheoutputreportedby sensorsgeographicallylocated
nearbyeachother. If the outputof a sensoris significantlydifferent from others,it may indicatethat the
sensoris in a questionablestate. We observe that routing information correlationappearsto allow for
discovery of maliciousroutingupdatesthatcannotbedetectedby messageauthentication.

2.2 Reputation Definitions

Sincefully trustingor distrustinganodehasshortcomings(asmentionedearlier),we proposea methodfor
computingavaluewhich is assignedandusedasameasureof reputationof anindividualnode.Everynode
will keepavalueasameasureof thereputationof every othernodein anetwork (e.g.,aRIPdomain).

Definition 1 (NodeReputation). Node� ’s rating of node� ’s reputationat time 	�
 , denotedby �
��������	�
�� is
a measure of thehistorical correctnessof routinginformationprovidedby � to � , definedas� � ������	 
 � 1 � ���� ������� � ��� ��	��"!$#%�&	'� (1)

where � �(��� ��	�� is a valueassignedby � , associatedwith � , basedon the resultof � ’s determinationof the
correctnessof � ’s informationat time slot 	 , and #)�&	�� is a system-widetime weightingfactor. � � ������	 
 � is
computedbasedon thefollowing two factors:

1) Historical Behaviour. Supposethe time unit is the interval betweentwo consecutive consistency
checks.Node� ’shistoricalbehaviour in theviewpointof � canberepresentedbyavector * � ����� �
+,�-� � �-�����/. �-�$0$0$01� � �'������	�
2�43 .
Many possibilitiesexist for � �'������	'� ; onewe proposefor its simplicity is:

� � ������	'� � 5687:9 if � providesincorrectinformationat time 	9 0;.�< if � providesconflictinginformationat time 	9 0;< if � providesconsistentinformationat time 	 (2)

2) TimeWeightingFactor. Thetime weightingfactor #)�&	�� allows a differentialweightingfor different
timeperiods.As onesimpleexample,Equation3 givesahigherweightto amorerecentconsistency check,

1Whentheparameter= � is omittedfrom >'?A@;BDCE= �GF , >'?A@;B F refersto H ’s ratingof B ’s reputationat themostrecenttime, = � .
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motivatedby the belief that a node’s most recentbehaviour canpredict its nearfuture behaviour with a
higherprobability:

#)�&	�� � +. � �JI � +LKM	NKM	�
 (3)

Onepropertyof Equation3 is thatit allows oneto computeamorerecentreputationfrom thepreviousone,
which reducesbothcomputationaloverheadandthememoryrequirement.For example,�
��������	�OP+,� canbe
computedfrom � � ������	'� by Equation4. Onepropertyof Equation4 is thatif � � ��� ��	��LQ� + , � � ������	ROP+,� will be
alwayslessthan1. Thus,if node� doesnotassignaninitial valueof 1 or higheras � ’s reputation,�
�����S� will
alwaysbein therange * 9 �
+,� .

�
�(��� ��	ROP+,� � � � ������	'�. O � ��������	�OT+,� (4)

One node’s reputationcan be viewed as an estimationof the confidencethat this nodewill provide
correct information in the nearfuture. The higher �,�(���U� is, the greaterconfidence� hasin information
providedby � .

Definition 2 (Accumulated Confidence). Let �
VW�&X � �-���
VW�&X�Y,�-�$0$0$0,���
VW�&X1Z[� be \ ’s rating of the reputation
of nodes X � ��X Y �$0$0$0]��X Z , respectively. In the casethat routing information from nodes X � ��X Y �$0$0$0
��X Z , is
consistent,node \ ’s confidencein that information,denotedby �
VW�&X^*_+10�08`a3&� , is definedas follows, whereX^*_+10�08`a3 denotesX � ��X Y �$0$0$0,��X Z :

�
VW�&X^*_+10�08`a3&� � 5b6 b7
�
V[�&X � � if ` � +�
V[�&X � �cOed�+gfh�
VW�&X � �(ij!$�
VW�&X�Y,� if ` � .�
V[�&X^*_+10�08`kf:+D3&�cOmln+jfo�
VW�&X^*_+10�08`pfq+D3&��rs!
�
V[�&XtZW� if `ouq. (5)

The rational behindEquation5 is that one’s confidencein the correctnessof an advertisedroute is
increasedwhenthenumberof nodesconfirmingtherouteis increased.Theamountby whichtheconfidence
will be increaseddependson the confidenceroom left over and the reputationof the confirming node.
Equation5 hasthefollowing properties:1) If thereputationof a confirmingnodeis 0, it will not raisethe
accumulatedconfidence– in otherwords,informationfrom a distrustednodewill bedisregarded;2) If the
reputationof aconfirmingnodeis 1, it will raisetheaccumulatedconfidenceto 1; 3) Theorderof confirming
nodesmakesno difference.

Although developedindependentlybasedon our intuition, it turns out that Equation5 is consistent
with Dempster-Shafertheory(DST) of evidencereasoning[8, 33] if we assumethat in our case,for all �
( +vKw�2Kx` ), X1� acquiresits informationfrom anindependentsource.Theadvantageof Equation5 is that
it is intuitive andcomputationallyefficient. AlthoughDempster-Shafertheoryis moregeneral,e.g.,it can
handleconflictinginformation,it is computationallylessinefficient sinceit involvessetoperations.

2.3 Validation Rules

Sincethe notion of trust or distrusthasbeenreplacedby nodereputation,we proposea set of rules for
determininghow to processroutingadvertisementsbasedon nodereputation.Two thresholds( y � �'y]Y ) are
usedto divide the reputationdomaininto threelevels, namelylow, medium,andhigh (Figure2.3). Each
reputationlevel hasits own rulesfor processingroutingupdatemessages.

Rule 1 (Low Reputation). If node� ’s reputationratedby � is in the low range ( 9 Kz�
�����S�|{zy � ), node �
will ignore a routingadvertisementfrom � withoutcross-checking its consistencywith othernode(s).
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According to Rule 1, a nodewith a low reputationis untrusted. This rule can effectively mitigate
potentialdenial of serviceattackslaunchedby a maliciousnodewhich may try to engageanothernode
into a long periodof validationby advertisinga large amountof uselessrouting information. We propose
to timeouta node’s low reputationandreassignit a mediumreputationvalueto allow a nodeto raiseits
reputationafteraspecifiedtimeperiod } � .

0 1

highlow medium

θ1 θ2 =θ θ1 2

high

0 1

(a) Partially TrustedNetwork (b) Fully TrustedNetwork

Figure1: Moving ~,� and ~�� closeto eachotherincreasestrustdegreeanddecreasesnetwork overhead.Theextreme
case,where ~ ��� ~ �|�w� , emulatesa network in which all routing informationis assumedto be fully trustworthy,
which is in facttheassumption(at somerisk) madefor today’s Internet.

Rule 2 (Medium Reputation). If node� ’s reputationratedby � is in themediumrange ( y � KM�
�����S��{:ytY ),
node� will crosscheck theconsistencyof a routingadvertisementfrom � with othernode(s).

A nodewith amediumreputationcanbesaidto beonprobation. If everynodeinitially rateseveryother
nodea mediumreputation,Rule 2 allows a goodnodeto raiseits reputationquickly into the high range.
The reputationof a misbehaving nodewill quickly decreaseinto the low range.Therefore,the validation
overheadis loweredif thenetwork remainsstable.

Rule 3 (High Reputation). If node � ’s reputationratedby node � is in thehigh range ( y]Y�K��,�(���U�%K�+ ),
node� will accepta routingadvertisementfrom � withoutcrosschecking its consistencywith othernode(s).

By Rule3, we cansaythatanodewith ahigh reputationis trusted. Onedisadvantageis thatfraudulent
informationfrom a trustednodemay be propagatedsinceit will not be validated. To minimize the risk,
we proposthata nodemaintaina high reputationfor only specifiedperiodof time ( }GY ). After thatperiod,
its reputationis re-initializedwith a valuein the mediumrange.The risk window of acceptingmalicious
informationfrom a compromisedor failed trustednodecanbereducedby decreasing} Y . Anotherway to
minimizethis risk is to increasey]Y . Thehigher y]Y is, thelongera nodewill take to raiseits reputationinto
thehigh level. In theextremecase,ytY canbesetto 1 so thatno nodewill be trustedduring thecourseof
operationunlessits initial reputationis setto 1.

Wecanemulateatrustworthyenvironmentby settingboth y � and ytY to 0 (Figure1.b),whereeverynode
is trustedby everyothernodeandnoroutingadvertisementswill bevalidated.Validationoverheadcanalso
bereducedby adjustingthereputationthresholds(Figure1.a).

2.4 SizedWindows

Sincetheremaybemultiple informednodesof anadvertisedroute,a mechanismis requiredto decidehow
many nodesto involve in a consistency check.Themorenodesconsulted(which agreewith thetheadver-
tisedroute),thehigherthe confidenceacquiredin thecorrectnessof that route;but thenetwork overhead
will alsobe higher. We usea sizedwindowasa mechanismfor balancingthe trade-off betweensecurity
andefficiency. Thesizeof thewindow is thenumberof thenodesconsultedin a consistency check. The
window sizestartsfrom 1. In otherwords,thereis only onenodein the window beforethe consistency
checkof an advertisedroute,which is the advertiserof that route. The window sizegrows by one,or an
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additionalnodeis consulted,if thecomputedconfidenceusingEquation5 in thecorrectnessof that route
is lessthan y]Y . The window sizekeepsgrowing for theadvertisedrouteuntil 1) an inconsistency occurs,
i.e.,a nodereportsconflictinginformation;or 2) all thenodesin thewindow agreeupontheroute,and2.1)
thecomputedconfidenceis greaterthan ytY ; or 2.2) all informednodeshave beeninvolved. In case1), the
routefails theconsistency checkandis dropped.In case2), theroutesucceedstheconsistency checkandis
accepted.

3 Secure Routing Inf ormation Protocol (S-RIP)
3.1 Assumptionsand Notation

Cryptographic Assumptions. We assume(A1) every router sharesa secretkey with every other router
in a RIP domain. Pair-wise sharedsecretkeys canprevent router impersonation.This assumptionis an
extensionto thesecurityrequirementof RIP, wherea secretkey is requiredfor eachnetwork link if MD5
authenticationis applied[1]. We assumeadditionally(A2) every routershareswith every otherrouterin a
RIPdomainasecretkey for eachof thesubnetsdirectlyattachedto thatrouter. This assumptionis madeas
a countermeasureto subnetimpersonation.Router � claiminga zerodistanceto a subnet(e.g., � � ) hasto
demonstrateto a recipient(� ) theknowledgeof thesharedsecretkey between� and � � .

In RIP (we meansRIPv2 in theremainderof thepaper),a destinationcouldbea subnetor a host. For
conveniencepurposes,weusetheidentification(e.g.address)of arouterto representall thesubnetsor hosts
directly attachedto that router. Suchanabstractionis widely usedin studiesof routingprotocols[28, 21].
With thisabstraction,our cryptographicassumptionsbecomepair-wisesharedsecretkeys.

NetworkAssumptions.Weassume(A3) eachnetwork link is bidirectional,andhasanequalcostfor each
direction.We alsoassume(A4) thatevery nodeincludestheimmediatenext hopin anadvertisedroute. In
RIP, thenext hopfield in a routingadvertisementis usedfor routeoptimizationbut is not mandated.If it
is setto 0, theoriginatorof theadvertisementwill beusedasthenext hopby a recipient. If it is setto an
IP addressthatis directly reachableby therecipient(i.e.,on asubnetdirectly attachedto therecipient),this
address,insteadof the originator, is usedasthenext hopby the recipient. We requirethat a nodealways
includesthe next hop when advertising a route. This allows a recipientto find informed nodesof, and
performconsistency checkfor, that routeby recursively requestingrouting informationfrom next hops. It
alsoallowsarecipientto makethedecisionwhethertheadvertisednext hopor theadvertiserwill bethenext
hopfor that routefrom its viewpoint. It appearsthat in RIP sucha decisionis primarily madeby a sender
sincethesenderhastheflexibility to setanext hopeitherto 0 or to anIP address.Webelieve thatarecipient
is in abetterpositionto make suchadecisionsinceit caneasilycheckif theIP addressof thereceivednext
hop is directly reachable.A sendermay not have suchinformation. Besidesrouteoptimization,the next
hopallows a routerto constructa completepathto a destination.This is usefulfor diagnosisanddetection
of misconfiguration,e.g.,routingloopsor maliciouspacket dropping[27].

Notation. For an advertisedroute *��n�D�����,�1�������$�[��3 , we use X��t��X � , and X1Z to representthe recipient,the
advertiser, andtheultimatedestinationrespectively. To bemorespecific,weuse �1���D�$�&X � ��XtZ[� and �[�c�&X � ��XtZW�
to representthedistanceandthenext hoprespectively from X � to X1Z for thisparticularroute.

3.2 S-RIP

Whenrouter X�� receivesfrom X � anadvertisedroute * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43 , X�� validatestherouteas
requiredby RIP [1]. If theroutepassesthevalidation,andwill beusedto updateX�� ’s routingtable,S-RIP
is triggeredto performadditionalvalidations.S-RIPwill NOT betriggeredif theadvertisedroutedoesnot
indicatea route changeor a topologychange. Although the timer associatedwith this route will be re-
initialized, thereis no needto re-validatetheroutesincesucha validationshouldhave beendonewhenthe
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routewasfirst installedin X1� ’s routingtable.Highlightsof S-RIPonvalidating * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43
aregivenimmediatelybelow. More detailsarepresentedin theremainderof this section.

1. Is theadvertisedrouteself-consistent?If not,droptheroute.

2. If �������
�&X � ��X1Z[� � 9 , X�� performsentity authenticationwith X � on X1Z . If X � successfullydemonstrates
theknowledgeof thesecretkey, ������� ��� , sharedby X�� and XtZ , X1� acceptstheroute. Otherwise,drops
it.

3. If +hK��1���D�$�&X � ��X Z �s{�+
< , X � performsconsistency checkson * X Z �,�1���D�$�&X � ��X Z �-�$�W�c�&X � ��X Z �43 . If the
consistency checksucceeds,X�� acceptstheroute.Otherwise,dropsit.

4. If �1���D�$�&X � ��X Z �NK�+
� , X � acceptstheroutewithout validatingit.

Self-consistencyCheck. X�� checksif the informationcontainedin * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43 is self-
consistent.1) If X1Z is not a legitimate entity, the route is dropped. X1Z is legitimate only if X�� sharesa
secretkey with X1Z . 2) If �������
�&X � ��X1ZW� � 9 , �W���&X � ��X1Z[� shouldbe X � itself sincetheadvertisedrouteis forX � or a subnetdirectly attachedto X � . 3) If +�K��1���D�$�&X � ��X1Z���{�+
< , the next hop mustnot be X�� or X � .X � shouldnot advertisea valid routeback to X � from which it learnsthat route. Otherwise,the problem
of countingto infinity occurs. Although RIP recognizesthis problemandproposessplit horizon(or with
poisonedreverse)for solving it, a misbehaving nodemay not follow the rule andintentionallycreatethe
problem.By validatingthenext hop,a recipientcanalwaysavoid theproblem.

Entity Authentication.If �1���D�$�&X � ��X1Z�� � 9 , X � advertisesto X�� a routefor itself or for a subnetwhich is
directly attachedto X � , X�� will ask X � to demonstratetheknowledgeof thesecretkey, ������� ��� , sharedby X��
and X1Z . Themessagesexchangedby X�� and X � areillustratedin Table1, where�]� is a randomnumber, and� � � is a one-way hashfunction,e.g.,MD5 [32]. If X � succeedsin theentity authentication,X � acceptsthe
advertisedroute.Otherwise,discardsit.

X��g¡¢X � �,�X �g£ X � � �&� � ��X � �/� �(�$� �(� �
Table1: Entity Authentication

X��g¡¢X�Y * X1Z¤��¥ ��¥$3* X � ��¥ ��¥$3X�� £ X�Y * X1Z^�,�1���D�$�&X�Y1��XtZW�-�$�[�R�&X�Y1��X1Z��43* X � �,�������
�&X Y ��X � �-�$�[�R�&X Y ��X � �43
Table2: RoutingRequestandResponse

ConsistencyCheck. If +LKw�1�����$�&X � ��X Z �N{x+
� , X � advertisesto X � a reachableroutefor X Z . X � will check
the consistency of the advertisedroutewith �[�R�&X � ��X1Z�� , let’s say X�Y . X�� will requestfrom X�Y the routing
informationfrom X Y to X Z andfrom X Y to X � . The messageflows aregiven in Table2, where* denotes
informationfields to be provided. The advertisedroute from X � for X1Z is treatedasconsistentwith X�Y ’s
routinginformationif �1���D�$�&X � ��X1Z�� � �1�����$�&X1Y1��X1Z[�cOT�1���D�$�&X�Y1��X � � . Otherwiseinconsistent.

If X � is consistentwith X�Y , X�� will useEquation5 to computeanaccumulatedconfidence,�,�(���&X � ��X�Y,� . If�
�����&X � ��X1Y,�J¦qy]Y , X�� acceptstheadvertisedrouteascorrect.Otherwise,X�� will consultwith additionalnodes
basedon thenext hopinformation. Before X � sendsa routerequestto node X � , it checksif a network loop
hasbeenformed.A network loopis formedif thenode( X1� ) to beconsultedhasbeenconsultedbefore.In the
casethata loop is detected,X�� dropstheadvertisedroute.Otherwise,theconsistency checkcontinuesuntil
oneof the following threeconditionsholds: 1) �
��� �&X^*_+10�0;�S3&�§¦¨ytY . In this case,the advertisedroutefromX � is treatedascorrectby X�� . 2) �
�����&X^*_+10�0;�sf©+D3&��{xytY , and X�ª disagreeswith X1ª I � , i.e., �1���D�
�&X�ª I � ��X1Z[�)Q��1���D�$�&X�ªn��X Z �«Om�1���D�$�&X�ªn��X�ª I � � In this case,X � treatsthe advertisedrouteas inconsistent.3) X Z hasbeen
consulted.If X1Z disagreeswith XtZ I � , theadvertisedroutefrom X � is treatedasinconsistent.Otherwise,X��
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will ask X1Z to demonstratetheknowledgeof thesecretkey �����D� ��� . If X1Z succeedstheentity authentication,
theadvertisedrouteis treatedascorrectnomatterwhatthevalueof �,� � �&Xa*_+10�08`a3&� is. Otherwise,theadvertised
routeis droppedand XtZ is treatedasproviding cryptographicallyincorrectinformation.

It is possiblethat X�� maynothavearouteto X1� in its routingtablewhenit needsto sendroutingrequests
to X � . For example,the routebeingvalidatedby X � is for X � itself (i.e., X Z � X � ). It is alsopossiblethatX1� maynot have a routeto X�� whenit needsto sendbackroutingresponses.Therefore,we requirethat X��
shouldsendthe routing requestdirectly to X � with X1� asthe ultimatedestination. X � shouldhave a route
for Xt� sinceit advertisessucha routeto X�� . In addition, X�� shouldenabletheflag of routing recordin the
IP headerof the routing requestmessage.As a result,all the intermediateroutersforwardingthe routing
requestmessagewill recordtheiraddressesin thepacket. X � will reversetherecordedroute,andusesource
routingfor sendingbacktheroutingresponseto X�� .

Infinity Route. If �1���D�$�&X � ��X Z � � +
� , X � advertisesto X � an infinite routefor X Z . X � doesnot validate
an infinite or unreachableroutesinceit is trivial for X � to make a valid routeunreachableif it misbehaves,
e.g.,by disablinganetwork interfaceor droppingpackets.Theconsequenceof suchpossiblemisbehaviour
is that X�� will drop the routeandwill not forward packets to X1Z through X � . If thereis only oneroutein
thenetwork from X�� to X1Z andit goesthrough X � , X�� will not beableto communicatewith X1Z . It seemsto
behardto forcea misbehaving nodeforwardpacketsfor othersif it is determinednot to do so. Therefore,
we hopea network is designedwith redundancy to accommodatea singlepoint of failure. In that case,
hopefully X�� couldfind analternative routeto X1Z , bypassingthemisbehaving nodeX � .
3.3 Threat Analysis

A nodemaymisbehave in severalways:1) advertisingfalseroutinginformation;2) providing falserouting
informationspecificallyduringa consistency check;3) droppinga validationrequest/replymessageor not
respondingto avalidationrequest.4) manipulatingavalidationrequest/replymessageoriginatedfrom other
nodes.

1) Advertisingfalseroutinginformation. Givenaroute * X1Z¬�,�1�����
�&X � ��XtZW�-�$�[�R�&X � ��X1Z��43 advertisedby nodeX � to X�� , X � mayprovide falseinformationaboutXtZ , �1���D� , �[� , or any combination.
1.1)DestinationFraud. X � mayadvertisearoutefor anonexistentor unauthorizeddestinationX1Z . Under

our proposal,suchmisbehaviour canbeeasilydetectedsince X � doesnot sharea secretkey with X Z if it is
nota legitimateentity in thenetwork.

1.2) DistanceFraud. X � mayadvertisea fraudulentdistanceto a destinationX1Z , e.g.,longeror shorter
thantheactualdistance.If the advertiseddistance,�1���D�$�&X � ��X1Z�� , is 0, but X � is actuallyoneor morehops
away from XtZ , in our proposal,X�� candetectthis fraudby entity authenticationsince X � doesnot have the
knowledgeof the secretkey sharedby X � and X Z . Othershorteror longerdistancefraud canbe detected
by crosscheckingconsistency with thosenodeswhich propagatedthe route in question. Therearethree
scenariosin which a consistency in thecorroboratinggroupmaynot representcorrectness:a) thenodesin
thecorroboratinggrouparesimultaneouslymisledby oneor moremisbehaving nodes;b) thenodesin the
corroboratinggrouparecolluding;c) a subsetof thecorroboratinggrouparecolludingandmisleadtherest
of thenodes.Our ideais thatby increasingthesizeof thecorroboratinggroup,it is increasinglyunlikely
thatthesescenarioswill notbedetected.

1.3) Next Hop Fraud. Node X � may provide a fraudulentnext hop to supportits claim of a longeror
shorterdistance.First, X � mayusefictional nodesasnext hops. X � theninterceptsfrom X�� thesubsequent
validationrequeststo thesenodesandsendbackfalseresponsesonbehalfof them.In ourscheme,afictional
nodecanbedetectedsince X�� doesnot sharea prior secretwith it. Second,X � mayusea remotenode(i.e.,
anodenotdirectlyconnectedto X � ) asthenext hop.For example,supposeX � is 5 hopsaway from X1Z . If X �
learnsthat X 
 is onehopaway from X Z , it mayclaim to betwo hopsaway from X Z anduse X 
 asthenext
hop. UnlessX1
 is willing to provide falseinformation(e.g., �1�����
�&X1
���X � � � + ) to cover X � ’s misbehaviour,
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X�� will beableto detectthis fraud. In thecasethat X1
 is willing to colludewith X � , we treatit asthecase
that X � establishesa virtual link (e.g.,TCPconnection)with X1
 , andforwardspacketsover thevirtual link
to eachother. This misbehaviour is similar to thewormholeattack(cf. Hu et al. in [18]).

2) Providing falserouting information in a consistency check. The fraudcouldbe on distanceor next
hop. Whenthefalseinformationcauseinconsistency, theconsequencesare:2.1) correctroutingadvertise-
mentsmaybedisregardedby well-behavednodes.Wethink it is not to theadvantageof amisbehaving node
to misleadanothernodeby this typeof misbehaviour sinceit maybebestto avoid a“valid” routethrougha
misbehaving nodein any case.By droppinga routeinvolving amisbehaving node,thevalidationnodemay
take analternative goodroute,albeitpossiblysuboptimal.2.2) thereputationof a well-behaved nodemay
bedecreasedasaresultof falseinformationarisingfrom amisbehaving node.In theworstcase,if nodeX � ’s
ratingof node X � ’s reputationis decreasedto the low range,X�� will disregard X � ’s routing advertisements
for acertainperiodof time. Sinceconsistency checkoccuronly on routechanges,amisbehaving node,X 
 ,
may only damagethe reputationof X � ’s reputationwhenthereis a routechangewhich involves both X1

and X � in a consistency check. Xt
 ’s own reputationmayalsobedecreasedif it providesfalseinformation.
Therefore,Xt
 is unableto damageanothernode’s reputationat its will. On the otherhand, X � hasother
chancesto increaseits reputationwhenit advertisesgoodroutes(without goingthrough X1
 ) to X1� . So the
effect of the type of misbehaviour dependson the network topologyandthe locationof the misbehaving
nodes.If oneor moremisbehaving nodesarelocatedon thelinks which canform a network-cut,they may
be ableto completelyseparatethe network throughcollusion. It would appearno approachesresilientto
suchmisbehaviour.

3) Droppinga validationrequest/replymessage or not respondingto a validationrequest. This misbe-
haviour candisrupta validationprocess.As a result,theroutebeingvalidatedwill bedropped.We do not
considerthis asa majordrawbacksincedroppinga routewith misbehaving nodesenrouteallows analter-
native routeto bediscovered.An adversarymaylaunchthis typeof attackwhenit is notwilling to forward
packets for othernodes.As discussedbefore,a misbehaving nodecanavoid traffic by many otherways,
e.g.,droppingpacketsbasedonsourceor destinationaddresses,or simplydisablinganetwork interface.We
rely uponnetwork redundancy andothermechanisms[27] to counterthis typeof misbehaviour.

4) Manipulatinga validation request/responsemessage originatedfrom othernodes.If all routersare
deployedwith SRIPanduseMD5 for messageauthentication,validationrequest/responsemessagescannot
bemanipulatedenroute.However, communicationbetweenasecuredrouterandaremotenonsecurerouter
is not authenticated.The consequencesare: 4.1) A routing responsesentbackby a remotenon-secured
routercanbemodifiedby anadversaryen route. Theadversarymaymodify the routing responsein such
a way that it would confirm the consistency of a falseadvertisedroute; 4.2) An adversarymay intercept
routing requestssentto a non-securedrouter, andproducefalseresponseson behave of that router. This
vulnerabilitycanbeaddressedby IP layersecurity. For example,if IPSecis available,anadversarywould
not beableto manipulateor interceptroutingrequestsor responsesbetweentwo remotenodes.It canalso
bemitigatedif we assumethatanadversarydoesnot have thecapabilityto launchattacksin packet level.
It is easyfor an adversaryto manipulatea routing tableto make a router to broadcastfraudulentrouting
information. It may not be that easyto manipulatepackets transmittedthrougha router if the adversary
doesnot have sufficient control over that router, e.g.,modify andcompilesourcecodes,install malicious
software,etc.

Onecharacteristicof S-RIPis that it doesnot guaranteethata validatedrouteis optimal. In fact,S-RIP
proposedin thispaperonly validaterouteconsistency, withoutconsideringthecost.S-RIPalwaysacceptsa
consistentrouteanddisregardsaninconsistentoneregardlessof its cost.Therefore,optimalrouteinvolving
a misbehaving nodemay not be used. We considerthis asa goodtradeoff betweenrouting securityand
efficiency.
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3.4 Efficiency Analysis

Supposethereare ` routersand ­ subnetsin a network. The averagelength of a route is ®GOm+ hops.
For maximumsecurity, every routerwould validateevery routewith all otherrouterson that route. For a
singleroutewith a lengthof ® O¯+ hops,thenumberof messagesrequiredfor aconsistency check,including
requestsandresponses,is .J!-® . Eachmessagewill travel anumberof hops.Thefirst requestmessageis sent
to thenodein two hops,andwill travel 2 hops.Thelastrequestmessageis sentto thenodein ®$Ok+ hops,and
will travel ®1O�+ hops.A responsemessagewill travel thesamenumberof hopsasthecorrespondingrequest
messageassumingthey travel at theoppositedirectionof asameroute.Therefore,thetotal numberof hops
(messagetransmissions)traveledby bothrequestandresponsemessagesis .¤!A*8.UO%°�O±!$!$!�O��E®�O§+,�43 � �(+�O|®A�
!_® .
Assumeevery routerkeepsa routefor every subnetin thenetwork. Eachrouterwould need �(+NOq® �²!]®c!,­
messagetransmissionsfor validatingevery route. Over the whole network, the total numberof message
transmissionsin themostsecurecaseis �(+JO¯® ��!,®^!$­³!
` .

Supposewe useRIP messagefor routerequestandresponse.Eachrouterequestwould needtwo route
entries,onefor theroutinginformationfrom therecipientto theultimatedestination,andonefor therouting
informationfrom therecipientto its predecessornodeon that route. TheRIP messageheaderis (24 bytes
includingauthenticationdata),andeachrouteentry is 20 bytes.Thus,onerouterequestor responseis 64
bytes.PlustheUDP header(8 bytes)andIP header(20bytes),apacket carrya routerequestor responseis
92 bytes.Thetotaloverheadof routingvalidation,in additionto theoverheadof regularroutingupdates,in
themostsecurecaseis ´�.2!n�(+JO¯® �G!
®^!
­³!$` bytes.

Severalrouterequestsor responsesmaybetransmittedin asinglemessage.For example,if X � advertises
to X1� 3 routeswith asamenext hop X�Y . X�� cansendasinglemessagewith 4 routeentriesto X�Y , onefor each
of threeadvertiseddestinationsandonefor X � . Thesizeof thepacket carryingthis messageis 132bytes,
considerablylessthan276bytes,thetotal sizeof threestandardpacketswith 92byteslengtheach.

After a network becomesstable,S-RIPmight only be triggeredby a topologychange,suchasa link
failure. After monitoringa productionnetwork with 61 routersand142subnetsfor 3 months,we observed
95 link failures,which is aboutonefailureperday. Basedon this, we suspectroutingoverheadgenerated
by S-RIPwould belight.

3.5 Incr ementalDeployment

A practicalchallengeof securingroutingprotocolsis how to make thesecuredversioninteroperative with
theexisting infrastructure.Despitetheir technicalmerits,many proposedmechanismsfor securingrouting
protocolsare not widely deployed due to the fact that they requiresignificantmodificationsto existing
implementationsand/ordo not provide backward interoperability. Sinceit is unrealisticto expect that an
existing routinginfrastructurecanbereplacedby a securedversionin a very shortperiodof time, ideally a
securedversionshouldbecompatiblewith thenonsecureprotocols.It is alsodesirablethatsecuritycanbe
increasedprogressively asmoreroutersaredeployedwith thesecuredprotocol.

To this end,S-RIPsupportsincrementaldeployment. We proposethat messagesexchangedin S-RIP
conformto themessageformatdefinedin RIP. S-RIPcanbe implementedasa compatibleupgradeto the
existingRIP, andaS-RIProuterperformsthefunctionsthesamewayasaRIP router. Therefore,deploying
S-RIPon a routeronly requiresa down time for theperiodof installationandrebootingof RIP processes.
requestfrom a non direct neighbor(remotenode),a S-RIProutercansuccessfullyget information(albeit
not authenticated)from a non-securedrouter for a consistency check. In other words,a RIP router can
participatein aconsistency check,but not initiateaconsistency check.Thus,evenbeforeS-RIPis deployed
on all routers,the routing tableof a S-RIProuteris partially protectedasit is built from validatedrouting
updates.Themoreroutersdeployedwith S-RIP, themorereliabletheroutingtablesin thenetwork become.
Therefore,we cansaythatsecuritycanbeincreasedincrementally.

AlthoughS-RIPcaninteroperatewith RIP andsupportsincrementaldeployment,its securityis limited
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during the processof deployment. Onevulnerability is that a RIP routerdoesnot participatein an entity
authentication.S-RIPrequiresarouterto demonstratetheknowledgeof asecretkey for itself or for adirectly
attachedsubnetwhenit claimsa zerodistancefor thatdestination(seeTable1). SinceRIP doeshave such
functionalitybuilt in, anS-RIProuterwill not beableto validatea routewith a zerodistanceclaimedby a
RIP router. To interoperatewith a RIP router, anS-RIProutermustacceptzerodistanceroutesadvertised
by a RIP router. Therefore,a compromisedRIP routercansuccessfullyclaim to be directly attachedto
non-existing subnetsor impersonatesubnetsattachedto otherRIP routers.Anothervulnerability is thata
routingrequest/responsesentto/from a remoteRIP routeris unauthenticated.RIP with MD5 extension[1]
only providesmessageauthenticationfor routingadvertisementsbetweentwo directlyconnectedneighbors
sinceasecretkey is configuredpernetwork link. Therefore,routingrequests/responsesbetweentwo remote
nodesarenotauthenticated.Theconsequencesandcountermeasuresarediscussedin µ 3.3.

4 Simulation
Westudyhow securityandefficiency of S-RIPareaffectedby differentsettingsof thetwo thresholds( µ 2.3).
We implementedS-RIPin the network simulatorNS2 [10] asan extensionto the distancevectorrouting
protocolprovided by NS2. The entry point of S-RIPis in the procedurecompute-routes¶�· in the Tcl DV
class.S-RIPis triggeredif anadvertisedrouteis usedto updatea recipient’s routingtable.

4.1 Simulation Envir onment

NetworkTopology: we simulateda network with 50 routersand82 network links. The network topology
is basedon a real network with 5 geographiclocations,eachlocation hastwo core routers. Eachcore
routerin onelocationis connectedto oneof thecoreroutersin every otherlocation. Fraud: we simulated
misbehaving nodeswhich commit eitheror both shorterand longerdistancefraud ( µ 3.3). We randomly
selected5,10,15,20,and25nodesto commitfraudin eachrunof thesimulation.Notethat25misbehaving
nodesrepresent50%of thetotal nodes.Eachmisbehaving nodeperiodically(every 2.5seconds)randomly
selectsa route from its routing tableandmakes its distanceshorteror longer. SimulationScenarios: we
simulated5 scenarios(Table3) by adjustingthethresholdsy � and y]Y . Eachsimulationruns180seconds.A
nodereputationabove y]Y or below y � timesoutafter2 seconds.

4.2 Metrics

RiskWindowof Acceptinga MaliciousRoute. We countedthetotal numberof times( ` � ) advertisedroutes
areacceptedfor whichconsistency checkis notperformeddueto thefactthattheadvertisershavea reputa-
tion higherthan ytY (i.e., they aretrusted).Wealsocountedthetotal numberof times( `cY ) advertisedroutes
arecheckedfor their consistency.

ZS¸Zn¸º¹^Z�» representsa probabilitythata maliciousroutemaybeaccepted.It
is usedto measuretherisk thata routingtablemaybepoisonedby maliciousupdates.

S-RIPOverhead.To determinehow muchnetwork overheadis generatedby S-RIP, we comparedthe
S-RIPoverheadto thetotal routingoverhead,which is calculatedasthesumof S-RIPoverheadandregular
routingupdateoverheadin RIP. Sincethedistancevectorroutingprotocolprovided by NS2 is not a strict
implementationof RIP RFCs,we couldnot obtainnetwork overheaddirectly from theNS2 tracefile. We
use ¼ Y(V¼ Y(V,¹a½�¾�Y(¿ to calculatethe ratio of S-RIPoverheadandthe total routing overhead,where \ is the total
numberof S-RIPmessagetransmissions,À is thetotalnumberof roundsof regularroutingupdates,92bytes
is thesizeof the packet carryinga S-RIPmessage(see µ 3.4), and632 bytesis theoverheadgeneratedby
onerouterin oneroundof regularroutingupdates.\ and À arederivedfrom simulationoutputs,which are
usedto generateFigure3.
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Maximally Secured y � � 9 ytY � +
Partially Secured-1 y � � 9 0�+ y]Y � 9 0;´
Partially Secured-2 y � � 9 0;. y]Y � 9 0;Á
Partially Secured-3 y � � 9 0;° y]Y � 9 0ÃÂ

Not Secured y � � 9 ytY � 9
Table3: SimulationScenarios
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4.3 Simulation Results

By looking at the outputdatafrom thesimulation,we observed thatan advertisedmaliciousroutecanbe
successfullydetectedby aconsistency check.This is preciselywhatwe expected.

RiskWindow of Acceptinga Malicious Route. Figure2 shows: 1) The lower the threshold2( y Y ), the
highertherisk of acceptinga maliciousroute.This is becausethat thehigher ytY , thelongerit takesa node
to becometrusted.2) Thelessnumberof misbehaving nodes,thehigherrisk of acceptingamaliciousroute.
The reasonis that whentherearelessnumberof misbehaving nodesin the network, morenodeswill be
trusted,i.e.,having a reputationabove y]Y . 3) Whenthereare20%or moremisbehaving nodes,suchrisk is
very low (lessthan ° Ä ). Thedifferenceamongthreepartiallysecuredscenariosbecomesinsignificantsince
mostnodeshave a reputationlessthan 9 0ÃÂ , i.e., they arenot trustedin all threescenarios.Althoughtherisk
of routingtablesbeingpoisonedbecomeslow, therisk thatcorrectroutesarenot in routingtablesbecomes
high. Therefore,datatraffic maybedropped,thoughnot routedto amisbehaving node.

S-RIPOverhead. Figure 3 comparesthe S-RIPoverheadin different scenarios.1) In a maximally
securednetwork,S-RIPoverheadisveryhigh(about40%of thetotalroutingoverhead).TheS-RIPoverhead
staysrelatively flat whenthenumberof misbehaving nodesincreases.This is becauseevery nodeneedsto
validateeveryroutewith everyothernodeonthatroute.In ourimplementation,anew routeisnotconsidered
if the current route is being checked for consistency. Since it takes long time for a consistency check
to complete,mostnew routechanges(maliciousor non-malicious)arenot checked for their consistency.
Therefore,overheadincreasedby new maliciousupdatesis insignificant. This indicatesthat the speedof
network convergenceis significantlyslowed down. We expect that it would make no differencein terms
of overheadif we allow a new route to interrupt an ongoingconsistency checkas several uncompleted
consistency checkswould generatesimilar amountof S-RIPoverheadasa completedonedoes.2) In the
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threepartially securedscenarios,S-RIPoverheadis relatively low (lessthan8.6%) when thereareonly
10%of misbehaving nodes.S-RIPoverheadincreasessignificantlywhenthenumberof misbehaving nodes
increases.Sincethenumberof nodesinvolvedin aconsistency checkis relatively low in thesescenarios,it
takeslesstimeto complete.Thusmoremaliciousupdateswill triggermoreconsistency checksandresultin
moreS-RIPoverhead.S-RIPoverheaddecreaseswhen y � and y Y aremovedtowardeachotherbecause:a)
thenumberof routesacceptedwithoutbeingcheckedfor consistency increaseswhentherearelessthan20%
of misbehaving nodes(seeFigure2); b) thenumberof routesdroppedwithoutbeingcheckedfor consistency
increaseswhenmorethan20% of the nodesmisbehave. 3) Thereis no S-RIPoverheadin a non-secured
network sinceS-RIPis never triggered.

5 RelatedWork
Significantwork hasbeendonein securingrouting protocols. Perlman[28] is the first to recognizeand
to studythe problemof securingrouting infrastructures.Perlmanclassifiedrouter failuresinto two cate-
gories: simplefailuresandbyzantinefailures. A routerwith simplefailure stopsfunctioningcompletely.
A routerwith byzantinefailuremaybefunctioning,but not properly. A byzantinefailurecouldbecaused
by hardwarefaults,softwarebugs,misconfiguration,or malicioussoftware. Perlmanproposedto usepub-
lic key signatures,resourcereservation, hop by hop acknowledgments,andsourcerouting, amongother
mechanisms,to achieve robust floodingandrobust routing. Theproposedsolutioncanguaranteeto find a
non-faulty path(i.e.,all intermediatelinks androuterson thepatharenon-faulty) from a non-faulty source
to a non-faulty destinationprovided thereis a sucha pathin thenetwork. Our proposedapproachdiffers
in that we aretargetingsecuringexisting routing infrastructureswith supportof incrementaldeployment,
while Perlman’s solutionis to build a new robust routingprotocol. Our proposedS-RIPis alsobasedon a
distancevectorroutingprotocol,while Perlman’s solutionis basedon link stateroutingprotocol.

Kumar[20] proposedto usedigital signaturesandsequencenumbersto protectsubvertednetwork links.
By gainingthe control of a network link, an intrudercanmanipulaterouting updates,e.g.,modifying or
replayingroutingupdates.Digital signaturescanpreventunauthorizedalternationof routingupdates.Se-
quentiallynumberingroutingupdatescanpreventreplayattacks.Kumaralsoproposedto useretransmission
andacknowledgmentsfor improving reliability andsecurity.

Smith et al. [35] proposedto usedigital signatures,sequencenumbers,anda loop-freepathfinding
algorithmfor securingdistancevectorroutingprotocols.By includinganadditionalfield, next-to-last-hop,
in anadvertisedroute,a recipientnodecanvalidatebasedon its local routinginformationif a routingloop
canbeformed.Onedisadvantageis thatit cannotprevent longeror shorterdistancefraud.

Zhang[39] consideredthatpublic-key baseddigital signaturesarecomputationallyinefficientfor signing
routingadvertisementsgiventhefactthatbothsignaturegenerationandverificationprocessesmustbedone
online usingcomputationalinefficient algorithms. Zhangproposedto useone-timedigital signaturesand
one-way hashchainsfor signingroutingupdates.Onedisadvantageof this approachis that it significantly
increasesmessageoverhead.

Goodrich[12] proposeda method,calledleap-frog,for securingdistancevectorroutingprotocols.The
proposedmethodcanensurethat a nodealwayschoosesthe minimum valueasthe cost for a destination
amongall the valuesreceived from its neighbors. This approachinexplicitly assumethat onenodewill
receive anadvertisedroutefor a destinationfrom every of its neighbors,which may not be true. Another
disadvantageis thatit is vulnerableto replayattacks.

Mittal andVigna[24] proposedto useintrusiondetectionfor securingdistancevectorroutingprotocols.
A precomputedmasterroutingdatabasecontainspathsandassociatedcostsfrom every nodeto every other
node. Sensorsare installedon someor all subnets.Routing informationrelatedto a subnetis extracted
automaticallyfrom themasterroutingdatabase,andis distributedto thesensorinstalledon thatsubnet.A
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sensorusesits portion of themasterrouting informationto validaterouting advertisementstransmittedin
its subnet. Onenotableadvantageis that it doesnot requiremodificationsto the routing protocolbeing
secured.Thus, it allows incrementaldeployment. Onedisadvantageis that it cannotprevent fraudulent
routingadvertisementsfrom poisoningothers’routingtables,althoughit maybeableto detectthem.

Hu et al. [16, 17] proposedseveralefficient mechanismsusingone-way hashchainsandauthentication
treesasconstructionprimitivesfor securingdistancevectorroutingprotocols.Their approachcanprevent
newer sequencenumberandshorter(or same)distancefraud,but not longerdistancefraud.Anotherdisad-
vantageis thatit incurssignificantmessageoverheadsinceeachadvertisedroutemustincludeahashvalue
to authenticateitself.

Goodelletal [13] proposedaprotocolfor improving thesecurityandaccuracy of BorderGatewayProto-
col (BGP)[30]. In their approach,eachAutonomousSystem(AS) designatesaserver, namelyInterdomain
RoutingValidator(IRV), astheauthorityof its routing information. An IRV maintainsa routingdatabase,
whichis separatedfrom, but needsto besynchronizedwith, theroutingtablesof BGPspeakers.An IRV can
sendqueriesto anotherIRV to validatetheBGProutinginformationof theAS that IRV is responsiblefor.
This approachis a secondline of defensemechanism,whichcandetectincorrectBGProutinginformation,
but cannotprevent it from propagating.Onesimilarity of our proposedapproachandIRV is thatbothpro-
poseto validateroutinginformation.Thedifferenceis thatourapproachcanbeintegratedwith theexisting
routingprotocolandvalidaterouting informationbeforebeingusedto updatetheroutingtable,while IRV
is separatedfrom andparallelwith theexisting BGPinfrastructure.

Many researchershaveexploredsecuringlink stateroutingprotocols(e.g.,OSPF)[28, 29,26, 5,6, 3,36]
andBGP[34, 19, 13]. Securingwirelessadhocnetworkshasalsoattractedextensive interest[40, 22, 40,
4, 15, 16, 38, 18]. Reputation-basedsystemshave beenusedto facilitate trust in electroniccommerces
[31, 37].

6 Concluding Remarks
We expect that our methodologyof correlatingrouting information by crosscheckingtheir consistency
could be appliedto securinglink staterouting protocols(e.g.,OSPF)andinter-domainrouting protocols
(e.g. BGP). The sizedwindow basedon Equation5 could be usedfor balancingsecurityandefficiency
in otherproblems,e.g.,detectingmisbehaving nodesby datacorrelationin distributedsensornetworksor
wirelessadhocnetworks.

We plan to make our simulationcodepublicly available. Our future researchesinclude: 1) supple-
mentingour simulationsby a multinodetestbedin our lab basedon Linux andimplementingS-RIPasan
extensionto routed(a daemonimplementingRIP); 2) applyingtheframework to securingBGP.
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Appendix 1 Routing Inf ormation Protocol
Overview

RIP is an intra-domainrouting protocol. Although it hascertainlimitations, e.g., the maximumdistance
betweentwo nodesis limited to 15hops,RIP is still widely usedby many smallandmediumsizeorganiza-
tions.

A RIP routingtableconsistsof a numberof entries,onefor eachdestinationin thenetwork. Eachroute
entry containsat leastthe following information: destination- the IP addressandthe subnetmaskof the
destination;distance- numberof hopsfrom this routerto thedestination;next hop - the IP addressof the
next routeralongthepathto thedestination;timers - anumberof timersareassociatedwith eachrouteentry.
Onetimer is setto 180seconds.If no routingupdateaboutthis routeis receivedwithin threeminutes,the
distanceof this routeis setto 16 which designatesinfinity in RIP. Whenever a routing updateis received
aboutthisdestination,thetimer is re-initializedto 180seconds.

A routerspeakingRIP periodically(every 30 seconds)broadcastsroutingupdatemessagesto its neigh-
borsto advertiseits routing information.A routingupdatemessageconsistsof up to 25 routes.Eachroute
containsthe informationof destination(IP andsubnetmask),distance,andthenext hop. Thenext hop is
only usefulif it is directly reachableto a recipient.

A routingupdatemessagemayalsobetriggeredby a routedistancechange.A routeror a hostcanalso
solicit routingupdatemessagesby sendingout a routeupdaterequest.For example,aftera routerreboots,
it will sendout a routeupdaterequestto collect routing informationto initialize its routing table. A route
requestmayalsobesentout for adiagnosispurpose.

RIPdoesnotrequirethataroutingupdaterequestis from adirectneighbor, althoughit requiresarouting
updateresponsemustbe from a directneighbor. Therefore,a routeupdateresponsemessagemaybesent
to a remotenode(i.e., two or morehopsaway). Someproposedmethods[17] for securingdistancevector
routing protocolsthat inexplicitly assumethat routing updatemessagesareonly sentto direct neighbors
mayneedadditionalmechanismsto take this into account.

An advertisedroutemay leadto theupdateof a recipient’s routing tableif 1) it is a new route;2) it is
betterthantheexisting route;or 3) it is from theoriginatorof theexisting route.In case3), thetheexisting
routewill alwaysbeupdatedno matterwhetherthenew routeis shorteror longerthantheexisting one. If
the advertisedroute is the sameasthe existing one,only the time-out timer associatedwith that route is
reinitialized.

Although it is understoodthat it is importantto validatea routing updateresponsemessagecarefully
beforeusingit to updateone’s routing table,RIPv2only performsrudimentarychecks(e.g.,thesourceIP
addressandport number).Our proposedapproachextendsthevalidationby crosscheckingrouteconsis-
tency.

SinceRIP doesnot keepthe completepathinformationto a destination,it is possiblethat onerouter
advertisesarouteto anotherrouterfrom which it learnsthatroute.Thiswill leadto theproblemof counting
to infinity. RIP adoptsan approach,namelySplit Horizon, to solve the problem. One router doesnot
advertisea routeback to the router from which it learnedthe route. An extensionof split horizon is to
advertisetheroutebackto the routerwhereit learnedit from , but with a distanceof infinity (16). This is
calledSplitHorizonwith PoisonedReverse.

Althoughsplit horizoncanbreaka loopbetweentwo nodes,it cannotbreaka loopamongthreeor more
nodes. Triggered Updatescanspeedthe network convergencein that whenever the metric of a route is
changed,a routingupdateis triggeredimmediatelywithout waiting for thenormalperiodicroutingupdate.

Security Vulnerabilities

RIP hasseveralknown securityvulnerabilities.RIPv1doesnot provide any authenticationservice.RIPv2
only usesa cleartext password for authenticatingpeers.Sincea cleartext password canbeeasilycaptured,

17



it provides only marginal additionalsecurityin practice. Keyed MD5 hasbeenproposed[1] to replace
thepassword-basedauthenticationmechanism,but it doesnot preventa compromisednodeor a malicious
legitimatenode(i.e. aquestionablenode)from advertisingfraudulentroutinginformationaboutdistanceor
next hop.

First, a questionablenodecanclaim a zerodistanceto a non-directlyconnectednetwork or a nonexis-
tent network. The proposedMD5 authenticationrequiresa secretkey(s) is sharedby a pair of nodesfor
eachdirectly connectednetwork link. This canprevent routerimpersonation,but cannotprevent network
impersonation.Second,a questionablenodemay claim a distanceshorterthan the actualdistancefor a
destination.For example,anode� which is 5 hopsaway from subnet�|� couldadvertisearoutefor �|� with
a distanceof 3 hops.Third, a questionablenodecanclaim a distancelongerthantheactualdistancefor a
destination.Fourth,aquestionablenodecanprovide falseinformationonanext hop.For example,suppose� advertisesto � a routefor � � with node � asthenext hop. If � and � arein a samesubnet,� would set � ,
insteadof � , asthenext hopto �|� . If theactualnext hopfrom � to ��� is not in thesamesubnetas � , but �
intentionallymakesit in thesamesubnetas � , � wouldbemisled.
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Appendix 2: Secure Routing Inf ormation Protocol (S-RIP)

Algorithm 1 SecureRoutingInformationProtocol(S-RIP)
1: INPUT: X��t��X � �,* XtZ^�,�1���D�$�&X � ��X1Z[�-�$�[�R�&X � ��X1Z��43 �'y � �'y]Y
2: OUTPUT: acceptor reject * X1Z¤�,�1���D�
�&X � ��X1Z[�-�$�W�c�&X � ��X1Z��43
3: if �
���1�&X � �Ju:ytY�É��1���D�
�&X � ��X1Z�� � +
� then
4: Accept * X Z �,�������
�&X � ��X Z �-�$�[�R�&X � ��X Z �43 ; goto: END
5: end if
6: Entity Authentication:
7: if �1�����$�&X � ��X1Z[� � 9 then
8: PerformEntity Authenticationof XtZ .
9: if X � demonstratestheknowledgeof secret�����D� ��� then

10: Accept * X1Z¬�,�1�����
�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43
11: else
12: Reject * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43
13: end if
14: goto: END
15: end if
16: � � +
17: while TRUE do
18: � � �aO©+ ; X � � �W�c�&X � I � ��X Z � ;
19: Requestfrom X1� : * X1Z^��¥ ��¥$3 and * X1� I � ��¥ ��¥$3
20: Wait until receiving * X1Z¤�,�������
�&Xt����X1Z[�-�$�W�c�&X1�(��X1Z��43 and * X1� I � �,�1���D�
�&X1�(��X1� I � �-�$�W���&Xt����X1� I � �43
21: if �[�c�&Xt�(��X1Z��jÊË¶
X
Ì1·%�(+LK��±KM�Gf:+,� then
22: Reject * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43 ; goto: END
23: end if
24: if �1���D�$�&X1� I � ��X1Z[� � �1���D�$�&X1�(��XtZ[�cOT�1���D�$�&X1�(��X1� I � � then
25: calculate�,� � �&Xa*_+10�08�A3&�
26: if �
�����&X^*_+10�08�A3&�gu:ytY then
27: Accept * X1Z^�,�1���D�$�&X � ��XtZW�-�$�[�R�&X � ��X1Z��43 ; goto: END
28: elseif �1���D�$�&X1����X1Z[� � 9 then
29: goto: Entity Authentication
30: end if
31: else
32: Reject * X1Z^�,�1�����$�&X � ��X1ZW�-�$�[�R�&X � ��XtZ[�43 ; goto: END
33: end if
34: endwhile
35: END
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Appendix 3: Overview of Dempster-ShaferTheory
Overview

In Dempster-Shafertheory, a Universeof Discourse,denotedby Í , is a setof mutually exclusive alter-
natives,e.g., Í � ¶]Î � �/Î,Yt�$0$0$0]�/Î
Z¤· . Therearethreeconceptsassociatedwith eachset Ïj� ÏÑÐÒÍL� , basic
probabilityassignment,belief,andplausiblebelief.Ó Basic Probability Assignment, denotedby ­Ô� ÏÕ� , is the strengthof evidencesupporting Ï , where9 KÖ­Ô� ÏÕ�pK×+ . The sumof the basicprobability assignmentsof all subsetsof Í is equalto 1,

i.e., ØTÙ[Ú^Û«�&­Ô� ÏÜ��� � + . The basicprobabilityassignmentin DST is differentfrom theprobability
assignmentin classicialprobability theory in that its domain is the powersetof Í insteadof the
elementsof Í . Therefore,­Ô� ÏÕ� shouldnot beinterpretedasthepreciseprobability that Ï is trueas
in theclassicalprobability theory. ­Ô� ÏÜ� just representsonepieceof evidencethatwill contribute to
ourfinal belief in Ï .

If thereis only oneelementin Ï , e.g., Ï � ¶]Î � · , it is clearthat ­Ô� ÏÕ� representsthestrengthof the
evidencethatsupportsÎ � . If therearemorethanoneelementin Ï , e.g., Ï � ¶]Î � �/Î]Yt· , we interpret­Ô� ÏÜ� or ­Ô�º¶]Î � �/Î Y ·t� asapieceof evidencethatwill contributeto ourfinal belief in Î � by theamount
of ­Ô� ÏÕ� , or in Î]Y by the amountof ­Ô� ÏÕ� , or in both by the amountof \ and À respectively with\ÝOTÀ � ­Ô�º¶]Î � �/Î Y ·t� . ­Ô�º¶]Î � �/Î Y ·t� characterizesthe uncertaintyof the evidenceas it is not clear
how muchtheevidenewill contributeexactly to our final belief in eachof its elements(e.g., Î � , Î]Y ).
With additionalevidencefrom indepedentsources,theuncertaintywill bereduced.Let Þ8Ï�Þ denotethe
numberof elementsin Ï , or thesizeof Ï . If thereis no uncertainty, thenfor all Ï , where Ï¯ÐxÍ andÞ8ÏgÞ¤uz+ , ­Ô� ÏÕ� � 9 . Since ØTÙ�Ú^Û«�&­Ô� ÏÕ��� � + , we obtain Ø Z� ��� �&­Ô�º¶]Î,��·t��� � + , which is equavelent
to the probability assignmentin classicalprobability theory. Therefore,we cansay that DST is a
generalizationof theclassicalprobabilitytheory.Ó Belief, denotedby ß1� ÏÕ� ( 9 Kàß1� ÏÕ��Km+ ), is definedby thesumof thebasicprobabilityassignments
of all thesubsetsof Ï , i.e., ß1� ÏÕ� � Ø©áâÚ¬Ù �&­Ô�&ãË��� . ß1� ÏÕ� canbeinterpretedasthebelief in Ï drawn
from all theknown evidencewhichsupportsÏ .

If Þ8Ï�Þ � + , e.g., Ï � ¶]Î � · , ß1� ÏÕ� is equavelent to the probability that Î � is true given the known
evidence.If Þ8ÏgÞUux+ , e.g., Ï � ¶]Î � �/Î]Y]· , ß1� ÏÕ� shouldnotbeinterpretedastheprobabilitythatboth Î �
and Î]Y aretrue. ß1� ÏÕ� representstheaccumulateduncertaintyof evidencewhich cannotbeprecisely
assignedto eachof theelementsof Ï .Ó PlausibleBelief, denotedby ä¬®�� ÏÕ� , is definedby +�fqß1�SåÏÕ� . ä¬®�� ÏÕ� is in the range * 9 �
+D3 , andcanbe
interpretedas the belief in Ï if all the unknown evidenceturnsout to be supportive to Ï or to be
against åÏ .

Sincethereis alwaysevidencewhich is unknown to usat themomentwhenwe make judgementon a
subject(e.g., Ï ), the truebelief in Ï , 	�ß1� ÏÕ� , is alwaysin the interval of thebelief, ßt� ÏÜ� , andtheplausible
belief, ä¬®�� ÏÕ� , asdefinedin DST. If all theunknown factsturn out to besupportive to Ï , then 	�ß1� ÏÕ� , ß1� ÏÕ� ,
and ä¬®�� ÏÕ� areall equal. If all theunknown factsturn out to beagainstÏ , then 	�ßt� ÏÜ� is equalto ßt� ÏÜ� , and
bothof themarelessthanä¬®�� ÏÕ� .

Evidencesfrom two independentsources,representedby thebasicprobabilityassignments­ � � ÏÜ� and­ Y � ÏÕ� respectively, canbecombinedto yield a new basicprobabilityassignment,­ ¾ � ÏÜ� , usingEquation
6.

­ ¾ � ÏÜ� � Øæájç è � Ù ­ � �&ãË�²!$­�Y��Eé±�+jf�Ø©ájç è �aê ­ � �&ãË�"!$­�Y1�Eé±� �&ãÝ�'éÑÐPÍ�� (6)
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Proof of Equation 5 UsingDST

Let Î be a proposition(e.g.,a routeadvertisement),åÎ be the complementaryof Î , and Í � ¶]Î � åÎ · . For a
corroboratinggroup �&X � ��X�Y]�$0$0$0]��X1Z�� which agreeupon Î , eachof �,V[�&X � �-���
V¤�&X�Y,�-�$0$0$0,���,V[�&X1ZW� canbetreated
asapieceof independentevidencesupportingÎ . Therefore,node\ has̀ basicprobabilityassignmentsforÍ , which is listedin Table4. In therestof this section,thefollowing notationsareused:Ó Thesubscript\ is omittedfor thepurposeof convenience.Ó ­hë � � Y�ì : thebasicprobabilityassignmentcombinedfrom ­ � and ­�Y .Ó ­ ë ��í8í ª ì : thebasicprobabilityassignmentcombinedfrom ­î�R�(+LKM�JKq�W� .Ó¯ïñð ® ë � � Y�ì : thebelief computedfrom thebasicprobabilityassignment­hë � � Y�ì .Ó¯ïñð ® ë ��í8í ª ì : thebelief computedfrom thebasicprobabilityassignment­hë ��í8í ª ì .

¶]Î�· ¶ åÎ�· ¶]Î , åÎ1·­ � �W�&X � � 0 +�fh�W�&X � �­�Y �W�&X�Y
� 0 +�fh�W�&X�Y
�0$0$0 0$0$0 0$0$0 0$0$0­îZ �[�&X1Z[� 0 +�fo�[�&X1Z[�
Table4: ` BasicProbabilityAssignmentsfor Í , Í � ¶]Î � åÎ ·

Wewanttoshow thattheaccumulatedconfidence,�W�&X^*_+10�08`a3&� , in thecorroboratinggroup ¶
X � ��X�Y1�$0$0$0,��X1ZW·
calculatedby Equation5 is consistentwith thecombinedbelief ï)ð ® ë ��í8í Z]ì �º¶]Î ·t� computedfrom ` indepen-
dentbasicprobabilityassignmentsby DST. Sinceïñð ® ë ��í8í Z]ì �º¶]Î ·t� � ØPágÚ^ò(ó(ô �&­ ë ��í8í Z,ì �&ãË��� � ­ ë ��í8í Z,ì �º¶]Î ·t�cO­ ë ��í8í Z]ì � õa� � ­ ë ��í8í Z]ì �º¶]Î ·t� , weonly needto show that �W�&X^*_+10�08`a3&� � ­ ë ��í8í Z,ì �º¶]Î�·t� .

Step1: When ` � + , we know from Table4 that ­ � �º¶]Î�·t� � �W�&X � � .
Step2: Assumewhen ` � � , ­ ë ��í8í ª ì �º¶]Î ·t� � �W�&X^*_+10�0;�S3&� . Sincenoneof thenodesin thecorroboratinggroup¶
X � ��X Y �$0$0$0,��X�ªn· supports¶ åÎ�· , we know that ­hë ��í8í ª ì �º¶ åÎ ·t� � 9 , and ­hë ��í8í ª ì �º¶]În� åÎ�·t� � +�fh�W�&X^*_+10�0;�S3&� .
Step3: When ` � ��Oæ+ , ­hë ��í8í ª ¹ � ì �º¶]Î ·t� canbecomputedfrom thebasicprobabilityassignments­hë ��í8í ª ì and­�ª ¹ � usingEquation6 asfollows:

­hë ��í8í ª ¹ � ì �º¶]Î ·t� � Ø©ájç è � ÙJ­ ë ��í8í ª ì �&ãh�G!$­�ª ¹ � �Eéñ�+�fÔØ©ájç è �aê ­hë ��í8í ª ì �&ãh�G!$­�ª ¹ � �Eé)�� ­ ë ��í8í ª ì �º¶]Î ·t�²!$­�ª ¹ � �º¶]Î�·t�ROö­ ë ��í8í ª ì �º¶]Î ·t�²!$­�ª ¹ � �º¶]Î � åÎ ·t�cOö­ ë ��í8í ª ì �º¶]În� åÎn·t�G!$­�ª ¹ � �º¶]Î�·t�+jfø÷Ã­ ë ��í8í ª ì �º¶]Î�·t�"!$­�ª ¹ � �º¶ åÎ ·t�cOö­ ë ��í8í ª ì �º¶ åÎ ·t�²!$­�ª ¹ � �º¶]Î ·t�ºù� �W�&X ë ��í8í ª ì �G!$�W�&X�ª ¹ � �cO¯�[�&X ë ��í8í ª ì ��! ÷ +jfh�W�&X�ª ¹ � � ù O ÷ +�fh�W�&X ë ��í8í ª ì � ù !$�W�&X�ª ¹ � �+jf ÷ �W�&XUë ��í8í ª ì ��! 9 O 9 !$�W�&X�ª ¹ � � ù� �W�&X ë ��í8í ª ì �cO ÷ +jfh�W�&X ë ��í8í ª ì � ù �[�&X�ª ¹ � �
Theinductionproof shows that theaccumulatedconfidencein Î , �W�&X ë ��í8í Z,ì � calculatedusingEquation5

from thecolloboratinggroup ¶
� � ���,Yt�$0$0$0,���
Z¤· is consistentwith thecombinedbelief in Î , computedusing
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DST from ` independentbasicprobability assignments.The advantageof Equation5 is that it is simple
andintuitive. It allows oneto computea new accumulatedconfidencefrom a previousvaluewhenthesize
of thecorrobaratinggroupgrows. Thecomputationis alsoefficient. AlthoughDempster-Shafertheoryis
moregeneral,e.g.,it canhandleconflicting information,it is computationallyinefficient sinceit involves
setoperations.
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